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McEvoy, Steve

From: Simons, Jim
Sent: Tuesday, May 17, 2011 5:43 PM
To: Thompson, Mary P.
Cc: Taylor, Kenneth; McEvoy, Steve; Nevils, Mell; Davis, Tracy
Subject: FW: Duke - Exemption from FOIA
Attachments: AG booklet 4-8-08.pdf; James D  Simons.vcf

Mary Penny, 

 

Several of us “would be dam attorneys” are debating if and how  we can keep sensitive infrastructure information about 

what is endangered if the dam fails and about critical parts of the structure of the dam from becoming a public record.  

Both Duke and Progress Energy have now requested that their  emergency action plan (EAP) not be subject to the state’s 

public records act.  This information could be used by terrorists to determine where they might do the most damage.   It 

is now at a point that I feel we need legal guidance.  Can we have an audience with you or the new Deputy Attorney? 

 

Ken has given us a good start on background material. 

 

Thanks, 

Jim 

 

 

 

 
E-mail correspondence to and from this address may be subject to the North Carolina Public Records Law and may be 

disclosed to third parties. 

 

 

 

From: Taylor, Kenneth  

Sent: Thursday, May 12, 2011 9:45 PM 
To: McEvoy, Steve; Simons, Jim; Nevils, Mell 

Cc: Idol, Tami; Schneider, Andrew 
Subject: RE: Duke - Exemption from FOIA 

 

Steve, Jim and Mell, 

 

The Freedom of Information Act (FOIA) is federal law and ONLY applies to federal agencies.  In North 

Carolina, the state law is the Public Records Act.  I have attached a copy of the “Guide to Open 

Government and Public Records” from the Office of the North Carolina Attorney General. 

 

On Page 3 (I have added the highlights),  
 

 5. What are public records? 
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Public records are documentary materials made or 
received by government agencies in North Carolina in carrying 
on public business. Public records include materials 
written or created by the government and its employees. 
They also include materials written or made by private 
people or companies and submitted to the government, 
regardless of whether those materials were required or 
requested by the government or whether they were sent 
to the government voluntarily at the private person’s initiative. 
 
Public records include both paper and electronic documents, 
emails, papers, letters, maps, books, photographs, 
films, sound recordings, magnetic or other tapes, 
electronic data-processing records, artifacts, or other 
documentary material, regardless of physical form or 
characteristics. 
 
Public records include documentary materials that government 
agencies are required by law to make or collect. 
Public records also include materials that government 
agencies make or collect at their discretion in carrying on 
government business. 
 
Some drafts are public records and others are not. If 
drafts have been received by a government agency in the 
course of doing public business, they become state property 
and as such, generally are considered public 
records. A draft does not have to be submitted to the 
members of a public body or the head of a public agency 
for approval to be considered a public record. Even if the 
author of the draft is not a government employee, the 
draft is public record if it has been received by a government 
agency. 

 
From this definition, the Emergency Action Plans (EAPs) have been received by the State and are 

therefore Public Records.   On Page 7 of the Guide, the Public Record Law  exempts certain records from 

disclosure.  

 
10. Emergency response plans/public security plans 
Emergency response plans and public security plans are 
not public records. The following are public records: (1) 
information relating to the general adoption of public 
security plans and arrangements; (2) budgetary information 
concerning the authorization or expenditure of public 
funds to implement public security plans and arrangements; 
(3) budgetary information concerning the construction, 
renovation or repair of public buildings and 
infrastructure facilities. 

 
By this definition, an emergency response plan is not a public record, but we must look at the Public 

Records Law to determine of an emergency response plan is defined in the law as the same document as 

an emergency action plan.  The legal definition of public records is found in Section 132-1. 

 

§ 132-1.  "Public records" defined. 
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(a)        "Public record" or "public records" shall mean all documents, papers, letters, maps, books, 
photographs, films, sound recordings, magnetic or other tapes, electronic data-processing records, 
artifacts, or other documentary material, regardless of physical form or characteristics, made or 
received pursuant to law or ordinance in connection with the transaction of public business by any 
agency of North Carolina government or its subdivisions. Agency of North Carolina government or its 
subdivisions shall mean and include every public office, public officer or official (State or local, elected 
or appointed), institution, board, commission, bureau, council, department, authority or other unit of 
government of the State or of any county, unit, special district or other political subdivision of 
government. 

(b)        The public records and public information compiled by the agencies of North Carolina 
government or its subdivisions are the property of the people. Therefore, it is the policy of this State 
that the people may obtain copies of their public records and public information free or at minimal cost 
unless otherwise specifically provided by law. As used herein, "minimal cost" shall mean the actual 
cost of reproducing the public record or public information. (1935, c. 265, s. 1; 1975, c. 787, s. 1; 
1995, c. 388, s. 1.) 
 
Section 132-1.6 shown below states that “Emergency response plans adopted by constituent institution  of 

The University of North Carolina, a community college, or a public hospital . . . and the records related to 

the planning and development of these emergency response plans are not public records.”  Duke Energy 

is not part of the University of North Carolina, a community college, or a private hospital, therefore, the 

Emergency Action Plans (EAPs) are public records. 

 

Section 132-1.7 addresses the sensitivity of public security information.  That Section states “Public 

records, as defined in G.S. 132-1 , shall not include information containing specific details of public 

security plans and arrangements or the detailed plans and drawings of public buildings and 

infrastructure facilities.”  Do the Duke Energy EAPs contain specific details of public security plans and 

arrangements?  If they do, then the EAPs are not a public record.   

 

Further in the Section, one finds “Public records as defined in G.S. 132-1 do not include plans to prevent 

or respond to terrorist activity, to the extent such records set forth vulnerability and risk assessments, 

potential targets, specific tactics, or specific security or emergency procedures, the disclosure of which 

would jeopardize the safety of governmental personnel or the general public or the security of any 

governmental facility, building, structure, or information storage system. 

 
§ 132-1.6.  Emergency response plans. 

Emergency response plans adopted by a constituent institution of The University of North 
Carolina, a community college, or a public hospital as defined in G.S. 159-39 and the records related 
to the planning and development of these emergency response plans are not public records as 
defined by G.S. 132-1 and shall not be subject to inspection and examination under G.S. 132-6. 
(2001-500, s. 3.1.) 
  
§ 132-1.7.  Sensitive public security information. 

(a)        Public records, as defined in G.S. 132-1, shall not include information containing specific 
details of public security plans and arrangements or the detailed plans and drawings of public 
buildings and infrastructure facilities. 

(b)        Public records as defined in G.S. 132-1 do not include plans to prevent or respond to 
terrorist activity, to the extent such records set forth vulnerability and risk assessments, potential 
targets, specific tactics, or specific security or emergency procedures, the disclosure of which would 
jeopardize the safety of governmental personnel or the general public or the security of any 
governmental facility, building, structure, or information storage system. 



4

(c)        Information relating to the general adoption of public security plans and arrangements, and 
budgetary information concerning the authorization or expenditure of public funds to implement public 
security plans and arrangements, or for the construction, renovation, or repair of public buildings and 
infrastructure facilities shall be public records. (2001-516, s. 3; 2003-180, s. 1.) 
  
From my analysis of the North Carolina Public Records Act, unless the Duke Energy EAPs include 

“specific details of public security plans and arrangements or detailed plans and drawings of public 

buildings and infrastructure facilities” OR “includes plans to prevent or respond to terrorist activity”, 

then the Duke Energy EAPs must be public records and must be made available for inspection and 

examination at reasonable times and under reasonable supervision by any person. 

 

If someone inserted detailed plans and drawings of the infrastructure facilities or includes plans to 

prevent or respond to terrorist activity into the EAPs, then by the requirements of Section 132-1.7, the 

EAPs are NOT public records and therefore are not covered by the Public Records Act. 

 

A second approach to protect the EAPs from inspection and examination would be to show the EAPs are 

confidential information. 

 

In Section 132-1.2 such information must meet all four of the criteria: 

 

§ 132-1.2.  Confidential information. 
Nothing in this Chapter shall be construed to require or authorize a public agency or its 

subdivision to disclose any information that: 
Meets all of the following conditions: 

a.         Constitutes a "trade secret" as defined in G.S. 66-152(3). 
b.         Is the property of a private "person" as defined in G.S. 66-152(2). 
c.         Is disclosed or furnished to the public agency in connection with the owner's 

performance of a public contract or in connection with a bid, application, 
proposal, industrial development project, or in compliance with laws, 
regulations, rules, or ordinances of the United States, the State, or political 
subdivisions of the State. 

d.         Is designated or indicated as "confidential" or as a "trade secret" at the time 
of its initial disclosure to the public agency. 

 

I have copied G.S. 66-153 here to show the definitions. 

 

Article 24.  

Trade Secrets Protection Act.  

§ 66-152.  Definitions. 
As used in this Article, unless the context requires otherwise: 

(1)        "Misappropriation" means acquisition, disclosure, or use of a trade secret of 
another without express or implied authority or consent, unless such trade secret 
was arrived at by independent development, reverse engineering, or was obtained 
from another person with a right to disclose the trade secret. 

(2)        "Person" means an individual, corporation, government, governmental subdivision 
or agency, business trust, estate, trust, partnership, association, joint venture, or any 
other  legal or commercial entity. 

(3)        "Trade secret" means business or technical information, including but not limited to 
a formula, pattern, program, device, compilation of information, method, technique, 
or process that: 
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a.         Derives independent actual or potential commercial value from not being 
generally known or readily ascertainable through independent development or 
reverse engineering by persons who can obtain economic value from its 
disclosure or use; and 

b.         Is the subject of efforts that are reasonable under the circumstances to 
maintain its secrecy. 

The existence of a trade secret shall not be negated merely because the information comprising 
the trade secret has also been developed, used, or owned independently by more than one person, 
or licensed to other persons. (1981, c. 890, s. 1.) 
 
One can see in Section 66-152, that Duke Energy is a corporation and therefore a “person” so the EAPs 

could be confidential information if the copies of the EAPs were designated as the property of Duke 

Energy.  If that is the case, then Condition “132-1.2b.” is met. 

 

If the designation or indication that the EAPs were “confidential” at the time of its initial disclosure to 

the public agency, then Condition “132-1.2d.” has been met. 

 

The determination that the EAPs are “trade secrets” requires that the “technical information” such as a 

“compilation of information” derives independent actual or potential commercial value from not being 

generally known; and is subject to efforts that are reasonable under the circumstances to maintain its 

secrecy.   

 

The following scenario outlines the series of four steps that would demonstrate that three of the four 

criteria in 132-1.2 are met. 

First, if Duke Energy presented the Division with numbered copies of an EAP where the document was 

clearly marked “Confidential” and “Property of Duke Energy” [132-1.2b]; and second,  no prior drafts 

of that document had been shared with Division personnel [132-1.2d]; and third, that Division personnel 

were required to sign a legally binding non-disclosure agreement so that the contents of the document 

could not be disclosed [66-152 (3)b]; and fourth that the EAP was of such detail, complexity, or 

uniqueness that the intentional disclosure of that document would permit someone to copy the 

methodology, layout or detail and be able to be hired to write an EAP using the Duke Energy EAP as a 

model for another company or jurisdiction and therefore derive independent actual or potential 

commercial value [66-152 (3)a] [132-1.2a], then three of the four criteria are met.  

 

The fourth criteria [132-1.2c], however, is not met, because the EAP is not disclosed or furnished to the 

public agency in compliance with laws, regulations, rules, or ordinances of the United States, the State, or 

political subdivisions of the State.  EAPs are not required by the State Dam Safety Law or the rules to 

implement that law for existing dams.  If the EAP is prepared for a dam which is being repaired or 

upgraded under a permit, where there is a requirement to prepare an EAP as a condition of the permit, 

then, the disclosure is in compliance with the rules of the Dam Safety Law and the fourth criteria is met.  

The EAP could be a public record, but could not be inspected or examined because it is confidential and 

not the property of the State. 

 

I would suggest that the NCDENR General Counsel or Assistant General Counsel review my 

interpretation of the North Carolina Public Records Act and concur with this analysis. 
 

 

Kenneth 
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From: McEvoy, Steve  

Sent: Thursday, May 12, 2011 4:12 PM 

To: Simons, Jim; Nevils, Mell; Taylor, Kenneth 
Cc: Idol, Tami; Schneider, Andrew 

Subject: Duke - Exemption from FOIA 

 

All: 

 

Please see the next to last paragraph below.  Duke has asked that all of their EAP’s be exempt from the FOIA.  We need 

to meet and discuss for response.  I have included Ken on this email as he may have knowledge on how to achieve this.  

Thanks 

 

 

Steven M. McEvoy, PE 

State Dam Safety Engineer 

NC Land Quality Section 

1612 Mail Service Center 

Raleigh, NC  27699-1612 

Office: (919) 733 4574 ext. 711 

Steve.McEvoy@ncdenr.gov 

 

E-mail correspondence to and from this address may be subject to the North Carolina Public Records Law and may be 

disclosed to third parties. 

 

 

 

From: Taylor, Henry [mailto:Henry.Taylor@duke-energy.com]  

Sent: Thursday, May 12, 2011 3:51 PM 

To: McEvoy, Steve 
Cc: Idol, Tami; Russell, Tim; Papp, Alex S; Worley, Tina; Culbert, Erin B; Waugh, Dave; Keaton, Brad; Goolsby, Carol S; 

Rice, Garry S 

Subject: Notes from Meeting in Raleigh between Duke and NCDENR / EAP Schedule / FOIA 

 

Steve, 

Please see the attached document which contains my notes from our meeting on Monday, 5/9/11.  Please let me know 

if you see errors or misunderstandings.  I hope I’ve captured each of the discussion items correctly.  We enjoyed our 

meeting together with you and Tami and found it to be very productive. 

 

I am also attaching our revised schedule for the EAPs.  As we discussed on Monday, there is no change in the completion 

date.  There is only a change with the activities leading up to the completion date. 

 

Additionally, since our meeting on Monday, I’ve had discussions with Brad Keaton in the hydro group (Tuxedo) and other 

management concerning our EAPs and the Freedom of Information Act (FOIA).  We have decided that we would prefer 

to have all of Duke’s EAPs and inundation mapping information exempt from the FOIA.  Please let Brad and I know what 

we need to do for that to happen. 

 

Call me if you have any questions.  Your cooperation is greatly appreciated. 

 

Thanks, 

Henry Taylor 

704-382-4913 office 

704-458-0360 mobile 

 


