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Assessment Summary
The purpose of this document is to provide a Security Assessment Report for <State Agency Name> for the purpose of making risk-based decisions.  This document is the Department of Information Technology (DIT) Enterprise Security and Risk Management Office (ESRMO) Security Assessment Report template to be used by all State agencies as part of the security assessment and continuous monitoring plan.The ESRMO security assessment program supports N.C.G.S 143B-1342 which mandate that the State CIO annually assess State agencies and their contracted vendors, to ensure compliance with current security enterprise-wide set standards.

The assessment took place between <date> and <date>.  The assessment was conducted in accordance with the approved Statewide Information Security Manual (SISM), dated <date>.  The deviations from the approved SISM were <summary info here> as detailed in table 3-1, List of Assessment Deviations.  All assessment activities documented to occur in the SAP <did / did not > take place as described.

The table below represents the aggregate risk identified from the assessment.  High risks are <number>% of total risks for the system.  Moderate risks are<number>% of total risks for the system.  Low risks are <number>% of total risks for the system.  There <are/ are not> risks identified that are required for continued operation of the system.  

	Risk Category
	Total
	% of Total Risks

	High
	
	XX% 

	Moderate
	
	XX% 

	Low
	
	XX% 

	Operationally Required
	
	XX% 

	Total Risks[footnoteRef:1] [1:  Total is the sum of High, Moderate and Low with operationally required represented as a subset of this total.
] 

	
	100%


[bookmark: _Toc389728929]Table ES-1 – Executive Summary of Risks
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[bookmark: _Toc436905378][bookmark: _Toc303620825]About this document
This document has been developed originally in template format for Independent Assessors to report security assessment findings for State Agencys (STATE AGENCY).  
[bookmark: _Toc436905379]Who should use this document?
This document is intended to be used by assessors to record vulnerabilities and risks to STATE AGENCY systems.  Agency leadership may use the completed version of this document to make risk-based decisions.  
[bookmark: _Toc436905380]How this document is organized
This document is divided into eight sections and includes 9 appendices.  

	Section 1
	Provides introductory information and information on the scope of the assessment.

	Section 2
	Describes the system and its purpose.

	Section 3
	Describes the assessment methodology.

	Section 4
	Describes the security assessment results.

	Section 5
	Describes acceptable non-conforming controls.

	Section 6
	Provides risks known for interconnected systems.

	Section 7
	Provides an authorization recommendation.

	Section 8
	Provides additional references and resources.

	Appendix A
	Acronyms and Glossary

	Appendix B 
	Security test procedure workbooks that were used during the testing.

	Appendix C
	Reports and files from automated infrastructure testing tools.

	Appendix D
	Reports and files from automated database testing tools.

	Appendix E
	Reports and files from automated web application testing tools.

	Appendix F
	Assessment results.

	Appendix G
	Results of manual tests.

	Appendix H
	Auxiliary documents reviewed.

	Appendix I
	Penetration testing results.




[bookmark: _Toc436905381]Introduction
This document consists of a Security Assessment Report (SAR) for the <Information System Name> as required by N.C.G.S. 143B-1342.  This SAR contains the results of the comprehensive security test and evaluation of the <Information System Name> system.  This assessment report, and the results documented herein, is provided in support of <STATE AGENCY>’s Security Authorization program goals, efforts, and activities necessary to achieve compliance with Statewide information security requirements.  The SAR describes the risks associated with the vulnerabilities identified during <Information System Name>’s security assessment and also serves as the risk summary report as referenced in NIST SP 800-37 Revision 1, Guide for Applying the Risk Management Framework to Federal Information Systems.
All assessment results have been analyzed to provide both the information system owner, <STATE AGENCY>, and the authorizing officials, with an assessment of the controls that safeguard the confidentiality, integrity, and availability of data hosted by the system.  
[bookmark: _Toc378607968][bookmark: _Toc436905382]Applicable Laws and Regulations 
· N.C.G.S. House Bill 97 – 143B-1342 Assessment of agency compliance with security standards 
[bookmark: _Toc378607969][bookmark: _Toc436905383]Applicable Standards And Guidance 
· Statewide Information Security Manual (SISM)
· Contingency Planning Guide for Federal Information Systems [NIST SP 800-34, Revision 1] 
· Engineering Principles for Information Technology Security (A Baseline for Achieving Security) [NIST SP 800-27, Revision A] 
· Guide for Assessing the Security Controls in Federal Information Systems [NIST SP 800-53A, Revision 1] 
· Guide for Developing Security Plans for Federal Information Systems [NIST SP 800-18, Revision 1] 
· Guide for Applying the Risk Management Framework to Federal Information Systems: A Security Life Cycle Approach [NIST SP 800-37, Revision 1]  
· Guide for Mapping Types of Information and Information Systems to Security Categories [NIST SP 800-60, Revision 1] 
· Guide for Security-Focused Configuration Management of Information Systems [NIST SP 800-128] 
· Information Security Continuous Monitoring for Federal Information Systems and Organizations [NIST SP 800-137] 
· Managing Information Security Risk: Organization, Mission, and Information System View [NIST SP 800-39] 
· Minimum Security Requirements for Federal Information and Information Systems [FIPS Publication 200] 
· Recommended Security Controls for Federal Information Systems [NIST SP 800-53, Revision 4] 
· Guide for Conducting Risk Assessments [NIST SP 800-30, Revision 1]
· Security Considerations in the System Development Life Cycle [NIST SP 800-64, Revision 2] 
· Security Requirements for Cryptographic Modules [FIPS Publication 140-2] 
· Standards for Security Categorization of Federal Information and Information Systems [FIPS Publication 199] 
· Technical Guide to Information Security Testing and Assessment [NIST SP 800-115]
[bookmark: _Toc386220610][bookmark: _Toc436905384]Purpose
The purpose of this document is to provide the system owner, <STATE AGENCY>, and the Authorizing Officials (AO) with a Security Assessment Report (SAR) for the <Information System Name>.  A security assessment has been performed on the <Information System Name> to evaluate the system’s implementation of, and compliance with, the SISM baseline security controls.  The implementation of security controls is described in the SISM, and required by ESRMO to meet N.C.G.S. 143-1342 compliance mandate.
State law requires that State Agencys annually assess their ability to comply with current security enterprise-wide set of standards established.  Security testing for <Information System Name> was performed by <Vendor Name> in accordance with the SISM, dated <date>.
[bookmark: _Toc436905385] Scope
This SAR applies to the <Information System Name> which is managed and operated by <STATE AGENCY>.  The <Information System Name> that is being reported on in this document has a unique identifier which is noted in Table 1-1.  

	Unique Identifier
	Information System Name
	Information System Abbreviation

	
	<Information System Name>
	


[bookmark: _Toc306872499][bookmark: _Toc306873570][bookmark: _Toc316303491][bookmark: _Toc319310819][bookmark: _Toc383689680][bookmark: _Toc389728930]Table 1-1 – Information System Unique Identifier, Name, and Abbreviation
Instruction: IAs must at the minimum review all the below listed documents.  If other documents or files are reviewed, they must be attached in Appendix H and referred to as necessary. 


Documentation used by the Independent Auditor (IA) to perform the assessment of <Information System Name> includes the following:
· <Information System Name> Control Information Summary 
· <Information System Name> FIPS-199 Categorization
· <Information System Name> IT Contingency Plan & Test Results
· <Information System Name> Business Impact Analysis
· <Information System Name> Configuration Management Plan
· <Information System Name> Incident Response Plan
· <Information System Name> Privacy Threshold Analysis/Privacy Threshold Assessment
· <Information System Name> Security Assessment Plan
The <Information System Name> is physically located at the facilities and locations noted in Table 1-2.

	Data Center Site Name
	Address
	Description of Components

	
	
	

	
	
	


[bookmark: _Toc383689681][bookmark: _Toc389728931]Table 1-2 – Site Names and Addresses
Instruction: IA must ensure that the site names match those found in the IT Contingency Plan (unless the site names found in the IT Contingency Plan were found to be in error in which case that must be noted.)

[bookmark: _Toc436905386]System Overview
[bookmark: _Toc436905387]Security Categorization
The <Information System Name> is categorized as a Moderate or Low impact system.  The <Information System Name> categorization was determined in accordance with FIPS 199, Standards for Security Categorization of Federal Information and Information Systems.  
[bookmark: _Toc436905388]System Description
Instruction: In the sections below, insert a general description of the information system.  

[bookmark: _Toc436905389]Purpose of System
Instruction: In the sections below, insert the purpose of the information system.  Ensure that the purpose is consistent. 

[bookmark: _Toc436905390]Assessment Methodology
The assessment methodology used to conduct the security assessment for the <Information System Name> system is summarized in the following steps:
1. Perform tests and record the results
2. Identify vulnerabilities related to the <STATE AGENCY>platform
3. Identify threats and determine which threats are associated with the cited vulnerabilities
4. Analyze risks based on vulnerabilities and associated threats
5. Recommend corrective actions 
6. Document the results
[bookmark: _Toc436905391]Perform Tests
<Vendor Name> performed security tests on the <Information System Name> which were concluded on <date>.  The Security Assessment Plan (SAP) separately documents the schedule of testing, which <was/was not> adjusted to provide an opportunity for correcting identified weaknesses and re-validation of those corrections.  The results of the tests are recorded in the Security Test Procedures workbooks which are attached in Appendix B.  The findings of the security tests serve as inputs to this Security Assessment Report.  A separate penetration test was performed, with the results documented in a formal Penetration Testing Report that is embedded as an attachment in appendix <Appendix Number> to this SAR.  
[bookmark: _Toc371504273][bookmark: _Toc379322763][bookmark: _Toc436905392]Assessment Deviations
<Vendor Name> performed security tests on the <system name> and the tests concluded on <date>.  The table below contains a list of deviations from the original plan for the assessment presented in the SAP.  

	Deviation ID
	Deviation Description
	Justification

	1
	
	

	2
	
	

	3
	
	


[bookmark: _Toc389728932]Table 3-1 – List of Assessment Deviations
[bookmark: _Toc436905393]Identification of Vulnerabilities
Vulnerabilities have been identified by <Vendor Name> for the <Information System Name> through security control testing.  The results of the security control testing are recorded in the Security Test procedures workbooks and the Security Assessment Plan (SAP).  
A vulnerability is an inherent weakness in an information system that can be exploited by a threat or threat agent, resulting in an undesirable impact on the protection of the confidentiality, integrity, or availability of the system (application and associated data).  A vulnerability may be due to a design flaw or error in configuration which makes the network, or a host on the network, susceptible to malicious attacks from local or remote users.  Vulnerabilities can exist in multiple areas of the system or facilities, such as in firewalls, application servers, Web servers, operating systems or fire suppression systems.
Whether or not a vulnerability has the potential to be exploited by a threat depends on a number of variables including (but not limited to):
· The strength of the security controls in place
· The ease at which a human actor could purposefully launch an attack
· The probability of an environmental event or disruption in a given local area
An environmental disruption is usually unique to a geographic location.  Depending on the level of the risk exposure, the successful exploitation of a vulnerability can vary from disclosure of information about the host to a complete compromise of the host.  Risk exposure to organizational operations can affect the business mission, functions, and/or reputation of the organization.
The vulnerabilities that were identified through security control testing (including penetration testing) for the <Information System Name> are identified in Table 4-1.  
[bookmark: _Toc436905394]Consideration of Threats
A threat is an adversarial force or phenomenon that could impact the availability, integrity, or confidentiality of an information system and its networks including the facility that houses the hardware and software.  A threat agent is an element that provides the delivery mechanism for a threat.  An entity that initiates the launch of a threat agent is referred to as a threat actor.
A threat actor might purposefully launch a threat agent (e.g.  a terrorist igniting a bomb).  However, a threat actor could also be a trusted employee that acts as an agent by making an unintentional human error (e.g.  a trusted staff clicks on a phishing email that downloads malware).  Threat agents may also be environmental in nature with no purposeful intent (e.g.  a hurricane).  Threat agents working alone, or in concert, exploit vulnerabilities to create incidents.  For the purpose of this document, ESRMO categorizes threats using a threat origination taxonomy of P, U, or E type threats as described in Table 3-2.
	Threat Origination Category
	Type Identifier

	Threats launched purposefully
	P

	Threats created by unintentional human or machine errors
	U

	Threats caused by environmental agents or disruptions
	E


[bookmark: _Toc383689682][bookmark: _Toc389728933]Table 3-2 – Threat Categories and Type Identifiers
Purposeful threats are launched by threat actors for a variety of reasons and the reasons may never be fully known.  Threat actors could be motivated by curiosity, monetary gain, political gain, social activism, revenge or many other driving forces.  It is possible that some threats could have more than one threat origination category.  
Security Assessment Report, Vx.x		Date of modification

Some threat types are more likely to occur than others.  ESRMO takes threat types into consideration to help determine the likelihood that a vulnerability could be exploited.  The threat table shown in Table 3-3 is designed to offer typical threats to information systems and these threats have been considered for <Information System Name>.  
	Confidential per N.C.G.S. §132-6.1(c)	Page 40

	Confidential per N.C.G.S. §132-6.1(c)	Page 39

Instruction: A list of potential threats is found in Table 3-3.  Assign threat types to vulnerabilities, then determine the likelihood that a vulnerability could be exploited by the corresponding threat.  This table does not include all threat types and the IA may add additional threat types, or modify the listed threats, as needed.

	ID 
	Threat Name

	
	Type     Identifier
			Description
	Typical Impact to Data or System

	
	
	
	
	
	Confidentiality
	Integrity
	Availability

	T-1 
	Alteration
	
	U, P, E
	Alteration of data, files, or records.  
	
	Modification
	

	T-2 
	Audit Compromise
	
	P
	An unauthorized user gains access to the audit trail and could cause audit records to be deleted or modified, or prevents future audit records from being recorded, thus masking a security relevant event.
	
	Modification or Destruction
	Unavailable Accurate Records

	T-3 
	Bomb
	
	P
	An intentional explosion.
	
	Modification or Destruction
	Denial of Service

	T-4 
	Communications Failure
	
	U, E
	Cut of fiber optic lines, trees falling on telephone lines.
	
	
	Denial of Service

	T-5 
	Compromising Emanations
	
	P
	Eavesdropping can occur via electronic media directed against large scale electronic facilities that do not process classified National Security Information.
	Disclosure
	
	

	T-6 
	Cyber Brute Force
	
	P
	Unauthorized user could gain access to the information systems by random or systematic guessing of passwords, possibly supported by password cracking utilities.  
	Disclosure
	Modification or Destruction
	Denial of Service

	T-7 
	Data Disclosure Attack
	
	P
	An attacker uses techniques that could result in the disclosure of sensitive information by exploiting weaknesses in the design or configuration.
	Disclosure
	
	

	T-8 
	Data Entry Error
	
	U
	Human inattention, lack of knowledge, and failure to cross-check system activities could contribute to errors becoming integrated and ingrained in automated systems.
	
	Modification
	

	T-9 
	Denial of Service Attack
	
	P
	An adversary uses techniques to attack a single target rendering it unable to respond and could cause denial of service for users of the targeted information systems.  
	
	
	Denial of Service

	T-10 
	Distributed Denial of Service Attack
	
	P
	An adversary uses multiple compromised information systems to attack a single target and could cause denial of service for users of the targeted information systems.  
	
	
	Denial of Service

	T-11 
	Earthquake
	
	E
	Seismic activity can damage the information system or its facility.  Refer to the following document for earthquake probability maps http://pubs.usgs.gov/of/2008/1128/pdf/OF08-1128_v1.1.pdf .
	
	Destruction
	Denial of Service

	T-12 
	Electromagnetic Interference
	
	E, P
	Disruption of electronic and wire transmissions could be caused by high frequency (HF), very high frequency (VHF), and ultra-high frequency (UHF) communications devices (jamming) or sun spots.  
	
	
	Denial of Service

	T-13 
	Espionage
	
	P
	The illegal covert act of copying, reproducing, recording, photographing or intercepting to obtain sensitive information.
	Disclosure
	Modification
	

	T-14 
	Fire
	
	E, P
	Fire can be caused by arson, electrical problems, lightning, chemical agents, or other unrelated proximity fires.
	
	Destruction
	Denial of Service

	T-15 
	Floods
	
	E
	Water damage caused by flood hazards can be caused by proximity to local flood plains.  Flood maps and base flood elevation must be considered.
	
	Destruction
	Denial of Service

	T-16 
	Fraud
	
	P
	Intentional deception regarding data or information about an information system could compromise the confidentiality, integrity, or availability of an information system.  
	Disclosure
	Modification or Destruction
	Denial of Service 

	T-17 
	Hardware or Equipment Failure
	
	E
	Hardware or equipment may fail due to a variety of reasons.  
	
	
	Denial of Service

	T-18 
	Hardware Tampering
	
	P
	An unauthorized modification to hardware that alters the proper functioning of equipment in a manner that degrades the security functionality the asset provides.
	
	Modification
	Denial of Service

	T-19 
	Hurricane
	
	E
	A category 1, 2, 3, 4, or 5 land falling hurricane could impact the facilities that house the information systems.  
	
	Destruction
	Denial of Service

	T-20 
	Malicious Software
	
	P
	Software that damages a system such a virus, Trojan, or worm.  
	
	Modification or Destruction
	Denial of Service

	T-21 
	Phishing Attack
	
	P
	Adversary attempts to acquire sensitive information such as usernames, passwords, or SSNs, by pretending to be communications from a legitimate/trustworthy source.  
Typical attacks occur via email, instant messaging, or comparable means; commonly directing users to Web sites that appear to be legitimate sites, while actually stealing the entered information.  
	Disclosure
	Modification or Destruction
	Denial of Service

	T-22 
	Power Interruptions
	
	E
	Power interruptions may be due to any number of reasons such as electrical grid failures, generator failures, uninterruptable power supply failures (e.g.  spike, surge, brownout, or blackout).  
	
	
	Denial of Service

	T-23 
	Procedural Error
	
	U
	An error in procedures could result in unintended consequences.  
	Disclosure
	Modification or Destruction
	Denial of Service

	T-24 
	Procedural Violations
	
	P
	Violations of standard procedures.  
	Disclosure
	Modification or Destruction
	Denial of Service

	T-25 
	Resource Exhaustion
	
	U
	An errant (buggy) process may create a situation that exhausts critical resources preventing access to services.  
	
	
	Denial of Service

	T-26 
	Sabotage
	
	P
	Underhand interference with work.
	
	Modification or Destruction
	Denial of Service

	T-27 
	Scavenging
	
	P
	Searching through disposal containers (e.g.  dumpsters) to acquire unauthorized data.  
	Disclosure
	
	

	T-28 
	Severe Weather 
	
	E
	Naturally occurring forces of nature could disrupt the operation of an information system by freezing, sleet, hail, heat, lightning, thunderstorms, tornados, or snowfall.  
	
	Destruction
	Denial of Service

	T-29 
	Social Engineering
	
	P
	An attacker manipulates people into performing actions or divulging confidential information, as well as possible access to computer systems or facilities.
	Disclosure
	
	

	T-30 
	Software Tampering
	
	P
	Unauthorized modification of software (e.g.  files, programs, database records) that alters the proper operational functions.  
	
	Modification or Destruction
	

	T-31 
	Terrorist
	
	P
	An individual performing a deliberate violent act could use a variety of agents to damage the information system, its facility, and/or its operations.  
	
	Modification or Destruction
	Denial of Service

	T-32 
	Theft
	
	P
	An adversary could steal elements of the hardware.  
	
	
	Denial of Service

	T-33 
	Time and State
	
	P
	An attacker exploits weaknesses in timing or state of functions to perform actions that would otherwise be prevented (e.g.  race conditions, manipulation user state).  
	Disclosure
	Modification
	Denial of Service

	T-34 
	Transportation Accidents
	
	E
	Transportation accidents include train derailments, river barge accidents, trucking accidents, and airlines accidents.  Local transportation accidents typically occur when airports, sea ports, railroad tracks, and major trucking routes occur in close proximity to systems facilities.  Likelihood of HAZMAT cargo must be determined when considering the probability of local transportation accidents.
	
	Destruction
	Denial of Service

	T-35 
	Unauthorized Facility Access
	
	P
	An unauthorized individual accesses a facility which may result in comprises of confidentiality, integrity, or availability.  
	Disclosure
	Modification or Destruction
	Denial of Service

	T-36 
	Unauthorized Systems Access
	
	P
	An unauthorized user accesses a system or data.  
	Disclosure
	Modification or Destruction
	

	T-37 
	Volcanic Activity
	
	E
	A crack, perforation, or vent in the earth’s crust followed by molten lava, steam, gases, and ash forcefully ejected into the atmosphere.  For a list of volcanoes in the U.S.  see:  http://volcanoes.usgs.gov/about/volcanoes/volcanolist.php .
	
	Destruction
	Denial of Service


[bookmark: _Toc383689683][bookmark: _Toc389728934]Table 3-3 – Potential Threats

[bookmark: _Toc436905395]Perform Risk Analysis
The goal of determining risk exposure is to facilitate decision making on how to respond to real and perceived risks.  The outcome of performing risk analysis yields risk exposure metrics that can be used to make risk-based decisions.  

The ESRMO risk analysis process is based on qualitative risk analysis.  In qualitative risk analysis the impact of exploiting a threat is measured in relative terms.  When a system is easy to exploit, it has a High likelihood that a threat could exploit the vulnerability.  Likelihood definitions for the exploitation of vulnerabilities are found in Table 3-4.
	Impact
	Description

	Low
	There is little to no chance that a threat could exploit a vulnerability and cause loss to the system or its data.  

	Moderate
	There is a moderate chance that a threat could exploit a vulnerability and cause loss to the system or its data.

	High
	There is a high chance that a threat could exploit a vulnerability and cause loss to the system or its data.


[bookmark: _Toc383689684][bookmark: _Toc389728935]Table 3-4 – Likelihood Definitions
Impact refers to the magnitude of potential harm that could be caused to the system (or its data) by successful exploitation.  Definitions for the impact resulting from the exploitation of a vulnerability are described in Table 3-5.  Since exploitation has not yet occurred, these values are perceived values.  If the exploitation of a vulnerability can cause significant loss to a system (or its data) then the impact of the exploit is considered to be High.
	Impact
	Description

	Low
	If vulnerabilities are exploited by threats, little to no loss to the system, networks, or data would occur.

	Moderate
	If vulnerabilities are exploited by threats, moderate loss to the system, networks, and data would occur.  

	High
	If vulnerabilities are exploited by threats, significant loss to the system, networks, and data would occur.  


[bookmark: _Toc383689685][bookmark: _Toc389728936]Table 3-5 – Impact Definitions
The combination of High likelihood and High impact creates the highest risk exposure.  The risk exposure matrix shown in Table 3-6 presents the same likelihood and impact severity ratings as those found in NIST SP 800-30 Risk Management Guide for Information Technology Systems.  
	Likelihood
	Impact

	
	Low
	Moderate
	High

	High
	Low
	Moderate
	High

	Moderate
	Low
	Moderate
	Moderate

	Low
	Low
	Low
	Low


[bookmark: _Toc383689686][bookmark: _Toc389728937]Table 3-6 – Risk Exposure Ratings
<Vendor Name and STATE AGENCY names> reviewed all identified weaknesses and assigned a risk to the weakness based on table 3-6.  All identified scan risks have been assigned the risk identified by the scanning tool.  
[bookmark: _Toc436905396]Document Results
Documenting the results of security control testing creates a record of the security posture for the system at a given moment in time.  The record can be reviewed for risk-based decision making and to create plans of action to mitigate risks.  
ESRMO requires that a Plan of Action and Milestones (POA&M) be developed and utilized as the primary mechanism for tracking all system security weaknesses and issues.  <STATE AGENCY> will leverage the SAR to create a Plan of Action and Milestones (POA&M) for <Information System Name>.  The POA&M is a mitigation plan designed to address specific residual security weaknesses and includes information on costing, resources, and target dates.
[bookmark: _Toc436905397]Security Assessment Results
This section describes all security weaknesses found during testing.  The following elements for each security weakness are reported.  
· Identifier
· Name
· Source of Discovery
· Description
· Affected IP Address/Hostname/Database
· Applicable Threats
· Likelihood (before mitigating controls/factors)
· Impact (before mitigating controls/factors)
· Risk Exposure (before mitigating controls/factors)
· Risk Statement
· Mitigating Controls/Factors
· Likelihood (after mitigating controls/factors)
· Impact (after mitigating controls/factors)Risk Exposure (after mitigating controls/factors)
· Recommendation
The reader of the SAR must anticipate that the security weakness elements are described as indicated below.  
Identifier: All weaknesses are assigned a vulnerability ID in the form of V#-Security Control ID.  For example, the first vulnerability listed would be reported as V1-AC-2(2) if the vulnerability is for control ID AC-2(2).  If there are multiple vulnerabilities for the same security control ID, the first part of the vulnerability ID must be incremented, for example V1-AC-2(2), V2-AC-2(2).
Name: A short name unique for each vulnerability.  
Source of Discovery: The source of discovery refers to the method that was used to discover the vulnerability (e.g.  web application scanner, manual testing, security test procedure workbook, interview, document review).  References must be made to scan reports, security test case procedures numbers, staff that were interviewed, manual test results, and document names.  All scans reports are attached in Appendices C, D, E, and F.  Results of manual tests can be found in Appendix G.  If the source of discovery is from one of the security test procedure workbooks, a reference must point to the Workbook name, the sheet number, the row number, the column number.  Workbook tests results are found in Appendix B.  If the source of discovery is from an interview, the date of the interview and the people who were present at the interview are named.  If the source of discovery is from a document, the document must be named.  
Description: All security weaknesses must be described well enough such that they could be reproduced by <STATE AGENCY>, the CISO/Security Liaison, or the CIO.  If a test was performed manually, the exact manual procedure and any relevant screenshots must be detailed.  If a test was performed using a tool or scanner, a description of the reported scan results for that vulnerability must be included along with the vulnerability identifier (e.g.  CVE, CVSS, and Nessus Plugin ID etc.) and screenshots of the particular vulnerability being described.  If the tool or scanner reports a severity level, that level must be reported in this section.  Any relevant login information and role information must be included for vulnerabilities discovered with scanners or automated tools.  If any security weaknesses affect a database transaction, a discussion of atomicity violations must be included.  
Affected IP Address/Hostname(s)/Database: For each reported vulnerability, all affected IP addresses/hostnames/databases must be included.  If multiple hosts/databases have the same vulnerability, list all affected hosts/databases.  
Applicable Threats: The applicable threats describe the unique threats that have the ability to exploit the security vulnerability.  (Use threat numbers from Table 3-3.)
Likelihood (before mitigating controls/factors): High, Moderate, or Low (see Table 3-4).  
Impact (before mitigating controls/factors): High, Moderate, or Low (see Table 3-5).  
Risk Exposure (before mitigating controls/factors): High, Moderate, or Low (see Table 3-6).
Risk Statement: Provide a risk statement that describes the risk to the business.  (See examples in Table 4-1).  Also indicate whether the affected machine(s) is/are internally or externally facing.
Mitigating Controls/Factors: Describe any applicable mitigating controls/factors that could downgrade the likelihood or risk exposure.  Also indicate whether the affected machine(s) is/are internally or externally facing.  Include a full description of any mitigating factors and/or compensating controls if the risk is an operational requirement>
Likelihood (after mitigating controls/factors): Moderate or Low (see Table 3-4) after mitigating control/factors have been identified and considered.  
Impact (after mitigating controls/factors): Moderate or Low (see Table 3-5) after mitigating control/factors have been identified and considered.  
Risk Exposure (after mitigating controls/factors): Moderate or Low (see Table 3-6) after mitigating controls/factors have been identified and considered.
Recommendation: The recommendation describes how the vulnerability must be resolved.  Indicate if there are multiple ways that the vulnerability could be resolved or recommendation for acceptance of operational requirement.
Justification or Proposed Remediation: <Rationale for recommendation of risk adjustment><Rationale for operational requirement.>
[bookmark: _Toc378790410][bookmark: _Toc379322769][bookmark: _Toc436905398] Security Assessment Summary
<Number> vulnerabilities (<number> moderate, <number> low) discovered as part of the penetration testing were also identified in the operating system or web application vulnerability scanning.  These vulnerabilities have been combined, mapped to the NIST 800-53 controls and a risk rating applied to the identified the vulnerability.  
The summary is contained in the following embedded file: 


[bookmark: _Toc378790448][bookmark: _Toc379322807][bookmark: _Toc389728938]Table 4-1 – Risk Exposure




Table 4‑2 - Risk Control Mapping 
[bookmark: _Toc436905399]Non-Conforming Controls
In some cases, the initial risk exposure to the system has been adjusted due to either corrections that occurred during testing or to other mitigating factors.  
[bookmark: _Toc436905400] Risks Corrected During Testing
Risks discovered during the testing of <Information System Name> that have been corrected prior to authorization are listed in Table 5-1.  Risks corrected during testing have been verified by <Vendor Name>.  The verification method used to determine correction of is noted in the far right-hand column of the table.  
	Identifier
	Description
	Source of Discovery
	Initial Risk Exposure
	Remediation Description
	Date of Remediation
	Verification Statement

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


[bookmark: _Toc383689688]



[bookmark: _Toc389728939]Table 5-1 – Summary of Risks Corrected During Testing
[bookmark: _Toc436905401] Risks With Mitigating Factors
Risks that have had their severity levels changed due to mitigating factors are summarized in Table 5-2.  The factors used to justify changing the initial risk exposure rating are noted in the far right-hand column of the table.  See Table 4-1 for more information on these risks.  
	Identifier
	Description
	Source of Discovery
	Initial Risk Exposure
	Current Risk Exposure
	Description of Mitigating Factors

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


[bookmark: _Toc383689689][bookmark: _Toc389728940]Table 5-2 – Summary of Risks with Mitigating Factors
Instruction: IA must ensure that the content of this table is consistent with the same information documented in Table 4-1

[bookmark: _Toc364263709][bookmark: _Toc358644734][bookmark: _Toc374346567][bookmark: _Toc379322773][bookmark: _Toc436905402]Risks Remaining Due to Operational Requirements
Risks that reside in the <System Name> that cannot be corrected due to operational constraints are summarized in Table 5-3.  An explanation of the operational constraints and risks are included below as well as in the appropriate Security Assessment Test Cases).  Because these risks will not be corrected, they are not tracked in the Plan of Actions and Milestones (POA&M).  See Table 4-1 for more information on these risks.  Instruction: IA must ensure that the content of this table is consistent with the same information documented in Table 4-1.  Note: The justification that remediating vulnerability will cause a break in functionality is not a sufficient rationale for permitting the risk to persist.  There must also be mitigating factors and/or compensating controls.

	
Identifier
	Description
	Source of Discovery
	Current Risk Exposure
	Operational Requirements Rationale and Mitigating Factors

	N/A
	
	
	
	


[bookmark: _Toc389728941]Table 5-3 – Summary of Risks Remaining Due to Operational Requirements

[bookmark: _Toc436905403]Risks Known For Interconnected Systems
Instruction: IAs must include any known risks with interconnected systems that they discovered.  STATE AGENCYs shall disclose any known risks with interconnected systems. 
In order to determine this information, it may be necessary to consult other Security Assessment Reports, Interconnection Agreements, Service Level Agreements, Memorandums of Understanding, and US-CERT advisories.


Inherent relationships between the system and other interconnected systems may impact the overall system security posture.  A summary of the risks known for systems that connect to <Information System Name> is provided in Table 6-1.

	System
	Authorization Date/Status
	Date of POA&M
	Control Family Identifiers

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


[bookmark: _Toc383689690][bookmark: _Toc389728942]Table 6-1 – Risks from Interconnected Systems 
[bookmark: _Toc436905404]Authorization Recommendation
A total of <number> system risks were identified for <Information System Name>.  Of the <number> risks that were identified, there were <number> High risks, <number> Moderate risks,  <number> Low risks, and <number> of operationally required risks.  Priority levels were established based on the type of vulnerability identified.
Instruction: In the space below this instruction, IAs must render a professional opinion of their analysis of risks for the information system based on the results from the security assessment.  Any recommendations must be supported by findings, evidence, and artifacts.  This recommendation will be fully reviewed by the State Risk Officer and Agency CIO. 

Table 7-1 indicates the priority of recommended risk mitigation actions for the <Information System Name>.  
	Priority Number
	Risk Level
	Identifier
	Vulnerability Description

	1
	
	
	

	2
	
	
	

	3
	
	
	

	4
	
	
	

	5
	
	
	

	6
	
	
	

	7
	
	
	


[bookmark: _Toc383689691][bookmark: _Toc389728943]Table 7-1 – Risk Mitigation Priorities
<Vendor Name> attests that the SAR from the <system name> annual assessment testing provides a complete assessment of the applicable controls as stipulated in the SISM.  Evidence to validate the successful implementation of the various security controls has been collected and validated.  Based on the remaining risk as noted in Table 4-1, and the continuous improvement of security related processes and controls, <Vendor Name> recommends an authorization be granted for the <system name>.


[bookmark: _Toc436905405]Appendix A – Acronyms and Glossary
	Acronym
	Definition

	CIO/AO
	Chief Information Officer /Authorizing Official

	API
	Application Programming Interface

	COTS
	Commercial Off the Shelf

	CISO
	Chief Information Security Officer

	ESRMO
	Enterprise Security and Risk Management Office

	FIPS PUB
	Federal Information Processing Standard Publication

	IaaS
	Infrastructure as a Service (Model)

	ID
	Identification

	IA
	Independent Assessor 

	IT
	Information Technology

	LAN
	Local Area Network

	NIST
	National Institute of Standards and Technology

	PIA
	Privacy Impact Assessment

	POA&M
	Plan of Action and Milestones

	POC
	Point of Contact

	RA
	Risk Assessment

	Rev.
	Revision

	SA
	Security Assessment

	SAR
	Security Assessment Report

	SaaS
	Software as a Service (Model)

	SDLC
	System Development Life Cycle

	SISM
	Statewide Information Security Manual

	SP
	Special Publication


	Term
	Definition

	Threat
	An adversarial force or phenomenon that could impact the availability, integrity, or confidentiality of an information system and its networks including the facility that houses the hardware and software.

	Threat Actor
	An entity that initiates the launch of a threat agent is referred to as a threat actor.

	Threat Agent
	An element that provides the delivery mechanism for a threat.  

	Vulnerability
	An inherent weakness in an information system that can be exploited by a threat or threat agent, resulting in an undesirable impact in the protection of the confidentiality, integrity, or availability of the system (application and associated data).




[bookmark: _Toc436905406]Appendix B – Security Test Procedure Workbooks 

Instruction: Provide the Security Test procedure workbooks.  Ensure that results of all tests are recorded in the workbooks. 

[bookmark: _Toc436905407]Appendix C – Infrastructure Scan Results
Infrastructure scans consist of scans of operating systems, networks, routers, firewalls, DNS servers, domain servers, NIS masters, and other devices that keep the network running.  Infrastructures scans can include both physical and virtual host and devices.  The <Scanner Name, Vendor, & Version #> was used to scan the <Information System Name> infrastructure.  <Number> percent of the inventory was scanned.  For the remaining inventory, the IA technical assessor performed a manual review of configuration files to analyze for existing vulnerabilities.  Any results were documented in the SAR table.  
[bookmark: _Toc436905408]Infrastructure Scans: Inventory of Items ScannedInstruction: Documents may be attached as an embedded file.  If the file is not embedded and is provided by other means, include the title, version, and exact file name, including the file extension.  


	IP Address
	Hostname
	Software & Version
	Function
	Comment

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


[bookmark: _Toc383689692][bookmark: _Toc389728944]Table C-1 – Infrastructure Scans
[bookmark: _Toc436905409]Infrastructure Scans: Raw Scan Results for Fully Authenticated Scans
Instruction: Provide all fully authenticated infrastructure scans results generated by the scanner in a readable format.  Bundle all scan results into one zip file.  Do not insert files that require a scan license to read the file.

The following raw scan results files are included: 

<List files here include Title, Filename (including extension)>
[bookmark: _Toc436905410]Infrastructure Scans: False Positive Reports
Instruction: Use the summary table to identify false positives that were generated by the scanner.  For each false positive reported, add an explanation as to why that finding is a false positive.  Use a separate row for each false positive reported.  If one IP address has multiple false positive reports, give each false positive its own row.  Add as many rows as necessary.  The “FP” in the identifier number refers to “False Positive” and the “IS” in the identifier number refers to “Infrastructure Scan.”

	ID #
	IP Address
	Scanner Severity Level
	Finding
	False Positive Explanation

	1-FP-IS
	
	
	
	

	2-FP-IS
	
	
	
	

	3-FP-IS
	
	
	
	

	4-FP-IS
	
	
	
	


[bookmark: _Toc383689693][bookmark: _Toc389728945]Table C-2 – Infrastructure Scans: False Positive Reports


[bookmark: _Toc436905411]Appendix D – Database Scan Results
The <Scanner Name, Vendor, & Version #> was used to scan the <Information System Name> databases.  <number>% percent of all databases were scanned.
[bookmark: _Toc436905412]Database Scans: Raw Scan Results
The following raw scan results files are included: Instruction: Provide all database scans results generated by the scanner in a readable format.  Bundle all scan results into one zip file.  Do not insert files that require a scan license to read the file. 

<List files here include Title, Filename (including extension)>
[bookmark: _Toc436905413]Database Scans: Inventory of Databases Scanned
Instruction: Indicate the databases that were scanned.  For “Function”, indicate the function that the database plays for the system (e.g. database image for end-user development, database for authentication records).  Add additional rows as necessary.

	IP Address
	Hostname
	Software & Version
	Function
	Comment

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


[bookmark: _Toc383689694][bookmark: _Toc389728946]Table D-1 – Database Scans
[bookmark: _Toc436905414]Database Scans: False Positive Reports
Instruction: Use the summary table to identify false positives that were generated by the scanner.  Use a separate row for each false positive reported.  If one IP address has multiple false positive reports, give each false positive its own row.  For each false positive reported, add an explanation as to why that finding is a false positive.  Add as many rows as necessary.  The “FP” in the identifier number refers to “False Positive” and the “DS” in the identifier number refers to “Database Scan.”

	ID #
	IP Address
	Scanner Severity Level
	Finding
	False Positive Explanation

	1-FP-DS
	
	
	
	

	2-FP-DS
	
	
	
	

	3-FP-DS
	
	
	
	

	4-FP-DS
	
	
	
	


[bookmark: _Toc383689695][bookmark: _Toc389728947]Table D-2 – Database Scans: False Positive Reports


[bookmark: _Toc436905415]Appendix E – Web Application Scan Results
The <Scanner Name, Vendor, & Version #> was used to scan the <Information System Name> web applications.  <number>% of all web applications were scanned.

Instruction: Indicate the web applications that were scanned.  For “Function”, indicate the function that the web-facing application plays for the system (e.g. control panel to build virtual machines).  Add additional rows as necessary.

[bookmark: _Toc436905416]Web Applications Scans: Inventory of Web Applications Scanned

	Login URL
	IP Address of Login Host
	Function
	Comment

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


[bookmark: _Toc389728948]Table E-1 – Web Application Scans
[bookmark: _Toc436905417]Web Applications Scans: Raw Scan Results
Instruction: Provide all web application scans results generated by the scanner in a readable format.  Bundle all scan results into one zip file.  Do not insert files that require a scan license to read the file. 

The following raw scan results files are included: 

<List files here include Title, Filename (including extension)>

[bookmark: _Toc436905418]Web Applications Scans: False Positive Reports
Instruction: Use the summary table to identify false positives that were generated by the scanner.  Use a separate row for each false positive reported.  If one IP address has multiple false positive reports, give each false positive its own row.  For each false positive reported, add an explanation as to why that finding is a false positive.  Add as many rows as necessary.  The “FP” in the identifier number refers to “False Positive” and the “WS” in the identifier number refers to “Web Application Scan.”


	ID #
	Scanner Severity Level
	Page & IP Address
	Finding
	False Positive Explanation

	1-FP-WS
	
	
	
	

	2-FP-WS
	
	
	
	

	3-FP-WS
	
	
	
	

	4-FP-WS
	
	
	
	


[bookmark: _Toc383689697][bookmark: _Toc389728949]Table E-2 – Web Application Scans: False Positive Reports


[bookmark: _Toc436905419]Appendix F – Assessment Results
	
Risk Level
	Assessment Test Cases
	OS Scans
	Web Scans
	DB Scans
	Penetration Test
	Total

	High
	<#>
	<#>
	<#>
	<#>
	<#>
	<#>

	Moderate
	<#>
	<#>
	<#>
	<#>
	<#>
	<#>

	Low
	<#>
	<#>
	<#>
	<#>
	<#>
	<#>

	Operational Required
	-<#>
	-<#>
	-<#>
	-<#>
	-<#>
	-<#>

	Total
	<#>
	<#>
	<#>
	<#>
	<#>
	<#>


[bookmark: _Toc389728950]Table F-1 – Summary of System Security Risks from ESRMO Testing
	Risk Level
	Risks from ESRMO Testing
	Total Risks

	High
	<#>
	<#> (<#>% of Grand Total)

	Moderate
	<#>
	<#> (<#>% of Grand Total)

	Low
	<#>
	<#> (<#>% of Grand Total)

	Operational Required
	-<#>
	-<#>

	Total
	<#>
	<#>


[bookmark: _Toc389728951]Table F-2 – Final Summary of System Security Risks
	Identifier
	Product/Embedded Component Description
	Assessment Methodology Description

	1
	
	

	2
	
	


[bookmark: _Toc352914500][bookmark: _Toc379322823][bookmark: _Toc389728952]Table F-3 – Summary of Unauthenticated Scans
[bookmark: _Toc436905420]Other Automated & Misc Tool Results: Tools Used
The <Scanner Name, Vendor, & Version #> was used to scan the <Information System Name>.
The <Scanner Name, Vendor, & Version #> was used to scan the <Information System Name>.
[bookmark: _Toc436905421]Other Automated & Misc Tool Results: Inventory of Items Scanned	Instruction: Provide any additional tests performed using automated tools in this Appendix.  Bundle all output from automated tools into one zip file.  This Appendix may not be needed if no other automated tools were used.  If that is the case, write “Not Applicable” in the first column. 


	IP Address
	Function
	Finding
	False Positive Explanation

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


[bookmark: _Toc383689698][bookmark: _Toc389728953]Table F-4 – Other Automated & Misc.  Tool Results
[bookmark: _Toc436905422]Other Automated & Misc Tool Results: Raw Scan Results	
Instruction: Provide the results from all other automated tools.  Bundle all reports generated by automated tools into one zip file.  Do not insert files that require a license to read the file. 

The following raw scan results files are included: 

<List files here include Title, Filename (including extension)>

[bookmark: _Toc436905423]Other Automated & Other Misc Tool Results: False Positive Reports
Instruction: Use the summary table to identify false positives that were generated by tools.  Use a separate row for each false positive reported.  If one IP address has multiple false positive reports, give each false positive its own row.  For each false positive reported, add an explanation as to why that finding is a false positive.  Add as many rows as necessary.  The “FP” in the identifier number refers to “False Positive” and the “OT” in the identifier number refers to “Other Tools” Write “Not Applicable” in the first column if Appendix F was not used. 

	ID #
	IP Address
	Tool/Scanner Severity Level
	Finding
	False Positive Explanation

	1-FP-OT
	
	
	
	

	2-FP-OT
	
	
	
	

	3-FP-OT
	
	
	
	

	4-FP-OT
	
	
	
	


[bookmark: _Toc383689699][bookmark: _Toc389728954]Table F-5 – Other Automated & Misc.  Tool Results: False Positive Reports


[bookmark: _Toc436905424]Unauthenticated Scans
Instruction: Provide the results from any unauthenticated scans.  Bundle all reports generated by automated tools into one zip file.  Do not insert files that require a license to read the file.  In order to use this table, the IA must obtain approval from the AO when submitting the SAP.  If this table is not used, write “Not Applicable” in the first column.


	IP Address
	Hostname
	Software & Version
	Function
	Comment

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


[bookmark: _Toc383689700][bookmark: _Toc389728955]Table F-6 – Unauthenticated Scans
[bookmark: _Toc436905425]Unauthenticated Scans: False Positive Reports
Instruction: Use the summary table to identify false positives that were generated by unauthenticated scans.  For each false positive reported, add an explanation as to why that finding is a false positive.  Use a separate row for each false positive reported.  If one IP address has multiple false positive reports, give each false positive its own row.  Add as many rows as necessary.  The “FP” in the identifier number refers to “False Positive” and the “US” in the identifier number refers to “Unauthenticated Scan.”If Table F.4.1 was not used, write “Not Applicable” in the first column.

	ID #
	IP Address
	Scanner Severity Level
	Finding
	False Positive Explanation

	1-FP-US
	
	
	
	

	2-FP-US
	
	
	
	

	3-FP-US
	
	
	
	

	4-FP-US
	
	
	
	


[bookmark: _Toc383689701][bookmark: _Toc389728956]Table F-7 – Infrastructure Scans: False Positive Reports
[bookmark: _Toc436905426]
Appendix G – Manual Test Results
Instruction: The table that follows must record the test results for the manual tests that are described in Table 5-4 of the SAP.  Each vulnerability found must be recorded in Section 4 of this document and in Table 4-1 of this document.  Put the test ID number for “Source of Discovery” in Section 4.  For manual tests, if no vulnerability for a test was discovered write “No Vulnerabilities Discovered” in the “Finding” column. 


	Test ID
	Test Name
	Description
	Finding

	MT-1
	
	
	

	MT-2
	
	
	

	MT-3
	
	
	

	MT-4
	
	
	


[bookmark: _Toc383689702][bookmark: _Toc389728957]Table G-1 – Manual Test Results


[bookmark: _Toc436905427]Appendix H –Auxillary Documents 
Instruction: If any document (or files) other than those listed in Section 1.4, list them and in this section and provide them with this report. 

Instruction: Documents may be attached as an embedded file.  If the file is not embedded and is provided by other means, include the title, version, and exact file name, including the file extension.  

[bookmark: _Toc436905428]Appendix 	I – Penetration Test Report
The scope of this assessment was limited to the <system name> solution, including < list components here> components.  <Vendor Name> conducted testing activities from the <location information here> via an attributable Internet connection.  <STATE AGENCY name> provided IP addresses and URLs for all of the in-scope systems at the beginning of the assessment.
	
	[bookmark: _Toc364339395]Application
	IP/URL

	
	

	
	

	
	

	
	


[bookmark: _Toc383783113][bookmark: _Toc389728958]Table I-1 – In-Scope Systems
The file below provides the full <system name> Penetration Test Report 
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Table_4.1_Risk_Exposure_Table_Rev4_04252014.xlsx
Security Assessment Report - Ri

		Identifier		Name		Source of Discovery		Description		Affected IP Address / Hostname / Database		Threat IDs		Likelihood
(before Mitigating Controls / Factors)		Impact
(before Mitigating Controls / Factors)		Risk Exposure
(before Mitigating Controls / Factors)		Risk Statement		Mitigating Controls / Factors		Likelihood
(after Mitigating Controls / Factors)		Impact
(after Mitigating Controls / Factors)		Risk Exposure
(after Mitigating Controls / Factors)		Recommendation		Justification or Proposed Remediation
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Table_4.2_Security  Assessment Control Mapping.xlsx


Table_4.2_Security Assessment Control Mapping.xlsx
Sheet1



						Control Name						Priority		Control No.		Control Requirements		HIPAA (H) -
(if applicaple)		Statewide (S)		Quality              4=Best Practice              3=Meets Reqs           2=Deficient                        1=Does Not Meet Reqs
Blank = Not Applicable		Execution     4=Fully
3=Critical Areas 2=Minimal/Gaps 1=None/WIP 
Blank = Not Applicable		Mitigation/Comments				VendorAdjusted Ratings		Comments



				Management Controls		Security Assessment and Authorization

						Security Assessment and Authorization Policies and Procedures 						P1 		CA-1 		The organization has formal, documented procedures required for the facilitation and implementation of security assessments and authorization associated controls.		H				4		4

						Security Assessments 						P2 		CA-2		Security controls are identified and assessed for effectiveness in the environments in which the systems operate by a documented procedure. The results of the assessment are provided to the organization Security Official or their delegate. 		H		S		4		4



														(1)		The system's security controls have been assessed by the DIT security office or a qualified impartial third-party assessor who's results can be used to make credible, risk-based decisions.						4		4

						Information System Connections 						P1 		CA-3 		Dedicated system connections (i.e., interconnections) are authorized, documented (including interface type, security requirements, information communicated) and monitored on an ongoing basis for security. Transitory or user-controlled connections such as email and website browsing does not fall under this requirement.		H		S		4		4



														(1)		System connectivity is based on permit-by-exception where all connections are blocked by default and permitted only as the business requirements.						3		2

						Plan of Action and Milestones 						P3 		CA-5 		A Corrective Action Plan (CAP) with identified milestones is created/updated to reflected the current process of remediation based on the findings from security controls assessments, security impact analyses, and continuous system monitoring activities.						4		4

						Security Authorization 						P2 		CA-6 		The system has an active executive/manager (i.e., authorizing official) who has authorized its operation, provides budgetary oversight and the authority to accept risk where applicable.		H		S		4		4

						Continuous Monitoring 						P2 		CA-7		The system and its security controls are continuously monitored for threats and vulnerabilities; risk assessments are conducted annualy		H		S		4		4



														(1)		The system and its security controls are annually reviewed by the Security Office.						4		4

						Internal System Connections 						P2 		CA-9 		The systems internal connections (e.g., system connections with mobile devices, notebook/desktop computers, printers, copiers, scanners, sensors, servers, etc.) are authorized and documented including the interface characteristics, security requirements, and the nature of the information communicated as part of that connection.						4		4

																Note: Instead of authorizing each individual internal connection, organizations can authorize internal connections for a class of components with common characteristics or configurations.						4		4

																Security Assessment and Authorization Average						3.91		3.82



																Vendor Category Score- Business Impact Analysis

						Planning

						Security Planning Policy and Procedures 						P1 		PL-1 		The organization has formal, documented procedures required for the facilitation and implementation of security planning controls.		H				1		4

						System Security Plan 						P1 		PL-2		System has a developed Security Plan 		H		S		4		4



														(3)		Security-related activities (e.g. security assessments, audits, maintenance, testing, etc.) are coordinated with the DIT security Office  and other organizations in order to reduce the impact on other organizational entities						4		4

						Rules of Behavior 						P1 		PL-4		Rules that describe workforce responsibilities and expected behavior with regard to system information and usage are readily available; each user has signed them acknowledging they have read, understand, and agree to abide by the rules of behavior, prior to being granted access to the system; and rules are resign when revised/updated.				S		4		4



														(1)		The rules of behavior contain explicit restrictions on the use of social media and networking sites, posting information on commercial websites, and sharing information system account information.						4		4

						Information Security Architecture 						P1 		PL-8 		The system has a defined security architecture that; complements the statewide architecture; includes an architectural description; the placement and allocation of security functionality (e.i., high level visual representation security controls); security-related information for external interfaces; data and protection mechanisms associated with the each interface; and is incorporated into the system's Security Plan.				S		4		4

																Planning Average						3.50		4.00



																Vendor Category Score- Business Impact Analysis

						Risk Assessment

						Risk Assessment Policy and Procedures 						P1 		RA-1 		The organization has a formal, documented procedures required for the facilitation and implementation of organizational Risk Assessments 		H		S		4		4

						Security Categorization 						P1 		RA-2 		The system has identified it's security controls baseline and categorization level (i.e., Low, Moderate or High).		H		S		4		4

						Risk Assessment 						P1 		RA-3 		A risk assessment has been conducted including the likelihood and magnitude of harm, from the unauthorized access, use, disclosure, disruption, modification, or destruction of the system or the data it processes, stores, or transmits; results are reviewed, documented and updated whenever there are significant changes to the system, environment of operation or other conditions that may impact the security state of the system or data.		H		S		4		4

						Vulnerability Scanning 						P1 		RA-5		The system has undergone a vulnerability scan by the DIT Security Office or an authorized third-party; the results of which were documented; compared to the identified security control requirements; and a remediation plan was developed based on risk priority.				S		4		4



														(1)		The employed vulnerability scanning tool maintains an update-to-date vulnerability list that is used in scanning.						4		4



														(2)		The employed vulnerability scanning tool is updated whit new vulnerabilities when they are identified and reported.						4		4



														(5)		The vulnerability scan included privileged access authorization to facilitate more thorough scanning.						4		4

																Risk Assessment Average						4.00		4.00



																Vendor Category Score- Business Impact Analysis

						System and Services Acquisition

						System and Services Acquisition Policy and Procedures 						P1 		SA-1 		The organization has formal, documented procedures facilitating the implementation of system and services acquisition and associated controls.				S		4		4

						Allocation of Resources 						P1 		SA-2 		Resources required to protect the system have been determined, documented and allocated for purposes of budgetary planning.				S		4		4

						Life Cycle Support						P1		SA-3		The system incorporates security throughout it's lifecycle as defined by Chapter 5: Life Cycle Security Management.  				S		4		4

						Acquisitions						P1		SA-4		System acquisition contracts detail or reference security function, strength, assurance and documentation requirements; including developmental/production environment descriptions; and the criteria for acceptance.		H		S		4		4



														(1)		Descriptions of the functional properties (i.e., capability, functions, or mechanisms) that are visible at the interfaces of the controls and specifically exclude functionality and data structures internal to the operation of the controls) of security controls to be employed within the system are documented and included within the system's Security Plan.						4		4



														(2)		The system has a high-level design that documents the implementation of security-relevant functionality for employed security controls, subsystems and external interfaces; and  included within the system's Security Plan.						4		4



														(9)		System functions, ports, protocols, and services are/were identified early in the system's development life cycle (e.g., during the initial requirements definition and design phases) as defined by Chapter 5: Life Cycle Security Management. 						4		4



														(10)		The organization employs only information technology products on the FIPS 201-approved products list for Personal Identity Verification (PIV) capability implemented within systems that must meet federal PIV requirements.						4		4

						Information System Documentation						P2		SA-5		The system has appropriate documentation available on the implementation and operation of security controls including:				S		4		4

																Administrative functions such as; secure configuration, installation, and operation of the information system; effective use and maintenance of security functions/mechanisms; and any know vulnerabilities.

																User functions such as; user-accessible security mechanisms and how to effectively use them; methods for user interaction with the system, which enables individuals to use the system in a more secure manner; and responsibilities in maintaining the security of the system, services and the associated data.

						Security Engineering Principles						P1		SA-8		Security engineering principles are included in the
specification, design, development, implementation, and modification of the system. Security engineering principles include; layered protections; delineating physical and logical security boundaries; tailoring security controls to meet organizational and operational needs; sound security policy, architecture, and controls as the foundation for design.				S		4		4

						External Information System Services						P1		SA-9		System services implemented outside of the organizational boundaries has documented (i.e. service-level agreement, statement of work, contract, etc.) compliance with applicable federal, state and departmental regulations standards, policies and guidance; executive orders; directives; and contains user roles and responsibilities for security oversight.		H		S		4		4



														(2)		External system services providers have identified the functions, ports, protocols, and other services required in the provisioning of their services.						4		2

						Developer Configuration Management						P1		SA-10		Changes, security flaws and flaw resolution are documented and approved through configuration management during system design, development, implementation, and operation.				S		4		2

						Developer Security Testing						P2		SA-11		Create and implement a security test and evaluation plan that confirms required security controls are implemented correctly; operating as intended; meet the established security requirements through out the SDLC; and that identified flaws are corrected.				S		4		2



																System and Services Acquistion Average						4.00		3.57



																Vendor Category Score- Business Impact Analysis

				Operational Controls		Awareness and Training

						Security Awareness and Training Policy and Procedures 						P1 		AT-1 		The organization has formal, documented procedures facilitating the implementation of the security awareness and training program.		H		S		4		2

						Security Awareness 						P1 		AT-2		Basic security awareness training is provided to new system users; as required by system changes or a predefined frequency.		H		S		4		2



														(2)		The security awareness training includes how to recognize and report potential indicators of insider threats.						4		2

						Security Training 						P1 		AT-3 		Role-based security training is provided to system users before authorizing access to the system or performing assigned duties; training is updated as required by system or regulatory changes or at a predefined frequency.		H		S		4		2

						Security Training Records 						P3 		AT-4 		Individual security training activates (i.e. basic security awareness training and specific system security training) are documented and retained. .  		H				4		2

																Awareness and Training Average						4.00		2.00



																Vendor Category Score- Business Impact Analysis

						Configuration Management

						Configuration Management Policy and Procedures 						P1 		CM-1 		The organization has formal, documented procedures facilitating the implementation of configuration management and associated controls.				S		4		2

						Baseline Configuration 						P1 		CM-2		The system has a documented and maintained baseline configuration.				S		4		2



														(1)		The system's baseline configuration reviewed and updated as require.						4		2



														(3)		At least one (1) previous version of the system baseline configuration is retained to support rollback.						4		2



														(7)		Systems, system components, or devices (e.g., notebooks, laptops, desktops, mobile devices) known to be located in high-risk areas that lack physical security relative to organizational-controlled areas, have  implemented additional security controls to counter the greater threat in such areas.						4		2

						Configuration Change Control 						P1 		CM-3		Proposed changes to the system are reviewed for security impacts; approved or denied changes are documented and retained; configuration controlled changes are reviewed both pre and post implementation.				S		4		2



														(2)		Changes are tested, validated, and documented before being implemented on the production system.						4		2

						Security Impact Analysis 						P2 		CM-4 		Changes are analyzed to better understand the security impact of the proposed changes, and to determine if additional security controls are required prior to implementation.				S		4		2

						Access Restrictions for Change 						P1 		CM-5 		Only qualified and authorized individuals are allowed access to systems for purposes of initiating physical (e.g., hardware) and logical (e.g., software, firmware, program libraries) changes (e.g., upgrades, modifications, etc.); logical and physical access restrictions are defined, documented, approved and enforced. 				S		4		2



														(2)		The organization conducts semi-annual reviews of information system changes to determine whether unauthorized changes have occurred.						4		2

						Configuration Settings 						P1 		CM-6		The system has a documented, implemented and monitored secured configuration settings that stipulate security-related parameters such as: registry settings; account, file, directory permission settings; and settings for functions, ports, protocols, services, and remote connections.				S		4		2

						Least Functionality 						P1 		CM-7		The system configuration provides only essential capabilities (e.g., key missions, functions) and prohibits or restricts the use of functions, ports, protocols, and/or services not required for business.				S		4		2



														(1)		The system is annually reviewed to identify, and disable any unnecessary and non-secure functions, ports, protocols, and services.						4		2



														(4)		The organization identifies and documents what software is authorized to run on the system; the list is reviewed and updated annually.						4		2

						Information System Component Inventory 						P1 		CM-8		The organization documents and maintains an inventory of information system components, hardware and software, that accurately reflects the current system state; provides granular information (e.g. model, serial number, location) for tracking, reporting and auditing.		H		S		4		2



														(1)		The inventory of system components is updated as components are installed, removed, or when the system is updated.						4		2



														(5)		All system components within the systems authorization boundary are inventoried as a part of the system and not duplicated in other system component inventories.						4		3

						Configuration Management Plan 						P1 		CM-9 		The system has a documented, and implemented configuration management plan that addresses roles, responsibilities, processes and procedures; assists in identifying configuration items (e.g. hardware, software, firmware, and documentation) and describes how to: move changes through change management processes; update configuration settings/baselines; maintain system component inventories; control development, test, and operational environments; develop, release, and update key documents.				S		4		2

						Software Usage Restrictions						P2 		CM-10		The organization uses software and associated documentation in accordance with contract agreements and copyright laws; tracking processes are employed for software and associated documentation protected by quantity licenses to control copying and distribution.				S		4		2

						User-Installed Software						P1 		CM-11		The organization enforces explicit rules governing the installation of software by users; systems are reviewed on an annual basis for compliance.				S		4		2

																Configuration Management Average						4.00		2.05



																Vendor Category Score- Business Impact Analysis

						Contingency Planning

						Contingency Planning Policy and Procedures 						P1 		CP-1 		The organization has formal, documented procedures facilitating the implementation of required contingency planning and associated contingency planning controls.		H		S		4		2

						Contingency Plan 						P1 		CP-2		The system has a documented contingency plan that meets DPS Emergency management 		H		S		4		2



														(1)		The system's contingency plan was developed in coordination with related divisions/office plans as required.						4		2



														(3)		The system's contingency plan includes a estimated timeframe for the resumption of essential missions and business functions after the contingency plan's activation.						4		2



														(8)		The system's contingency plan identifies critical information system assets supporting organizational missions and business functions.				S		4		2

						Contingency Training 						P2 		CP-3 		The organization provides contingency training to information system users consistent with assigned roles and responsibilities prior to authorizing access to the information system or performing assigned duties; individual training is updated as required.		H		S		4		2

						Contingency Plan Testing and Exercises 						P2 		CP-4		The system's contingency plan is tested annually for effectiveness and organizational ability/readiness to execute the plan; test results are reviewed and followed-up with corrective actions plans.		H		S		4		2



														(1)		System contingency plan testing is coordinated with supplemental organizational elements as required.						4		2

						Alternate Storage Site 						P1 		CP-6		An alternate storage site that addresses the continuity requirements in contingency plans, and meets security safeguards equivalent to that of the primary site has been identified and documented (e.g. necessary agreements to permit the storage and recovery of system backups).		H		S		4		2



														(1)		The alternate storage site is separated from the primary storage site to reduce susceptibility to the same hazards.						4		2



														(3)		Potential accessibility problems to the alternate storage site in the event of an area-wide disruption or disaster have been identified with explicit mitigation actions.						4		2

						Alternate Processing Site 						P1 		CP-7		An alternate processing site with the necessary agreements to permit the transfer and resumption of system operations for essential missions/business functions within recovery point objectives, and meets security safeguards equivalent to that of the primary site has been identified and documented.		H		S		4		2



														(1)		The alternate processing site that is separated from the primary processing site to reduce susceptibility to the same threats.						4		2



														(2)		Potential accessibility problems to the alternate processing site in the event of an area-wide disruption or disaster have been identified with explicit mitigation actions.						4		2



														(3)		Alternate processing site agreements that contain priority-of-service provisions in accordance with the organization’s availability requirements have been established.						4		2

						Telecommunications Services 						P1 		CP-8		Alternate telecommunications services (data and voice) for primary and alternate processing and storage sites; including necessary agreements to permit the resumption of system operations for essential missions and business functions recovery point objectives have been established		H				4		2



														(1)		Primary and alternate telecommunications service agreements that contain priority-of-service provisions in accordance with required system availability have been developed.						4		2



														(2)		Consideration is given during the obtaining of alternate telecommunications services to the reduction in single points of failure by looking at services that are not shared with primary telecommunications services.						4		2

						Information System Backup 						P1 		CP-9		User/system-level information contained within the system and documentation (including security-related documentation) are backed-up at defined frequencies consistent with recovery time and recovery point objectives; confidentiality, integrity, and availability of backup information at storage locations is adequately protected.		H		S		4		2



														(1)		Backups are tested to verify media reliability and information integrity.						4		2



														(2) 		Samples of backup information are used in the restoration of selected system functions as part of contingency plan testing.						4		2



														(3) 		Backup copies of system software and other security-related information are stored in a separate facility or in a fire-rated container that is not collocated with the operational system.						4		2

						Information System Recovery and Reconstitution 						P1 		CP-10		The organization provides for the recovery and reconstitution of the system to a known state after a disruption, compromise, or failure.		H		S		4		2



														(2)		The system implements transaction recovery (e.g. transaction rollback and transaction journaling) for systems that are transaction-based. Organizations must  take precautions to ensure that the transaction or activity log does not contain the action that corrupted the data in the first place.						4		2

																Contingency Planning Average						4.00		2.00



																Vendor Category Score- Business Impact Analysis

						Incident Response

						Incident Response Policy and Procedures 						P1 		IR-1 		The organization has formal, documented procedures required for the facilitation and implementation of incident response planning and associated controls.		H		S		4		2

						Incident Response Training 						P2 		IR-2 		Incident response training consistent with assigned roles and responsibilities is provided to personnel prior to authorizing access to the information system or performing assigned duties; individual training is updated as required.		H		S		4		2

						Incident Response Testing and Exercises 						P2 		IR-3		The incident response capability for the system is tested annually to ensure incident response effectiveness; and results are documented appropriately.		H				4		2



														(2)		Incident response testing is coordinated with organizational elements responsible for other related plans.						4		2

						Incident Handling 						P1 		IR-4		Incident handling capability such as; preparation,
detection and analysis, containment, eradication, and recovery are implemented; coordinated with contingency planning activities; and lessons learned from ongoing incident handling activities are incorporated into incident response procedures, training, and testing/exercises accordingly.		H		S		4		2



														(1)		Automated mechanisms are employed to support the incident handling process.						4		2



														(4)		Incident information and individual incident responses are reported.						4		2

						Incident Monitoring 						P1 		IR-5 		System security incidents are tracked and documented.		H				4		2

						Incident Reporting 						P1 		IR-6		Suspected/confirmed security incidents are reported to the DIT Security Office within twenty-four (24) hours.		H		S		4		2



														(1)		Automated mechanisms are employed to assist in the reporting of security incidents.						4		2

						Incident Response Assistance 						P3 		IR-7		The system has an incident response support resource, that offers advice and assistance to users of the system for the handling and reporting of security incidents.		H				4		2



														(1)		Automated mechanisms are employed to increase the availability of incident response related information and support.						4		2

						Incident Response Plan 						P1 		IR-8 		The system has a documented and communicated incident response plan.						4		2

																Incident Response Average						4.00		2.00



																Vendor Category Score- Business Impact Analysis

						Maintenance

						System Maintenance Policy and Procedures 						P1 		MA-1 		The organization has formal, documented procedures facilitating the implementation of required system maintenance and associated system maintenance controls.		H		S		4		2

						Controlled Maintenance 						P2 		MA-2		System maintenance and repairs are; performed in accordance with manufacturer or vendor specifications or organization requirements; approved and monitored whether performed on site or remotely; verified to ensure that security controls are still in place and functioning; equipment is sanitized prior to removal, if required; and details are recorded in maintenance records (date and time of maintenance; name of individuals or group performing the maintenance; name of escort, if necessary; a description of the maintenance performed; and information system components/equipment removed or replaced (including identification numbers, if applicable).		H		S		4		2

						Maintenance Tools 						P2 		MA-3		The organization approves, controls, and monitors information system maintenance tools specifically used for diagnostic and repair (e.g., hardware/software diagnostic test equipment and hardware/software packet sniffers). This does not include components that may support information system maintenance, yet are a part of the system (e.g. ping, ipconfig).				S		4		2



														(1)		Maintenance tools are inspected for obvious improper modifications prior to allow them to be used on the system.						4		2



														(2)		Media containing diagnostic and test programs are checked for malicious code prior to use in the system environment.				S		4		2



														 (3) 		Unauthorized removal of maintenance equipment containing departmental data is prevented by: verifying that there is no information contained on the equipment; sanitizing or destroying the equipment; retaining the equipment within the facility; or obtaining authorization for the removal of the equipment from the facility.						4		2

						Non-Local Maintenance 						P1 		MA-4		Non-local maintenance/diagnostic activities (i.e. activities conducted through a external or internal network) are approved, monitored and documented; use of diagnostic tools is consistent with policy and included in the system security plan; strong authentication is employed for non-local maintenance/diagnostic sessions, and connections are terminated when maintenance is completed.				S		4		2



														(1)		Non-local maintenance/diagnostic sessions and session records are reviewed.						4		2



														(2)		The system security plan includes the installation and
use of non-local maintenance/diagnostic connections.						4		2

						Maintenance Personnel 						P1 		MA-5 		A process for maintenance authorization including a list of authorized organizations and personnel exists. Those performing maintenance on the system have required access authorization, and workforce members with the  technical competence to supervise maintenance activities escort and monitor those who do not possess the required access authorizations.		H		S		4		2

						Timely Maintenance 						P1 		MA-6 		The organization has identified high risk system components and obtains maintenance support or spare parts in the event of failure.		H				4		2

																Maintenance Average						4.00		2.00



																Vendor Category Score- Business Impact Analysis

						Media Protection

						Media Protection Policy and Procedures 						P1 		MP-1 		The organization has formal, documented procedures facilitating the implementation of required media protections and associated controls.		H		S		4		2

						Media Access 						P1 		MP-2		Access to system media digital and non-digital media is strictly controlled.		H		S		4		2

						Media Marking 						P1 		MP-3 		System media is marked and handled.		H		S		4		2

						Media Storage 						P1 		MP-4 		System media, both digital and non-digital, is physically controlled and securely stored using appropriate safeguards; including media awaiting sanitization or destruction.		H		S		4		2

						Media Transport 						P1 		MP-5		System media, both digital and non-digital, maintains safeguards and accountability during transport outside of controlled areas; documentation restricts the activities associated with the transportation of media to authorized personnel.		H		S		4		2



														(4)		Confidential information stored on digital is encrypted using a FIPS 140-2 Level 1 certified algorithm of at least a 128-bit strength.						4		2

						Media Sanitization 						P1 		MP-6 		System media, both digital and non-digital, is sanitized as required by statewide information security manual 		H		S		4		2



														(1)		Sanitization is tracked, documented and verified.						4		2

						Media Use						P1 		MP-7 		The organization appropriately restricts or prohibits the use of system media, both digital and non-digital, as needed by regulatory or business compliance requirements.						4		2



														(1) 		The use of   portable storage devices in organizational systems is prohibited when such devices have no identifiable owner.						4		2

																Maintenance Average						4.00		2.00



																Vendor Category Score- Business Impact Analysis

						Physical and Environmental Protection

						Physical and Environmental Protection Policy and Procedures 						P1 		PE-1 		The organization has formal, documented procedures facilitating the implementation of required physical and environmental protections and associated controls.		H				4		2

						Physical Access Authorizations 						P1 		PE-2 		The organization has a developed and maintained a list of individuals with authorized access to the facility where the system resides that is reviewed quarterly; individuals are removed from the list when access is no longer required.		H		S		4		2

						Physical Access Control 						P1 		PE-3 		Physical ingress/egress to the facility where the system resides is controlled; individual are verified prior to the granting access to the facility; areas designated as publicly accessible are separated from protected areas by physical safeguards; visitors escorted, and physical safeguards are updated/changed as required by employee turnover.		H		S		4		2



														(1) 		Physical access controls are in place for those areas within facilities where there is a concentration of information system components (e.g., server rooms, media storage areas, data and communications centers) and are enforced independently of the physical access controls for the facility.						4		2

						Access Control for Transmission Medium 						P1 		PE-4 		Physical security safeguards are applied to information system distribution and transmission lines help prevent accidental damage, disruption, and physical tampering.		H		S		4		2

						Access Control for Output Devices 						P1 		PE-5 		Physical access to system output devices is controlled to prevent unauthorized individuals from obtaining the output.		H		S		4		2

						Monitoring Physical Access 						P1 		PE-6		Physical access to the facility that houses the system is monitored and access logs are routinely reviewed; upon the occurrence of a physical security incident all required parties are appropriately notified as documented in incident response procedures. 		H		S		4		2



														(1)		Physical intrusion alarms and surveillance equipment is monitored in real-time.						4		2

						Access Records 						P3 		PE-8 		Visitor access records (e.g. name and organization of person visiting, signature, form of identification, date of access, entry and exit times, purpose of visit, and name of person visited, etc.) to the facility where the system resides are maintained and reviewed.		H		S		4		2

						Power Equipment and Power Cabling 						P1 		PE-9 		Power equipment and power cabling for the system is protected from damage and destruction.				S		4		2

						Emergency Shutoff 						P1 		PE-10 		Emergency shutoff switches or devices are available to facility staff and provide the capability of shutting off power to the system or individual system components in emergency situations; emergency power shutoff switches or devices are protected to prevent unauthorized activation.				S		4		2

						Emergency Power 						P1 		PE-11 		A short-term uninterruptible power supply exists to facilitate an orderly shutdown or a transition of the system to alternate power supply in the event of a primary power source loss.				S		4		2

						Emergency Lighting 						P1 		PE-12 		Automatic emergency lighting that activates in the event of a power outage or disruption and that covers emergency exits and evacuation routes within the facility are employed.				S		4		2

						Fire Protection 						P1 		PE-13		The facility where the system resides employs and maintains fire suppression and detection devices/systems (e.g. sprinkler systems, handheld fire extinguishers, fixed fire hoses, and smoke detectors).				S		4		2



														(3)		Facilities housing systems that are not staffed on a continuous basis have automatic fire suppression capability.						4		2

						Temperature and Humidity Controls 						P1 		PE-14 		Temperature and humidity within the facility where the system resides are maintained monitored to be within the defined acceptable levels; between 18°C and 27°C, or 64°F to 81°F with a relative humidity of 60%.				S		4		2

						Water Damage Protection 						P1 		PE-15 		The system is protected from damage as a result of water leakage by providing master shutoff or isolation valves that are accessible, working properly, and known to key personnel.				S		4		2

						Delivery and Removal 						P1 		PE-16 		System components entering and exiting the facility are  authorized, documented, monitored and controlled.				S		4		2

						Alternate Work Site 						P1 		PE-17 		Alternate work sites employ defined security controls that have been assessed as feasible, and provides a means for employees to communicate with security personnel in case of security incidents or problems.		H		S		4		2

						Location of Information System Components 						P2 		PE-18		System components within the facility are positioned in such a way that it minimizes potential damage from physical and environmental hazards, and to minimize the opportunity for unauthorized access.		H		S		4		2



														(1)		The site of the facility where the system resides was
planed with regard to physical and environmental hazards and identified hazards were included in its risk mitigation strategy.						4		2

																Physical and Environmental Protection Average						4.00		2.00



																Vendor Category Score- Business Impact Analysis

						Personnel Security

						Personnel Security Policy and Procedures 						P1 		PS-1 		The organization has formal, documented procedures required for the facilitation and implementation of personnel security and associated controls.		H				4		2

						Position Categorization 						P1 		PS-2 		A risk designation, as determined by the position's potential for adverse impact on security controls, has been assigned to all positions, and is used to develop screening criteria (e.g. training, certification, etc.) for positions as required; risk designations are updated as due to position changes or as required. 		H				4		2

						Personnel Screening 						P1 		PS-3 		Individuals are pre-screened as required prior to authorizing access to the information system; and re-screened on position changes or as required.		H				4		2

						Personnel Termination 						P2 		PS-4 		Upon termination action, severance or leaving of employment workforce members system access, credentials or authenticators are revoked; all system-related property (e.g., hardware authentication tokens, system administration technical manuals, keys, identification cards, or building passes) are collected; exit interviews, where possible, are conducted that ensure the individuals understand the security constraints imposed by being former a employee; and appropriate organizational staff are notified of the workforce members separation of service.		H		S		4		2

						Personnel Transfer 						P2 		PS-5 		Logical and physical access authorization to the system/facility is reviewed and modified when individuals are reassigned or transferred to other positions within the organization.		H		S		4		2

						Access Agreements 						P3 		PS-6 		Individuals have signed acknowledgements that they have read, understand, and agree to abide by the constraints (e.g. nondisclosure or acceptable use agreements, conflict-of-interest, rules of behavior) prior to being granted access system resources; access agreements are reviewed and updated as required.		H		S		4		2

						Third-Party Personnel Security 						P1 		PS-7		Third-party providers (e.g. service bureaus, contractors, outsourced applications, etc.) have explicitly include personnel security requirements in acquisition-related documents (i.e., Statements of Work, Contracts, Agreements, Memorandums of Understanding, etc.); and require third-party providers notify the organization of any personnel transfers or terminations of third-party personnel working with organizational credentials, badges, or system privileges immediately.		H		S		4		2

						Personnel Sanctions 						P3 		PS-8		A formal sanctions process for personnel failing to comply with established system security policies and procedures exists. Individuals are formally notified of the sanctions process; how it functions including; identifying the individual sanctioned, the reason(s) for the sanction, and the roles involved within the process.		H				4		2

																Personnel Security Average						4.00		2.00



																Vendor Category Score- Business Impact Analysis

						System and Information Integrity

						System and Information Integrity Policy and Procedures 						P1 		SI-1 		The organization has formal, documented procedures required for the facilitation and implementation of system and information integrity, and the associated controls.		H		S		4		2

						Flaw Remediation 						P1 		SI-2		System flaws are identified, reported and corrected; software/firmware updates including; patches, service packs, hot fixes and anti-virus signatures are tested and implemented; flaw remediation is incorporated into the system configuration management process.				S		4		2



														(2)		Automated mechanisms are employed to determine the state of system components with regard to flaw remediation.						4		2

						Malicious Code Protection 						P1 		SI-3		Malicious code protection mechanisms are employed on system entry and exit points (e.g. servers, workstations, notebook computers, mobile devices, etc.); code protection mechanisms, including signature definitions, are updated whenever new releases are available, and are configured to perform periodic system scans as-well-as real-time scans of files from external sources, and take appropriate action (i.e., block, quarantine, alert); false positives are identified and address as required.		H		S		4		2



														(1)		Malicious code protection mechanisms are centrally managed.						4		2



														(2)		Malicious code protection mechanisms (including signature definitions) are automatically updated. 				S



														(3)		The system prevents non-privileged users from circumventing malicious code protection capabilities.						4		2

						Information System Monitoring 						P1 		SI-4		Monitoring devices are employed and strategically placed within the system to detect unauthorized use, attacks or indicators of potential attacks, and to track specific types of transactions; system monitoring is heightened whenever there is an indication of increased risk to operations, assets or individuals; and system monitoring activities are conducted in accordance with applicable laws, Executive Orders, directives, policies, or regulations.		H		S		4		2



														(2)		Automated tools are employed to support near real-time analysis of events.						4		2



														(4)		The system monitors inbound and outbound communications traffic for unusual or unauthorized activities or conditions (e.g. presence of malicious code).				S		4		2



														(5)		The system provides near real-time alerts following the indication of a compromise or potential compromise; sources included audit records, malicious code protection mechanisms, intrusion detection/prevention mechanisms, or boundary protection devices (e.g. firewalls).						4		2

						Security Alerts, Advisories, and Directives 						P1 		SI-5 		System security alerts, advisories, and directives are received and disseminate as deemed necessary; security directives are implemented in accordance with established time frames or exceptions are filed 		H		S		4		2

						Software, Firmware and Information Integrity 						P1 		SI-7		Integrity verification tools (e.g., parity checks, cyclical redundancy checks, cryptographic hashes) are employed to detect unauthorized changes, due to errors or malicious activity, to system software (e.g. operating system, applications, middleware), firmware (e.g. Basic Input Output System (BIOS)), and information.		H		S		4		2



														(1)		Integrity scans of organization identified system software and firmware are conducted during selected transitional states (e.g. startup, restart, shutdown, and abort) or a defined security relevant event.						4		2



														(7)		The detection of unauthorized changes to the system have been incorporated into the system incident response capability to ensure that such detected events are tracked, monitored, corrected, and available for historical purposes.				S		4		2

						Spam Protection 						P1 		SI-8		System employs spam protection mechanisms to detect and take action on unsolicited messages transported by electronic mail, web accesses, or other common means; spam protection mechanisms (including signature definitions) when new releases are available or as require by configuration management.		H		S		4		2



														(1)		System spam protection mechanisms are centrally managed.						4		2



														(2)		System spam protection mechanisms are automatically updated.						4		2

						Information Input Validation 						P1 		SI-10 		The system checks the validity of information inputs (e.g., character set, length, numerical range, and acceptable values).				S		4		2

						Error Handling 						P2 		SI-11 		The system identifies potentially security-relevant error conditions, and generates error messages that provide information necessary for corrective actions without revealing information in error logs or administrative messages that could be exploited. Error logs are; monitored on a weekly basis at a minimum; routinely checked for time and date accuracy; cross-checked for known security events based on network, size, system type and logical and physical location, and retained as required under the agency records retention policy or the General Schedule for State Agency Records, Information Technology Records.				S		4		2

						Information Output Handling and Retention 						P2 		SI-12 		Information both within and output (e.g. error logs, audit reports) from the system is retained as required under the agency records retention policy or the General Schedule for State Agency Records, Information Technology Records or as required by regulation.				S		4		2

						Information Output Filtering 						P1 		SI-15 		Data output for the system is validated to ensure that the data is consistent with the expected content or data-processing function (e.g., storage, transmission, etc.). 				S		4		2

						Memory Protection						P1 		SI-16 		The system has implemented safeguards (e.g., data execution prevention and address space layout randomization) to protect its memory from unauthorized code execution						4		2



																System and Information Integrity Average						4.00		2.00



																Vendor Category Score- Business Impact Analysis

				Technical Controls		Access Control

						Access Control Policy and Procedures 						P1 		AC-1 		The organization has formal, documented procedures required for the facilitation and implementation of access control mechanisms, and the associated controls.		H		S		4		2

						Account Management 						P1 		AC-2		System accounts are identified by type (e.g. individual, system, application, guest/anonymous, emergency, temporary, etc.) with established membership authorization conditions; users requiring privileged (i.e. administrative) system accounts receive additional scrutiny by appropriate personnel (e.g. system/business owner, security officer); procedures for the creation, enabling, modifying, disabling, and removing accounts are employed; accounts are reviewed annually, upon system role changes, or as required by regulation for use and compliance with account management requirements, and terminated  when no longer required.		H		S		4		2



														(1)		Automated mechanisms to support the management of
system accounts are employed.						4		2



														(2)		Temporary and emergency accounts are removed from the system after prior to production or when they are no longer required.						4		2



														(3)		Inactive accounts are automatically disables inactive accounts after a defined time period (maximum of 90 days).						4		2



														(4)		The system automatically audits account creation, modification, enabling, disabling, and removal actions and notifies required individuals.						4		2



														(5)		The system times users out after an inactivity period of thirty (30) minutes or less.						4		2

						Access Enforcement 						P1 		AC-3 		The system enforces approved authorizations (e.g. restricting login access by time or location, access control lists, access control matrices, cryptography) for logical access to information and system resources in accordance with applicable access control policies (e.g. identity, role or attribute-based policies).		H		S		4		2

						Information Flow Enforcement 						P1 		AC-4 		The system regulates where information is allowed to travel, within the system and between other systems, in accordance with applicable flow control policies (e.g. preventing data from being transmitted in clear text, blocking unauthorized external traffic, filtering web requests through internal web proxy servers, and limiting information transfers based on data structures and content).		H		S		4		2

						Separation of Duties 						P1 		AC-5 		Duties of individuals are separated to reduce the potential for abuse of authorized privileges and the risk of malevolent activity without collusion; the separation of duties is documented, and supported by system access authorizations.		H		S		4		2

						Least Privilege 						P1 		AC-6		The concept of least privilege is applied for user duties and system processes (i.e. specific functions, ports, protocols, and services) ensuring that neither operates at any privilege level higher than necessary to accomplish required organizational missions or functions.		H		S		4		2



														(1)		Access to security functions (i.e. establishing system accounts, configuring permissions or privileges, event settings and intrusion detection parameters) or security-relevant information (e.g. rules for routers/firewalls, cryptographic key management, configuration parameters for security services, and access control lists) is explicitly authorized.						4		2



														(2)		Individuals with privileged accounts (i.e. system accounts/roles) use non-privileged accounts/roles, when accessing non-security/administrative functions.						4		2



														(5)		Access to privileged accounts on the system are limited to defined and documented personnel.						4		2



														(7)		Privileged accounts are reviewed quarterly (i.e. three (3)-month) to determine if the need for such privileges are still valid; and accounts identified as no longer required are removed.						4		2



														(9)		The system audits the execution of privileged functions.						4		2



														(10)		The system has controls to prevent non-privileged users from executing privileged functions to include disabling, circumventing, or altering implemented security safeguards/countermeasures.						4		2

						Unsuccessful Login Attempts 						P2 		AC-7 		Automatic lockouts are initiated by system after three (3) consecutive invalid login attempts by a user during a one (1) hour period, and the account is automatically locked until released by an administrator or one (1) hour has passed from the time the maximum number of unsuccessful attempts was exceeded.				S		4		2

						System Use Notification 						P1 		AC-8 		System displays a use notification/warning banner when individuals log in prior to granting access, and retains the notification message/banner on the screen until users take explicit actions to log on to or further access the system; notices are consistent with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance.				S		4		2

						Concurrent Session Control 						P2 		AC-10		Where possible the system enforces a maximum of two (2) concurrent connections for an individual user ID				S		4		2

						Session Lock 						P3 		AC-11 		The system initiates a session lock after a maximum of thirty (30) minutes of inactivity; the lock remains until the user reestablishes access using established identification and authentication procedures or the session is timed out.		H		S		4		2



														(1)		The system conceals, via the session lock, information previously visible on the display with a publicly viewable image.						4		2

						Session Termination						P2 		AC-12 		The system automatically terminates a user session after twenty-four (24) hours of continuous connection.		H		S		4		2

						Permitted Actions without Identification or Authentication 						P1 		AC-14		The system does not allow user actions to be performed on the system without identification or authentication.				S		4		2

						Remote Access 						P1 		AC-17		Remote access to the system has been defined, authorized and documented including; usage restrictions and implementation guidance for allowed remote access method(s); monitoring for unauthorized remote access to the system and identifying actions taken if an unauthorized connection is discovered; enforcing remote access connection requirements.		H		S		4		2



														(1)		Automated mechanisms are employed to facilitate the monitoring and control of remote access methods.						4		2



														(2)		Remote access methods employ cryptography  utilizing, at a minimum, Secure Socket Layer (SSL) RC4 128 bit algorithms, SSL Server-Gated Cryptography (SGC) 128 bit algorithms, TLS 1.11 128 bit algorithms, or those algorithms that are accepted and certified by the National Institute of Standards and Technology (NIST) to protect the confidentiality and integrity of remote sessions.						4		2



														(3)		Remote access to the system is through a limited number of managed access control points.						4		2



														(4)		The execution of privileged commands and access to security-relevant information via remote access only for defined, authorized operational needs and the rationale for such access is documented in the systems security plan.						4		2

						Wireless Access 						P1 		AC-18		Wireless access to the system has been defined, authorized and documented including; usage restrictions and implementation guidance for allowed wireless access method(s); monitoring for unauthorized wireless access to the system and identifying actions taken if an unauthorized connection is discovered; and wireless access connection requirements are enforced.				S		4		2



														(1)		Wireless access points require authentication and employ encryption.						4		2



														(3)		Wireless networking capabilities internally embedded within system components are disabled, when not intended for use, prior to issuance and deployment.						4		2



														(4)		Users allowed to independently configure wireless networking capabilities for the system are identified and explicitly authorized.						4		2



														(5)		Wireless communications are confined to defined controlled boundaries.						4		2

						Access Control for Mobile Devices 						P1 		AC-19		Security and usage restrictions related to data transfer, device-to-device identification and authentication, implementation of mandatory protective software (e.g., malicious code detection, firewall) for mobile devices (e.g. laptops computers, tablets, portable storage devices, cell phones, digital cameras, media players) directly connecting to the system is defined and documented.		H		S		4		2



														(5)		Laptops, tablets and smart phones must utilize full-disk (sector-level) encryption of at least FIPS 140-2 Level 1 certified AES-256 encryption algorithm; any other portable device that stores data must be encrypted using a FIPS 140-2 Level 1 certified algorithm of at least a 128-bit strength.						4		2

						Use of External Information Systems 						P1 		AC-20		Terms and conditions are established with external  organizations owning, operating or maintaining systems or system components (e.g. infrastructure as a service [IAAS], platform as a service [PAAS], software as a service [SAAS] ), allowing authorized individuals to: access the system, process, store or transmit system data.				S		4		2



														(1)		Prior to granting authorized individuals access to system data the implementation of required security controls on the external system as specified in the system's security plan has been verified; or an approved system connection or processing agreements with the organizational entity hosting the external system has been documented and retained.						4		2



														(2)		Use of portable storage media on external systems is restricted to authorized individuals.						4		2

						User-Based Collaboration and Information Sharing 						P0 		AC-21 		Information sharing is facilitated by defined circumstances enabling authorized users to determine whether access authorizations assigned to the sharing partner match the access restrictions on the system information.						4		2

						Publicly Accessible Content 						P2 		AC-22 		The system has a designated trained individual(s) who authorized to post information about the system onto a publicly accessible mediums, and reviews proposed content prior to public release to ensure no confidential information accidentally disclosed; publicly accessible system information is reviewed quarterly and inappropriate or outdated information is removed, if discovered.				S		4		2

						Data Mining Protection						P2 		AC-23		The system has implemented data mining/harvesting techniques (e.g. limiting the types of responses provided to database queries or limiting the number or frequency of database queries to increase the work factor required to determine the contents of databases) for defined data storage objects (e.g. databases, database records or database fields) to adequately protect against data mining/harvesting.						4		2

																Access Control Average						4.00		2.00



																Vendor Category Score- Business Impact Analysis

						Audit and Accountability

						Audit and Accountability Policy and Procedures 						P1 		AU-1 		The organization has formal, documented procedures required for the facilitation and implementation of audit and accountability mechanisms, and the associated controls.		H		S		4		2

						Auditable Events 						P1 		AU-2		The security audit function of the system at a minimum are capable of auditing the following events: 

• Successful and failed system login attempts; 
• Log off of system;
• User ID responsible for system restart or shutdown and date and time of restart or shutdown;
• User ID responsible for application start up, restart and/or shutdown and date and time of start up or shutdown;
• Change of password; 
• Attempts to create, remove or change system privileges;
• Unauthorized attempts to access network and system files;
• All system administrator commands, while logged on as system administrator; 
• Switching accounts or running privileged actions from another account, (e.g. Linux/Unix SU or Windows RUNAS); 
• Creation or modification of super-user groups; 
• Attempts to initialize, remove, enable or disable accounts or services;
• Subset of security administrator commands, while logged on in the security administrator role; 
• Subset of system administrator commands, while logged on in the user role; 
• Clearing of the audit log file; 
• Startup and shutdown of audit functions; 
• Use of identification and authentication mechanisms (e.g. user ID and password); 
• Change of file or user permissions or privileges (e.g. use of suid/guid, chown, su); 
• Remote access outside of the corporate network communication channels (e.g. modems, dedicated VPN) and all dial-in access to the system; 
• Changes made to an application or database by a batch file; 
• Application-critical record changes; 
• Changes to database or application records, where the application has been bypassed to produce the change (via a file or other database utility); 
• System errors and corrective action(s) taken;
• Failed read-and-write operations on the system directory;
• All system and data interactions concerning FTI (where applicable); and 
• Additional platform-specific even as defined in SCSEMs located on the Office of Safeguards website (where applicable).		H		S		4		2

																						4		2

																						4		2



														(3)		Auditable events are reviewed and updated annually or as required.						4		2

						Content of Audit Records 						P1 		AU-3		The system produces audit records containing information that, at a minimum, establishes what type of event occurred, when the event occurred, where the event occurred, the source of the event, the outcome of the event, and the identity of any user or subject associated with the event.		H		S		4		2



														(1)		Additional events details are coordinated with other organizational entities requiring audit related information documented to support after the-fact investigations of security incidents.						4		2

						Audit Storage Capacity 						P1 		AU-4 		The organization allocates audit record storage capacity to retain at least ninety (90) days of audit logs. Audit logs related to Federal Tax Information (FTI) are retained at least seven (7) years. 		H		S		4		2

						Response to Audit Processing Failures 						P1 		AU-5 		The system alerts defined personnel in the event of an audit processing failure (e.g. software/hardware errors,
failures in the audit capturing mechanisms, and audit storage capacity being reached or exceeded), and
fails in a safe state to preserve current audit logs.				S		4		2

						Audit Review, Analysis, and Reporting 						P1 		AU-6		System audit records are reviewed and analyzed monthly, or as required based on a change in risk, for indications of inappropriate or unusual activity; findings are repotted to defined personnel.		H		S		4		2



														(1)		The system integrates audit review, analysis, and reporting processes to support processes for investigation and response to suspicious activities.						4		2



														(3)		Audit records are analyzed and correlated  across different repositories to gain organization-wide situational awareness.						4		2

						Audit Reduction and Report Generation 						P2 		AU-7 		Audit reduction and report generation capabilities are employed to support expeditious, on-demand audit review, analysis, and reporting requirements and after the-fact investigations of security incidents without altering original audit records.		H				4		2



														(1)		The system provides the capability to automatically process audit records for events of interest (e.g. identities of individuals; event types, locations, date or time; system resources and IP addresses involved; or objects accessed) based on the content of defined audit fields within audit records.						4		2

						Time Stamps 						P1 		AU-8		The system's internal clock is used generate time stamps for audit records that are mapped to Coordinated Universal Time (UTC).				S		4		2



														(1)		The system synchronizes its internal system clocks on a daily basis with a defined reliable authoritative time source.						4		2

						Protection of Audit Information 						P1 		AU-9		The system protects audit tools and information from unauthorized access, modification, and deletion.				S		4		2



														(4)		The access to management of audit functionality is only to a defined subset of authorized privileged users.						4		2

						Audit Record Retention 						P3 		AU-11 		System audit records are retained until it is determined that there is no longer an administrative, legal, audit or operational need, and as required by records retention policy or as defined by regulatory requirement.				S		4		2

						Audit Generation 						P1 		AU-12 		The system provides audit record generation capability, with the ability to select component specific events,  for the auditable events defined in AU-2.				S		4		2

																Audit and Accountability Average						4.00		2.00



																Vendor Category Score- Business Impact Analysis

						Identification and Authentication

						Identification and Authentication Policy and Procedures 						P1 		IA-1 		The organization has formal, documented procedures required for the facilitation and implementation of identification and authentication mechanisms, and associated controls.				S		4		2

						Identification and Authentication (Organizational Users) 						P1 		IA-2		The system uniquely identifies and authenticates users or processes acting on behalf of users.		H		S		4		2



														(1)		The system employs multifactor authentication for network access to privileged accounts; if processing Federal Tax Information (FTI).						4		2



														(2)		The system employs multifactor authentication for network access to non-privileged accounts; if processing Federal Tax Information (FTI).						4		2



														(3)		The system employs multifactor authentication for local access to privileged accounts; if processing Federal Tax Information (FTI).						4		2



														(8)		The information system employs replay-resistant authentication mechanisms (protocols that use nonces or challenges such as Transport Layer Security (TLS) and time synchronous or challenge-response one-time
authenticators) for network access to privileged accounts.				S		4		2

						Device Identification and Authentication 						P1 		IA-3 		The system uniquely identifies (e.g., Media Access Control (MAC) or Transmission Control Protocol/Internet Protocol [TCP/IP] addresses) and authenticates (e.g., IEEE 802.1x and Extensible Authentication Protocol
(EAP), Radius server with EAP-Transport Layer Security (TLS) authentication, Kerberos) defined devices/device types before establishing one or more selected connection types (local, remote or network) as required by regulatory compliance requirements.		H		S		4		2

						Identifier Management 						P1 		IA-4 		System identifiers (i.e. individuals, groups, roles or devices) are uniquely identifying; require authorization from defined personnel prior to being created and assigned; prevented from reuse for a defined time period, and disabled after defined time period of inactivity (ninety (90) days for users).		H		S		4		2

						Authenticator Management 						P1 		IA-5		System authenticators (e.g. passwords, tokens,
biometrics, PKI certificates and key cards) are managed by; documenting and implementing procedures for authenticator distribution (e.g. changing default content), loss/compromise, damaged, revocation, mechanism strength and safeguard requirements; establishing initial authenticator content (e.g., minimum password length); and changing authenticators for group/role accounts when membership to those accounts changes.		H		S		4		2



														(1)		The system's password-based authentication
enforces the minimum requirement for granting access as required by Statewide Standard 020106  Managing Passwords.						4		2



														(2)		PKI-based authentication (if implemented): validates certificates by constructing a certification path with status information to an accepted trust anchor; enforces authorized access to the corresponding private key;
maps the authenticated identity to the account of the individual; and meets the requirements of Statewide Security Standard 030502 Managing Electronic Keys.						4		2



														(3)		The registration process to receive defined authenticators must be carried out in person with defined personnel.						4		2

						Authenticator Feedback 						P2 		IA-6 		The system obscures feedback of authentication information (e.g. displaying asterisks when users types passwords into input devices) during the authentication process to protect the information from possible exploitation/use by unauthorized individuals.		H		S		4		2

						Cryptographic Module Authentication 						P1 		IA-7 		The system does not transmit authentication information (i.e. user names and passwords) in clear text, and at a minimum uses, Secure Socket Layer (SSL) RC4 128 bit algorithms, SSL Server-Gated Cryptography (SGC) 128 bit algorithms, TLS 1.11 128 bit algorithms, or those algorithms that are accepted and certified by the National Institute of Standards and Technology (NIST).		H		S		4		2

						Identification and Authentication (Non-Organizational Users) 						P1 		IA-8 		The system uniquely identifies and authenticates non-organizational users (or processes acting on behalf of non-organizational users).				S		4		2

																Identification and Authentication Average						4.00		2.00



																Vendor Category Score- Business Impact Analysis

						System and Communications Protection

						System and Communications Protection Policy and Procedures 						P1 		SC-1 		The organization has formal, documented procedures required for the facilitation and implementation of system and communications protection mechanisms, and associated controls.						4		2

						Application Partitioning 						P1 		SC-2 		The system separates, either physical or logical, user functionality (including user interface services) from information system management functionality (i.e. functions necessary to administer databases, network components, workstations, servers or that typically requires privileged user access).				S		4		2

						Information in Shared Resources 						P1 		SC-4 		The system prevents unauthorized and unintended information transfer, including encrypted representations of information, produced by the actions of prior users/roles (or the actions of processes acting on behalf of prior users/roles) from being available to any current users/roles (or current processes) that obtain access to shared system resources (e.g., registers, main memory, hard disks) after those resource have been released back to information systems.				S		4		2

						Denial of Service Protection 						P1 		SC-5 		The system protects against or limits the effects of denial of service type attacks.				S		4		2

						Boundary Protection 						P1 		SC-7 		The system has monitored and controlled communications at both the external boundary, and key internal boundaries; connections to external networks or systems is only through managed interfaces (e.g. gateways, routers, firewalls or encrypted tunnels) consisting of boundary protection devices arranged in accordance with required security architecture (e.g. Demilitarized Zones (DMZs)).				S		4		2



														(3)		The number of access points to the system are limited to allow for more comprehensive monitoring of inbound and outbound communications and network traffic.						4		2



														(4)		System data flows are documented (including managed interface for each external telecommunication service), maintained and supported by an explicit mission/business need.						4		2



														(5)		Managed interfaces, denies network traffic by default and allows network traffic by exception (i.e., deny all, permit by exception).						4		2



														(7)		The system prevents remote devices (e.g. notebook computers) that have established a non-remote connection with the system from communicating outside of that communications path with resources in external networks (e.g. split-tunneling).						4		2

						Transmission Confidentiality and Integrity 						P1 		SC-8		The system protects the confidentiality and integrity of transmitted information.		H		S		4		2



														(1)		Encryption algorithms for the transmission of confidential data include, at a minimum, Secure Socket Layer (SSL) RC4 128 bit algorithms, SSL Server-Gated Cryptography (SGC) 128 bit algorithms, TLS 1.11 128 bit algorithms, or those algorithms that are accepted and certified by the National Institute of Standards and Technology (NIST).						4		2

						Network Disconnect 						P2 		SC-10 		The system terminates network connections associated with a communications sessions at the end of the session or after thirty (30) minutes of inactivity (applications containing Federal Tax Information (FTI) fifteen (15) minutes); an absolute time-out shall occur after twenty-four (24) hours.				S		4		2

						Cryptographic Key Establishment and Management 						P1 		SC-12 		Cryptographic keys for required cryptography
employed within the system are stored separate from data.		H		S		4		2

						Use of Cryptography 						P1 		SC-13 		The system has implemented cryptographic protections that comply with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance.		H		S		4		2

						Collaborative Computing Devices 						P1 		SC-15 		The system prohibits remote activation of collaborative computing devices (e.g. networked whiteboards, cameras, and microphones), and provides an explicit indication of use to users physically present at the devices.				S		4		2

						Public Key Infrastructure Certificates 						P1 		SC-17 		Public key certificates are issued in accordance with Statewide Security Standard 030302 Using and Receiving Digital Signatures or obtained from an approved service provider.				S		4		2

						Mobile Code 						P1 		SC-18 		The use of mobile code and mobile code technologies has been documented and implemented including; usage restrictions, implementation guidance, authorization, monitoring, and control of mobile code use within the system.				S		4		2

						Voice Over Internet Protocol 						P1 		SC-19 		Voice over Internet Protocol (VoIP) technologies within the system are documented, authorized, and monitored.						4		2

						Secure Name /Address Resolution Service (Authoritative Source)						P1 		SC-20		Systems that include Domain Name Servers (DNS) give external clients (e.g. remote Internet clients) additional data origin and integrity artifacts along with the authoritative name resolution data the system returns in response to external name/address resolution queries; and provided the means to indicate the security status of child subspaces and (if the child supports secure resolution services) to enable verification of a chain of trust among parent and child domains, when operating as part of a distributed, hierarchical namespace.						4		2

						Secure Name /Address Resolution Service (Recursive or Caching Resolver) 						P1 		SC-21		Systems that include Domain Name Servers (DNS) either perform validation of DNS Security (DNSSEC) signatures or clients use authenticated channels to recursive resolvers that perform such validations; systems that use technologies other than the DNS to map between host/service names and network addresses provide other means to enable clients to verify the authenticity and integrity of response data.						4		2

						Architecture and Provisioning for Name/Address Resolution Service						P1 		SC-22 		Systems that collectively provide name/address resolution service for an organization are fault-tolerant and implement internal/external role separation.				S		4		2

						Session Authenticity 						P1 		SC-23 		The system protects the authenticity of communications sessions (e.g. sessions in service-oriented architectures providing web-based services) and establishes grounds for confidence at both ends of communications sessions in ongoing identities of other parties and in the validity of information transmitted.						4		2

						Protection of Information at Rest 						P1 		SC-28 		The system protects the confidentiality and integrity of information at rest (i.e. information when it is located on storage devices or specific system components).						4		2

						Process Isolation						P1 		SC-39 		The system maintains a separate execution domain for each executing process (e.g. implementing separate address spaces).						4		2



				Management  Controls		Security Assessment and Authorization

						Security Assessment and Authorization Policies and Procedures 						P1 		CA-1 		The organization has formal, documented procedures required for the facilitation and implementation of security assessments and authorization associated controls.				S

						Security Assessments 						P2 		CA-2		Security controls are identified and assessed for effectiveness in the environments in which the systems operate by a documented procedure. The results of the assessment are provided to the organization Security Official. 				S



														(1)		The system's security controls have been assessed by the DIT security office  or a qualified impartial third-party assessor whose results can be used to make credible, risk-based decisions.



														(2)		The system has undergone a vulnerability scan by the DIT Security Office or authorized third-party within the last twelve (12) months.

						Information System Connections 						P1 		CA-3 		Security controls are identified and assessed for effectiveness in the environments in which the systems operate; by a documented procedure. The results of the assessment are provided to the organization Security Official or their delegate. 				S



														(1)		System connectivity is based on permit-by-exception where all connections are blocked by default and permitted only as the business requirements.

						Plan of Action and Milestones 						P3 		CA-5 		A Corrective Action Plan (CAP) with identified milestones is created/updated to reflected the current process of remediation based on the findings from security controls assessments, security impact analyses, and continuous system monitoring activities.

						Security Authorization 						P2 		CA-6 		The system has an active executive/manager (i.e., authorizing official) who has authorized its operation, provides budgetary oversight and the authority to accept risk where applicable.				S

						Continuous Monitoring 						P2 		CA-7		The system and its security controls are continuously monitored for threats and vulnerabilities; risk assessment are conducted required by the Statewide Information security manual. 				S



														(1)		The system and its security controls are annually. 

						Penetration Testing 						P2 		CA-8 		The system has undergone a penetration test within the last twelve (12) months.

						Internal System Connections 						P2 		CA-9 		The systems internal connections (e.g., system connections with mobile devices, notebook/desktop computers, printers, copiers, scanners, sensors, servers, etc.) are authorized and documented including the interface characteristics, security requirements, and the nature of the information communicated as part of that connection.

																Note: Instead of authorizing each individual internal connection, organizations can authorize internal connections for a class of components with common characteristics or configurations.

						Planning

						Security Planning Policy and Procedures 						P1 		PL-1 		The organization has formal, documented procedures required for the facilitation and implementation of security planning controls.

						System Security Plan 						P1 		PL-2		System has a developed Security Plan. 				S



														(3)		Security-related activities (e.g. security assessments, audits, maintenance, testing, etc.) are coordinated with the DIT Security Office. 

						Rules of Behavior 						P1 		PL-4		Rules that describe workforce responsibilities and expected behavior with regard to system information and usage are readily available; each user has signed them acknowledging they have read, understand, and agree to abide by the rules of behavior, prior to being granted access to the system; and rules are resign when revised/updated.				S



														(1)		The rules of behavior contain explicit restrictions on the use of social media and networking sites, posting information on commercial websites, and sharing information system account information.

						Information Security Architecture 						P1 		PL-8 		The system has a defined security architecture that; complements the statewide architecture; includes an architectural description; the placement and allocation of security functionality (e.i., high level visual representation security controls); security-related information for external interfaces; data and protection mechanisms associated with the each interface; and is incorporated into the system's Security Plan.				S

						Risk Assessment

						Risk Assessment Policy and Procedures 						P1 		RA-1 		The organization has a formal, documented procedures required for the facilitation and implementation of organizational Risk Assessments. 				S

						Security Categorization 						P1 		RA-2 		The system has identified it's security controls baseline and categorization level (i.e., Low, Moderate or High).				S

						Risk Assessment 						P1 		RA-3 		A risk assessment has been conducted including the likelihood and magnitude of harm, from the unauthorized access, use, disclosure, disruption, modification, or destruction of the system or the data it processes, stores, or transmits; results are reviewed, documented and updated whenever there are significant changes to the system, environment of operation or other conditions that may impact the security state of the system or data.				S

						Vulnerability Scanning 						P1 		RA-5 		The system has undergone a vulnerability scan by the DIT Security Office or an authorized third-party; the results of which were documented; compared to the identified security control requirements; and a remediation plan was developed based on risk priority.				S



														(1)		The employed vulnerability scanning tool maintains an update-to-date vulnerability list that is used in scanning.



														(2)		The employed vulnerability scanning tool is updated whit new vulnerabilities when they are identified and reported



														(4)		Attempts to discern what information about the information system is discoverable (i.e., information that could be obtain without directly compromising or breaching the system) by adversaries were made.



														(5)		The vulnerability scan included privileged access authorization to facilitate more thorough scanning.

						System and Services Acquisition

						System and Services Acquisition Policy and Procedures 						P1 		SA-1 		The organization has formal, documented procedures facilitating the implementation of system and services acquisition and associated controls.				S

						Allocation of Resources 						P1 		SA-2 		Resources required to protect the system have been determined, documented and allocated for purposes of budgetary planning.				S

						Life Cycle Support						P1		SA-3		The system incorporates security throughout it's lifecycle as defined by Chapter 5: Life Cycle Security Management.  				S

						Acquisitions						P1		SA-4		System acquisition contracts detail or reference security function, strength, assurance and documentation requirements; including developmental/production environment descriptions; and the criteria for acceptance.				S



														(1)		Descriptions of the functional properties (i.e., capability, functions, or mechanisms) that are visible at the interfaces of the controls and specifically exclude functionality and data structures internal to the operation of the controls) of security controls to be employed within the system are documented and included within the system's Security Plan.



														(2)		The system has a high-level design that documents the implementation of security-relevant functionality for employed security controls, subsystems and external interfaces; and  included within the system's Security Plan.



														(9)		System functions, ports, protocols, and services are/were identified early in the system's development life cycle (e.g., during the initial requirements definition and design phases) as defined by Chapter 5: Life Cycle Security Management. 



														(10)		The organization employs only information technology products on the FIPS 201-approved products list for Personal Identity Verification (PIV) capability implemented within systems that must meet federal PIV requirements.

						Information System Documentation						P2		SA-5		The system has appropriate documentation available on the implementation and operation of security controls including:				S

																Administrative functions such as; secure configuration, installation, and operation of the information system; effective use and maintenance of security functions/mechanisms; and any know vulnerabilities.

																User functions such as; user-accessible security mechanisms and how to effectively use them; methods for user interaction with the system, which enables individuals to use the system in a more secure manner; and responsibilities in maintaining the security of the system, services and the associated data.



						Security Engineering Principles						P1		SA-8		Security engineering principles are included in the
specification, design, development, implementation, and modification of the system. Security engineering principles include; layered protections; delineating physical and logical security boundaries; tailoring security controls to meet organizational and operational needs; sound security policy, architecture, and controls as the foundation for design.				S

						External Information System Services						P1		SA-9		System services implemented outside of the organizational boundaries has documented (i.e. service-level agreement, statement of work, contract, etc.) compliance with applicable federal, state and departmental regulations standards, policies and guidance; executive orders; directives; and contains user roles and responsibilities for security  oversight.				S



														(2)		External system services providers have identified the functions, ports, protocols, and other services required in the provisioning of their services.



														(3)		A established and maintained level of confidence exists with the participating external service provider; based on the providers adequate protection for the services rendered to the organization.

						Developer Configuration Management						P1		SA-10		Changes, security flaws and flaw resolution are documented and approved through configuration management during system design, development, implementation, and operation.				S

						Developer Security Testing						P2		SA-11		Create and implement a security test and evaluation plan that confirms required security controls are implemented correctly; operating as intended; meet the established security requirements through out the SDLC; and that identified flaws are corrected.				S

						Supply Chain Protection						P1		SA-12		Threats to the system supply chain are reduced through the implementation of a standardized process to address supply chain risk with respect to information systems and to educate the acquisition workforce on threats, risk, and required security controls.

						Development Process, Standards and Tools						P2		SA-15		System developers follow a documented development process that  addresses security requirements; identifies the standards and tools used in the development process; specifies tool options and configurations used in system development; and reviews development process, standards, tools, and configurations for requirement compliance.

						Developer-Provided Training						P2		SA-16		System users are provided training on the correct use and operation of the security functions, controls, and mechanisms implemented in the system.

						Developer Security Architecture and Design						P1		SA-17		External system developers produce a design specification and security architecture that is consistent with the organization’s security architecture; accurately and completely describes the required security functionality, and the allocation of security controls among physical and logical components; and expresses how individual security functions, mechanisms, and services work together to provide a unified approach to protection and required security capabilities.



				Operational Controls		Awareness and Training

						Security Awareness and Training Policy and Procedures 						P1 		AT-1 		The organization has formal, documented procedures facilitating the implementation of the security awareness and training. 				S

						Security Awareness 						P1 		AT-2		Basic security awareness training is provided to new system users; as required by system changes or a predefined frequency.				S



														(2)		The security awareness training includes how to recognize and report potential indicators of insider threats.

						Security Training 						P1 		AT-3 		Role-based security training is provided to system users before authorizing access to the system or performing assigned duties; training is updated as required by system or regulatory changes or at a predefined frequency.				S

						Security Training Records 						P3 		AT-4 		Individual security training activates (i.e. basic security awareness training and specific system security training) are documented and retained.   

						Configuration Management

						Configuration Management Policy and Procedures 						P1 		CM-1 		The organization has formal, documented procedures facilitating the implementation of configuration management and associated controls.				S

						Baseline Configuration 						P1 		CM-2		The system has a documented and maintained baseline configuration.				S



														(1)		The system's baseline configuration reviewed and updated as require.



														(2)		An automated mechanisms (e.g., hardware and software inventory tools, configuration management tools, and network management tools)  to maintain an up-to-date, complete, accurate, and readily available baseline configuration for the system is employed.



														(3)		At least one (1) previous version of the system baseline configuration is retained to support rollback.				S



														(7)		Systems, system components, or devices (e.g., notebooks, laptops, desktops, mobile devices) known to be located in high-risk areas that lack physical security relative to organizational-controlled areas, have  implemented additional security controls to counter the greater threat in such areas.

						Configuration Change Control 						P1 		CM-3		Proposed changes to the system are reviewed for security impacts; approved or denied changes are documented and retained; configuration controlled changes are reviewed both pre and post implementation.				S



														(1)		Automated mechanisms are employed to notify approval authorities of requited changes; prohibit unapproved system changes, and document proposed/completed changes.



														(2)		Changes are tested, validated, and documented before being implemented on the production system.				S

						Security Impact Analysis 						P2 		CM-4		Changes are analyzed to better understand the security impact of the proposed changes, and to determine if additional security controls are required prior to implementation.				S



														(1)		Changes to the system are analyzed for security impacts related to flaws, weaknesses, incompatibility, or intentional malice in a separate test environment prior to installation in production.

						Access Restrictions for Change 						P1 		CM-5		Only qualified and authorized individuals are allowed access to systems for purposes of initiating physical (e.g., hardware) and logical (e.g., software, firmware, program libraries) changes (e.g., upgrades, modifications, etc.); logical and physical access restrictions are defined, documented, approved and enforced. 				S



														(1)		An automated mechanism is employed to enforce access restrictions and to support auditing of the enforcement actions.



														(2)		The organization conducts semi-annual reviews of information system changes to determine whether unauthorized changes have occurred.				S



														(3) 		Software and firmware components are prevented from installation unless signed with recognized and approved certificate.

						Configuration Settings 						P1 		CM-6		The system has a documented, implemented and monitored secured configuration settings that stipulate security-related parameters such as: registry settings; account, file, directory permission settings; and settings for functions, ports, protocols, services, and remote connections.				S



														(1)		An automated mechanism is employed to centrally manage, apply, and verify configuration settings.



														(2)		The organization has a documented safeguards to respond to unauthorized system changes such as; alerting designated personnel, restoring established configuration settings or halting system processing.

						Least Functionality 						P1 		CM-7		The system configuration provides only essential capabilities (e.g., key missions, functions) and prohibits or restricts the use of functions, ports, protocols, and/or services not required for business.				S



														(1)		The system is annually reviewed to identify, and disable any unnecessary and non-secure functions, ports, protocols, and services.



														(2)		An automated mechanism is employed to prevent unauthorized software execution.



														(4)		The organization identifies and documents what software is authorized to run on the system; the list is reviewed and updated annually.				S

						Information System Component Inventory 						P1 		CM-8 		The organization documents and maintains an inventory of information system components, hardware and software, that accurately reflects the current system state; provides granular information (e.g. model, serial number, location) for tracking, reporting and auditing.				S



														(1) 		The inventory of system components is updated as components are installed, removed, or when the system is updated.



														(2) 		An automated mechanism is employed to help maintain an up-to-date, complete, accurate, and readily available inventory of information system components.



														(3) 		An automated mechanism is employed to detect the addition of unauthorized components into the information system and disables network access by such components while notifying defined personnel.



														(4)  		Accountability for system components has been defined and documented along with a means for identifying which individuals
responsible for administering those components.



														(5)		All system components within the systems authorization boundary are inventoried as a part of the system and not duplicated in other system component inventories.

						Configuration Management Plan 						P1 		CM-9 		The system has a documented, and implemented configuration management plan that addresses roles, responsibilities, processes and procedures; assists in identifying configuration items (e.g. hardware, software, firmware, and documentation) and describes how to: move changes through change management processes; update configuration settings/baselines; maintain system component inventories; control development, test, and operational environments; and develop, release, and update key documents.				S

						Software Usage Restrictions						P2 		CM-10		The organization uses software and associated documentation in accordance with contract agreements and copyright laws; tracking processes are employed for software and associated documentation protected by quantity licenses to control copying and distribution.				S

						User-Installed Software						P1 		CM-11		The organization enforces explicit rules governing the installation of software by users; systems are reviewed on an annual basis for compliance.				S

						Contingency Planning

						Contingency Planning Policy and Procedures 						P1 		CP-1 		The organization has formal, documented procedures facilitating the implementation of required contingency planning and associated contingency planning controls. .				S

						Contingency Plan 						P1 		CP-2 		The system has a documented contingency plan that meets  Continuity of Operations Planning (COOP) 				S



														(1) 		The system's contingency plan was developed in coordination with related divisions/office plans as required.



														(2) 		The organization conducts capacity planning so that necessary capacity for information processing, telecommunications, and environmental support exists during contingency operations.



														(3) 		The system's contingency plan includes a estimated timeframe for the resumption of essential missions and business functions after the contingency plan's activation.



														(4) 		The system's contingency plan includes a estimated timeframe for the resumption of all functions after the contingency plans activation.



														(5)		The system's contingency plan allows for the continuance of essential missions and business functions with little or no loss of operational continuity and sustains that continuity until full information system restoration at primary processing and/or storage sites



														 (8)		The system's contingency plan identifies critical information system assets supporting organizational missions and business functions.				S

						Contingency Training 						P2 		CP-3		System users are provided contingency training that is consistent with assigned roles and responsibilities prior to authorizing access to the information system or performing assigned duties; individual training is updated as required.				S



														(1)		The system training incorporates simulated events into contingency training to facilitate effective response by personnel in a crisis situation.



														(2)		The organization tests the contingency plan at an alternate site so that contingency personnel are familiarized with the facility, its’ available resources; and to evaluate the capabilities of the alternate processing site to support contingency operations.

						Contingency Plan Testing and Exercises 						P2 		CP-4 		The system's contingency plan is tested annually for effectiveness and organizational ability/readiness to execute the plan; test results are reviewed and followed-up with corrective actions plans.				S



														(1) 		System contingency plan testing is coordinated with supplemental organizational elements as required.



														(2) 		The system's contingency plan is tested at an alternate processing site to familiarize contingency personnel with the facility and available resources, and evaluate the capabilities of the alternate processing site to support contingency operations.



														(4) 		System contingency plan testing includes a full recovery and reconstitution of the system to a known state.

						Alternate Storage Site 						P1 		CP-6  		An alternate storage site that addresses the continuity requirements in contingency plans, and meets security safeguards equivalent to that of the primary site has been identified and documented (e.g. necessary agreements to permit the storage and recovery of system backups).				S



														(1) 		The alternate storage site is separated from the primary storage site to reduce susceptibility to the same hazards.



														(2) 		The alternate storage site is configured to facilitate recovery operations in accordance with recovery time and recovery point objectives.



														(3)		Potential accessibility problems to the alternate storage site in the event of an area-wide disruption or disaster have been identified with explicit mitigation actions.

						Alternate Processing Site 						P1 		CP-7 		An alternate processing site with the necessary agreements to permit the transfer and resumption of system operations for essential missions/business functions within recovery point objectives, and meets security safeguards equivalent to that of the primary site has been identified and documented.				S



														(1) 		The alternate processing site that is separated from the primary
processing site to reduce susceptibility to the same hazards.



														(2) 		Potential accessibility problems to the alternate processing site in the event of an area-wide disruption or disaster have been identified with explicit mitigation actions.



														(3) 		Alternate processing site agreements that contain priority-of-service provisions in accordance with the organization’s availability requirements have been established.



														(4)		The alternate processing site is configured so that it is ready to be used as the operational site supporting essential missions and business functions.

						Telecommunications Services 						P1 		CP-8		Alternate telecommunications services (data and voice) for primary and alternate processing and storage sites; including necessary agreements to permit the resumption of system operations for essential missions and business functions recovery point objectives have been established



														 (1) 		Primary and alternate telecommunications service agreements that contain priority-of-service provisions in accordance with required system availability have been developed.



														 (2) 		The organization obtains alternate telecommunications services to reduce the likelihood of sharing a single point of failure with primary telecommunications services.



														(3) 		Alternate telecommunications service providers  are separated from primary service providers to reduce susceptibility to the same threats.



														(4) 		Primary and alternate telecommunications service providers have documented and reviewed contingency plans that plans meet organizational contingency
requirements.

						Information System Backup 						P1 		CP-9 		User/system-level information contained within the system and documentation (including security-related documentation) are backed-up at defined frequencies consistent with recovery time and recovery point objectives; confidentiality, integrity, and availability of backup information at storage locations is adequately protected.				S



														(1) 		Backups are tested to verify media reliability and information integrity.



														(2) 		Samples of backup information are used in the restoration of selected system functions as part of contingency plan testing.



														(3) 		Backup copies of system software and other security-related information are stored in a separate facility or in a fire-rated container that is not collocated with the operational system.



														(5)		Backups are transferred to the alternate storage site at a defined time period and transfer rate consistent with the desired recovery time and recovery point objectives.

						Information System Recovery and Reconstitution 						P1 		CP-10 		The organization provides for the recovery and reconstitution of the system to a known state after a disruption, compromise, or failure.				S



														(2) 		The system implements transaction recovery (e.g. transaction rollback and transaction journaling) for systems that are transaction-based. Organizations must  take precautions to ensure that the transaction or activity log does not contain the action that corrupted the data in the first place.



														(4)		The capability to restore system components within the defined restoration time-period from a configuration-controlled and integrity-protected information representing a known, operational state for the components exists.

						Incident Response

						Incident Response Policy and Procedures 						P1 		IR-1 		The organization has formal, documented procedures required for the facilitation and implementation of incident response planning and associated controls.				S

						Incident Response Training 						P2 		IR-2 		Incident response training consistent with assigned roles and responsibilities is provided to personnel prior to authorizing access to the information system or performing assigned duties; individual training is updated as required.				S



														(1)		Simulated events are incorporated into incident response training to facilitate effective response by personnel in crisis situations.



														 (2) 		Automated mechanisms are employed to provide a more thorough and realistic training environment.

						Incident Response Testing and Exercises 						P2 		IR-3 		The incident response capability for the system is tested annually to ensure incident response effectiveness; and results are documented appropriately.				S



														 (2)		Incident response testing is coordinated with organizational elements responsible for other related plans.

						Incident Handling 						P1 		IR-4 		Incident handling capability such as; preparation, detection and analysis, containment, eradication, and recovery are implemented; coordinated with contingency planning activities; and lessons learned from ongoing incident handling activities are incorporated into incident response procedures, training, and testing/exercises accordingly.				S



														(1) 		Automated mechanisms are employed to support the incident handling process.



														(4)		Incident information and individual incident responses are reported to the DIT Security Office.

						Incident Monitoring 						P1 		IR-5 		System security incidents are tracked and documented.				S



														(1) 		A automated mechanism is employed to assist in the tracking of security incidents and in the collection and analysis of incident information.

						Incident Reporting 						P1 		IR-6 		Suspected/confirmed security incidents are reported to the DIT Security Office within twenty-four (24) hours.				S



														(1)		Automated mechanisms are employed to assist in the reporting of security incidents.

						Incident Response Assistance 						P3 		IR-7 		The system has an incident response support resource, that offers advice and assistance to users of the system for the handling and reporting of security incidents.



														(1) 		Automated mechanisms are employed to increase the availability of incident response related information and support.

						Incident Response Plan 						P1 		IR-8 		The system has a documented and communicated incident response plan.

						Maintenance

						System Maintenance Policy and Procedures 						P1 		MA-1 		The organization has formal, documented procedures facilitating the implementation of required system maintenance and associated system maintenance controls.				S

						Controlled Maintenance 						P2 		MA-2		System maintenance and repairs are; performed in accordance with manufacturer or vendor specifications or organization requirements; approved and monitored whether performed on site or remotely; verified to ensure that security controls are still in place and functioning; equipment is sanitized prior to removal, if required; and details are recorded in maintenance records (date and time of maintenance; name of individuals or group performing the maintenance; name of escort, if necessary; a description of the maintenance performed; and information system components/equipment removed or replaced (including identification numbers, if applicable).				S



														(2) 		Automated mechanisms that produce complete, accurate, up-to-date records for maintenance and repair actions are employed to schedule, conduct, and document maintenance and repairs as required.

						Maintenance Tools 						P2 		MA-3 		The organization approves, controls, and monitors information system maintenance tools specifically used for diagnostic and repair (e.g., hardware/software diagnostic test equipment and hardware/software packet sniffers). This does not include components that may support information system maintenance, yet are a part of the system (e.g. ping, ipconfig).				S



														(1) 		Maintenance tools are inspected for obvious improper modifications prior to allow them to be used on the system.



														(2)		Media containing diagnostic and test programs are checked for malicious code prior to use in the system environment.				S



														 (3) 		Unauthorized removal of maintenance equipment containing departmental data is prevented by: verifying that there is no information contained on the equipment; sanitizing or destroying the equipment; retaining the equipment within the facility; or obtaining authorization for the removal of the equipment from the facility.

						Non-Local Maintenance 						P1 		MA-4 		Non-local maintenance and diagnostic activities (i.e. activities conducted through a external or internal network) are approved, monitored and documented; use of diagnostic tools is consistent with policy and included in the system security plan; strong authentication is employed for non-local maintenance/diagnostic sessions, and connections are terminated when maintenance is completed.				S



														(1) 		Non-local maintenance/diagnostic sessions are audited and records of the sessions reviewed.



														(2) 		The system security plan includes the installation and
use of non-local maintenance/diagnostic connections.



														(3) 		Non-local maintenance/diagnostic services are performed from a system that maintains a security capability comparable to that implemented on the system being serviced or that the component being serviced is removed and sanitized prior to nonlocal maintenance or diagnostic services.

						Maintenance Personnel 						P1 		MA-5 		A process for maintenance authorization including a list of authorized organizations and personnel exists. Those performing maintenance on the system have required access authorization, and workforce members with the  technical competence to supervise maintenance activities escort and monitor those who do not possess the required access authorizations.				S

						Timely Maintenance 						P1 		MA-6 		The organization has identified high risk system components and obtains maintenance support or spare parts in the event of failure.

						Media Protection

						Media Protection Policy and Procedures 						P1 		MP-1 		The organization has formal, documented procedures facilitating the implementation of required media protections and associated controls.				S

						Media Access 						P1 		MP-2 		Access to system media digital or non-digital media is strictly controlled.				S

						Media Marking 						P1 		MP-3 		System media is marked and handled in accordance with the Statewide Information security Manual. 				S

						Media Storage 						P1 		MP-4 		System media, both digital and non-digital, is physically controlled and securely stored using appropriate safeguards; including media awaiting sanitization or destruction.				S

						Media Transport 						P1 		MP-5 		System media, both digital and non-digital, maintains safeguards and accountability during transport outside of controlled areas; documentation restricts the activities associated with the transportation of media to authorized personnel.				S



														(3) 		System media, both digital and non-digital, has an identified custodian throughout the transport process.



														(4) 		Confidential information stored on digital is encrypted using a FIPS 140-2 Level 1 certified algorithm of at least a 128-bit strength.				S

						Media Sanitization 						P1 		MP-6		System media, both digital and non-digital, is sanitized as required by the Statewide Information Security Manual prior to disposal, release out of organizational control, or release for reuse using.				S



														(1)		Sanitization is tracked, documented and verified.



														(2) 		Sanitization equipment and procedures are tested annually to verify that the intended sanitization is being achieved.



														(3) 		Non-organization owned or controlled portable/removable storage devices, including newly purchased devices, are subject to non-destructive sanitization techniques prior to connecting such devices to the system.

						Media Use						P1 		MP-7 		The organization appropriately restricts or prohibits the use of system media, both digital and non-digital, as needed by regulatory or business compliance requirements.



														(1) 		The use of   portable storage devices in organizational systems is prohibited when such devices have no identifiable owner.

						Physical and Environmental Protection

						Physical and Environmental Protection Policy and Procedures 						P1 		PE-1 		The organization has formal, documented procedures facilitating the implementation of required physical and environmental protections and associated controls.

						Physical Access Authorizations 						P1 		PE-2 		The organization has a developed and maintained a list of individuals with authorized access to the facility where the system resides that is reviewed quarterly; individuals are removed from the list when access is no longer required.				S

						Physical Access Control 						P1 		PE-3 		Physical ingress/egress to the facility where the system resides is controlled; individual are verified prior to the granting access to the facility; areas designated as publicly accessible are separated from projected areas by physical safeguards; visitors escorted, and physical safeguards are updated/changed as required by employee turnover.				S



														(1) 		Physical access controls are in place for those areas within facilities where there is a concentration of information system components (e.g., server rooms, media storage areas, data and communications centers) and are enforced independently of the physical access controls for the facility.

						Access Control for Transmission Medium 						P1 		PE-4 		Physical security safeguards are applied to information system distribution and transmission lines help prevent accidental damage, disruption, and physical tampering.				S

						Access Control for Output Devices 						P1 		PE-5 		Physical access to system output devices is controlled to prevent unauthorized individuals from obtaining the output.				S

						Monitoring Physical Access 						P1 		PE-6 		Physical access to the facility that houses the system is monitored and access logs are routinely reviewed; upon the occurrence of a physical security incident all required parties are appropriately notified as documented in incident response procedures. 				S



														(1) 		Physical intrusion alarms and surveillance equipment is monitored in real-time.



														(2)		Physical access to the system is monitored in addition to the physical access monitoring of the facility.

						Access Records 						P3 		PE-8		Visitor access records (e.g. name and organization of person visiting, signature, form of identification, date of access, entry and exit times, purpose of visit, and name of person visited, etc.) to the facility where the system resides are maintained and reviewed.				S



														(1)		A automated mechanisms is used to facilitate the maintenance and review of visitor access records.

						Power Equipment and Power Cabling 						P1 		PE-9 		Power equipment and power cabling for the system is protected from damage and destruction.				S

						Emergency Shutoff 						P1 		PE-10 		Emergency shutoff switches or devices are available to facility staff and provide the capability of shutting off power to the system or individual system components in emergency situations; emergency power shutoff switches or devices are protected to prevent unauthorized activation.				S

						Emergency Power 						P1 		PE-11		A short-term uninterruptible power supply exists to facilitate an orderly shutdown or a transition of the system to alternate power supply in the event of a primary power source loss.				S



														(1)		The facility where the system resides has a long-term alternate power supply that is capable of maintaining minimally required operational capability of the system in the event of an extended loss of the primary power source.

						Emergency Lighting 						P1 		PE-12 		Automatic emergency lighting that activates in the event of a power outage or disruption and that covers emergency exits and evacuation routes within the facility are employed.				S

						Fire Protection 						P1 		PE-13		The facility where the system resides employs and maintains fire suppression and detection devices/systems (e.g. sprinkler systems, handheld fire extinguishers, fixed fire hoses, and smoke detectors).				S



														 (1) 		Fire detection devices/systems activate automatically and notify the organization and emergency responders in the event of a fire.



														(2) 		Fire suppression devices/systems provide automatic notification of any activation to the organization and emergency responders.



														(3) 		Facilities housing systems that are not staffed on a continuous basis have automatic fire suppression capability.

						Temperature and Humidity Controls 						P1 		PE-14 		Temperature and humidity within the facility where the system resides are maintained monitored to be within the defined acceptable levels; between 18°C and 27°C, or 64°F to 81°F with a relative humidity of 60%.				S

						Water Damage Protection 						P1 		PE-15 		The system is protected from damage as a result of water leakage by providing master shutoff or isolation valves that are accessible, working properly, and known to key personnel.				S



														(1) 		A automated mechanism to  detect the presence of water in the vicinity of the information system and alerts is employed.

						Delivery and Removal 						P1 		PE-16 		System components entering and exiting the facility are  authorized, documented, monitored and controlled.				S

						Alternate Work Site 						P1 		PE-17 		Alternate work sites employ defined security controls that have been assessed as feasible, and provides a means for employees to communicate with security personnel in case of security incidents or problems.				S

						Location of Information System Components 						P2 		PE-18 		System components within the facility are positioned in such a way that it minimizes potential damage from physical and environmental hazards, and to minimize the opportunity for unauthorized access.				S



														(1) 		The site of the facility where the system resides was
planed with regard to physical and environmental hazards and identified hazards were included in its risk mitigation strategy.

						Personnel Security

						Personnel Security Policy and Procedures 						P1 		PS-1 		The organization has formal, documented procedures required for the facilitation and implementation of personnel security and associated controls.

						Position Categorization 						P1 		PS-2 		A risk designation, as determined by the position's potential for adverse impact on security controls, has been assigned to all positions, and is used to develop screening criteria (e.g. training, certification, etc.) for positions as required; risk designations are updated as due to position changes or as required. 

						Personnel Screening 						P1 		PS-3 		Individuals are pre-screened as required prior to authorizing access to the information system; and re-screened on position changes or as required.

						Personnel Termination 						P2 		PS-4 		Upon termination action, severance or leaving of employment workforce members system access, credentials or authenticators are revoked; all system-related property (e.g., hardware authentication tokens, system administration technical manuals, keys, identification cards, or building passes) are collected; exit interviews, where possible, are conducted that ensure the individuals understand the security constraints imposed by being former a employee; and appropriate organizational staff are notified of the workforce members separation of service.				S



														(2) 		Automated mechanisms are employed to notify system administrators upon termination of an employee.

						Personnel Transfer 						P2 		PS-5 		Logical and physical access authorization to the system/facility is reviewed and modified when individuals are reassigned or transferred to other positions within the organization.				S

						Access Agreements 						P3 		PS-6 		Individuals have signed acknowledgements that they have read, understand, and agree to abide by the constraints (e.g. nondisclosure or acceptable use agreements, conflict-of-interest, rules of behavior) prior to being granted access system resources; access agreements are reviewed and updated as required.				S

						Third-Party Personnel Security 						P1 		PS-7 		Third-party providers (e.g. service bureaus, contractors, outsourced applications, etc.) have explicitly include personnel security requirements in acquisition-related documents (i.e., Statements of Work, Contracts, Agreements, Memorandums of Understanding, etc.); and require third-party providers notify the organization of any personnel transfers or terminations of third-party personnel working with organizational credentials, badges, or system privileges immediately.				S

						Personnel Sanctions 						P3 		PS-8 		A formal sanctions process for personnel failing to comply with established system security policies and procedures exists. Individuals are formally notified of the sanctions process; how it functions including; identifying the individual sanctioned, the reason(s) for the sanction, and the roles involved within the process.

						System and Information Integrity

						System and Information Integrity Policy and Procedures 						P1 		SI-1 		The organization has formal, documented procedures required for the facilitation and implementation of system and information integrity, and the associated controls.				S

						Flaw Remediation 						P1 		SI-2 		System flaws are identified, reported and corrected; software/firmware updates including; patches, service packs, hot fixes and anti-virus signatures are tested and implemented; flaw remediation is incorporated into the system configuration management process.				S



														(1)		The flaw remediation process is centrally managed with
careful consideration is given to the methodology used to carry out automatic updates.



														 (2) 		Automated mechanisms are employed to determine the state of system components with regard to flaw remediation.				S

						Malicious Code Protection 						P1 		SI-3 		Malicious code protection mechanisms are employed on system entry and exit points (e.g. servers, workstations, notebook computers, mobile devices, etc.); code protection mechanisms, including signature definitions, are updated whenever new releases are available, and are configured to perform periodic system scans as-well-as real-time scans of files from external sources, and take appropriate action (i.e., block, quarantine, alert); false positives are identified and address as required.				S



														(1) 		Malicious code protection mechanisms are centrally managed.



														(2) 		Malicious code protection mechanisms (including signature definitions) are automatically updated. 				S



														(3) 		The system prevents non-privileged users from circumventing malicious code protection capabilities.

						Information System Monitoring 						P1 		SI-4 		Monitoring devices are employed and strategically placed within the system to detect unauthorized use, attacks or indicators of potential attacks, and to track specific types of transactions; system monitoring is heightened whenever there is an indication of increased risk to operations, assets or individuals; and system monitoring activities are conducted in accordance with applicable laws, Executive Orders, directives, policies, or regulations.				S



														(2) 		Automated tools are employed to support near real-time analysis of events.



														(4) 		The system monitors inbound and outbound communications traffic for unusual or unauthorized activities or conditions (e.g. presence of malicious code).				S



														(5)		The system provides near real-time alerts following the indication of a compromise or potential compromise; sources included audit records, malicious code protection mechanisms, intrusion detection/prevention mechanisms, or boundary protection devices (e.g. firewalls).

						Security Alerts, Advisories, and Directives 						P1 		SI-5 		System security alerts, advisories, and directives are received and disseminate as deemed necessary; security directives are implemented. 				S



														(1) 		Automated mechanisms are employed to make security alert and advisory information available throughout the organization as needed.

						Security Functionality Verification 						P1 		SI-6 		The system performs verification on the correct operation of security controls during organization selected transitional states (e.g. startup, restart, shutdown, and abort), and provides notification of failed automated security tests or when anomalies are discovered.				S

						Software, Firmware and Information Integrity 						P1 		SI-7 		Integrity verification tools (e.g., parity checks, cyclical redundancy checks, cryptographic hashes) are employed to detect unauthorized changes, due to errors or malicious activity, to system software (e.g. operating system, applications, middleware), firmware (e.g. Basic Input Output System (BIOS)), and information.				S



														(1) 		Integrity scans of organization identified system software and firmware are conducted during selected transitional states (e.g. startup, restart, shutdown, and abort) or a defined security relevant
event.



														(2) 		Automated tools are employed that provide notification to appropriate organization personnel upon discovering discrepancies during integrity verification.



														(5) 		The system has defined integrity checking and anomaly
responses identifying the type of information (e.g., firmware, software, user data) and the automated implementation of specific safeguards (e.g. reversing the changes, halting the information system, or triggering audit alerts) when unauthorized modifications to critical security files occur.



														(7)		The detection of unauthorized changes to the system have been incorporated into the system incident response capability to ensure that such detected events are tracked, monitored, corrected, and available for historical purposes.				S



														 (14)		The use of binary or machine executable code from sources with limited or no warranty and without the provision of source code is prohibited; except when the source code requirement only for compelling mission/operational requirements, and then only with the approval of the organization director.

						Spam Protection 						P1 		SI-8 		System employs spam protection mechanisms to detect and take action on unsolicited messages transported by electronic mail, web accesses, or other common means; spam protection mechanisms (including signature definitions) when new releases are available or as require by configuration management.				S



														(1)		System spam protection mechanisms are centrally managed.



														 (2)		System spam protection mechanisms are automatically updated.

						Information Input Validation 						P1 		SI-10 		The system checks the validity of information inputs (e.g., character set, length, numerical range, and acceptable values).				S

						Error Handling 						P2 		SI-11 		The system identifies potentially security-relevant error conditions, and generates error messages that provide information necessary for corrective actions without revealing information in error logs or administrative messages that could be exploited. Error logs are; monitored on a weekly basis at a minimum; routinely checked for time and date accuracy; cross-checked for known security events based on network, size, system type and logical and physical location.				S

						Information Output Handling and Retention 						P2 		SI-12 		Information both within and output (e.g. error logs, audit reports) from the system is retained as required under the agency records retention policy or the General Schedule for State Agency Records, Information Technology Records or as required by regulation.				S

						Information Output Filtering 						P1 		SI-15 		Data output for the system is validated to ensure that the data is consistent with the expected content or data-processing function (e.g., storage, transmission, etc.). 				S

						Memory Protection						P1 		SI-16 		The system has implemented safeguards (e.g., data execution prevention and address space layout randomization) to protect its memory from unauthorized code execution



				Technical Controls		Access Control

						Access Control Policy and Procedures 						P1 		AC-1 		The organization has formal, documented procedures required for the facilitation and implementation of access control mechanisms, and the associated controls.				S

						Account Management 						P1 		AC-2 		System accounts are identified by type (e.g. individual, system, application, guest/anonymous, emergency, temporary, etc.) with established membership authorization conditions; users requiring privileged (i.e. administrative) system accounts receive additional scrutiny by appropriate personnel (e.g. system/business owner, security officer); procedures for the creation, enabling, modifying, disabling, and removing accounts are employed; accounts are reviewed annually, upon system role changes, or as required by regulation for use and compliance with account management requirements, and terminated  when no longer required.				S



														(1) 		Automated mechanisms to support the management of
system accounts are employed.



														(2) 		Temporary and emergency accounts are automatically removed  form the system after prior to production or when they are no longer required.



														(3) 		Inactive accounts are automatically disables inactive accounts after a defined time period (maximum of 90 days).



														(4) 		The system automatically audits account creation, modification, enabling, disabling, and removal actions and notifies required individuals.



														(5) 		The system times users out after an inactivity period of thirty (30) minutes or less.



														(11) 		The system has specific conditions or circumstances under which accounts can be used (e.g. by restricting usage to certain days of the week, time of day, or specific durations of time).



														(12)		The organization conducts monthly reviews of system accounts.



														(13)		Accounts of users posing a significant risk within the organization are, where possible, disabled immediately but no later than twenty-four (24) hours.

						Access Enforcement 						P1 		AC-3 		The system enforces approved authorizations (e.g. restricting login access by time or location, access control lists, access control matrices, cryptography) for logical access to information and system resources in accordance with applicable access control policies (e.g. identity, role or attribute-based policies).				S

						Information Flow Enforcement 						P1 		AC-4 		The system regulates where information is allowed to travel, within the system and between other systems, in accordance with applicable flow control policies (e.g. preventing data from being transmitted in clear text, blocking unauthorized external traffic, filtering web requests through internal web proxy servers, and limiting information transfers based on data structures and content).				S

						Separation of Duties 						P1 		AC-5 		Duties of individuals are separated to reduce the potential for abuse of authorized privileges and the risk of malevolent activity without collusion; the separation of duties is documented, and supported by system access authorizations.				S

						Least Privilege 						P1 		AC-6 		The concept of least privilege is applied for user duties and system processes (i.e. specific functions, ports, protocols, and services) ensuring that neither operates at any privilege level higher than necessary to accomplish required organizational missions or functions.				S



														(1) 		Access to security functions (i.e. establishing system accounts, configuring permissions or privileges, event settings and intrusion detection parameters) or security-relevant information (e.g. rules for routers/firewalls, cryptographic key management, configuration parameters for security services, and access control lists) is explicitly authorized.



														(2) 		Individuals with privileged accounts (i.e. system accounts/roles) use non-privileged accounts/roles, when accessing non-security/administrative functions.



														(3)		Network access (i.e. any access where the users is not physically present at the device) to privileged commands is authorized and used only for defined operational needs; the rationale for such access is documented within the system's security plan.



														 (5)		Access to privileged accounts on the system are limited to defined and documented personnel.



														 (7)		Privileged accounts are reviewed quarterly (i.e. three (3)-month) to determine if the need for such privileges are still valid.



														(9)		The system audits the execution of privileged functions.



														(10)		The system has controls to prevent non-privileged users from executing privileged functions to include disabling, circumventing, or altering implemented security safeguards/countermeasures.

						Unsuccessful Login Attempts 						P2 		AC-7 		Automatic lockouts are initiated by system after three (3) consecutive invalid login attempts by a user during a one (1) hour period, and the account is automatically locked until released by an administrator or one (1) hour has passed from the time the maximum number of unsuccessful attempts was exceeded.				S

						System Use Notification 						P1 		AC-8 		System displays a use notification/warning banner when individuals log in prior to granting access, and retains the notification message/banner on the screen until users take explicit actions to log on to or further access the system; notices are consistent with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance.				S

						Concurrent Session Control 						P2 		AC-10		The system enforces a maximum of two (2) concurrent connections for an individual user ID; additionally the system must define the maximum number of concurrent sessions for system accounts globally, by account type (e.g., privileged user, non-privileged user, domain, specific application), by account, or a combination.				S

						Session Lock 						P3 		AC-11 		The system initiates a session lock after a maximum of thirty (30) minutes of inactivity; the lock remains until the user reestablishes access using established identification and authentication procedures or the session is timed out.				S



														(1)		The system conceals, via the session lock, information previously visible on the display with a publicly viewable image.

						Session Termination						P2 		AC-12 		The system automatically terminates a user session after twenty-four (24) hours of continuous connection.				S

						Permitted Actions without Identification or Authentication 						P1 		AC-14 		The system does not allow user actions to be performed on the system without identification or authentication.				S

						Remote Access 						P1 		AC-17 		Remote access to the system has been defined, authorized and documented including; usage restrictions and implementation guidance for allowed remote access method(s); monitoring for unauthorized remote access to the system and identifying actions taken if an unauthorized connection is discovered; enforcing remote access connection requirements.				S



														(1) 		Automated mechanisms are employed to facilitate the monitoring and control of remote access methods.



														(2) 		Remote access methods employ cryptography  utilizing, at a minimum, Secure Socket Layer (SSL) RC4 128 bit algorithms, SSL Server-Gated Cryptography (SGC) 128 bit algorithms, TLS 1.11 128 bit algorithms, or those algorithms that are accepted and certified by the National Institute of Standards and Technology (NIST) to protect the confidentiality and integrity of remote sessions.



														(3) 		Remote access to the system is through a limited number of managed access control points.



														(4)		The execution of privileged commands and access to security-relevant information via remote access only for defined, authorized operational needs and the rationale for such access is documented in the systems security plan.

						Wireless Access 						P1 		AC-18 		Wireless access to the system has been defined, authorized and documented including; usage restrictions and implementation guidance for allowed wireless access method(s); monitoring for unauthorized wireless access to the system and identifying actions taken if an unauthorized connection is discovered; and wireless access connection requirements are enforced.				S



														(1) 		Wireless access points require authentication and employ encryption.



														(3) 		Wireless networking capabilities internally embedded within system components are disabled, when not intended for use, prior to issuance and deployment.



														(4) 		Users allowed to independently configure wireless networking capabilities for the system are identified and explicitly authorized.



														(5) 		Wireless communications are confined to defined controlled boundaries.

						Access Control for Mobile Devices 						P1 		AC-19 		Security and usage restrictions related to data transfer, device-to-device identification and authentication, implementation of mandatory protective software (e.g., malicious code detection, firewall) for mobile devices (e.g. laptops computers, tablets, portable storage devices, cell phones, digital cameras, media players) directly connecting to the system is defined and documented.				S



														(5)		Laptops, tablets and smart phones must utilize full-disk (sector-level) encryption of at least FIPS 140-2 Level 1 certified AES-256 encryption algorithm; any other portable device that stores data must be encrypted using a FIPS 140-2 Level 1 certified algorithm of at least a 128-bit strength.

						Use of External Information Systems 						P1 		AC-20		Terms and conditions are established with external  organizations owning, operating or maintaining systems or system components (e.g. infrastructure as a service [IAAS], platform as a service [PAAS], software as a service [SAAS] ), allowing authorized individuals to: access the system, process, store or transmit system data.				S



														 (1) 		Prior to granting authorized individuals access to system data the implementation of required security controls on the external system as specified in the system's security plan has been verified; or an approved system connection or processing agreements with the organizational entity hosting the external system has been documented and retained.



														(2) 		Use of portable storage media on external systems is restricted to authorized individuals.

						User-Based Collaboration and Information Sharing 						P0 		AC-21 		Information sharing is facilitated by defined circumstances enabling authorized users to determine whether access authorizations assigned to the sharing partner match the access restrictions on the system information.

						Publicly Accessible Content 						P2 		AC-22 		The system has a designated trained individual(s) who authorized to post information about the system onto a publicly accessible mediums, and reviews proposed content prior to public release to ensure no confidential information accidentally disclosed; publicly accessible system information is reviewed quarterly and inappropriate or outdated information is removed, if discovered.				S

						Data Mining Protection						P2 		AC-23		The system has implemented data mining/harvesting techniques (e.g. limiting the types of responses provided to database queries or limiting the number or frequency of database queries to increase the work factor required to determine the contents of databases) for defined data storage objects (e.g. databases, database records or database fields) to adequately protect against data mining/harvesting.

						Audit and Accountability

						Audit and Accountability Policy and Procedures 						P1 		AU-1 		The organization has formal, documented procedures required for the facilitation and implementation of audit and accountability mechanisms, and the associated controls.				S

						Auditable Events 						P1 		AU-2 		The security audit function of the system at a minimum are capable of auditing the following events:

• Successful and failed system login attempts; 
• Log off of system;
• User ID responsible for system restart or shutdown and date and time of restart or shutdown;
• User ID responsible for application start up, restart and/or shutdown and date and time of start up or shutdown;
• Change of password; 
• Attempts to create, remove or change system privileges;
• Unauthorized attempts to access network and system files;
• All system administrator commands, while logged on as system administrator; 
• Switching accounts or running privileged actions from another account, (e.g. Linux/Unix SU or Windows RUNAS); 
• Creation or modification of super-user groups; 
• Attempts to initialize, remove, enable or disable accounts or services;
• Subset of security administrator commands, while logged on in the security administrator role; 
• Subset of system administrator commands, while logged on in the user role; 
• Clearing of the audit log file; 
• Startup and shutdown of audit functions; 
• Use of identification and authentication mechanisms (e.g. user ID and password); 
• Change of file or user permissions or privileges (e.g. use of suid/guid, chown, su); 
• Remote access outside of the corporate network communication channels (e.g. modems, dedicated VPN) and all dial-in access to the system; 
• Changes made to an application or database by a batch file; 
• Application-critical record changes; 
• Changes to database or application records, where the application has been bypassed to produce the change (via a file or other database utility); 
• System errors and corrective action(s) taken;
• Failed read-and-write operations on the system directory;
• All system and data interactions concerning FTI (where applicable); and 
• Additional platform-specific even as defined in SCSEMs located on the Office of Safeguards website (where applicable).				S







														(3)		Auditable events are reviewed and updated annually or as required.

						Content of Audit Records 						P1 		AU-3 		The system produces audit records containing information that, at a minimum, establishes what type of event occurred, when the event occurred, where the event occurred, the source of the event, the outcome of the event, and the identity of any user or subject associated with the event.				S



														(1)		Additional events details are coordinated with other organizational entities requiring audit related information documented to support after the-fact investigations of security incidents.



														 (2) 		The system provides centralized management and configuration of the content to be captured in audit records generated by system components.

						Audit Storage Capacity 						P1 		AU-4 		The organization allocates audit record storage capacity to retain at least ninety (90) days of audit logs. Audit logs related to Federal Tax Information (FTI) are retained at least seven (7) years. 				S

						Response to Audit Processing Failures 						P1 		AU-5		The system alerts defined personnel in the event of an audit processing failure (e.g. software/hardware errors, failures in the audit capturing mechanisms, and audit storage capacity being reached or exceeded), and fails in a safe state to preserve current audit logs.				S



														 (1)		The system provides a warning to defined personnel, roles or locations when allocated audit record storage volume reaches eighty (80) percentage of repository maximum audit record storage capacity.



														 (2) 		The system provides a real-time alert to defined personnel, roles or locations when audit failure events occur.

						Audit Review, Analysis, and Reporting 						P1 		AU-6 		System audit records are reviewed and analyzed monthly, or as required based on a change in risk, for indications of inappropriate or unusual activity; findings are repotted to defined personnel.				S



														(1) 		The system integrates audit review, analysis, and reporting processes to support processes for investigation and response to suspicious activities.



														(3) 		Audit records are analyzed and correlated  across different repositories to gain organization-wide situational awareness.



														(5) 		The analysis of audit records is integrated with the analysis of vulnerability scanning information, performance data, and information system monitoring information to further enhance the ability to identify inappropriate or unusual activity.



														(6) 		Information from audit records is correlated with information obtained from monitoring physical access to further enhance the ability to identify suspicious, inappropriate, unusual, or malevolent activity.



														(9)		Input from non-technical sources is correlated with audit information to enhance organization-wide situational awareness.

						Audit Reduction and Report Generation 						P2 		AU-7 		Audit reduction and report generation capabilities are employed to support expeditious, on-demand audit review, analysis, and reporting requirements and after the-fact investigations of security incidents without altering original audit records.				S



														(1) 		The system provides the capability to automatically process audit records for events of interest (e.g. identities of individuals; event types, locations, date or time; system resources and IP addresses involved; or objects accessed) based on the content of defined audit fields within audit records.

						Time Stamps 						P1 		AU-8 		The system's internal clock is used generate time stamps for audit records that are mapped to Coordinated Universal Time (UTC).				S



														(1) 		The system synchronizes its internal system clocks on a daily basis with a defined reliable authoritative time source.

						Protection of Audit Information 						P1 		AU-9 		The system protects audit tools and information from unauthorized access, modification, and deletion.				S



														(2) 		The system backs up audit records daily onto a physically different system or system component than the system or component being audited.



														(3) 		The system employs cryptographic mechanisms to protect the integrity of audit tool and information.



														(4)		The access to management of audit functionality is only to a defined subset of authorized privileged users.

						Non-repudiation 						P1 		AU-10 		The information system protects against an individual falsely denying having performed the defined action (e.g. creating information, sending and receiving messages, approving information).				S

						Audit Record Retention 						P3 		AU-11 		System audit records are retained until it is determined that there is no longer an administrative, legal, audit or operational need, and as required by records retention policy or as defined by regulatory requirement.				S

						Audit Generation 						P1 		AU-12 		The system provides audit record generation capability, with the ability to select component specific events,  for the auditable events defined in AU-2.				S



														(1) 		The system compiles audit records from components into a system-wide (logical or physical) audit trail that is time correlated to within a defined level of tolerance for relationship between time stamps of individual records in the audit trail.



														(3)		The system provides the capability for defined individuals or roles to extend or limit auditing as necessary at specific points in time or to specific events to meet identified and documented requirements.

						Identification and Authentication

						Identification and Authentication Policy and Procedures 						P1 		IA-1 		The organization has formal, documented procedures required for the facilitation and implementation of identification and authentication mechanisms, and associated controls.				S

						Identification and Authentication (Organizational Users) 						P1 		IA-2 		The system uniquely identifies and authenticates users or processes acting on behalf of users.				S



														(1) 		The system employs multifactor authentication for network access to privileged accounts.



														(2) 		The system employs multifactor authentication for network access to non-privileged accounts.



														(3) 		The system employs multifactor authentication for local access to privileged accounts.



														(4)		The system employs multifactor authentication for local access to non-privileged accounts.



														 (8)		The information system employs replay-resistant authentication mechanisms (protocols that use nonces or challenges such as Transport Layer Security (TLS) and time synchronous or challenge-response one-time authenticators) for network access to privileged accounts.				S



														 (9) 		The information system employs replay-resistant authentication mechanisms (protocols that use nonces or challenges such as Transport Layer Security (TLS) and time synchronous or challenge-response one-time authenticators) for network access to non-privileged accounts.



														(11)		Multifactor authentication implemented for remote access to privileged and non-privileged accounts such that one of the factors is provided by a device separate from the system gaining access.



														 (12)		The system accepts and electronically verifies Personal Identity Verification (PIV) credentials.

						Device Identification and Authentication 						P1 		IA-3 		The system uniquely identifies (e.g., Media Access Control (MAC) or Transmission Control Protocol/Internet Protocol [TCP/IP] addresses) and authenticates (e.g., IEEE 802.1x and Extensible Authentication Protocol
(EAP), Radius server with EAP-Transport Layer Security (TLS) authentication, Kerberos) defined devices/device types before establishing one or more selected connection types (local, remote or network) as required by regulatory compliance requirements.				S

						Identifier Management 						P1 		IA-4 		System identifiers (i.e. individuals, groups, roles or devices) are uniquely identifying; require authorization from defined personnel prior to being created and assigned; prevented from reuse for a defined time period, and disabled after defined time period of inactivity (ninety (90) days for users).				S

						Authenticator Management 						P1 		IA-5 		System authenticators (e.g. passwords, tokens, biometrics, PKI certificates and key cards) are managed by; documenting and implementing procedures for authenticator distribution (e.g. changing default content), loss/compromise, damaged, revocation, mechanism strength and safeguard requirements; establishing initial authenticator content (e.g., minimum password length); and changing authenticators for group/role accounts when membership to those accounts changes.				S



														(1) 		The system's password-based authentication
enforces the minimum requirement for granting access as required by Statewide Standard 020106  Managing Passwords.



														(2) 		PKI-based authentication (if implemented): validates certificates by constructing a certification path with status information to an accepted trust anchor; enforces authorized access to the corresponding private key;
maps the authenticated identity to the account of the individual; and meets the requirements of Statewide Security Standard 030502 Managing Electronic Keys.



														(3) 		The registration process to receive defined authenticators must be carried out in person with defined personnel.

						Authenticator Feedback 						P2 		IA-6 		The system obscures feedback of authentication information (e.g. displaying asterisks when users types passwords into input devices) during the authentication process to protect the information from possible exploitation/use by unauthorized individuals.				S

						Cryptographic Module Authentication 						P1 		IA-7 		The system does not transmit authentication information (i.e. user names and passwords) in clear text, and at a minimum uses, Secure Socket Layer (SSL) RC4 128 bit algorithms, SSL Server-Gated Cryptography (SGC) 128 bit algorithms, TLS 1.11 128 bit algorithms, or those algorithms that are accepted and certified by the National Institute of Standards and Technology (NIST).				S

						Identification and Authentication (Non-Organizational Users) 						P1 		IA-8 		The system uniquely identifies and authenticates non-organizational users (or processes acting on behalf of non-organizational users).				S

						System and Communications Protection

						System and Communications Protection Policy and Procedures 						P1 		SC-1 		The organization has formal, documented procedures required for the facilitation and implementation of system and communications protection mechanisms, and associated controls.

						Application Partitioning 						P1 		SC-2 		The system separates, either physical or logical, user functionality (including user interface services) from information system management functionality (i.e. functions necessary to administer databases, network components, workstations, servers or that typically requires privileged user access).				S

						Security Function Isolation 						P1 		SC-3 		Security functions are isolated from non-security functions by means of an isolation boundary (implemented via partitions and domains) that controls access to and protects the integrity of the hardware, software, and firmware that perform those security functions.

						Information in Shared Resources 						P1 		SC-4 		The system prevents unauthorized and unintended information transfer, including encrypted representations of information, produced by the actions of prior users/roles (or the actions of processes acting on behalf of prior users/roles) from being available to any current users/roles (or current processes) that obtain access to shared system resources (e.g., registers, main memory, hard disks) after those resource have been released back to information systems.				S

						Denial of Service Protection 						P1 		SC-5 		The system protects against or limits the effects of denial of service type attacks.				S

						Boundary Protection 						P1 		SC-7 		The system has monitored and controlled communications at both the external boundary, and key internal boundaries; connections to external networks or systems is only through managed interfaces (e.g. gateways, routers, firewalls or encrypted tunnels) consisting of boundary protection devices arranged in accordance with required security architecture (e.g. Demilitarized Zones (DMZs)).				S



														(3) 		The number of access points to the system are limited to allow for more comprehensive monitoring of inbound and outbound communications and network traffic.



														(4) 		System data flows are documented (including managed interface for each external telecommunication service), maintained and supported by an explicit mission/business need.



														(5)		Managed interfaces, denies network traffic by default and allows network traffic by exception (i.e., deny all, permit by exception).



														 (7)		The system prevents remote devices (e.g. notebook computers) that have established a non-remote connection with the system from communicating outside of that communications path with resources in external networks (e.g. split-tunneling).



														 (8) 		The system routes defined internal communications traffic to defined external networks through authenticated proxy servers at managed interfaces.



														 (18)		The system fails securely in the event of an operational failure of a boundary protection device's managed interface (e.g., router, firewall, gateway, etc.); systems do not enter into unsecure states where intended security properties no longer hold.  



														 (21) 		The organization employs boundary protection mechanisms to separate system components supporting organization-defined missions or business functions; limiting unauthorized information flows among system components.

						Transmission Confidentiality and Integrity 						P1 		SC-8 		The system protects the confidentiality and integrity of transmitted information.				S



														(1) 		Encryption algorithms for the transmission of confidential data include, at a minimum, Secure Socket Layer (SSL) RC4 128 bit algorithms, SSL Server-Gated Cryptography (SGC) 128 bit algorithms, TLS 1.11 128 bit algorithms, or those algorithms that are accepted and certified by the National Institute of Standards and Technology (NIST).

						Network Disconnect 						P2 		SC-10 		The system terminates network connections associated with a communications sessions at the end of the session or after thirty (30) minutes of inactivity (applications containing Federal Tax Information (FTI) fifteen (15) minutes); an absolute time-out shall occur after twenty-four (24) hours.				S

						Cryptographic Key Establishment and Management 						P1 		SC-12 		Cryptographic keys for required cryptography
employed within the system are stored separate from data.				S



														(1) 		Information availability is maintained in the event of the loss of cryptographic keys by users.

						Use of Cryptography 						P1 		SC-13 		The system has implemented cryptographic protections that comply with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance.				S

						Collaborative Computing Devices 						P1 		SC-15 		The system prohibits remote activation of collaborative computing devices (e.g. networked whiteboards, cameras, and microphones), and provides an explicit indication of use to users physically present at the devices.				S

						Public Key Infrastructure Certificates 						P1 		SC-17 		Public key certificates are issued in accordance with Statewide Security Standard 030302 Using and Receiving Digital Signatures or obtained from an approved service provider.				S

						Mobile Code 						P1 		SC-18 		The use of mobile code and mobile code technologies has been documented and implemented including; usage restrictions, implementation guidance, authorization, monitoring, and control of mobile code use within the system.				S

						Voice Over Internet Protocol 						P1 		SC-19 		Voice over Internet Protocol (VoIP) technologies within the system are documented, authorized, and monitored.

						Secure Name /Address Resolution Service (Authoritative Source)						P1 		SC-20		Systems that include Domain Name Servers (DNS) give external clients (e.g. remote Internet clients) additional data origin and integrity artifacts along with the authoritative name resolution data the system returns in response to external name/address resolution queries; and provided the means to indicate the security status of child subspaces and (if the child supports secure resolution services) to enable verification of a chain of trust among parent and child domains, when operating as part of a distributed, hierarchical namespace.

						Secure Name /Address Resolution Service (Recursive or Caching Resolver) 						P1 		SC-21		Systems that include Domain Name Servers (DNS) either perform validation of DNS Security (DNSSEC) signatures or clients use authenticated channels to recursive resolvers that perform such validations; systems that use technologies other than the DNS to map between host/service names and network addresses provide other means to enable clients to verify the authenticity and integrity of response data.				S

						Architecture and Provisioning for Name/Address Resolution Service						P1 		SC-22 		Systems that collectively provide name/address resolution service for an organization are fault-tolerant and implement internal/external role separation.				S

						Session Authenticity 						P1 		SC-23 		The system protects the authenticity of communications sessions (e.g. sessions in service-oriented architectures providing web-based services) and establishes grounds for confidence at both ends of communications sessions in ongoing identities of other parties and in the validity of information transmitted.

						Fail in Known State 						P1 		SC-24 		The information system fails to a defined known-state for defined types of failures preserving system state information to facilitate system restart and return to operational mode with a decreased disruption of mission/business processes.

						Protection of Information at Rest 						P1 		SC-28 		The system protects the confidentiality and integrity of information at rest (i.e. information when it is located on storage devices or specific system components).

						Process Isolation						P1 		SC-39 		The system maintains a separate execution domain for each executing process (e.g. implementing separate address spaces).

																System and Communication Protection Average						4.00		2.00



																Vendor Category Score- Business Impact Analysis



				Privacy Controls		Authority and Purpose

						Authority to Collect						P1 		AP-1 		The organization identified and documentented the legal authority that permits the collection, use, maintenance, or sharing of confidential data, either generally or in support of a specific business function or system need.						4		2

						Purpose Specification						P2 		AP-2 		The organization has identified the purpose(s) for which confidential data is collected, used, maintained, and shared in its privacy notices; and the purpose(s) are clearly described in the related privacy compliance documentation.		H				4		2

						Accountability, Audit, and Risk Management

						Governance and Privacy Program						P1 		AR-1 		The organization has an identified Privacy Official (i.e., representative) who, 
(i) ensures the development, implementation, and enforcement of privacy procedures; 
(ii) assists in defining roles and responsibilities for protecting confidential data;
(iii) determines the level of information sensitivity with regard to confidential data holdings;
(iv) identifies the laws, regulations, and internal policies that apply to confidential data;
(v) monitors privacy best practices; and
(vi) monitors and reviews compliance with identified privacy controls.  		H				4		2

						Privacy Impact and Risk Assessment						P1 		AR-2		Privacy risk(s) resulting from the collection, sharing, storing, transmitting, use, and disposal of confidential data are identified and documented though the conduction of a Privacy Impact Assessment (PIA) as part of a system, program, or other activities lifecycle process.						4		2

						Privacy Requirements for Contractors and Service Providers						P1 		AR-3		Privacy roles, responsibilities, and access requirements for contractors and service providers (e.g., information providers, processors, system development, service providers, outsourced applications, etc.) are defined in contracts and other acquisition-related documents.		H				4		2

						Privacy Monitoring and Auditing						P1 		AR-4		The organization monitors and audits privacy controls and internal privacy policy annually or as regulatory required to ensure effective implementation.						4		2

						Privacy Awareness and Training						P1 		AR-5		Organizational workforce members at a minimum annually take the Health Insurance Portability and Accountability Act (HIPAA), Identity Theft, and Acceptable Computer Use training; signed both the HIPAA Sanctions and the Acceptable Use. 		H				4		2

						Privacy Reporting						P1 		AR-6		The organization develops, disseminates, and updates reports to as appropriate, to demonstrate accountability with specific statutory and regulatory privacy mandates.						4		2

						Privacy-Enhanced System Design and Development						P1 		AR-7		To the extent feasible, when designing organizational systems, technologies and system capabilities that automate privacy controls on the collection, use, retention, and disclosure of confidential information are employed.						4		2

						Accounting of Disclosures 						P1 		AR-8		The organization, keeps an accurate accounting of disclosures of data held in each system of records under its control, including: 
(i) Date, nature, and purpose of each disclosure of a record;
(ii) Name and address of the person or agency to which the disclosure was made;
(iii) Accounting of disclosures for a minimum  of five (5) years, six (6) for HIPAA, or the life of the record whichever is longer; and
(iv) Ensuring availability of accounting of disclosures available to the person named in the record upon request.
		H				4		2

						Data Quality and Integrity

						Data Quality						P1 		DI-1 		The organization to the greatest extent practicable; collects confidential data directly from the individual;  takes reasonable steps upon collection or creation of confidential data to confirm the accuracy, relevance, timeliness, and completeness of that confidential data; annually checks for, and corrects as necessary, any inaccurate or outdated data in systems; and has defined guidelines ensuring and maximizing the quality, utility, objectivity, and integrity of disseminated information.  						4		2

						Data Integrity and Data Integrity Board						P1 		DI-2 		The system has documented processes to ensure the integrity of confidentiality through security controls.						4		2

						Data Minimization and Retention

						Minimization of Personally Identifiable Information						P1 		DM-1 		The collection and retention of data elements is limited to those that are relevant and necessary to accomplish the authorized business functions; data element requirements are reviewed annually; and as required notice of consents are updated to describe the purpose of the collected data.		H				4		2

						Data Retention and Disposal						P1 		DM-2		Confidential data is retained no longer than necessary to fulfill identified purpose(s) identified, as required by law or as defined by the organization; and organization clears, purges or destroys the data once retention periods are reached.						4		2

						Minimization of PII Used in Testing, Training, and Research						P1		DM-3		The organization has formal, documented procedures for minimizing the use of confidential data for testing, training, or research; and instances where confidential data must be used, the organization takes measures to minimize any associated risks.		H				4		2

						Individual Participation and Redress

						Consent						P1 		IP-1 		As required (e.g., HIPAA Notice of Privacy Practice)  the organization provides individuals appropriate (i.e., plain language) notice of the purpose(s) of the collection, use, maintaining, or sharing of confidential data (e.g., Protected health information, Personally Identifiable Information, etc.); provides appropriate means for individuals to understand the consequences of decisions to approve or decline the authorization of the collection, use, dissemination, and retention of their data; and ensures that individuals are aware of and, where feasible, consent to all uses of their data not initially described in the notice that was in effect at the time the organization collected the confidential data.		H				4		2

						Individual Access						P1 		IP-2		As required the organization (e.g., HIPAA's Right to Access Medical Records) gives individuals the ability to have access to their confidential data (e.g., Protected health information, Personally Identifiable Information, etc.); and the organization has identified, defined and published rules or regulations governing how individuals may request access to their records.		H				4		2

						Redress						P1 		IP-3		The organization provides a plain language process and mechanism for individuals to correct inaccurate data maintained by the system; corrections or amendments to data is propagated to other authorized users (i.e., external information-sharing partners) of the data; and the organization provides notification to affected individuals that their data has been corrected, amended or denied, including the reasons for the decision.		H				4		2

						Complaint Management						P1 		IP-4		The organization has formal, documented procedures and processes for receiving and responding to complaints, concerns, or questions from individuals about organizational privacy practices.		H				4		2

						Security

						Inventory of Personally Identifiable Information						P1 		SE-1 		The organization has an established, maintained, and  annually updated inventory of all programs and systems that collect, use, maintain, or share any PII that at a minimum contains; the name and acronym for each system identified; the types of data contained in that system; identifies the potential  harm, embarrassment, inconvenience, financial or reputational risks to organizations, if the PII was exposed.						4		2

						Privacy Incident Response						P1 		SE-2 		The organization has developed and implemented an effective response process and procedure to privacy incidents. 		H				4		2

						Transparency

						Privacy Notice						P1 		TR-1 		The organization provides effective (i.e., by virtue of its clarity, readability, comprehensiveness) notice, as required (e.g., HIPAA) that conforms with controls IP-1 and IP-2; enables individuals to understand how the confidential data (e.g., PII, PHI, etc.) is generally used; to make an informed decision prior to providing data to the organization; and updates its notices to reflect changes in practice or policy, before or as soon as practicable after the change.		H				4		2

						System of Records Notices and Privacy Act Statements						P1 		TR-2		The organization documented how the confidential data may be used, retained, and corrected; as required provides a notice of Privacy Statement (e.g., HIPAA Notice of Privacy Practice); and when information is collected verbally, the organization reads the Privacy Statement prior to initiating the collection of data (e.g., when conducting telephone interviews or surveys).		H				4		2

						Dissemination of Privacy Program Information						P1		TR-3		Privacy practices are publicly available through organizational websites or otherwise, and employ publicly facing communication channels (e.g., email, contact form, phone numbers, etc.) that enable the public to provide feedback or direct questions to regarding privacy practices.		H				4		2

						Use Limitation

						Internal Use						P1 		UL-1 		The organization ensures through monitoring and auditing that confidential data is utilized internally only for authorized purposes and in a manner consistent with regulatory requirements and identified in public privacy notices as required. 		H				4		2

						Information Sharing with Third Parties						P1 		UL-2		The organization shares data externally only for authorized purposes; monitors, audits, and trains its staff on the authorized sharing of data with third parties including the consequences of unauthorized use or sharing; and enters into a agreement (e.g., Memoranda of Understanding, Memoranda of Agreement, Contract, Data Use Agreement, Business Associate Agreement, etc.) with third parties that specifically describe the data covered, the associated responsibilities, and enumerates the purpose(s) for which it may be used.		H				4		2

																Privacy Protection Average						4.00		2.00



																Vendor Category Score- Business Impact Analysis






