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Department of Information Technology Offers will be publicly opened: July 12, 2018
issue Date: June 11,2018

Refer ALL inquiries regarding this RFPto; | Commeodity Number: 208
Kristen Burnetie

Description: Enterprise Electronic Forms and Digital

kriSten.bumette@nc.g_ov- Sighature Capability
919-754-6678 Using Agency. Multipie State Agencies
See page 2 for maillng instructions. equisition No.; NA
i R No.) N

QFFER_AND ACCEPTANCE: The State seeks offers for the Online Servicas and/or goods described in this
solicitation. All offers and responses received shall be treated as offers to contract. The State's acceptance of
-any offer must be demonstrated by execution of the acceptance found below, and any subsequent Request for
Best and Final Offer, if issued. Acceptance shafl create a contract having an order of precedence as follows:
Best and Final Offers, if any, Special terms and conditions specific to this RFP, Specificaticns of the RFP, the
Department of Information Technology Terms and Conditions, and the agreed portion of the awarded Vendor's
offar. '

EXECUTION: In compliance with this Request for Proposal, and subject to ali the conditions herein, the
undersigned offers and agrees to furnish any -or -all Services or goods upon which prices are offered; at the
price(s) offered herein, within the time specified herein. By executing this offer, | cerlify that this offer is submitted
competitively and without collusion.

Failure to execute/sign offer prior to submittal shall render offer invalid. Late offers are not acceptable.

OFFEROR: Carahsoft Technology Corporation

STREET AUDRESS: T _ . P.0, BOX: ZIP;

' 18560 Michael Faraday Drive, Suite 100 o 20190
CITY, STATE & ZIP:. } _ TELEPHONE NUMBER: | TOLL FREE 1EL. NO

‘Reston, VA 20180 703-871-8500 BB8-BEZ-2724
PRINT NAME & THLE OF PERSON SIGNING: ' FAX NUMBER: . --
Zak Kennedy, Account Representative 703-871-8505
AU JZED SIGNATURE; DATE: T EAAIL:
7/23M8 Zak Kennedy@carahsoft.com

Of( er valid for nmety (9{]) days from date of offer opening unless otherwise stated here: ___days.

ACCEPTANCE OF OFFER: if any or all parts of this offer are accepted, an authorized representative of AGENCY
shall affix their signature hereto and this document and the documents identified above shall then constitute the
written agreement between the parties. A copy of this acceptance will be forwarded to the awarded Vendor(s).

FOR AGENCY USE ONLY
Offer acoapled and contract awarded | . . as-Indicated on aflached coriification,
by _ o (Authorized representative of DEPARTMENT OF INFORMATION
TECHNOLOGY);
Page 1 of 85

Rev. 2017/10/03



LETTER OF TRANSM wm&

July 24,2018

Department of Information Technology
3900 Wake Forest Road
Raleigh, NC 27609

Re:  Carahsoft's Response to the State of North Carolina Department of information Technology’s
Request for Proposal for Enterprise Electronic Forms and Digital Signature Capability, Sciicitation
#175-400335 ' '

Dear Ms. Burnette,

Carahsoft Technology Corp..appreciates the opportunity to respond to the State of North Carolina
Department of Information Technology (State)'s Request for Proposals for Enterprise Electronic Forms and
Digital Signature Capability. Carahsoft is proposing BocuSign whichi fully meets the State’s requirements.
Our team has fully considered the State's requirements otitiined in the Request for Proposals and has
carefully put together a solution that-will best mest your needs.

Requested Information:
i, Submitting organization: Carahsoft Technology Corporation

ii.  Contact for contractual obligations: Zak Kennedy

i. ~ Contact for person authorized to negotiate for Carahsofi: Zak Kennedy

iv. Contact for clarifications: Jacob Holler

v.  Acknowledgement of Amendments: Carahsoft acknowledges Addendums 1, 2,-and.3:

Please feel free to contact me directly at 703.581.6581/Jacob.Holler@ecarahsoft.com or Zak Kennedy at
703.230.7430/Zak. Kennedy@carahsoft.com with any questions or comniunications that will assist the State
in the evaluation of our response, This proposal is valid for 90 days from the date of submission,

Thank:you for your time and consideration.
Sincerely;

Jacob Holler
Account Representative

186G MICHALL FARADAY DRIVE | SUNE 100 ] RESTON, VA 20090 | THL 703 871 8500 | FAX w03 871 8505 § www.carahsoft.com

CONFIDENTIAL AND PROPRIETARY
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A. Letter of Transmittal

EXECULIVE SUMMAIY iuusierssamsiresniiisessissmssnsssisssarsassainnsssisesassssaseess T |
Prithe Contractor: Carahsoft Technology Corp. ......... VYU UU R rerinnie 3
Solution Provider: DocuSign ........ievve. Grrrbbesien s nmaeeanan rsenaans ST SRR wererireresrasiiins B

Technical Proposal.......cccurnss T IS 7
DocuSign's Certifications & Tests ........crveercirins reereeren s en e eees o eeers et e e r e 9

C. Response to Technical Specifications .......c.ummmmesssssaiens . 20
1.. General Features. ... ChertevibeeesebAeerar raraneessenarg s e e ae s ana ettt e sbaresanaes ... 20
2. Product Strategy R0AdMaP ....c.csmrcricrccoimnmnasissmsmissnnns Y et R .28
Support & Self-SIVICe RESOUICES ....wccvrvesirsrrisierimssissorssrvesnn bbb sni s R 30
-State of North Carolina’s 12-month PIaN ..o e s ssessenss s 3
3. Disaster Recovery and HOStNG FAGHIHES ...t pmriceiiniiammmis isieds evisissasiossisemsss sassans 37
4, Data ManagemEnt.......cccocvieeieiersneinsrerssars s iseer s vssbaap s st ssaasbsesenassgsndebnssinbinenassse fvensgeoisn 49
B AAUGI cvvvesensseceesceeesceesobaeesecorssesasese e ees R s e es RS SR e AR R R AR R R 4
B, NCID.oeeseeces et s e s sasseessess e sessese e repaesr s s s bbb s rerersranenerens e reen 43
T ARChIECIUNE oo isirirseses s sn s rtens s e e ettt s Y 4
8. Interoperability and Integration ........... bt ena s es st rene st e vt isessossansnsesninsenin 90
9. Applications Managemient and Control........:i.ce i ettrnenenrer et nn e BTN . .
10.  Application Specifications.........cermrerrerrines OO SO )
1. Automation of FOrMS .. et reraperensenenes ST |
12, Workflow ..o vt et rerseree s ee et nr st et ep et sce i tens !
Ability to Change the Workflow ................. et bt ren e renrena bt rtran et O /5
13, Signature/Initialing........cccooevivvsnmrsrinrriaens S rrereree e resirararans e rrerives it S 81
14, Repudiahion........cccowivom i ivsiinisinniiin, e e anesreresb e rvieeesensrrtsinsirsrsrssnrssseseies Ol
15, Notification .....cccevmmrmrerncimonicninnn. i s TR NOURTONEIRISPN . |
£ LT (0T o =Y OO USSP DYNTOTOS OGO rererrrarne . .90
17.  Service Level Agreement (SLA) and Repomng ............. erreieretne et st eraranseean R 92
18.  Software Support and Maintenance SEIVICES ........uierseesrcrrseeenrs RO 95

carahsoft '

e vl
L3



SGLICITATION #175-400335 _
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SOUCITATION # T5-400335 SV

FHECUTIVE SUMMARY

Detailed description of Vendoi’s firm should include all of the following:
i) Full nare, address, and telephorie.fiumber of the organization;

Carahsoft Technology Corporation _
1860 Michael Faraday Drive, Suite 100, Reston, VA 20190
703-871-8500

lii)  Dateestablished;

Incorporated on 10/25/1999.

|ii)  Background of firm;

Please see the information provided below,

[ iv} Ownership {public company, partnership, subsidiary, efc.);

Sole ownership of Craig Abod.

I v) I incorporated, state of incorporation must be included.

Maryland.

vi} Number of full-timeemployees on January 1st for the last three years or for the duration that the Vendor's firm has
been in business, whichever is less.

2016: 558 employees
2017: 634 employees
2018: 814 employees

Prime Contractor: Carahsoft Technology Corp.

Carahsoft Technology Corp. is- an [T solutions provider delivering best-of-breed hardware, software, and support solutions to
federal, state and local government agencies since 2004. Carahsoft has built a reputation as a customer-centric real-time
organization with unparalleled experience and depth in government sales, marketing, and contract pregram management. This
experience has enabled Carahsoft fo achieve the top spot in leading public-sector software license resellers.

VENDOR RELATIONSHIPS - Carahsoft has unique business model focusing on providing superior sales and marketing
execution, & frack record of success, hlgh integrity, and a focus on strategic vendor relationships, of which DocuSign is an
important part.

PROVEN EXECUTION - Carahsoft has leveraged its vast contracting experience and extended it to quoting and order
mariagement. Carahsoft seamlessly generates guotes within 30 minutes or less and frocessed over 85,000 crders in 2017
that were each completed the same:day received.

CONTRACT VEHICLES - Over the past 14 years Carahsoft has acquired and maintained a wide variety of purchasing
contract vehicles for agencies at the state, local, and federal levels. Associated with all contracts are-dedicated and
experienced contract management resources. A list of available contracts can be-found &t
wivw.carahsoft.com/contractsfindex.php.

arahsoft 3 e m@guﬁgm,




SOLICITATION # JT5- 400335

GROWTH & STABILITY Carahsoft has contlnued to show impressive growth year aﬁer year, with annual revenue of $3 4
million in our first year in 2004 to $4:4 billion in' 2017, In September of 2017, 10,705 orders were processed worth over $1
billion. We are a stable, conservative, and profitable company-and have received numerous accolades, as detailed on our-
awards page: hifp://www.carahsoft com/awards.

Solution Provider: DocuSign
DocuSign, founded in 2003, is changing how business gets done by empowering more than 400,000
companies and hundreds of millions of users across 180+ colintries to sign, send.and manage-
=documents anytime, anywhere, on any device, with confidence. DocuSign replaces printing, faxlng,
scanning and overnlghtmg documents with the easigst, fastest, most trusted way to make every
approval and decision digital. Organizations of all sizes and industries are accelerating contracts, approvals, and workflows
with DocuS|gn 's System of Agreement {SofA) platform. DocuSign acceleratés and simplifies how companies prepare, sign,
enact, and manage agreements.

DocuSign meets the needs of a wide range of government services, Over the years, DocuSign has:proven success with
government agencies, such as Santa Clara County, City and County of San Francisco, Hlinois Public Health, mutiple schiool
districts and institutions of higher education. They have standardizéd on DocuSign for eSignatures and e-forms across the
enterprise, automating processes such as rengwals and contracts for Purchasing Department, travel reimbursements and
notice of personne! action for Department of Heaith, |TD and-auction transfer for Information Technology Department, and
many more, DocuSign’s custemer list includes. giobal firms and industry leaders such as Microsoft, HP, SAP, Apple, Google,
as well as over 600 Federal, State and Local agencies such as the inteinat Revenue Service-(IRS), Department of Veéteran's
Affairs, State of Virginia, Nevada DOT, State of California, Boulder County, CO, State of lilinois, State of Texas, and
thousands more. As shown below, DocuSign’s expertise in the government markeiplace is broad and deep. Team DocuSign
offers the ‘State the best-in-class solution to transform the way your district functions. By further mtegratzng DocuSign into the
State’s process, your state employees and constituents and wili benefit from an enhanced experience with lower risk, thus
providing significant benefit and value to the staté agencies.

As shown below, DocuSign's expertise in the-government marketplace is broad and deep.

Public Sector is Embracing DocuSign
39 States and 600+ City, County, and Municipal Organizations

dan g uipTESE
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Team DocuSign offers the State the best “in- class solutlon to transform the way the State does husmess By fu rther lntegratmg
DocuSign into State agencies’ processes, your constituents will benefit from an enhanced customer experience with lower risk,
thus providing significant benefit and vaiue 1o the State.

Our Understanding:

DocuSign nderstands the State of North Caroling is establishing an Indefinite Quantity Contract for an enterprise electronic
forms and digital signatures (EEF & D'S) scliition. Some of the State’s key concertis for this RFP are identity, authentication,
confidentiality, data integrity, and non-repudiation. The State is afso requiring a rolled-up view. of utilization both quarterly and
yearly. DocuSign is excited at the prospect of further cementing eur relationship with the State as we work together {o
accomplish these objectives.

The State of North Carolina has been a DocuSign customer since 2012. The State was an early adopter and recognized the
need for an electronic signature solution. DocuSign has parinered with many State Agencies, such as the Deparimenit of
Transportatlon Department of Health and Human Services, and at least 10 other agencies to come to agreement faster:

Highlights of DocuSign’s solution:

LCistomized solulion to meet the State of NC needs

By partnering with Carahsoft, DocuSign is proposing 4 flexible billing sirategy to meet the needs of DIT and the different
agencies within the State of North Caralina. For the current process, DocuSign sends a gicie, the State pays DocuSign, and
then will the State will charge back to the agencies.

Team DocuSign is proposing an easier solution which will reduce the administrative burden on the State. The new process will
be initiated by DocuSign sending a quote to Carahsoft, who will bill the agencies directly.

New Administration Features makes iife easy for DIT

DocuSign has many new exciting features in the Organizational Management feature which will aliow DIT to reduce the time.
and effort spent on managing the overall-contract, thus resulting in cost savings {or DIT.

We've added to our Organization Administration features to help companies manage the complexity of scale, compliance and
quarterly audits. With Organization Management, DIT can gain centralized management of all their users at an organization
level across mulfiple accounts. DIT can define and leverage flexible and-customizable delegated administrative roles, reduce
complexity and time on daily tasks and audit reviews with user list exports, and gain full insight into administrative changes
and events with organization audit logs.

Customer Success Progiant developed and tailored for the Stafe

Since 2012, DocuSign has partnered with the State to use DocuSign and identify and implement new use cases. As part of our
response, DoclSign has created a targeted Customer Success Program which includes free training based on three main
user roles, with-a timeline for each of these. It is adaptable for any new agency starting with DocuSign and will enable to them
te get up and running withi DocuSign with little involvement from DIT.

DocuSigh is a trusted provider and partner

Since 2012, DocuSign has partnered with the State. Based on our lonig-standing refationship with the State, we have worked
1o meet your needs. There is a history of proven performance, reliability, uptime, and overall a general willingness to meet your
heeds..

carahsoft
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DocuSign leads the industry with the- h|ghest breadth and depth of securlty cemflcatlons and audltor assurances, meeting the
industry’s highest security. standards to protect your data and a platform while complylng with all security requirements.
PacuSign was the first eSignature System of Agreement {SofA) vendor based, in the US, who was FedRAMP suthorized. As
we are the first to market, the State will aiso benefit from new features which enhance the experience for your internal
agencies and external constituents. o

. DocuSign is certified to all 114 optional and mandatory ISO 27001 conirols.

g DocuSign is certified to the xXDTM Standatd, the leading security certification covering Digital Transaction
Management platforms.

DocuSigri is an enterprise level provider that can scale to the meet the needs of the State

DocuSign is the only enterprise grade solution provider: As the leader in the System of Agreement {SofA) and eS|gna1ure
marketplate, DocuSign provides the greatest depth of product offering, support, and capabilities. DocuSign’s over 2,300
employees are all dedicated to the SofA and eSignature, more than five (5) times the nearest competifor. Specifically, we have
over 80'in new Product Development, over 80 in Security and IT, and ever 500'in Product Suppoit and Customer Success. No
other eSignature provider even comes close.

DocuSign supports a platform architecture consisting of three geo-dispersed data centers in the US. Customer data can be
replicated across nine (9) different servers. DocuSign is the only vendor that uses carrier- grade platform architecture, with no
downtime. To deploy an enterprise solution in a complicated environment, with different agencies and different dep]oyment
options, only the industry leader will do.

Availability

DocuSign has invested over $300 million to build the most powerfil DTM platform in the industry. This platform, with more
than 99.99% system uptime over the past five years and no scheduled downtime. Some of our competitor's reserve time for
maintenance which does not count against their SLA and may have experienced large periods of downtime in theJast few
months. DocuSign will provide the State the unparaileled availability required te.support your mission critical business
processes. Please see Questions from Addendum 3 - Q&A for specificinformation on our uptime.

carahsoft
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TECHNICAL PROPOSAL

1) ENTERPRISE ARCHITECTURE STANDARDS: The North Carolina Statewide Technical Architecture.is located at the

following website:(https:/it.nc.gov/services/it-architecture/statewide-architecture-framework). This provides & series of domain

documents describing objectives, principles and bes! practices for the development, implementation, and integration of

husiness systems. Agencies and Vendors should refer to-these Architecture documents when implementing enterprise
applications andfor infrastructure.

Yes, DocuSign’s implementation team will be well versed on the documentation provided and will develop a mutually agreed
upon plan fo incorporate these requirements.

DocuSign will scope each use case and establish a scope outline and schedule. as well as any other KPI metrics. The: pr_oj_ect
will be broken down inte milestones/sprints where progress can be tracked and measured on regular intervals and apprepriate
friage and trade off decisions can be made for issues as they may arise.

Our implementation team will provide best practice guidance onhow-to successfully prepare your organization and DocuSign
users for deployment to achieve the highest adoption and ROI value possible. This will include communication emails,
meetlngs and demonstrations during critical milestenes of youy ;mplementatlon We will also. provide executive status reperts
and success metric tracking post implementation.

2)  ENTERPRISE LICENSING: In offering the best value to the State, Vendors are encouraged to leverage the Stafe's
existing resources-and license agreements: The agreements may be viewed at: hifp:/it.nc.gov/services/license-and-
agreements

a) Identify components or products that are needed for your solution that may not be available with the. State’s existing
license agreement,

Not applicable.

\ b). Identify and explain any components that are missing from the Stale’s éxisting license agreement.
The following features are missing from the State’s-existing licensé agreement
e E-Notary

*»  Arcess Man‘agement/{}rgar__iizational Adminisiration

These features are requirements for tise cases with Agencies we already work with in North Carolina that are not included as
options in the current agreement between DocuSign and the North Carolina.

&) If the Vendor can provide a more cost effective licensing agreement, please. explain in detail the agreement-and how it
would benefit the State.

DacuSign is open to renegotiating an Uniimited usage model based on a DocuSign Platform deal. This would include a
platform access fee and a flat fee for sufficient fransactions to include all of the States’ potential eSignature needs. This type of
cost effective licensing agreement will give the State access o all Enterprise Pro features along with Access Management for
better management of a com plex orgamzat[onal architecture.

carahsoft
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d} Explain the transporfabffrty and transferability of the proposed. :‘rcense agreements. Any !tcenses or warrannes
purchased on behalf of the State for this project must be transferable at the time the Vendor is paid under contract for said
camponent

DocuSign is a cloud SaaS solution and gs suich any licenses will be accessible from the time the order § IS processed between
Carahsoft and DocuSign. North Carolina DIT sends a Purchase Order- (F’O) to Carahsoft and Carahsoft signs a DocuSign
order form. Once-the DocuSign order form is signed, the additional licenses or envelopes will appear in DIT's account, The
licenses-are easily fransferred befween users if needed as well.

|3 VIRTUALIZATION: Reserved

N/A

| 4)  NCID: Reserved.

N/A

5} CLOUD SERVICE PRO VIDERS (CSPs): For offers featuringa cloud-hosted sofution, Vendors shall déscribe how the
proposed solution will support the agency's information system security compliance requ.'rements as described in the-
Statewide Information Security Manual, specifically relating to, and without fimitation, the-sections refating to clotid services:
http://it.ne.gov/statewide-resources/policies. The e-Forms/e-Signature Program should be classified as NIST Moderate per the
Statewide Information Security-Manual and will be required fo receive and securely manage data that is classified up fo
Restricted or Highly Restricted per the State’s Data Classification-and Handling Policy. To comply with policy, State agencies
are required to perform annual security/tisk assessments on their information systems using NIST 800-53 controis. This
requirement additionally applies fo all vendor provided, agency managed Infrastructure as a Service (laaS), Platform as a
Service (PaasS), and Software as a Service {SaaS) solutions. Assessment reports such as the Federal Risk and Authorization
Management Program (FedRAMP) certification, SOC 2 Type 2, and ISO 27001 are preferred and offered solutions already
meeting these requirements are requested-to include these reports as part of their submission,

~ Yes, DocuSign leads the industry with SO 27001 PCI DSS, SSAE 16, Cloud Security Alliance {CSA) CloudTrust, and xDTM
certified and tested internationally, across the entire cormpany and its data centers. DocuSign has-submitted these reports
separately as part of 6ur Security Trust and Assurance Packet {STAP) which was submitted via DocusSign on-July 3 to Kristen
Burnette.

DocuSign is FedRAMP Authorized - Moderale.and is fisted on the FedRAMP marketplace with a Government Commiunity
Cloud deployment model, https: fimarketplace. fedramp.goviindex.htmi#/products.

DacuSign’s solution is SO 27001:2013 certified arid many of the 180 27001:2013 controls are mapped to the NIST 800-53
fequirements; we can provide additional information upon request.

DocuSign’s top priority is the privacy and security of our customers’ information, documents, and data. DocuSign meets or
exceeds national and international security-standards; including strict security policies and practices that set the standard for
warld-class information security.

¢ DocuSign delivers industry-leading data confidentiafity with application-level AES 256-bit encryption, and our anti-
tampering controls guarantes the integrity of customer documents, both in the process and completed

o We continually drive industry best practices in third-party audits and certif cations, third-party assessments, and on-site
customer reviews

o We'e also the only &Signature company that provides unique features for non- repudiation, including digital audit frail
“and chain of custody

carahsoft ' DocuSign,
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DocuSign's Certifi catlons & Tests

gol tandard: ISO/IEC 27001:2013
/ The hlghes’t level of global information security assurance available today

v Defines an information security managemient system (ISM3)

o sz v Requires busingss.continuity and disaster recovery plans that are tested regularly

IS0/IEL
7001
RTREAN SEOTHy
Nizrgzmmprt  © f

DocuSign is the only eSignature service that is IS0 27001:2013 certified {rerewed
August 2017) to all 114 optional and mandatory 1SO controls across the entire
organization.

v'Both SOC-1 Type 2 and SOC-2 Type 2

v Security framework

v’ Controls testing

v Effectiveness measurements
SS RE 16 v Service reliability
Tupts Wdanhd Comphiotid o _

Provides assurance that DocuSign complies with the reporting requirements
stipulated by the American institute of Certified Public Accountants (AICPA). We undergo
yearly audits across all aspects of dur enterprise business arid production operations,
including data centers, and have sustained and surpassed all requirements.

DocuSign is the only eSignature.or DTM vendor auditor assured to both SSAE 16
SOC 1 Type 2 and AT 101.50C-2 Type 2 auditor assured. Other vendors may claim
auditor assurance fo one of the SOC frameworks, but their scope may be limited.
Docu$Sign recommends comparing the details of SOC-1 and SOC 2 auditor
assurances fo comparescope.
v A standardized approach to security assessment, authorization, and.continuous.
monitoring for cloud products and services

DocuSign received an Authorization to Operate (ATO) and is listed on the
FedRAMP marketplace with a Government Community Cloud deployment model.
FadRAMP To date, DocuSign is the only Digital Transaction Management (DTM) solution
Authorized - Moderate listed on the FedRAMP marketplace. Other vendors may claim FedRAMP
authorization due to association with other company projects or data vendors, but
a deeper-examination of the FedRAMP Certification will showcase DocuSign’s.
differentiation.. '
v'The first standard of its kind to focus on Digital Transaction Management (DTiM)
v'Developed fo raise the bar on quality and promote more trust and confidence in onfine
business {ransactions
v Ensures that digital transactions are proiected yet accessible—regardless of whete parties
reside or the devices used
DocuSign is the enly DTM vendor cerfified-compliant with the xDTM Stahdard, version 1.0
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PARTICIBATIEIG ORGANIZATION

' v’ Data protectlon

v"General computing:controls focus

v Comprehensive scope (both as merchant and setvice prowder) requiring third- -party audits
and the deepest leve! of examination

v Certified to PCI DSS 3.2

As oversaeen by the Payment-Card Industry Security Standards Council (PCI SSC),
DocuSign piaces stringent controls around cardholder data as bath a service provider and
merchant. This compliance cerfifies safe and secure handling. of credit card holder
information.

¥ Bestowed on‘cloud services that fully safisfy the most stringent requirements for data
protection, identity verification, service security, business practices, and legal protection

This new certification demonstrates that DocuSign meets the highest CloudTrust
rating possible as evaluated by Skyhigh Networks.

Binding Corporate Rules

DocuSign obtained approval of its applications for Binding Corporate Rules (BCR) as
both a data processor and data controiler from the European Union Data Protection
Authorities. DocuSign's approved BCR enables fawful cross-border transfers of data
through the DocuSign platform and eSrg nature service. As DocuSign implements these
BCR, customers will be able fo transact business with increased confidence knowing that
they'll be complymg with the upeoming GDPR data transfer requirements:when using
DocuSign. For more on DocuSign's BCR, visit GDPR and BCR on the Trust Center.

The FISC develops security guidelines for information systems, which are followed by
most financial institutions in Japan. These include guidelines for security meastres to be
putin place while creating system architectures, auditing of computer system controls,
cantingency planning, and developing security policies and procedures. Though
compliance with the FISC Security Guidelines is not required by regulation nor audited by
the FISC, DocuSigh. elected to become a member of the FISC and implemented internal
controls to be.compliant with the FISC Security Guidelines.

EU Trusted List

DocuSign is the only global cloud and mobile-ready digital sigriature solution with end-to-
end workflows on this list of qualified trusted service providers. Please see the following
for more information (hitps./fwww.ssi.gouv.fr/uploads/2016/07/t-fr.pdf)

Compilation of (EU} Member
States nolification on SSCDs
and QSCDs

This publication lists the signature devices that'shall be considered as Qualifisd Signature
Creation Devices (QSCDs) under the €IDAS regulation. DocuSign owns and operates a
remote signature device which is listed it this publication and is the leading global
eSignature- solution offering cloud-based elDAS-compliant electronic signatures.

6) BRANDING: All offers that incomorate State design and branding, as specified by the State, shall adhere to the State
style guide. The State style guide is located at: http:/fdigitalstyle.n¢.gov.

DocuSign is easily customizable and configurable. One method of customization is branding. Branding your DocuSign account
is an excellent way-to add the look and feel of the State's brand to the sending, signing, and email process — making it easier
for users to identify envelopes coming from your organization. The Docu81gn Account Custom Branding feature lefs you set

the colors, logo, and text for your account to-enhance the sending and signing experience: You can create any number of
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brand profiles W|th different settlngs to reflect each of your dlﬁerent mternal dlws;ons or departments Please nete that when
the State creates or changes a branding prefile, it applies to evefyone using that profite and affects all envelopes sent with that
profile.

Emails can be customized with the State’s logo and color scheme. The. email: subject line and email message can also be
customized. A unique capability. of DocuSign is that each recipientin a multi-recipient workflow can receive an individualized
email, with different verbiage. In a multilanguage scenario, each recipient may aiso receive a different, localized set of emails.
Not-only is the Ul localized, but the email body is.as well.

Organization Branding is Featured

The DocuSign branding appears in three (3) section’s during signing — a “Powered by DocuSign” in thie top tight header,
ancther “Powered by DocuSign” in the bottom left footer, and lastly, a “Copyright 2018 DocuSign” in the bottom right.
Because DocuSign is recognized as the global standard of eSignature, this greatly assists the adoption rates for customers
since a trust third party (DocuSign) is involved inthe transaction. This is similar to the trust factor between banks, consumers,
and the Visa logo that appears.on a barik's credit card.

Please see the examples listed below of DocuSign's customization capabilities.

FPlaase Review & Act-on These Docimeénts

Gunpm:nuua
v, - M

Plepse Review & Act on These Documents NCDOR
ps  deremy Tadd Capperemith o : .
SR b O sl Dl B .1:.,,_,_““{59(“5,‘;9",
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Please enter the access code ta view the docurnent

y Joruiny. Todd Cnopsrsm: b
M IR Simpemniin e A

I 7) EQUIVALENT ITEMS: Resejved.
Not applicable to DocuSign.

8) LITERATURE: Al offers-shall include specifications and technical literature. sufficient to allow the State to determine
that the proposed solution substantially meets all specifications. This technical fiterature will be the primary-source for
evaluation. If a specification is not addressed in the technical literature it must be supported by additional documentation and
included with the offer. Offer responses without sufficient technical documentation may be rejected.

Acknowledged.

| 9 EQUIVALENT GOODS: Reserved, |
Not applicable to DocuSign.

10)  DEVIATION FROM SPECIFICATIONS: Any deviation from specifications indicated herein must be clearly identified as
an'exception and listed on a separate page labeled ‘Exceptions fo Specification.” Any deviations shalf be explained in detail,
The Vendor shall not construe this paragraph as.inviting deviation or implying that any deviation will be acceptable, Offers of
alternative or hon-equivalent goods or sérvices may be rejected if not found substantially conforming; and if offered, must be
supported by independent documentary verification that the offer substantially conforms to.the specified goods or services
specificatior.

The E-Notary, Access Management and Organizational Administration features are only available with the DocuSign
enterprise Pro, Enterprise Pra for Government, and Enterprise Pro for FedRAMP.

carahsoft DocuSign,
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11} SCOPE OF WORK:

In 2013, the General Assembly transferred the responsibility of procuring electronic forms and digital s;gnature senvices from
the Office of the State Gontrofler (OSC) to the Department of Information Technology (DIT) and the agency’s State CIO.
Thereby, per North Carolina State Legislation, the awarted solution must adhere to several technical requirements {Please
see Section Il #12)

Acknowledged.

12) TECHNICAL REQUIREMENTS:

In accordance with the-legisiative mandate, the awarded solution must conform with the following requirements. Vendors
should read the information reqarding each requirement and any corresponding reference, and provide detailed answers when
prompted. Note: Solutions ot adhering to technical requirements will not be considered by the State.

Acknowledged.

a) PIf (Personal ldentifiable Information)

N.C. Gen. Stat. §75:61(10) defines personal identifying information (Pil}, in part, as ‘fa} person’s first name or first nitial and
last name in combination with .'denf.'fymg information-as defined in G.S. 14-113.20(h),"and “identifying information” is defined
by G.S. § 14-113.20(b} to inclide Social Security Number or employer taxpayer identification numbers, Driver's License, State
identification Card, or Passport Numbers, Checking Account Numbers, Savings Account Numbers, Credit Card Numbers,
Dehit Card Numbers, Personal Ideniification (PIN} Code as defined in G.S. § 14-113.8(6), Electronicidentification numbers,
electronic mail names or-addresses, internet account numbers, or Internet identification names, Digital Signatures, any other
nimbers or information that can be used to access a pérson’s fi naricial resources, Biometric Data, Fingerprints, Passwords
and Parents’ legal surnames prior to marriage. Proposed -solutions must adhere to Pl protection faws. Therefore, please
tescribe how the solution is Pll compliant.

DocuSign is the global standard for electronic signature and System of Agreement (SofA). Ourintuitive product is protected by
unmatched security and offers the strongest levels. of legal enforceability in eSignature, including a non-repudiation audit trail,
carrier-grade:encryption, tamper-proof certificates, a chain of custody, and multi-factor authentication.

.All envelope and encrypted data is keyed 1o the customer account arid sending account identity using unique identifiers.
Access o data is restricted te the owning account by the application and is logically isolated. All documents and other
sensitive customer data are stored in-an encrypted fashicn in a secure datacenter which is physically segregated from
DocuSign's corporate netwarks. DocuSign’s key escrow ensures that no internal DocuSign personnel or third parties can view
customer documentation.

DocuSign employs Oppertunistic TLS, meaning that we will connect with the newest version of TLS supported by both sides of
the connection. Some customers use older servers, workstahons and browsers which do not support TLS 1.2.and therefore
we will ffy and establish a connection with them using TLS 1.1 or 1.0 in that order. DocuSign will not establish a-connection
using any version of SSL. Data in transit is encrypted using TLS 1.2 with 256-bit keys on HTTPS secured web pages and at
restusing AES encryption with 256-bit keys.

Additionally; DocuSign has completed a Privacy Impact Analysis (PIA) as part of the DocuSign's FedRAMP authorization.
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b) HIPAA (Health Insurance Portability and Accountability Act)
The Contractor agrees that, if the Division determines that some or all of theactivities within the scope of this confract &re
subject fo the Health insurance Portability and Accountability Act of 1996, P.L. 104-91, as amended (*HIPAA"), or its
implementing regulations, it will comply with the HIPAA requirements and will execute such agreements and practices as the
Division may require-to. ensure compliance. HIPAA forms, instructions and other matarials can be located on the HIPAA web
-site: hitp: hipaa:dhhs.state.nc.us/index:himi. If applicable, proposed solutions must adhere to HIPAA laws.

In consideration of this requirement, please describe hiow the proposed solution is HIPAA compliant. Pease note that the State
requires a-business associates agreement (BAA),

Yes, DocuSign is HIPAA compliant as a Business Associate.

Due to the encryption configuration and security- controls associated with the DocuSign Signature services, DocuSign
personnel will not have access 16 or know the nature of PHI contained within 6ur customer’s documents within the envelopes.
Qur customers.are in sele control of the types of documents and data uploaded to the account.

I applicable, customers are responsible for (i) implementing appropriate privacy and security safeguards to protect their PHI in
compliance with HIPAA and (i) using the available controls within the services to support theit HIPAA compliance
requirements. There Is no HIPAA certification for a cloud provider such as DocuSign, however, DocuSign uses reasonzble and
appropriate safeguards to prevent unatithorized use or disclosure.of our customer's PH] that they may place into our system,
as evidenced by DocuSign's IS0 27001 certification, SSAE 18 audits, and other third-party attestations and certifications.

¢) PCI (Payment Card Industry)
The Payment Card Industry (PCl) Security Standards Countil offers robust and comprefiensive standards and supporting
materials fo enhance payment card data securily. These material$ include a framework of specifications, tools, measurements
and suppotrt resources to help organizations enstite the safe handling of cardfiolder information at every step. The keystone is
the PCI Data Security Standard (PCI'DSS), which provides an actionable framework for developing a robust payment card
dafa security process — including prevention, detection and appropriate reaction to security incidents.
In consideration of this requirement, please describe how the proposed solution is PCI compliant.

The Payment Card Industry Data Security Standard {PCI-DSS) Is a set of information secrity requirements that any éntity
touching credit card-data must comply with, ag maridated by the major credit card brands. As an organization that is both a.
service provider and amerchant, DocuSign undergoes annual audits by a Qualified Security Assessor that validates our
compliance from both perspectives.

The foi_loWin’g informatien is centained in our Security Packet on PCI-DSS compliance:;

Attestation of Compliance (AOC) - Service Provider

A sepvice provider as defined by PCl is “a business entity that is not a payments brand, directly involved in the pracessing,
storage, or transmission of card holder data on behalf of another entity.” This decument attests to DocuSign's compliance with
the current version of the PCI-DSS as a service provider.

Attestation of Compliance {AOC) - Merchant

A'merchant as defined by PCl is “any entity that accepts payment cards bearing the logos of any of the five members of PCI
SSC (American Express, Discover, JCB, Mastercard, or Visa) as payment for goods and/or services.” This docuimenit attests to
DocuSign’s compliance with the current version of the PCI-DSS as.a merchant with an eCommerce payment channel.

DocuSign & Client PCl Responsibilities Matrix
This document is provided in order to assist our Customers in meeting of PCI-DSS Requirement 12.8. 5 “Maintaan’ |nf0r"mati0n
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d) FERPA (Family Educat;ona! nghts & Prrvacy Act)

The Family Educational Rights & Privacy Act (FERPA) states that student educalional records.are subject o 20 U.S.C. 1232g,
‘Family Rights and Privacy Act (FERPA). Therefore, the Vendor must ensure that the proposed solution fully complies with
FERPA arid every employee responsible for canying out the terms of this confract is aware of the confidentiality requ:remenrs
of federal law, In addition, every such employee must sign a confidentiality ackriowledgement that indicates that he or she
understands the legal requirements for confidentiality. The Vendor is responsible for the actions of ifs employee and must fake
all precautions necessary to ensure that no violations occur. Finally, access to personally identifiable student education
information shall be limited to those employees who must have access to it in order fo perform their responsibilities pursuant to
this contract.

In compliance with the law, please describe the following:

1, Describe the capabilities of tracking and reporting the application access.

All aspects of each fransaction are fully logged (including name, email address, [P address, dateftime, authentication, and
-actwnty) and captured in a detailed transaction histofy which is stored in perpetuity as hashed and encrypted data within the
DocuSign system. THis data is available on demand from the DocuSign system and may also be programmatically exported to
client systems in real-ime as transactions progress to a completed state. I addition, DacuSign also generates a Certificate of
Completion for every transaction in the form of a digitally signed PDF document which is designed to be a court admisible
document,

Audit trails, such as signatures.and documents, are always-stored in encrypted form using an x:509 certificate, A hash is also
taken before each change, and compared to previous SHA-2 hash values to ensure the document has not been modified.
After any change, a new-hash is taken and stored physically and logically separate from the document.

DocuSign tracks activities at both a User and Transaction (Envelope) level. This is relevant bothrto an auditing perspective-as
well as driving the workflows-around the document being signed. All the-audit activities listed below are available to the
Sending party through the user inferface or programmatic API.

From the standpoint of a Signing User, DocuSign audits the faliowing events:

\When a User was invited to sign, including whether the invitation was successfully delivered

When a User passed {or failed} various authentication steps that were required o access the documents
When a User agreed to a Consumer Disclosure consent.

Whena User first viewed the documents

When a User signed their documents

Anytime a User downloaded the documents

Anytime:a User viewed the documents

When a User declines to sign the documents

Anytime a User marks-up a document or provides data values

e © ® @ 9 & o o 2

Fram the standpoint of the Sender, DocuSign audits the following events:

When the sender initiated the Envelope

When the sender activated the Envelope for signature

Anytime the sender modifies the Envelope confents. or signature workflow
Anytime the sender downloads the documents

Aniytime the sender views the documents

When a sender voids the Envelope:{revoke the ability o eSign)

e B8 &6 & 8 &

From the standpoint of a Transaction: DocuSign audits the foltowing svents:

= When the Envelope was initiated
o When the Envelope was actwated for sugnature
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When the Envelope was viewed by all parties

‘When the Envelope was signed by all parties

When the Envelope was completed

When the Documents were deleted

When the physical location of the electronic Envelope was transferred to another electronic vault

e 2 5 & O

Additionally, audit logs include changes to Permission Sets. Changes capfured include:
e New permission set
o Edited permission set
e Deleted permission set

] 2 Describe the solution’s approach to handling non-public data at rest and non-public data in motion. !
Data in transit is encrypted using TLS 1.2 with 256-bit keys an HTTPS secured web pages and atrest using AES encryption
with 256-bit keys.

! 3. Describe the solution’s approach for encrypting data such that only the intended recipient can decrypt it. I
All envelope-and encrypted data is keyed fo the custerner account and sending account identity using unique identifiers.
Access to data is restricted to the owning account by the application and is logically isolated. All decuments and-other
sensitive customer data are-stored in an encrypted fashion in a-secure datacenter which is physically segregated from
DocuSign's corporate rietworks. DocuS|gn § key escrow ensures that no.internal DocuS|gn personnel or third parties can view
custonier documentation.

4. Describe the salution’s process for handling and notification of a breach of non-public-data. |
DocuSign maintains an ISO 27001, PCI-DSS, SSAE18, and FedRAMP examined and tested Incident Response Program and
Notification policies and processes. Al incidents are fo-be reported-via a standard internal form to ensure consistency of
information capture. The fuli policies are restricted and are not shared outside of our offices.

DocuSign’s InfoSec team retains the list of customers fequiring specific notification within specific fimeframes.. Upon detection
of any customer information within DoguSign's control that may have been improperly accessed.or acqmred by an
unauthorized party, DocuSign references the data accessed to determing the.type of exposure, the population of customers
impacted, and the nature of the acquiting individual or entity.

DocuSign maintains-a data breach notification program to promptly notify customers in thie event their information is lost or
experiences unauthorized access. DocuSign will promptly notify customers in the event that their protected data is reasonably
believed to be lost of stolen in an unencrypted format, or subject to unauthorized access by, or i used or disclosed as a result
of an authorized acquisition. DocuSign will provide notice in writing promptly after discovery of such a security incident, but in
no event later than the deadline set forth under applicable Law or the applicable businiess agreemenit; whichever is earfier.

To the extent this information is not known. when the initial written notice is first provided, DocuSign will promptly supplement
this written nofice, in writing when information becomes known {unless specifically directed otherwise by a law enforcement
organization). Please note: these notifications are not automatic.

| 5. For authorization, describe the solution’s handling of various roles assotiated with data accéss. |
DocuSign maintains formal-policies and procedures including our DacuSign Access Contral policy. DocuSign's employee
lagical access authorization chain required direct manager approval, application/ data source owner approval, and cases of
sensitive applications and data sources, security managemient approval. Access to critical applications.and data sources is

carahsoft . DocuSign,




SOLICITATION # 175-400335 i

removed at-employee termlnaﬂon and is rewewed at Ieast quarterly to verlfy that appropnate and current access Ievels are
maintained.

DacuSign enforces: the: tule of least privilege and has documented: segregatlon of duties. DocuS|gn enforces formal logical and
-accolint separation of the development, .quality assurance (QA), and production environriients.

From a customer point of view, DacuSign customers have an administrator of their own that controls who has specific levels of
access. They do user management, including adding-and closing users; as well as determining the permmsmns of those
users,

&) Security

The state potentially handles a ldrge amount of fton -public data. Proposed.solutions must adhere to North.Carolina Stalewide
IT Security. Policies and Standards (https./fit.nc.gov/statewide-information-security-policies), as they may relate fo personal
and/or confidential data. Therefore, please address the following:

The State also requires that all systems connected to the State network or process State data, mest an acceptable level of
security compliance: This includes those systems that operate oufside of the States’ direct control such as Gloud Services
defined:as Software as a Service (SaaS), Infrastructure as a Service {taaS) or Platform as a Service (PaaS). Attachment B
provides a high-level view of specific securily requirements that are requirements. fo meet compliance.. Vendors must fill out
the VENDOR ASSESSMENT GUIDE in Attachment B.

Note: There may be additional requireinents depending on the sensifivify of the data and otheér Federal and State mandates.
The following items. are-security and/or solution requirements; theréfore; describe how the solution will accommedate. the

following.
1. The solution must alert the iser to any changes to'a document after a digita/ signature has been applied.

DocuSign adheres to the 1SO 32000-1 technical specification for Portable Document Format (PDF} and EN 318 411 technical
specification for digital sigriatures. By following these technical specifications, most PDF readers (e.g. Adobe, Foxit, etc. )
automatically validate the digital signatures embedded in PDF documents downlcaded from DocuSign. If a document has
been tampered after being downioaded from DacuSign, the PDF reader displays a warning message to the user.

2 ~ The digital signature service component must require users to prove their identity before applying an electronic
signafure to a document,

DocuSign provides multiple authentication options.
* Emait Address: Requires access to a specific email address before access is. granted.
* Access Code Requires the signer to provide a sender-generated code shared out-of band, usually over the phone. The
signer must enter the code-to-open the document.
* SMS: A two-factor solution that requires the sigher to provide a randomly-generated one-time passcode sent via SMS fext
message to the signer's mobile phone 1o open the document.
* Faderated |dentity/Single Sign-On: Federated [dentity, Validates authentication by an external system integrated with
DocuSign via the industry-standard protocol SAML.
* Third-party: Validates the signer's Salesforce, Google; Yahoo!, or Microsoft account credentials, with additional options for
social network credentials from Facebook, Twitter and LinkedIn. _ B
* DocuSign Credentials: Validates a recipient's existing DocuSign account associated with a username and password.

* 1D Check; This third- -party service by LexisNexis validates a signer using a KBA (knowledge-based authentication} process..
The signer must correctly answer a list-of personall y identifying questions to open the document (OFAC Checking and Age-
Verification can be part of this).
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* Two-Factor Phione Authentication: This thlrd -party service: from Authentlfy by Early Warning valldates a signer's access to a
phone number and predetermined-access code for entry. The signer’s spoken name is also recorded as a biometric print.
*STAN PIN System: Validates the person’s Student Authentication Network as entered.

*Digital Ceriificate: DocuS|gn offers digital certificates as part of its Standards-Based Signatures platform. Using digital
certificates during signing provides higher tevels of identity authentication and document transaction security. Further
explanation of DocuSign's Standards Based Signatures can be found here:
htips:/iwww.docusign.com/sites/default/files/standards-based-digital-signatures.pdf

Signer Authentication Methods

ﬁz"nanf ALTRSS 394 Party e pérsen
.‘,\’f‘?’f:‘?f‘f’,_“,i ‘‘‘‘‘‘‘ ¢ ‘f’."_"f ,,,,,,, : ,._.f".‘.’?.b,f[.’.._\f ,,,,, S,‘.g,’.’ff‘ﬁ ,,,,,
oG
Goc‘gi.e D F?c?gﬂgk Yahoo D .MSF‘TID
| 3 The solution must provide digital certificates to establish non-reputation (i.e. cannot deny receipt-or signature}. J

Yes, with DocuSign’s digital signatures (X.509 standard certificate backed signatures). DocuSign has the breadth and depth of
digital signatures capabilities far beyond any other vendor, Other solutions have a high-friction solution for signers, and in
many cases their solution is-incapable of functional implementation. DocuSign has compléted thrée dcquisitions and spent two
years in product development to bring a unique digital signature solution to market called Standards-Based Signatures.
DocuSign’s Standards-Based Signatures can enable hundreds of digital signature use-cases that noother vendor’s solution
can stpport. Specifically, DocuSign’s Standards-Based Signatures offer the following unique differentiators.

i. Mobile digltal signatures — sign with a digital certificate from DocuSign's native mobile app. DocuSign is the only vendor that
enables signers to easily complete a digital signature fransaction with low friction from a mobile phone.

it. End-to-End cloud digital signatures — senders can select which type of certificate a signer must use to srgn from the cloud,
and a sigher can sign using that certificate all within the: cloud for a-low-friction, completely seamless experience.

iil. DocuSign doesn't require desktop software for digital signatures (unless specifically required by certain 3rd party certificate
authorities). DocuSign was the first solution that can complete-an end-to-end digital signature transaction in the cloud without
downloadlng a document to the desktop, installing desktop software, or installing special web plug-ins:

iv. DocuSign can issues digital certificates as a certificate authority

v. DocuSign has on-premises digital signature options with the industry's leading digital signature hardware, the DocuSign
Signature Appliance (DSA). The DSA’s most advanced on-premises digital signature and certificate management capabilities.
vi. DocuSign-also offers the DocuSign Hybrid Cloud to meet digital signature on-premises cloud digital signature requirements
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4, The solution must prowde dfglfaf hashes to estabhsh ﬁx.'ty (r e guarantees that dfg.-faf documents have not been
alfered since completion).

DocuSign adheres to the EN 319 411 technical-specification which describes the process to calculate the dacument hash
within-the digitat signature. Further, this technical specification detaits encrypting the hash with the private key from the X.509
certificate. In addition, this technical specification éxplains the process te embed the encrypted hash and X. 508 certificate into
the Document Security Store (DSS] within the PDF file. By following this technical specification, DocuSign-establishes fixity for

ihe document hash.
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C. RESPONSE TO TE@HN CAL §PE€ FICATIONS
1.  General Features

Provide the general features of tfie proposed solution. Pleasa include the following information:
a. Use this prompt fo articulate an understanding of the state’s heed as well as any valie-added sefvices relevant fo this
RFP,

DocuSign is an electronic signature and workflow management application hosted in a datacenter. Customers determine and
manage the documerits and workflow used in their instance of DocuSign: DocuSign enabies customers to directly upload
documents for signature over secure sessions where the customer documents.are systematicaliy encrypted. DocuSign
personnel do not have access o customer dociments/data.

System of Agreement (SofA) is category of cloud services designed to digitally manage document-based fransactions. SofA.
removes the friction inherent in transactions that involved people, documents, and data to create faster, easier, more
cenvenient, and secure processes,

Qur platform moves:beyond the electronic signature solution. With the electronic signature solution, you can easily sign and
send documents for electronic signature within minutes: DocuSign's solution moves beyond that feature and focuses on the
digital execution of business transactions. The-SofA solution focuses on combining ning major-elements:

1. Automiation/Workflow - Automates and contrals transaction processes. This includes workflow that can be configurad by a
business user. '
2. Assembly - Manages the creation, assembly and delivery of data and documents into and out of key appiications and
processes; ' '

3. E-Signatures - Enables parties to securely sign a document,

4. Agreement Collection and Management - Supporis collection of digital agreements.

5. Identity - Provides identify proofing for alt participants,

6. Application and Services Integration - Integrates key applications and cloud based docurment sources..

7. Secure Transaction - Provides & centralized secure transaction center.

8. Audit History - Full, tamper-proof audit trail of fransaction that meets evidentiary standards and is admissible in court
proceedings.

9. Enterprise Administration & Control - Enables enterprise provisioning, permissioning, management, and reportmg
DocuSign's Workflow Management is demgned to-support the complexity of global organizational pracesses. Senders can
simplify a sophisticated signing and reviewing process by using drag and drop routing that allows for complete- fiexibility.
Signers-and Reviewers are assigned different roles and levels of document visibility, which can also be amended while the
document is in flight by using DocuSign Correct. The Correct feature is unique and allows for control plus flexibility,

DocuSign is the global stendard for electronic signature and System of Agreement (SofA). Employees at all the Fortune 100
and many other large enterprises in nearly every country in the world have used DocuSign. Our intuitive product is protected
by unmatched security and supported by world-class customer service, a rich partner ecosystem, and an unbeatable track
record of system uptime. results. DocuSign also offers the strangest levels of legal enforceability in eSignature, inciuding non-:
repudiation audit trail, carrier-grade encryption, tamper-proof certificates, chain of custody, and muiti-factor authentication. [r
fact, it's more legally enforceable than paper and pen. DocuSign is- [SO 27001 certified as an information security
management system (ISMS}.
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b. Address the solution’s capacity to .'nc."ude ad hoc workﬂow routmg mfes based on umque busmess mfes def“ ned for
document(s) and signafiire requirements.

DocuSign provides the: -ability o route document{s) with simple.and complex workflows that can incorporate multiple sighers
and group signing in a combination of serial and parallel workflows. These workflows can be: ‘placed on a transaction
{document(s}) within a pre- -defined template or an ad hoc document send. A user of the system can manage the workflow
based on their fevel of access to change the templates for ongoing worktlow management. If using the ad hoe sendlng ofa
document, the sender can manage the workflow settings.

| C. Can the solulion deliver business process workflow for documents, from originator to signatories?

Yes. DocuSign supports serial, parallel.and mixed routing workflow(s) across DocuSign’s web application, Nits mobile
applications, and within mtegratlons such as DocuSign for Salesforce. DocuSign allows you to put powsrful workflow creation
tools in the hands of your business users.

e Route documents fo your recipients in any order (e.g.-serial, parallel, or mixed)
»  Assign recipient:specific tasks including signing, viewing or copy receipt
e Utilize predefined documents, data and workflow, and route to signers and other recipients

o Enable signer self-service and list-based sending with PowerForms-and Bulk Sending

Ld. Can the solution integrate with global address books or pull users into a centralized address book?

Yes. DocuSign includes a Contacts list to help make sending documents even easier. When you send a document, the
recipients.are automatically added to your Contacts list: You can use the Contacts fist to quickly add recipients to the'
documents you send.

Contacts sharing an email address

o The State can have contacts who share a single email address, such as a husband-and wife, or business partners sharing
a company email
o The State can add both contacts té a document and each recipient receives an email notification at the shared email
address
e The State can add, modify, and delete entries in your Contacts list through the My Preferences > Account.view
Please note: Your personal éontacts list is optimized for up o 500 contacts. While you can have more than 500 contacts saved,
for performance reasons, you can only scrolf through the first 500. To locate contacts beyond the first 500, you can use the
-Search function.

[e. Address whether the. solufion will permit external party signing, including two- factor or multi-factor authentication:
Provide examples.

DocuSign supports both serial and parallel workflow, and a combinatich of the two, with an unlimited number of recipients.
Both internal and external signers are supported, in any order. Senders can view a graphical representation of the workflow by
selecting the ‘Order Diagram’ link within each template and envelope.

fn addition to the Signer Authentication 'Méthods mentioned above, DocuSign offers several Sender Authentication Methods.
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Sérnder Authent:catwn Methods

Bacusign . Two Factor{SMs
Account : Federated /S50 ; & Phone)

DocuSign's authentication methods:
* Increase legal enforceability
»  Ensures the highest level of data privacy
- Meets authentication regulations and best practices {e.g. FFIEC and CSA recommendations)
o Supports access control requifements for security certifications, including 1SO 27001

| f Describe the capability to establish evidentiary requirements for sighed documents.

DocuS|gn Audit History is a full, tamper-proof audit trail of each transaction that meets evidentiary standards and is admissible
in court praceedings. This is exportable as a Certificate of Completion that confirms the validity of your transastions. DocuSign
warrants full compliance of our documents and audit trails with the federal ESIGN Act.

All aspects of each transaction are fully logged {including name, email address, IP address, date/time, authentication, and
activity} and captured in a detailed transaction history which is stored in perpetuity as hashed and encrypted data within the
DocuSign system. This data is available on demand frem the DocuSign system and may also be programmatically exported to
client systems in real-time as transactions progress tc a completed state. In addition, DocuSign also generates a Cerfificate of
Completion for every transaction in the form of a digitally-signed PDF document wtiich is designed to be a.court admissible
gocument.

Audit trails, such as signatures and documents, are always stored in-encrypied.form using an x.509 certificate. A hash Is also
taken before each change, and compared to-previous SHA-2 hash values fo ensufe thé docurrient has nof been modified.-
After any change, a new hash.is taken and stored physically and logically separate from the document.

DocuSign tracks activities at both a User and Transaction (Envelope) level. This is relevant both to an auditing perspective as
well as driving the workflows around the document being signed. All the audit activities listed below are available to the
Sending party through the user interface or programmatic API.

From the standpoint of a Signing User, DocuSign audits the following events:

When a User was invited t0 sign, including whether the invitation was successfully delivered

When a User passed (or failed) various authentication steps that were required to-access the dacuments
When a User agreed to a Consumer Disclosure consent

When a-User first viewed the documents

When a User signed their documents

Anytime a User downloaded the documents

Anytime a User viewed the documents

When a User declines to sign the documents

Anytime a User marks-up a document or provides data values

e o © & 9 © © ©°

From the standpoint of the Sender, DocuSign audits the foliowing events:
‘e When the sender initiated the Envelope
e When the sender activated the Envelope for signature
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Anylime the sender modlf ies the Envelope contents or ssg nature workﬂow
Anytime the sender downloads the documents

Anytime the sender views the documents

When a sender voids the Envelope (revoke the. ability to eSigri)

®© o o &

From the' standpoint of a Transaction: DocuSign audits thie following events:

When the Envélope was initiated

When the Envelope was activated for signature

When the Envelope was viswed by all parties

When the Envelope was signed by all parties

When the Envelope was completed

When the Documents were deleted

‘When the physical igcation of the electronic Envelope was transferred to another electronic vault

e 8 9 . 8 0 @

Additionally, audif logs include changes toPermission- Sets. Changes caplured include:
o New permission set |
o [Edited permission set
o Deleted permission set

g Describe the process of creating new forms and femplates.

DocuSign's templating capabilities allow the State to standardize and manage repeatable processes across your organization.
This is typically done-and managed by a business user — there is no coding or archaic naming conventions. it is accompllshed
via a simple, drag-and-drop user interface.

Termplates help streamline the sending process when you frequently send the same or similar documents. Templates alfow
you to create a standard decument, with set recipienit roles, signifig tags and information fields. Templates can also contain the
‘signing instructions for the document and any signature attachments.

‘When there are some differences in the information needed for a document, & sender can still usea template to provide some
recipientand tag snformaizon while st allowing the sender to make additions and changesto the document before sending.

o Utilize predefined documents. data and workflow, and route to signers and other recipients
¢ Automatically ap_ply tags and workflow based an previously sent documents with intelligent Template Recognition (ITR)
» Distribute and restrict template access o individual, pre-defined groups of company-wide
o Easy to set up—no coding required
s Enable signér self-service with PowerForms
With DocuSign templates, the State can:
s  Quickly:and easily send documents
o Ayoidinaccurate data_.. incorrect workflow or incomplete documents

s Automatically enforce even the most complex approval workflows

DocuSign templates offer significant, differentiating capabilities when.compared to other vendors “tempiates”. For
-example:
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Unlike other signature providers, DocuSign does not require the original document to be edlted o lnclude textual markers
which designate locations fer signature, dropdown, radio buttens, etc: DocuSign provides multiple methods to a pre-
determined location: _ | _ _
1. Drag/Drop, with SAVE as an electronic form...without medifying the underlying document
2. Use of naturaily occurring text. For example, “SignHere:” might already be within the docurnent (er “In Witness
thereof"), A DocuSign signature or field may be specified to automatically oceur in a position relative to the text (move
down xxx and to the right xxx, whenever you find-yyy) ' '
3. Use a textual marker overtly included within the document. Other vendors provide this, but DocuSign additionally
allows you ta specify what the textual clue should be: '
4. Aliow the signer o decide

f.. Address whether each person ini the workflow is given thie opportunity to review all documents, with confirmation
opportunity, before the transaction continues.

Yes, in a serial workflow, DocuSign gives all recipients the opportunity to-review the documentation before the transaction
proceeds.

i The State needs the-signing process fo be simple, and fequire very few steps for users. The Steps required {0 secure
signatures should not become more burdensome for any staff involved than current paper processes. Therefore, describe if
the solution configures. predefined workflow routing rules based on specific business rufes defined for document(s) and

| signature requirements.

DocuSign is intuitive and easy-to.use. A step by step process showing how to sign a document s included betow.

When someone sends you a DocuSign documerit for your electronic signature, you first receive an email from DocuSign sent
on behalf of the sender.

Step 1 Review the DocuSign email

Open the email and review the message from the serider. Click REVIEW DOCUMENT to begin the signing process.

Note: Your experlence as a signer may also vary dependzng on how the.document sender wants you fo sign. New signers
have a different experierice than returning signers and signers with a DocuSign account. To learn mofe, watch the Signing
video or read the how-to guide Signing Documents Electronically with DocuSign.

Step 2 Agree to sign electronically _

Review the consumer disclosure, and select the checkbox | agree to use Electronic Records and Signatures. Click CONTINUE
to begin the signing p'roce's's, _ '

Important! To-view and sign the documents, you must agree to conduct business electronically.

Note: To view additional options, click OTHER ACTIONS. For more information of other actions available, please review our
Signing Documentation.

Step 3 Start the signing process _ o
1. Click the START tag on the left to begin the signing process. You are taken fo the first tag requiring your action.
2. Click the SiGN fag. You are asked to Adopt Your Signature.

Step 4 Verify your name |
Verify that your name and initials.are correct. If not, change them as needed..

Step 5 Adopt a signature
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Do oné of the following:

» Accept the default s:gnature and initial style, and go to the next step.

« Click CHANGE STYLE, and select a different signature option.

» Click DRAW. Draw your signaturefinitials using a mouse, or your finger.or a stylus on a fouchscreen.

Step 6 Save your signature _ _ _
Click ADOPT AND SIGN to adopt and save your signature information and return to the document.

Step 7 Confirm signing

When you finish clicking all signaiure tags in the document, confirm 5|gnmg by clicking FINISH.

A message appears stating that you have completed your document. You can now downioad a PDF eopy or printa.copy of the
documenit. The sender receives an email with the signed document attached, and the signed-document appears in their
DocuSign account.

I Describe the solution’s capacity to store completed, digitally signed document(s), on the State’s own Document
Management System, Include whether the:

. Solution supports grouping and/or compartmentalization of originators (i.e. by department, function, division, section}
50 that documents may not be visible to disparate workgroups.

. Originators manitor the progress and status of fransactions they and/or their workgroups have initiafed.

Storage

‘Ml the State’s transactions are securely stored in the cloud with DocuSign. You can also access and store completed
documents to Box, Dropbox, OneDrive, Google Drive, Evernote, and Salesforce. All transactions are stored in our service
indefinitely unless a customer chooses to set a retention policy and are accessible from the account that initiated the
transaction. With DocuSign, there are no storage size limitations.

Compartmentalization

Yes — viewer permissions can be set by group. The User Group management option atlows administratars to create user
groups, assign users to the groups, and set the user permissions for the groups, You are not required to set Permission
Profiles for a group, but this makes it easier to manage user permissions for a-large number of users without having to change
permissions on a user-by-user basis. Groups can also be used with template sharing to limit user access to templates. There:
are two default groups in the system: Everyone and Administrators. Other groups with custorized permissians can easity be
added to suite your needs. '

Monitor Status S
DocuSign makes viewing the status of transactions-simple and intuitive. Throughout the signing process, DocuSign tracks and
displays the status of all parficipants. and documents in the pracess.

Every envelope that you create or receive through DocuSign, has a status. The status indicates the current state of the
transaction. This list defines all the possible statuses:
o Draft; For an ehvelope, you created and then saved without sending. Draft envelopes now show the creation-date when
viewing the envelope detfails.
s Sent: The emall nofification has been sent to at least orie recipient. The envelope remains:in this state until ali recipients
have viewed the document. (Shown in Reports and History only}

o Delivered: Al recipients have viewed the decument. (Shown in Reports and History only)
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» Waiting for Others; The envelope has at least one recipient who has yetto complete therr action. The remplent status.
in the Details view shows whether the outstanding recipients need to sign (_Needs to Sign) or view {Needs to View). From
the Manage page, you can see whose turn it is to sign by hovering over the status.

« Needs to Sign: You are a recipient and you need to sign.

« Needs to View: You are a certified delivery recipient and you are required to view the document:

o Correcting: The sender started o correct an in-pracess envelope and has not yet saved his changes. In this state, any
outstanding signers-are unable to view or sign. The sender must either save or cancel his-changes to mave the envelope
out of the Correcting status.

¢ Voided: The sender canceled the envelope before it was completed. Recipients can no longer view or sign the'document.
Voided documents-appear in your seénding account as voided. You can stil! view and print the document, though it has a
"YOID" watermark.

o Declined: A signer has declined to .s'i'gn.

o Completed: An énvelope i completed once all the recipients have completed their actions.

o Expired: Adocument that has exceeded its set expiration period without completing will expire. Recipients can no longer
view-or sign the expired document. Expired documents appear in your sending account as voided. You can still view and
print the document, though it has a "VOID" watermark.

o Delivery Failure: The-email nofification did not reach the recipient. Review the Details to see which recipient status is.
listed as 'Auto Responded.’ For this recipient, check the email address you entered and correct the document to fix any
errors. From the ‘Manage’ page, you can see which recipient delivery failed by hovering over the status warning.

| k. Describe if the solution facilitates digital signing of documents via a computer web browser with modern browsers.
Specify minimum software versions stpporfed.

DocuSign is an on-demand SaaS {Software as a Service) platform. Aside from an HTMLS web browser, which is standard on
miost mainstream browsers, for signing and a PDF reader fo optionaily view documents which may be exported from
DocuSign, there are no additional software requirements.

DocuSign supports the following brawsers: Latest stable release (except where noted) of Internet Explorer®-(11.0 or above);
Windows Edge; Mozilla® Firefox®, Safari™; Google Chrome®

In general, no browser plug-ins, extensions, or add-ons are required. For the latest requirements:
https://support.docusign.com/guidesindse-user-guide-system-requiremenis

However, if a State Agency has an X.509 ceriificate on a smart card on their PC, then they will need to have Java running on
their PCs and will install our Standards Based Signature (SBS).plug-in.

A Describe if the solution.facilitates digital signing of documents on 10S, Android, and Windows smar! phones. Specify
minimum software versions stipported.

DocuSign does support digital signatures on mabile devices. The SBS feature enables users to leverage DocuSign’s cloud-
based Express and Protect & Sign offerings to issue certificates on-the-fly and digitally-sign documents. Additionally, the SBS
enables custorriers to deploy DocuSign Sighing Appliances within their data centers-to store certificates and digitally sign
documents within the standard Signing experience on the SaaS platform. No additional software is reqwred for these-mobile

digital signature options.
@ﬁuﬁiga%
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m. Also inchude whether the solution facilitates digital signingof documents on 10S, Android, and Windows mobile tablet

devices. Specify minimum software versions supported.

DocuSign does support digital signatures on mobile devices. The SBS feature enables users to leverage DocuSign’s ¢loud-
based Express-and Protect & Sign offerings to issue certificates on-the-fly and digitally sign documents. Additionally, the SBS
enables customers io deploy DocuSign Signing Appliances within their data centers-to store certificates and digitally sign

docurnents within the standard Signing experience on the Saa$S platform. No additional software is required for these mobile

dlg_ltal sighature options.

n. Address if the solution can create and manage multiple levels of system access.

DocuSign allows for a deployment that consists of a Parent-Account/Child Account hierarchy to separate key organization
users for privacy reasens. Furthermore, DocuSign delivers industry-unique capabilities to manage enterprise deployments at

an organization leve! with full control over visibility and permissions of users atboth an organizational and sub-account level,

Users can be assigned to multiple accounts, but State administrators have a global view and control over what permissions,
groups, and documents those users have access. DocuSign is the only product in the market that offers this type of
organizational administration. Our most recent organizational administration offers:

‘Streamline and simplify the process of managing users and permissions across your erganization,
View all your accountsfrom a centralized location

Keep your organization's information secure-with domain-leve! user administration.

Self-service setup and manage your Organization for identity management

|dentify which corperate users have.external accounts.

Define the default account for your domain users to route envelope. fraffic where you need it to go.
Administer just-in-time provisioning configurations

Manage your Organization's administrative feam

Organization administrators can automatically activate user memberships — removing the requirement for users to activate their
accounts via email, This is applicable for domain users on accounts linked o the State. This is especially important for embedded
workflow scenarios or when the signer must have an active account membership.

Additionally, we have included a white paper with. best practices- building policies and Standard Operating Procedures for a
comprehensive System of Agreement framework. Please see OTHER SUPPORTING MATERIAL INCLUDING TECHNICAL
SYSTEM DOCUMENTATION for more information.

0. ‘Describie if the solution will provide a copy of record for the electronic document, sufficient to prove, in private

lifigation, civif enforcement proceedings, and criminal proceedings, that: (1 } the electronic document was.not altered without

detection during transmission or at any time affer recejpt; (2) any alterations to the electronic-document duting transmission-or
after receipt-are fully documented.

Yés - through DocuSign's mulfi-faceted verification of signing events, custoniers can rely on the'authenticity of signers.
DocuSign provides unique features for non-repudiation, including digital audit trail and chain of custody. DocuS|gn provides.a
digital audit trail for the custorer o track signing and lifetime access events. A formal Certificate of Completion is created
upon signature of afl document parties.

Documents exported frem DocuSign are digitally signed for tamper evidence. The tamper seal is an.X.509 PKI standards-
based "Digital Signature” that is applied ta the document at the time:it is downloaded from DocuS:gn ‘The mechanism would:
indicate if the document has been changed since bemg downloaded. DocuSign provides a digital audit trail for the customer to
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track signing.and lifetime access events ThIS Certificate of Cempletion is also tamper sealed upon download This is so the
Certificate of- Completlon cannot be-modified after download, just like the document.

l o Clarify that the solution disallows any form of unauthorized copying or pasting signatures:

DocuSign does not permit copymg and pasting of signatures to a document. If & user tries to copy or paste a signature fo a
‘document downloaded from DocuSign; the additional image changes the document hash. When opening an altered PDF
document, the PDF reader {e.g. Adobe, Foxit, stc.) displays awarning message because the new document hash doesn’t
fnatch the document hash embedded as part of the digital signature.

q. Describe if the-solution will determine if any modifications were made after the signature for the relevant sections were
attached and disallow modifications or invalidate corresponding section that was modified,

Documents completed using the DocuSign Signature service come embedded with the digitized signature, a unigue Envelope
ID, and & certificate of completion that describes refevant transaction data (date signed, IP address of signer, method of
signing, timestamps, method of authentication, etc: ) related to the dacument {transaction). DocuSign embeds other feta data
into the-downloaded version which enabies tamper-free validation. Further, DocuSign maintains a certificate of completion and
makes available to the sender and all nominated recipients a copy of the.completed document signed using the DocuSign
Stgnature service.

In both cases it is up to the viewer of the document to validate that the tamper seal is still intact.

8 Explain if the solution. will contain the copy of record, which will include

. Alf electronic signatures-contained in-or Io;;fca'ﬂy associated with that document.

. The date and time of receipt, '

: Any other information used to record the meaning of the document or the circumstances of its receipt;

s Other, such as authorized system ID of signaturé ownar, authotized computer ID, smart device ID such as MAC
atldress, locafion data, .efc. _ o

. Detection of unauthorized data modification and place obvious marker on the document - electronic version and
paper version.

: A function to alert users of needed actions.

All aspects of each transaction are fully legged (including name, email address; IP address, dateftime, authentication, and
activity} and captured in a detaited transaction history which is stored in perpetuity as hashed and encrypted data within the
DocuSign system. This data is avaifable on demand from the DocuSign system and may also be programmatically exported fo-
client systems in real-tims as transactioris progress to-a compléted state, In addition, DocuSign alse generates a Certificate of
Completion for every transaction in the form of a digitally signed PDF document which is designed 1o be a court admissible
document,

Dacuments exported frem DocuSign .are digitally S|gned for tamper evidence. The tamper seal is an X.509 PK] standards
based "Digital Signature” that is applied to'the document at the time it is downloaded from DocuSign. The mechanism would
indicate if the document has been changed since being downloaded. DacuSign provides a digital audit trail for the customer i
track signing and lifetime access events. This Cefif cate of Completion is also tamper sealed upon download. This is 50 the
Certificate of Completion cannot be modified after download just like the document.

2. Product Strategy Roadmap

f The stale needs a:fully-developed plan Provide a 12-month Vendor product strategy-as it relates to the solution proposed.

Inaddition fo the customized 12-month Program that we developed specifically for the State of NG which foilows these
sections, we have multiple iraining offerings available,
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Training Services

T

' All Rapid Adoption Program participants will go through DocuSign’s: standard
Rapid Adoption | customer onboarding process and materials and will have access to DocuSign.
Prograim University's self-paced learning paihs on product functionafity via'the DocuSign
-{Onboarding) Learning Portal in thé first 90 days. Additicnal training is offered by DocuSign’s
L |earning and Enablement team.,
All FastStart impiementations include one DocuSign Administrator Train-the-Trainer
session (up to 2 hours) covering the new deployment and account administration
for-a maximum of five users (if necessary). Includes DocuSign’s. standard Train-the-
Trainer materlals_ consisting of a presentation basad on the Configuration Workbook
that's delivered during the project closeout process which can be used by the
customer to conduct end user training.
The DocuSign API FastStart will also include an additional.one-hour overview
| training on DocuSign APls that's focused on the customer’s particular integration
solution.
For larger custom engagements and deployments, learning and-enablement
services are often bundled into statements of work or sold separately post-
impletenitation fo-support a customer's. deployment or {eaming strategy.
_ Below is a high-level overview.of DoctiSign's Learning and Enablement capabilities:.
Custom »  Self-paced Leamning
E_h_gage'me"n__t's; *  Virtual Instructor-led Workshops
o + - Custom End User Training

«  Admin Courses

" Custom Videos

+  Enterprise Enablement. Packages
The DocuSign University Learning Portal provides DocuSign users with access to
an extensive catalog of self-paced and instructor-led courses tohelp build
| knowledge and expand expertise. To support an organization's learnirig needs,
)1 courses are available for a wide range of DocuSign roles and in muliiple fanguages

1 to learn DocuSign anywhere, anytime. See Learning & Enablement section for a

| complete portfalio of services.

:::;FastStart

Training Approach
Below is a visual illustration of DacuSign's approach to how we develop a and deliver an Enterprise Enablement Program.

T "‘<‘:‘ LT it
oM = A e t;'l,ﬁ
‘E:?;‘:;? L e »nj - g:_;
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Support & Self- Ser\nce Resources

Resolve issues faster fo accelerafe your business

DocuSign Customer Support gives you the ability to choose the right fevel of ongoing assistance you need to get the vaiue you
expect from our platform. Our industry-leading global support model is there ta back you up, no matter where you'are or how
you want to engage ~ ~whether it's on the web; via online case management, live chat, ‘phone or our team of de_dlcated
technical suppart professionals on-hand 24x_?, who know your solution inside and ot.

Customer Support Operating Hours & Languages

General Customer Support

There are manyways {phone, chiat, email or web commun;tzes and knowledge base) for customers and employees'who are
wishing to escalate customer issues to contact Customer: Support depending on what service-leve! package the customer has
purchased or the urgency of an issue,

Operating Hours

- Online Case . ‘Online Case . Online Case. . Online Case.

' Chat- . Chat | Chat  Chat
. Phone - Phone - Phone - Phone
* Click-to-Call . Click-to-Call - Click-to-Call :
_ 5 Emall ;; Email
2417 ' Sun: f Sun Suf:

7 days a'week 2:30-11PMPT  2:30—-11PMPT 2:30- 11 PM PT
 Mon - Thurs: 247 Mon - Thurs: 24/7 Mon - Thurs: 24/7

R L Y i R
12AM-BPMPT | 12AM-8PMPT  12AM~8PMPT

DocuSign Support Center
The DocuSign Support Center, https://support.docusign.comy, is a free resource which provides a comprehensive fibrary

of reference documents and videos which take you step-by-step through the process. DocuSign's Support Center aiso
includes a Case Management dashboard for logged in users.

Other Self-Service Support Resources
You'll alse benefit from on-demand access.to.an extensive digital library of self-service resources including an active support

community, an extensive knowledge base, produst video tutorials and current release notes. At the end of the day. we strive to
maintain a high standard of service and expert advice which resulis in a growing community of satisfied cuistomers.

e DocuSign Support Community, https://support.docusign.com/forum, — an online forum where you can access help,
ask questions, and collaborate with other DocuSigners. Community Moderators review posts t6 make sure they are
helpful and appropriate.

& Knowledge Market, hitps://support.docusign.com/en/knowledgemarkef — provites fools and tips on how to drive
adoption of DocuSign. Some: of the available resources.are white papers; value studies, videos, and tools.
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e DocuSign Umvers:ty Learmng Portal, https: f/support docus:gn com/'en/docusrgnumvemty - a self -service
learning tool utilized by customers throughout their DocuSign journey - begirning with your onboarding experience all
the way to becoming a DocuSign expert. Usérs can browse self-paced learning paths and curated courses by role and
type, as well as have access to DocuSign's entire training catalog.

State of North Carolina’s 12-month Plan

Atraining and activity plan has been developed speciﬁcally for the State: This plan will help agencies, who are new to
DocuStgn learn about the service and become trained in best practices. This will reduce DIT’s effort in bringing .on new
agencies to the service and will also allow agencies to be self-sufficient and adopt DocuSign for maximum effectiveness.

Basad on our exparience with thousanids of implementations, we found that there are three main types of users.
s Administrators _
o Senders'& Template Builders
e Signers

The flexible training plan is organized by these three types of users and is a combination of self-paced courses (on-demand
training) and live, Instructor-led workshops. These training courses are included in our proposal and are no charge to DIT or
the participating agencies, thus adding additional value to the State.
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Create a personalized, flexible plan for your learning.
Search the Training Catalog on'the DocuSign University Learning Portal to choose
courses and workshops with topies that matter for you.

Training Cattog

How Long?

Self-Paced Courses: 10-60 it
. Workshops: 90-min,

Search by Title

i *’3”’?“’""”‘”“ b ‘*““*' - Filter by Course Type
Catpgories Choose your tanguage
o o Explore hy Role

* EF Languages.

+ e Englivh
ADMINISTRATORS
Setting Started Advanced Concepts
t}o:figiirmg Y;\ur [ocu sign' Agmount wattings Umj@,ata"m ng Adiin dhtageations
HEEH FXEEER E

SENDERS & TEMPLATE BUILDERS

Getting Started Advanced Cornicepts
uertipg tarted w:th &ndszwg Ervelopes

Dgivinr o §

'-’\v'?a_neg_,.

: invelogs Manspeimnt

‘_‘J
rl'\
2.
=
el
=
m
e
-]
in
i
[
[1:]
=
5.
i)
=

m_!:’ ing Stafted with Templates

Seruding an Covaiops with 3 Termplste

islng Additional Reciplent Actiond When Serding
Lizing Dewnrnang Flalds

Using Reporang as-a Senar

Getting Started Advanced Concepts
Setting: “b?fff—fg with Stgning Ervelones Using Advanced Fastures When Signing
3 : B 5 Ervalopes
Man;}f’a. Io4 Fmﬁ‘ix RS DLW ign Signer Revogrivirg Suthenteation Mathods for Signers

KEY Self-paced Live, Instructor-led warkshop

Questions? DocuSignUniversity@ DocuSign.com
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ADMINISTRATORS

DocuSge. UNIVERSITY

MONTH 1

Your Bogdsten

Canfiglrivig

Sensunt S

MONTH 2

i

MONTH 3

Managing Usars £ Your 1

BLLOUR

Understanding Wiy & Bowro

Frigilish Usar Grounz

MONTH 4

Capfiguring Recinleat Snfeg

-

g

LonHgdring R

Bgikihgs

MONTH 5.

Sraring Frvaiopes Betwean Users

MONTH 6

indersterding Redpiend
i sk Ascoyit

Jrity haktivgs

NIONTH 7

MONTH 8

‘Uribersiancding fetmin integg alion

MONTH 9

Sanding to Buld Regipients

MONTH 10

Lsing Powmrforas goa Semler

KEY

= Self-paced

MONTH 11

MONTH 12

Tavmazign Thzgits
FrojectMianaes

i Tramsfortmat
Eundamentiis

g

Live, Instructor-fed workshap
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SENDERS & TEMPLATE BUILDERS

MONTH 1

Satting Marted withSerding
Erwelopes

MONTH 2

Using Additions! Recipiant Actions
Witen Seriding

Lisirtg Document Flelds

Liding Reporting e g Sender
Lining Buporting vy g Sender

MONTH 3

fanaging Envelages an o Sendo:

Favpkite

MONTH 4

celobm Bmaing
Hatn Baving

T

Cetting Sarted with
Tompiatas

sending an Envelops with z
Teemplate

Urnderstanding Ragipiant
Adfientication and Auodunt
Serurity Seitings

MONTH 6

Shaing Erveloges Betwern Yuers.

MONTH 7

N
PR

{hsing Advancad Fieids ard Aoy
Wi Sending

MONTH 9

MONTH 10

rany dpwe

dalng PowsiFaroms as8
Seriar

= Self-paced

MONTH 11
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| Daeuﬂg,‘“ a1, UNIVERSITY
SIGNERS '

MONTH 1 MONTH 2 MONTH 3

Azoegnidng Authanddzathon

Methoils for Signees

Uslog ddvartced Feailyes When
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Gatilng Srered with Signing Sigrdng truehmoes

MONTH 4 MONTH 5 MONTH 6

MONTH 7 MONTH 8 MONTH 9

MIONTH 10 MONTH 11 MONTH 12
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DocuSign Account Team Activities

MONTH 1. MONTH 2 MONTH 3
Lunch and Learn Online Webinar on QBR with NC DIT
Hosted in Raleigh | "The Artofthe | S
Possible Solution Day
MONTH 4 MONTH 5 MONTH 6
Online
Webinar on QBR with NC DIT
"The Art of the
Possible
MONTH 7 VIONTH 8 MONTH.O
Lunchand Online QBR with NC DIT
Learn Hosted 'Wﬂbinargn
in Raleigh "The Art of the Solution Day
Possible
MONTH 10 MONTH 11 MONTH 12
Qnline
Webinar on QBR with NC DIT
“The Art of the
Possible”
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3. D:saster Recovery and Hostmg Faculr&les

The state needs to understand the hosting facififies, capabilities and disaster recovery capabilities of the proposed solution,
and requires an application disaster recovery plan as.well. In addition to.these needs, please address the following:
a. Explain how the vendor will work with the state to-develop this plan and integrate it with agency operation.

Business Continuity Planning and Enterprise Disaster Recovery:
DocuSign performs Business Continuity testing on an annual basis that DocuSign determines is appropriate-for their
environment. This festing involves the following:

Failover of selected DocuSign systems.
Information Security Tabletop exercises-
Companywide communication testing
Pandemic Testing
DERT:
o Emergency response team exercises completed throughout the year
First Aid/CPR,
Physical safety and security
Emergency response team drills fire drills,
Companywide personal safety and awareness traimng

Q-O'@'ﬂo

a8 0 @

With DocuSign's carrier-grade architecture, secure replication is performed in near real-time to our geo-diverse active
systems. DocuSign designs all-deployments to be fully redundant and fault-tolerant. There-are no single points. of failure in our
load balanced, redundant configuration. Our environment uses load balancers to spread load throughout miltiple servers. if a
server fails or experiences an issue it should be fransparent to users using our system. In addition to SQL clustering and
server load-balancing we also have redundant networking-gear that replicates customer documents up'to 9 times across the
systems: that can recover in the event of a faiture of any. All data is replicated &t the OLTP level and all historical and
document data is synchronized using a proprietary docurrient replication service. The system is constructed to offer a worst
case 5-minute recover point abjective in the event of a single site catastrophic failure.

Since data is replicated to geographically dispersed data ceniers traditional backups are unnecessary, white DocuSign does
make 8 perpetua[ backups of blob data, along with weekly full and daily differential backups of the database as well as
-maintaining 5 active nodes. In the event of a-disaster or total site faflure:in any of the active systems; all user-activity is served
by the remaining. DocuSign’s failover capability is tested monthly during monthly site maintenance.

DocuSign's datacenters are commercial-grade, PCI DSS compliant, and SSAE 16 examined and tested. DocuSign 's carrier-
grade Architecture features three S|mu|tane0usly active & redundant systems that atlow the overall system to survive full site
outages so it's “always on”..Customer data is stored up to nine fimes across the three geographically disparate locations. RTQ
= 15 mins RPO =5 min

b. The data that is stored in this application’s database may be confidential and if so, must follow HIFAA, FERPA, Pli
and PCI compliance. Explain how the vendor will protect this data in the case of an event that requires execution of the
| disaster recovery plan.

Please see our response above which explains how data is replicated to geographicatly dispersed datacenters; thus traditional
backups aren't necessary. Our data protection remains the same..

¢. Describe the hosting facilities. Use diagrams where.appropriate. Consider the following aspects:
' Who is the hosting provider? Where is the primary sife? Where s the disaster recovery site?

DocuSign Federal is hosted in four (4) co-location datacenter facilities within the continental United States specifically chosen
due to their adherence to mdustry-standard physical security. and avallablllty protecﬂons These datacenter facilities are
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located in Chicago, Hiiinois; Seattle, Washington; and Richardson; Texas. The facilities ars managed by Cyxtera (Chlcago and
Seattle), SunGard (Rlchardson) and Equinix {Chicago) and. meet common industry security control requirements, including
SSAE16 and FISMA conitrols. DocuSign Federal is housed within heavily access-restricted datacenter cages within each
facility, with multiple layers of physical access contral, authentication, and authorization before personnel or information
system components are-permitted access. Further, DocuSign Federal has dedicated multi-tenant security appliances and
network area storage units to segregate Federal Agency data from other DocuSign customers. In addition to the datacenter
facilities, certain ancillary DocuSign Federal components are Hosted within AWS, Azure, and Akamai. These components are
logically integrated with the network. boundary present in the datacenter facilities.

. Explain if the hosting facilities are SAS 70 It compliant ancfor compliant with SSAE 16 reporting standards, please
provide copies of the most fecent audii(s).
Yes, please see the DocuSign Security Trust and Assurance Packet.

K What is the data center’s classification (Tier 1, Tier 2 efc.)? I
Tier 3
What policies are in place fo thwart insider hreaches? [

DocuSign uses a McAfee ELM to capture logs from DocuSign Federal production components. The McAfee SIEM produces:
alerts based off of the:(ogs from the ELM. Houston, an in-house DocuSign tool, forwards those alerts to the Redmine ISCM to
autornatically generate cases-to be analyzed by the CSIRT team, to ensure the system components are functioning in-an
optimal, resilient, and secure state.

CSIRT monitors the automatically generated ISCM cases for unauthorized access to and use of DocuSign Federal in
-accordance with AU-2,

CSIRT uses-a SIEM splution to capture and correlate all application logs from system components and tools within DocuSign
Federal. All Windows and CenlOS sefvers.send system event logs fo the SIEM. Additicnally, FIM (OSSEC), ClamAV, SCEP,
and SNORT IDS forward system event logs fo the SIEM.

DocuSign has also built an in-house performance monitoring solution, KazMon, which deploys local custom agents to monitor-
perfarmance and events related to the system components and web.applications within DocuSign Federal. These logs are:
not forwarded to the SIEM, but are centrally managed via the in-house built KazMon sclution. Additionally, KazMon monitors
for-any changes against the baseline OS configurations.

The SIEM uses the ELM to manage logs in a read-only mode and retain logs for one {1 }year. DocuSign limits access fo the
SIEM, ELM, and audit infrastructure to authorized CSIRT and Information Security members; in accordance to AC and IA
control families, fo protect the information obtained during moniforing.

CSIRT heightens monitoring activities as necessary due to vulnerabilities or suspicious activities are uncovered within
DocuSign Federal. In addition, CSIRT heightens moriitoring activities when there are alerts from external sources which
includes Technical Security Alerts and. Security Bulietinis from US-CERT as welt advisories from FedRAMP. CSIRT can
create dashboards or other visualizations in the SIEM‘to track specific events, specific platforms, or combinations thergof,
DocuSign obtains legal opinions with regard to monitoring as necessary. In accordance with AC-8, DocuSign hotifies alf
users accessing DocuSign Federal about monitoring. Further, DocuSign and obtains users’ consent of such monitoring as-a
tequirement in order to access the: system:
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For-events that meet the pattern of a known attack methodology, CSIRT track and document valldated securlty |nt;|dents as
new-cases wl_thtn ISCM. CSIRT foliows the Iricident-Response Playbook to resclve the.incident and notifies the applicable

DocuSign Federal stakeholders as needed.

IE What is the process for background checks? Whio-are they performed by, for which empfoye_es_,-_-are the checks

performed at employment, yeatly, efc.

DocuSign conducts criminal background check investigations. Criminal background reports are a factor in determining

whether an offer of employment will be extended, and criminal background verification is essential prior to any offer being

provided to an individual.

Background Checks

Criminal Background Checks

DocuSign-conducts criminal background check investigations. Criminal background reports are a factor in-determining
whether an offer of employiient will be extended, and criminal background verification is essential prior to-any offer being
provided o an individual.

Employment Verification

DocuSign conducts. prior employment verification of all personnel as part of the hiring process. This process also includes

professional reference checks of previous managers and colleagues. Employment verification is a factor in determining
whether an offer of employment will be extended or withdrawn.

Additional Checks
Additional content far all prospective DecuSign-employées:
a. Social Security Number verification

b. Mulfi- State Criminal Database search:
i. Using the candidate's hame and-date of birth, Sterling Talent Solutions searches case, sentencing, disposition, and other
criminal-related records for all available jurisdictions in the United States.

c. Nationwide Sex Offender Registry:

i. Sterfing Talent Solutions searches for the candidate in the sex offender registr'ies of all 50 states, the District of Columbia,

and Puerto Rico.

d, County Criminal Record Verification {10-Year Address History):

i. The 10-Year County History Search is a live search of real-time. county- criminal records based on the applicant’s address
history, An SSN trace is conducted to verify the individual’s identity, to identify any aliases that should be searched, and to
produce an address histary for the individual. Sterling Talent Solutions dispatches online research teams to search for real-
time information in all jurisdictions where the individual hias lived for the past 10 years.

. Will alf customer data be housed within the coritinental United States? ]

Yes, Customers may select the country for the datacenter space, either U.S. , EU, Canada, or Austraiia. i the US.is selected,

'then yes; the data will stored in the U. S. U.S. DocuSign has ten data centers in geographically distinct locations in United
States, European Union, Canada, and Australia. DocuSign currently has three (3) interconnected data centers in the United

States, three (3) interconnected data centers in the European Union, two {2) interconnected data centers in Canada; and two
(2) interconnected data centers in Australia. DocuSign is a-leader in providing your choice of data center storage.

. Are there any circumstances when the solution would-store customer data.and intelleciual property outside of the
United States or with & non-UUSA owned institute?

Please see our previols response.
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4. Data Management

a. Describe how data is archived and/or purged.

DocuSign provides options for the storage and purging of data. Data and/or document(s) can be storewd in DocuSign without

limitation of space. Organizations may decide to use the cloud st_t_)rage for all of their data or certain parts. The
data/document(s) will stay securely in DocuSign.under your specific retention policies.-All data/documents’ are-securely

housed under your specific security access. rules. These allow you to determine who can/cannot see it in the system.

If desired, you are able to enforce-auto-purge rules to delete the data/document(s) from the system. This will provide the ability
to enforce data retention policies. After the desired timeframe, all respective data/document(s) will be placed info a two week
hold before the full purge. This altows for the ability to reverse a purge if necessary (or if dane in error). As a part of the
transactions in DocuSign and certificate-of completion is created to include the necessary audit history and non-repudiation

details, This documentation is not purged from the system as this is important for you to-always be able fo gain access to the

most important legally-binding details if ever needed.

b. The State must receive an attestation letter explaining how the Vendor destroyed the data when the State separates
from the Vendor. Please. acknowledge that the solution will supply stuch commimnication.

DocuSign customers determine their account’s reterition policies. Once a documentfenvelope is deleted, it is also deleted on a

near real-time basis from the three active sites. If a customer ceases services, they have 90 days ta retrieve their documents.
In addition, customers are free to purge those documents at any time-and-can use the APl to verify that it has been completed.

All aspects of each transaction are fully logged (including name, email address, IP address, date/time, authentication, and
activity) and captured in a detailed transaction history which is siored in perpstuity as hashed and encrypted data within the
DecuSign system. This data is available on demand-from-the DocuSign system and may also be programmatically exported
to client systems in real-time as transactions progress fo completed state. |n addition, Docu81gn also generates a Certificate
of Completion for svery transaction in the form of a- dlgltally signed PDF document whlch is designed to be a court admissible
document.

C. Describe how the state will get its data back in a form that can be-used. What costs will be involved if any?

As the data/documentation is important fo be able fo retrieve from the system, DocuSign provides multiple.opticns for its

retrieval, whether manual or automated. These include:
1. Manual Download; Upon the complétion of a fransaction {or at ariy fime during the: routing), a User with access to the transaction

can manually download the document(s), audit history, Ceriificate of Completion, and Field Data (in CSV format). This is-a typical
process when integrations are being designed/built, DocuSign also informs each and every person ih the routing order of the
tr_ansacti'on-comple't'i'on and can provide-ihem with the abllity to download the documient(s) as well as the Certificate-of
Completion.

2. Connect Push: As a part of thé subscription-to DocuSign, you are provided with Connect. This is an automated push that can be
set up to send dataidocument{s) to a posted URL for parsing by a listenar. This allows for the push of the informatian to a central
location that can he taken and sent to any and all internal systems for storage and/or friggering of additional workftow
stepsfprocesses.

3. API Callllntegration; Open WebServices APIs in REST and SOAP are provided for the connection of internal systems to
DocuSign. You can set-up conriections to initiate fransactions as well as to retrieve the completed datafdocument(s), etc, Many
organizations utilize these API capabiiities to pull ihe‘:data!dccument_(s).into internal systems to create objects, update records,
angdfor store the datafdocument(s) elecironically for future retrievel.
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4. Retrisve: Thisis a separate appl:catmn that is used for specn" C scenarios that ate typicaliy based on certaln searchmg or
eDiscovery needs: This is a windows-based application that can search for specific characteristics within the transactions. This
‘application does have an additional cost.

d. How is the data destroyed at the.end of a term contract?

. Address how workflows, meta-data and configiirations will be transferred fo the state.

~ Thé State of North Carolina owns its own data and documents. DocuSign does ot have aceess to the data. Data and
documents can be provided {o the state via bulk export.

5. Audit

The state retains the right-to audit the physical environment: (could apply to production, secondary site, efc.) where the vendor
application/service is hosted pér the- vendor proposal. Therefore, describe what processes the solution has in place to allow
this audit?
a. Desctibe if the solution will provide a retrievable audit tral
‘Every transaction that is processed via DocuSign will automatically create a full audit history as well as-a Certificate of
Completion that coritains all.of the noni-repudiation details. Obtaining this information can be done via:
1. Manual Download:
a. Audit frail {in DocuSign} can be refrieved from the transaction itself. This inciudes all steps completed in the
process along.with transaction 1D details, and {if applicable) the geo location of the activities.
b. Certificate of Completion can also be retrieved directly from the transaction in DocuSign console/mobile app.
This document is presented in:a tamper-évident PDF.
2. Email communication:
a. Certificate of completion can be attached to the completion emails. sent from the system upon completion of a
transaction.
3. Automated Pull/Push
a. APlintegration can be uséd to pull any data, document(s), transaction details, and audit history from the
.system fo place in other desired system(s). _
b. DocuSign “Connect” can be used te push any and all d:atafdocument(':s} tca posted URL to:be pulied and
parsed by an internal listener,

\ b. -Supply the chain of custody for obtaining the. record of copy. J
DocuSign Users can obtain the appropriate document(s)/record(s) from the system based on their respective. visibility
restrictions. Therg:are also options around sharing of transactions within the system as well as tiered-level visibiiity fo provide
the visibility across Users.

Anyone who is in a routing order for a transaction-can be provided with the documentation {and Cettificate of Completion) via
emiail notification.

G. Address if the solution can export capabilities for the audit trail data. List possible export formats. |
Audit Trail data/documents can be pushed/pulled from the system via“Connect” or API integration. This is typically presented
in XML format.
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| d. Describe if audit event details are available to customer in a reusable format (i, CSV; Excel, PDF). |
Audit Trail data can be refrieved in PDF from the record. Is an integration is used, data can be pulled in XML format for further
use,

| 8. Describe-how the Audil trail is stored and secured against tampering. I
“Within DocuSign, the audit history is housed within each transaction respectively. This information cannot be tampered with in
the system.

Upon receiving the data within the: Certificate of Completion, it is presented as a tamper-evident sealed PDF. This document is
-always sealed with an X509-backed digital certificate to ensure the validity of the document.

f, The solution must track every event in the signature process. Therefore, describe to what degree such details and
events are being stored.

Every step in the routing order is racked from viewing steps to signature actions. Below is an example of the detailed tracking
that is done within the fransaction: '

%nvel_ope History

6/26/2018 -J.;"’.“‘_Y_T‘*-::_ Engieh o

102:4347 -"{Up;;? IEMATIENGNSS - pegistersd - Thie ertvelope was creatéd By Jaremy Todd Goopersmith Created
pm ' [web:{07,77.201.238) '

g/esr018 John Smith {Enghish o

f 0p:45:22 us)) Openad’ John Emith-apened the envelope [documents {Amusements Sent

. : istrati 3t Fillabsie: F O.pdd
- webi107.77.204,233} Repistration Applicdtion (Fillable Form)_0.pdf)

6/28/2018 John Siith (Engish John Smith viewed the énvélope in'a sesslon tiosted by

; ’ | Viewed n- -
jozda:26 . (Us) ) ;?:;?:ﬂ n ) _._Jgra[r@y Coopersmith.Demo < Man [docuents! . SBent
Pm fwebrio7.77.201.233) T {Amiusements Registfation Appiication {Fillable Formi, 0.pdf}
Br28/2018 John Smith {English Payment
{02:47:04 {usy Au:rh.nrize " John Smith authérized payment by Cradit Card Sanf.
pm {weh:107.77.201.233) T
sots ST ST s _
Li’a:ﬂ:_c? Fweb07.77:201,238) Sighed - aJohn Smith digngd the envelope Sent
f g. Explain how consent from users to use the service is tracked as an auditable action. |

Itis up to the organization how they want to enforce the agreement to sign electronically. You can make that a requirement
upon every time someone interacts with a DocuSign process step or have it so that they only have to acoept the first time that
they interact.from that-email address. This agréement is tracked within the transaction ceriificate of complétion as seen below;
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Johi Seiith pastrealy Sent: 6/28/201512:57:12 PM
jtcsigner+JS@grmall.com ﬁ”’c%" e Viewed: 6/28/2018 1:17/35 BM
Treasurer, Board of Directors MUFCIELRE . Signed: 6/28/2018 1:18:48 PM
ABC Company o o L

Security Level: Email, Account Authenlication Signature Adopiion: Dralwn off Device

(None), Authentication Usifig IP fiddreiss; 107.77.201.233
Signed uskng mobile

-Authentieation Detalls
SMS Auth:
Transaction: 2561202304341204904 1A361 AZ4ATESZ.
Rasult: passed
Vender iD:'Te1eSign-
Type: SMSAulh
Performed: 5/28/2018 1:15:43.PM
Phone: +1 '610—413 5304
Fiectronic Record and Signature Disclosera;
Accepted: 6/28/2018 1:17.:35 P
iD: b91{:9c32-0fﬂ]-4c52 8884 7b22bd018563

6. NCID

For Identiy Management, the state has invested in-a common solution called NCID. NCID is the State’s enterprise identity
management {IDM) service and is operated by the North Carolina Office of Information Technology Services. (The details of
NCID can be found at: hitps./it.nc.govincidl.) Additional information regarding this service can be found in the ITS Service
Catalog at: htto./www. its. state.nc.us/ServiceCatalog/lndex.asp (see ldentity Management - NC ldentity Management under
the main menu item Application Services),

In consideration of this environment, describe the solution’s capabilities to integrate with NCID. Also, explair the- solution’s
capability to-externalize NCID. Within Section IV, Cost Proposal, include an estimate to infegrate NCID with the proposed
solution understanding that this is a decentralized solution and will be irivoiced by the individual agencies.

Please also address the following:

a.  Describe how the sofution handles varying roles for authorization. Such as guest account (citizen non-authenticated),
administrators, efc. '

Access to DocuSign is managed centrally by your system Administrator(s) and is therefore fully controlied with options of
integrating into. SSO for on-time provisioning.

Any ‘User’ of DocuSign can access the fransactions that they have responsbilities in via the web console and/er mobite-app. If
desired, Users can also be forced to (6 in every time they click on the link fo sign a document from an emaif nofification.

For non-Users (“Signiers”}, DocuSign provides the ability fo authenticate based on the following options:
1. Email; Signer are automatically communicated to via émail with a link fo.get to the docurnent(s) for-signing. This provides a single

leval of authentication into the respectlve email. There are times when a sec_ondary email authentication.is needed (ex:
PowerFarm self-service model initiated from a fink on a website) where DocuSigh will send an email to the. Sigrier's email
account with a pin code to-enter into the fransaction.

2. - Access Code: A pin code can be set per Signier that requires-successful entry into the fransaction to get to the document(s)for
signing. '

3. SMS Text: A piri code-can be sent to the Signer's mobile phone to allow them to enter:for access to the document(s) for-signing.

4. Phone: A phone cali can be placedfo a Signer’s phone to accept a verbal agreement to us electronic signatures. This tecords
the Signer slated their name for the acceptanice to sign electromcally
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5, Knowledge-based: Throtigh an.intagration with LeX|sNeX|s you can require that a Signer- successfully pass a series of questions
about themselves to gain access 10 the document(s) for sighature, You cari set the option to‘allow.for muttiple ¢hances at this as
well.

All authentication procedures can be used in conjunction with each other for multi-factor needs Al} details areund the
authentication are stored in DocuSlgn fransaction history and provided within the Cerificate of Completion asa part of the
non-repudiation details.

Information is included below on our Organization Administration feature, but as we mentioned in our Executive Summary, we

have new feattres that will be released in the next few months. We are unable to include roadmap capabilities in our proposal
response, butwe are happy to provide a demonstration of our upcoming release capablimes in a presentation.
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Organization Administration

A new DocuSign infrastructure that ermpowers you 1o better control
and manage how Docusign is used by your organization.
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Organizations often reguire multiple DocuySign accourits to protect the security of account data, meet the unique
neads of specific accounts, accommodata differant biiling systems, or comply wilh regulations wherg the account-data
shiould physicaily reside. Managing multigle accounts is thallenging and timé consumiog. DocuSign adming sfrive to
éf'f'i_c'ie'nti_y manage and contrr::lﬂ_all their DocuSign accounts and usér_s in & consistent, compiiant and secure mannar,

Organization Administration ceritralizes ali DocuSign accounts &nd vsess managed by you into
a single location,

» Gain confideénce in how DocuSign is being used st your organization through centralized
visibility and misnagement.

« Keap.your organization’s information seeure with domain-level user administration.

- Sireamitne and simplify the procesé of managing usérs and permissions; 3Cross:
your organization.
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Features

Centralized User Management

» Set up your Grganization 1o vigw all 4 e e oo
accounts in 2 singld lncation -

+ Credte and difactly mangae users. from
the Organization

= Assign and modify sccount
mambarships for a user fram the user
profile card

- (ain visiﬁll_ity of 2 paid and freemivm
aGLeunts that were reated Wsing your
drganizalion’s email domain(s)

+ Manage your Drganizalion’s
administrative team

« Conisol a user's default atcount for
signing and sending

Self-Service Identity Management

« Balf-saryice setup and configure
Singlg STgn -ain {550}

- Administer just-in-time user pmvié_\io:‘tin:g

Py . m : 3
« Change & user’d ernall address ——— U R "
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simplified sign-orr,

b. The state seeks to ach;eve reduced or s.'mp.frf ed sign-on capabmtres Descnbe how fhe so!utfon supporfs reduced or

DacuSign is capable of integrating with your state’s active directories via single sign on {SS0).

G 1tis possible that there will €xist mu;‘tfpfe.-idenﬁty stores-or vaults: Explain the solution’s capacity to handle federated
identity. '

Depending on the context, there are mulliple answers to this question.

1. DocuSign is SAML2 compliant and will support single:sign on allowing a federated identity to be used for access o the
DocuSign Web Application and for signing a DoguSign transaction. We can also support identity management
solutions such as OKTA. . _ _

2. Embedded signing allows the ability for the sender to handle the authentication of the signer and federate access to
the DocuSign signing sessicn,

7. Architecture

The state prefers a cloud-based, software as a service (SaaS} solution; therefore, please address the following:
a, What is-the solution’s Saa$ architectire. model? -

Please refer to the DocuSign Security Trust and Assurance Packet subniitted separately for details on PocuSign's architecture

maodal.

| b. Provide examples of scalability for very large organizations and nurbers of conctirrent and-daily fransactions.

DocuSign has arobust, scalable solution for our electronic signature platform. On average, more than 1.1 million transactions
are DocuSigned per day, which is less than 20% of our deployed capacity. DocuSign's product offerlng can scale both
horizontally and vertically. Each tier can scale independently of the other tiers allowing DocuSign to address bottleneck related
issues-at the source of the problem. Additionally, DocuSign has architected-our product to scale to multiple site instances to
aliow us to scale geographlcaily and to split load te'multiple sites.

A great example of capacity would be a large US cell phone provider, who use DocuSign across their retail estate in the US.
During the launch of the iPhone 6, we were processing-over 100,000 transactions:per hour across multiple channels. ‘They
were the only US cairier not to suffer system outages during this time and gained market share from their competitors. This
provider now forecasts savings of over $200 million over the next three years by using the DocuSign platform.

c. Describe how the application performs under foad, both in terms of number the number of users and the-transaction
volume.

Load spikes-are-hanidled by scaling the platform both vertically and horizontally according to usage frends and coniractual
commitments with-an 18-month moving window. Meanwhile, the secured muifi-tenant structure ensures that the platiorm runs
at much less than 50% of total capacity and that no one:customer's spike in usage impinges on other customers. As data is
replicated in near-real-time over dedicated fiber links to each regional-datacenter, user sessions are served uging the network-
nearest datacenter to improve the user experience. This distributed nature also ensures data resiliency for disaster recovery
purposes-with an RPO of 5 minutes and an RTO of 15 minutes. '

\ d. Does the application dynamically scale based on runtime usage and demand?

Yes, load spikes are handled by scaling the platform both vertically and horizontally according o usage trends-and contractual
commitments with an 18-month moving window. Meanwhrle the secured multi-tenarit structure ensures that the platform yuns
at'much less than 50% of total capacity and that no one customer's spike in usage impinges on other customers.
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| e. Provide details to further demonstrafe that the proposed architecture and supported platform will scale to meet State
current peak and future application processing and user demand.

DaocuSign has a robust, scalable soluion for our-electronic signature platform. On average, more than 1.1 million transactions
are DocuSigned per day, which is less than 20% of our deployed capacity. DocuSign’s product offering can scale-both
horizontally and veriically. Each tier can' scale indepéndently of the other tiers aliowing DocuSign 1o address bottléneck related
issues.at the source of the problem. Additionally, DocuSign has architected our product toscale to multiple site instances to
allow us to scale geographically and to split load o multiple sites.

Please refer to-the Trust and Assurances Packet submitted separately for additional details on DoctiSign's system
architecture,

| f. Describe the proposed solition’s apphcaﬂons architecture, including offtine capabilities, mufti-fanguage support, and
interface standard supported.

Please refer to the Trust and Assurances Packet submitted separately for-additional details on DocuSign's system
architecture,

Offline Capabilities
DocuSign supports the following offline capabilities through a mobile device. DocuSign is thie only vendor fo enable the
folf'owfng from a mobile device when the mobile device does not have infernetf-access:

= In-person Signing
e Create Envelope

o Add Document

» Add In-person Signer

o Add Remote Signer

o Local Document Storage
o Enable Offline Mode

Sign DocuSign in 43 localized languages

DocuSign offérs users the ability to sign documents in 43 localized languages. Languages are detected through browser
seitings, and document senders can aisd configure language settings accordingly. These include: English {U.S. ), Arabic,
Bahasa Indonesia, Bahasa Melayu, British English, Bulgarian, Chinese Simplified, Chinese Traditional, Croatian, Czech,
Danish, Duich, Estenian, Farsi, Finnish, French, French (Canada), German, Greek, Hebrew, Hindi, Hungarian, talian,
Japanese Korean, Latvian, Lithuanian, Norwegian, Polish, Portuguese {Brazil), Portuguese (Portugal), Romanian, Russian,
Serbian-Latin, Slovakian, Slovenian, Spanlsh (Latin America), Spanish (Spain - Modern Sort), Swedish, Thai, Turkish,
Ukrainian and Vietnamese.

Send in DocuSign with 13 languages

DocuSign makes it easy for global users to send dacuments for signature in their native language. DocuSign offers 13 sending
languages, including U.S. English. Languages are detected through browser setfings, and can also be configured within
Administration fools. Languages include: English (U.S.), Chinese Simiplified, Chingse Traditional, Dutch, French, German,
Italian, Japanese, Korean, Poriuguese (Brazil), Portuguese {Poitugal), Russian, and Spanish

carahsoft DocuSign,
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Interface

DocuSign has been engineered to be a very intuitive product o use for signers. DocuSign has hundreds of millions of users,
with a large number using DocuSign for the first time every day and an enormous effort has been made to make the sigriing
experience very-easy and intuitive for all signers: DocuSign is specifically engineered and tested to work for signers on
regardless of device type. Itrecognizes the device and may alter the HTML-5 rendered interface accordingly for the device
being used fo sign the document. We-currently support signing on all HTML-5 capable browsers and mobile devices.. In
addition, we provide a native SENDING application for i0S and Android.

g Describe the solution as refated fo smart devices and operations on smart devices including but not limited to smarf
pads, smart phones on various platforms. Include limitations in functionality, secunrty, need for installation of facilitating
software (apps) and possible additional cosls.

DocuSign is specifically engineéred and testéd to work for signers on regardless of device type. It recagrizes the device and
may alter the HTML-5 rendered interface accordingly for the device being used fo'sign the document. We currently support
signing on all HTML-5 capable browsers and mobilé devices. Additionally, DocuSigh is the only platform that offers native
mobiles apps-for all major platforms: i0S {iPad/iPhone) and Android. DocuSign is available through the: Blackberry mobile
browser but is not available throtgh. & native Blackberry mobife-application.

Access your DacuSign sccount dirgctly from your computer or your mobile device. Sign doeuments, send documents out for
signature, gather signatures in-person, monitor document status, access completed documents and much mare. Whether you
arein the office, at home; or on-the-go — DocuSign works every time from every device. Addmonally, you can access from
mobile browsers as well as from our native Apps..

° Support BYOD with native apps for all major platforms
< Quickly sign and send documents from the road—even without an intemet connection

e Automate: signature workflows into your company’s mobile app with the DocuSign
Mobile Client Library

e Meet the highest mobile device management standards
s Receive instant transaction updates

o Apps available for i0S and Android.

With DocuSign's mobile apps:

e Sign and send documents from anywheré _
o Eas’i_ly. manage your documents, including void and remind
e Real-time status updates provide instant visibitity

Offtine Mobile capabilities ~DocuSign is the only vendor to enable the following from a mobile device when the mobife
device does not have internet access:

In-person Signing
Create Envelope

Add Document

Add In-person Signer
Add Remote Signer
Local Document Storage
Enable. Ol’fiine Mode

carahsoft
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8. Interoperability and Integration

The proposed solution may be required to-interface with a variety of other systeins. In consideration of this need, respond to
the following: _ _
a Please describe in detail what type of integration the solution supports; i.e., the infegration architecture.

DocuSign offers a comprehensive set of Web Services APls in REST and SOAP format. We also provide a variety of Software
Development Kits (SDKs} to assist in the use of APls. More detailed information.can be found here:
https://www.docusign.com/developer-center

With a 1,000 APl calls per hour capacity, DocuS;gn s AP can be used to handle the automation needs of your organization.
Automated sending actions can be achieved via 3rd part. applications from the mdwzduai Sender as well as centralizing the
activity via a Send on Behalf Of scenaric. APIs can call upen predefined forms (called templates) that may contain form fields
that can be prefilled from data in-other systems. Based on the need, APIs can be used fo check statuses of the document(s)
while in-flight and upon completion.

Many organizations aiso utilize the AP| capabilities to pull'down the documents, transaction details, andfor field data to parse
accordingly within internal systems/storage environments. The documents that are pulled out of DocuSign are presented as
tampar-evident-sealed PDFs with searchable data.

REST API
The following Swagger-generated open source SDKs and tools wrap the eSignature REST AP and provide access e all
publicly available-endpoints and data models at the service:layer:

C# SDK

Java SDK

Objective-C SDK

Node SDK

PHP SDK

Python SDK

Ruby SDK

Postman.eSign API Collection

2 a8 a4 & % 6 ¢ &

The iOS-ofﬂine~tempIatES~SDK isa dy'nami'c frarnework that provides native s‘ending!signing Ul components and is the first
and only DocuSign SDK that supports offline signing:

o [NEW]IOS Offine Templates SDK

SOAP API
The following SDKs can be used to integrate the DocuSign eSignature SOAP AP irito your apps and websites:

o JavafNE’TfPHPfRubyiApex'SDK

Our new Python and Ruby SDKs are-part of our Swagger tools family — meaning just iike our C#, Java; Node.js, PHP, and
Obj-C SDKs they provide access to all public REST AP! endpoints and data madels. They are:also open. source and licensed
under the MIT licgnse. _

If you're developing a mobile i0S app and are utilizing template driven document workflows you'll want to check out our new
i0S Offiing Temglates SDK. This is the first and only SDK that provides offline signing AP] access — allowing your users to

DocuSign,
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-sign while not corinected fo the mternet (No’(e Ofﬂine 5|gn|ng is not avallable on ail plans) Addmonally, thls SDK prowdes
sendmg and signing Ul companents that can be integrated into your app in as liftie as 30 lines of code,

The DocuSign advantage is clear.

rated and most powerfu T and : _ _ 0g

{per ProgrammableWeb) products come close”

v REST & SOAP APls, 3,500+ certified customer | -  Minimal sample code and documentation-available
integrations, robust sample ¢ode, documentation,
and developer support

v 10 SDKs (including iOS Mobile SDK ~ including.| - No robust SDKs available, no iOS mobile SBK
offline)

v 90%+ develdper mindshare on Stack Overflow and | - < 5% developer mindshare on Stack Overflow,
presence on Git Hub

v Almost 60% of transactions completed using the | - < 33% of transactions completed using the API
DocuSign AP

‘Customers can easily create custom applications using a muititude of developer resources at their disposal to do so. DocuSign-
‘can also create thess applications on customer's behalf. DocuSign is the onfy vendor-te support mtegratxons with six different
SDKs, including the only vendor to provide customers with an iOS hobile SDK for custom app integration on Apple devices.

DocuSign was rated the #1 eSignature AP by ProgrammableWeb, the leading AP

indlustry analyst firm.

ProgrammableWeb is quoted as saying in the report that “It’s hard to look closely at these products and not conclude
that DocuSign is in a class by itself. The DocuSign API is far more comprehensive than the rest, The documentaﬂqn
sample code, fools, and community are superior fo that of aif the other products. And no other product came close...

“Our évaluation showed that DocuSign has the greatest breadth of features available under the AP, the best developer
tools and the best code samples and documentation.™

carahsoft Docusign,
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ProgrammableWeb Rankings of DocuSign’s API

DocuSigh's AR sre Farked #1 in every category
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DocuSign has over 0% mindshare of all eSignature solutions on Stackoverflow.com and has the largest developer
community by many multiples with over 80,000 developers accounts registered. DocuSign has completed and certified more
than 3,500 customer integrations, far more than any other vendor.

DocuSign's service is accessible via an open and published APL. DocuSign suppotts both SOAP and REST APis that allow
customers to easily and quickly integrate any of DocuSign's features into systems including workflow. Mobile channels can
make use of DocuSign's open APis. DocuSign's REST AP offers a lightweight interface conceived for use with mobile devices
and has been used by several customers in the development of:powerful, mobile solutions. DocuSign has also delivered the
industry’s first Mobile SDX for iOS that enables mobilé dévelopers to build Digital Transaction Management (DTM) and
electronic sighing capabilities natively into mobite-apps. More information can be found at
hittps:/fwww.docusign.com/developer-center.

b. Solution provides Application Programming Interfaces (APIs} for integration with other Customer systems. Include any
details on Application Programming Interfaces (APis) provided. Some of the potential integrations are:

. SAP (SAP SSO cookies for example)

. Web services (MQ Series, other APIs) _

. Enterprise Service Bus (6.g. Web Sphere Setvice Broker)

. LDAP (for authentication)

. NCID (for identity management)

. Document management systeims {fist)

. Office. software packages (Office 365)

v Businiess systems such as human resources, accotnting, firiance, CRM, ERP, LMS, efc.
' SharePoint Online and On Premises

Dynamics 365, Salesforce.com

Yes, DocuSign supports integrations with other customer systems. DocuSign is the only provider with strategic partnershlps
with Microsoft, Salesforce, Google, Apple, SAP, and IBM, among others. DocuSign has the fargest partner ecosystem in the
industry, mulrfp.*es farger than any other vendar, DocuSrgn s partner ecosystem is another one of DaocuSign’s key
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differentiators. With more than 35{] partner |ntegrations ina varlety of mdustrles and use cases and pre buﬂt con nectors With
‘solutions from vendors such as SAP, Microsoft Office 365, NetStite, Salesforce, SharePoint, and Dynamics 365.available in
our Solution Showcase — you can deploy quickly and save costs. If a connector doesn’t exist, customers can leverage the.
DocuSign Developer Center which already has over 80,000 develapers using our open APIs. Customers can also leverage
The DocuSign Partner Directory for a certified Docu8|gn consulting partner to deploy DecuSign er build custom solutiohs.

Microsoft
Through a leng-term strategic partnership with Microsoft, DocuSign has made its indusiry-leading eSignature apps and Digital
Transaction Management functionalities widely available o businesses and consumers within Microsoft applications.

Robust apps for Outlook, Word, SharePeint, Dynamics 365 CRM, and Windows are making it easier for organizations of every
size, industry, and geography to quickly and securely transact business anytime, anywhere, on any device.

‘Microsoft is a long-time DocuSign customer, using DocuSign in more than 316 use cases around the world. These use ¢ase$
were inade possible by DocuSign’s robust technical capabilities, Iega! compliance, and unmatched. sectirity platform. Microsoft
has worked diligently with our U.S. based Account Management and Customer Success Architect teams. DocuSign and
Microsoft continue to identify Use cases fo continue to stréamiine their workforce of over 115,000 employees worldwide.

As recagnition for its overall user experience, performance and integration info Microsoft Office and SharePoint, DocuSign's
eSignature and Digital Transaction Management (DTM) platform were awarded first place winner in the Best Mobile App
award as part of the Office App Awards:at Microsoft Ignife 2016. DocuSign was recoghized as the 2014 Microsoft Office and
SharePoinf App Developer Partner of the Year Award.

How You Can Use DocuSign with Microsoft

OutoftheBox  Mobile & Desktop App APl

Integrations

Dotubipn for Word froceSign Tor Windows 10 : Custonilze using buding APk
DuouSign for Slarefaint 5 BecuSizi for Windows 8 § :
DocuSigs for Duileaks
DieuSign for Dynamizs CRAG
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DocuSign for Microsoft
Use BocuSign right from the spplications you're using everyday

» Easily install from Office Store, Microsoft Stare or
PinPoint

+ Single Sign in with Q365 credentlals, powerad b_y'
Azure Active Diractory.

~ Save-completed documents to OneDrive for Business

# Improve pradoctivity for entiee drgentiation by reducing
steps (o Dogusipn

¥ Ensureall conteacls and spreements across yaurt prg and
segure, tracked and savad centrally

¥ Cantrol and mamnags busingss sgredments antl conlracts

¢ Eliminate paparand endble a digital workplace

# Increase the use of existing nvestments

DocuSign for Word '
DocuSign for Word enables you to get signatures and sign.important documents securely
from Word—anytime, anywhere—in minutes.

Key Features

o Create and edit a document,
sign, or send for signature. Sign or request signatures on any
document created or edited in Word 2016. Drag and drop-tags where:
recipients need to sign, or securely sign a document yourself,

¢ Streamline business processes. Easily edit a document using

Microsoft Word and use DocuSign to specify the signing process to
route the document to the right people in the right order.

o0 KA 0 i B 2

e No new set up required. Lug in with your existing Microsoft account
or Office 365 credentials and use- DocuSign without ever 1eaving e saswcs s
Word,

o Access on the go anytime, anywhere. You and.your customers can get your doeuments DocuSigned from any device
without downloading another app.

s Secure storage built-in. Once all recipients have signed, automatically save completed documents in @ DocuSign
documents folder in OneDrive or OneDrive for Business for easy access.

DocusSign for Qutlock

DocuSign is the-only vendor with a Microsaft Outlook integration or application, Other
vendors may claim an integration with Microsoft Outlook in some form through services not
related to eSignature, but DocuSign is the enly vendor that offers and integration with
Microsoft Qutlook that lets users send documents for-signature directly from Microsoft

carahsoft o D@m_s;zgm
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e  Support for Outlook Web App, Out!ook 2013 desktop (Wmdows only) and Outlook 2{)16 desktop, as well as !nternet
Explorer 11,-and latest versions of Firefox, Edge, and Chrome:

Sign, send, manag_e and specify mixed routing workflows

Save copies of Documenitfo Microsoft OneDrive for Business

Send or sign in 13 languages

Auite-sync with Microsoft Azure Active Directory

Admin controls and managéement for MS Exchange admins

e 9 T & O

DocuSign has out of the box integration with Microsoft Word and Outiook delivered through Cffice 365. For more information,
please see our Solutions Partner page for DocuSign for Microsoft; hitps://www.docusign.com/solutions/microsoft

With DocuSign-for Qutiook, organizations of all sizes can increase productivity, reduce costs and improve customer
experience by enabling individuals and organizafions to-legally and securely sign and return documents directly from their
Qutlock inbox. '

Key Features

& Manage email attachments more efficiently: Eliminate the need to print; scan, fax, or send documents overnight by
ssecurely signing and returning documents without ever leaving your Outlook inbox. If you need others fo sign the
document, specify the recipients and tag the document using DocuSign directly from the app.

o Easy access from your inbox: Access DocuSign from the Outlook apps toolbar by
logging. into your existing DocuSign account or create a fnew one using your existing
Office 365 credentials. Your accounts are automatlcally synched using single sign-on
capabilities powered by Azure Active Directory.

o Easily send documents out for signing from Outlook: Start the signing process from
the new maitlreply window, just like you're writing: & new email. Simply upload your
documents-and DocuSign for Outlook prepopulates signers from your emaif message.

. Built-in document storage: Connect your DocuSign account with your Office 365 credentialsand automatically save
copies of completed documents fo OneDrive for Business for easy, centralized access.

s Administrative controls and management: Administrators. can easily manage DocuSign for Outlook for -any

organization. Grant access, easily add and rernove users, and manage and configure permissions and controls, Ensure-
compllance and maintain a centralized, secure location for all DocuSigned documents throughout your organization.

- DocuSign for SharePaint

Collaborate beter with fast, secure electronic signatures. DocuSign for SharePoint Online
allows users fo easily sign or get signatures on any document stored in‘a SharePoint
document library, manage documents cenirally and collaborate with custemers, employees,
and partners more-efficiently.

carahsoft
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Key Features:

-signature using DocuSign for SharePoint Online. Documents in the SharePoint

‘business processes and workflows. Easily select documents in-the SharePoint fibrary

Easily send and sign documeénts. Sign and send out documents for electronic
Onling library can be easily sent, signed, and managed by sefecting the DocuSign
tab in the ribbon bar.

Automate existing business processes. You can easily automate existing
for signing or sending, and use DocuSign. to specify signing workflow to route your
document fo the right peoplein the order you choose.

Track status of documents. Use your existing company eredentials to sign into
DocuSign without leaving SharePoint or create-a new DocuSign account using your Office 365 credentials. Accounts are
automatically finked using single sign-on capabilities powered by Azure Active Dlrectory

Administrative controls and management. Easily manage administrative controls with DocuSign for SharePoint
Online. Grant access, manage users, ensure compliance and maintain a centralized. and secure location for all

DocuSigned documents-across your organization.

DocuSign for Dynamics 365 CRM

DocuSign for Dynamics: 365 CRM helps Microsoft Dynamics 365 CRM customers send
gontracts for signature directly from the application. Your customers can sign documents from
any browser — including mobile devices — within minutes, and update Dynamics 365 CRM
data at the same time. Delight your customers and close dsals faster.

Key Features

Get signatures or sign documents with ease. Signing or gettlng signatures on a document is simple using DocuSign
for Dynamics 365 CRM. The “Sign” and “Get Signatures” actions are preconfigured, allowing you to easily send or sign
a document stored in Docu81gn for Dynamics 365 CRM, pre-populated with appropriate recipient information.

Gain more control and visibility into your sales process. DocuSign for
Dynamics 365 CRM provides an audit trail of edits and notifies every signer

when a document is- changed — giving your users visibility into the entire. Docusign Transaction Associat

o ADD NS DOOITIGR The, B ADD RISTING DOLUEIIN

process.
o Craed By Uripieined T3r 4 Ernesinge Stat..
Designed for sales with easy integration. Created with sales depariments. -~ o o T
Lahins Arunacha . A0S 216 P et
in.mind, DoeuSign for Dynamics 365 CRM helps you close business faster. o s et £
Route contracts to the people you choose, allowing decision makers to revigw @ WielasR sl g

and approve cohfracts within minutes. _Signe_cl agreemsnts are legally binding A MSHDIS0LPM deivered

and backed by a court-admissible audit trail.

Easy to configure and customize. DocuSign for Dynarmics 365 CRM is a platform designed and built for flexibility. It
can be configured and customized to-integrate with most business processes. DocuSign ships a complete set of APIs
along with documentation and world-class SDK.

carahsoft . DocuSign,
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DocuSign for Windows

Send and sign documents-on your Windows device. DocuSign for Windows makes it easy {o sign
a document and get mgnatures on the go. Finish tasks faster and go completely paperiess. - no
more printing, faxing, scanning or overnighting documents for signature.

Key Features:

s Sign and send documents in mulfiple formats. You can sign.and send nearly .all document formats — including
Microsoft Office documents, PDFs, image files, and documents stored on cloud storage apps like OneDrive for Business,
Box, and Google Drive. Simply drag and drop or upload .any dacurnenit that requires a signature — directly from your
Windows 10 device.

e Keep. track of all your documents. View and track all your documents to see who has signed, and follow up on
documents waiting for a signature, giving you complete visibility and
control. With the Windows live tile, you can see your critical document
status directly from your desktop or home screen.

s Secure and legally binding. Choose the solution trusted by banks and
law firms. DocuSign e-signatures are safe, secure-and legally binding. Al
documents-are encrypted and include a tamper-proof seal and complete
transaction -history

s New features for Windows 10. Enjoy several new features.including
People Hub integration and enfianced digital inking capabifities, making
sending and signing more personal than ever. DocuSign for Windows 10 ——
is fully responsive, meaning that you can work in full-screen mode, or in a smaller window on'your desktop.

Salesforce

Our longest running strategic partnership is with Salesforce which is-a strategic investor in DocuSign, and deployed DocuSign
enterprise-wide internally, and offers tight integration with their Professional, Enterprise, Unlimited, Force.com, and Developer
editions of Salesforce.com, DocuiSign was a launch-partner for the Salesforcet mobile app; Salesforce users can close
business-on the go. In fact, DocuSign is the most popular electronic signature app on the Salesforce AppExchange. As part of
our integration with the Salesforce:platform, we Integrate with most major force.com ISVs.

carahsoft | DocuSaign.
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Using the. global standard for Dlgltal Transactton Management
DocuSign® for Salesforce® is the easiest, fastest, most secure
waly to send, sign, frack and store documents in the cloud. Fully
integrated with Salesforee, DocuSign helps users close more-
deals, faster. Your customers can sign contracts within minutes
from anywhere, anytime and on any device.-
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The eSignature Choice for Salesforce

DocuSign is the. #1 electronic signature solution and /s used
exclusively by Salesforce’s over 3,000 Salesforce with 45+
internal use cases.around the world. The resuits speak for
themselves, over 90% of afl 'Sa!esforce'_’s_contr_ac_t_s';sent through
DocuSign are refurned within one day, over 71% within one
hour. Linkedln, Expedia, CenturyLink, Xerox and more:than 40
million people and enterprises trust DocuSign fo accelerate the speed of their business. Sending a contract for electronic
signature from Salesforce is simple: Just click "Send with DocuSign” from any abject. You can even generate and send
contracts synced with data from Salesforce. When you automate time-consuming manual workflows, you eliminate rekeying of
data and increase your productivity, DocuSign handies many different scenarios, including:
Multiple signers:

Confirmation of a signer's authority to sign

Specified signer routing order

Designation of specific fields as riegotiable

Detegation of signing respensibility to others

Signing in ‘person and on mobile devices

Further evidence of DocuSign's strong partnership and strength of integration with Salesforce is in our numbers.
 DocuSign is the most-downloaded App on the AppExchange (all-time)
 5,200'companies currently use the DoguSign/Salesforce connector
« DocuSign.is the 4th top-grossing ISV partner {and the #1 nori-constiting firm}
 DocuSign is the only e-Signature provider featured in the Salesforce Simple Demo COrg
» DocuSign is used exclusively in Salesforce.

carahsoft
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DocuSign for Salesforce Customers
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DocuSign® allows you to send, sign, and approve documerits from wherever life takes you.

DocuSign enables organizations of any size to securely send, sign, track, and stere business-critical- documents directly within
Salesforce. DocuSign for Salesforce helps increase employee productivity by enabling faster transactions and keeping
business processes digital from end to end. The solutions.are deployed through the cloud and are available to all your users
anywhere, anytime, and on any device. DocuSign is:secure, legally enforceable around the globe, and can reduce business
risk by ensuring compliance with various policies-and regulations hitps:/www.docusign. com!solutlonsfsalesforce

Key Features

Intelligent template recognition hefps you get your most-used documents out the door, faster.

The most downloaded app on'the Salesforce AppExchange & a Salesforce Platinum Partner

#1 e-Signature salution & exclusively used by Salesforce.com

Lightning ready (for more information, see
https:/jwww.docusign.com/sites/default/files/DacuSign%20SatesForce%20Lightning%20Datasheet. pdf)
Woiks across Salésforce Cloud Solutions, ineluding Sales Cloud, Serviee Cloud, Salesforce CPQ, and-
Communities '

Merge data from any object

Streamline routing with automated workflows:

Two-way data flow eliminates manual data-enfry

Sign in-person, or an any device

Increased pipeline visibility with real-time updates via Chatter

2 O © ©
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SAP/Ariba

SAP helps organizationsfight the damaging effects of complexity, generate new opportunities for
relationships and growth, and stay ahead of the competition.
SAP has a long-term refationship with DocuSign as a customer, partner, and investor.

DocuSign and SAP have-partriered together to enable businesses of every size, industry,.and
geography to go 100 percent digital. Integrations with Ariba Contract Management and SuccessFactors Recruiting
Managemert allow customers to leverage SAP technology with RocuSign's Digital Transaction Management platform to “Run
Simple”,

Ariba Contract Management

Go 'ink_- and papet-free with electronic sighatures; and watch your savirigs, revenue, and
productivity growth.

_ ~ Delivered via the Ariba. Commerce Cloud, Ariba Contract Managerent is the market-leading
A B | B A® SaaSsolution for all stakeholders addressing all enterprise-wide agreement {procurement:
' confracts, sales contracts, intellectual property licenses, employee agreements, stc.).

On a single, user-friendly platform, users can standardize and accelerate the process, from initial request fo contract authoring
and creation, to negotlatlon and approvals and storage. Ariba also offers the advantage to negotiate with buyers and sellers
from the world's largest ofiling trading partner cormimunity while driving efficiericy and compliance by infegrating contract
management processes with spend management and customer refaticnship management (CRM) selutions.

For contract-execution, Ariba has partnered with DocuSign for the leading electronic contract execution capabilities available
today permitting users to gain the efficiencyand cost benefits of eSignatures seamlessly making the contracting process fruly
paperless.

Close deals faster and more &fficiently with electronic signatures: An electronic signature is a fast and securs way to sign a
contract. It involves attaching an encoded signature to an electronic document, verifying the identity of the signer.and
signifying an approval fo tefms. By eliminating all the paper and administrafive hassies, DocuSign customers have reduced to
mere minutes the time it takes to execute a contract, and enjoy...

s Average of 80% reduction in turnaround time
»  $20 average savings per document _
o Accelerate document signing from 12 weeks fo <1 day

For more information: _ _ |
https:/fwww.docusign.com/sites/default/files/DocuSian-For-Ariba-Overview.pdf
hitps:/iwww.atiba com/

SuccessFactors Recruiting Management'
SuccessFactors Recruifing Management Online Offer with eSignature provides clients with the
successfactors:  ability to.collect electronic signatures from candidates to help improve the overall candidate
ssarcemers.  gngagement experience and eliminate the need for manual, paper-based processing.

Clients can allow permissioned Recryiting Users to.create and send Online Offers requesting an electronic signature from
candidates within the Career Portal, using Docu81gn

aarahsoft Qggug%m
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Key Features

o Send offer letters from within SuccessFactors Recruiting Application to any candidate with an email address

o View the completed and in process offer letter within the SuccessFactors Recruiting Application
By eliminating all the paper and administrative hassle, DocuSign customers have streamlined their HR operations with an
electronic signature, saving time, reducing errors,-and increasing compliance and user experience. By eliminating ail the paper
and administrative hassles, DocuSign customers have enjoyed...

o $14.9-saved per new hiré decument, offer letter, and .onboar'din'_g form.

e Average turnaround time reduced from one week fo less than a day

o Offer letters and paperwork returned with zerc incomplete fields

Kay end-user featuras
Oniine Qffer with eSignatuze ! DocuSign Tagging Copscie Oftfar Lelter Portiel

Yigws Gerufieate,

atter Extanded On: [k ==E B
: Candictate Responza Azeghad
: Candigate Rpsponded On: Gl
ESignAtIrD Response: Comiotend

For additional information, please see
https:/na87 .salesforce.com/sfc/p/#300000000bS4/a/40000000PbES/CBHBUC BriAZP3OIdIERKQT Kg3E73fTacK14Uk_s=
https:/ina87 salesforce.com/stc/p300000000bS4/a/40000000PguB/RAWENXEQILzCIMhCWsioziBvSALDNZXShI4L 93xcp0

SAP Hybris

With SAP Signature Management by DocuSign, you can digitize manual,
paper-based recruiting and onboarding processes and manage-end-to-
end in the cloud. 1t is one of the only electronic signature management
solutions that can securely automate workflows, collect information and.
obtain legally binding sighatures from anywhere in'the wortd. Use it to
strearmline processes, redute costs, improve compliance, present a. positive company image, and delight-candidates.

ybris

For more information:
hitps:/iwww.sapappcenter.comapps/547 3#lresources

|c.  Are APIs secure and encrypted? What Encryption Method,
Yes, all access o our web services AP are overa TLS encrypted connection. To use an AP, a password, 1D and integrator
key must be provided or alternatively, an oAuth user token..
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| d. How do you extract form or record data? Do you use industry standards such as XML’? |
All form and record data is intelligent metadata that can be extracted from the system. The typical extraction formats for the
data are in CSV or XML.

| e. How is data inserted info.a form? Can data be inserted dynamically (based on user inserted data)? ]
Data can be inserted intoa form manually or via an automated interaction from another system. If the manual process is used,
“Signers” enter the data via the browser and if duplication of data heeds to happen in other fields, that can be set up to-
aufomatically happen. There is also the ability to initiate the process fram another system that can automatically fill-in
information as needed.

DocuSign provides for ‘Conditional Logic' on the data and fields that are entered in the transaction. Based on the answer(s),
fields (tags) can-dynamically appear/disappear as well as be set to handle specific data (validated format); This can be
designated based on selection of certain data, radio buttons, checkboxes, or any/specific data-within text fields.

| f Can forms he processed via AP/ in both real time and/or batch mode? |
Yes, using APls.can provide the ability to have fransaction processes handled in real-time or in batch based.on the need for
the state/agency.

| g. How does the API deal with muitiple accounts (for enterprise-wide forms)? }
There are no issues with using multiple accounts with the DocuSign API. AP cails are generally made by a.system account
and ID and have the option of being made on behalf of a member in the account.

Lh. Can.the AP retricve software version humbers? |
Yes, DocuSign's AP| can retrieve software version numbers.

[, How are fields identified in the API? |
To DocuSign, “fields” describe data fields on-a form. With that definiticn, there are three primary operations clients perform '
with DocuSign fields via the API:

1. -Populate fields with data

2. Read field data from the completed transagtion

3. Create fields in a new transaction

Fields have several attributes in DocuSign, the most essential being their hame and value. Inthe first two uperatlons above,
the process of identifying fields for the purpose of populating or reading data from them is via name/value pairs.

The third operation pertains to creating fisids within a DocuSign fransaction. Fields can be created via a design-time, drag-
and-drop authoring tool in a DocuSIQn Template; by transforming fields. from a fillable PDF into their DocuSign equivalents; or
by expressing them verbosely via the API. Inany of those cases, cther field properties are established regarding their fisid
type; position, optionality, conditionality, ownership, font-style, d_ata_ type, and ofther attributes that determine their behaviors
when presented. Within the DocuSign AP, fields are defined through Tab objects.

i I How is the workflow engine capable of easily stpporting a variéty of e-forms?
DocuSign provides the capability to handle multiple templates that will allow agencies to handle a variety of forms. With the
extensive field tags, you are-able to handle the acquisition of data, signatures, initials, etc. The solution provides flexibifity of
the workflow. For more conms’rently used documentation, templates can be created.and managed Iocaily by users who have
the permissions to do so. This will allow fof the setting of specific user(s) and or groups for signing at defined times within the
workflow.
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k. The state prefers REST web service interfaces. XML schemas: should be derived from industry standard vocabulaties
where possible such as the National Information Exchange Mode! (NIEM). Describe fiow. the solution will support these and
otierinteroperability standards.

DocuSign offers a comprehensive set of Web Services APs in REST and SOAP format. We also provide a variety of Software
Develapment Kits. (SDKs) to assist in the use of APls. More detailed information can be found here:
hitos://www.docusign.com/developer-center

8. Applications Management and Control

Describe the process of raising and managing exceptions within the application. Please include the following:

a. Address whether multifactor authentication (MFA) access is available for all accounts inchuding signatories, admins,
and forin buiilders? 1s if included in the price? If not provide pricing in the cost section.

For users who are not enrolied in NCID (external signers) muitifactor authentication is available.

For users that are enrolled in NCID, -Sing_le‘_Sign On (SSO) redirects these users to NCID for authentication and NCID can set
up MFA for these users..

Access codes are free, paid ‘options are listed in the Cost Section.

b. Describe the level of customer control on the timing of applying patches, upgrades, and changes to the SaaS
application and the notification process fo be used.

While DocuSign.is a service and updates are apptied fo platform, major changes that affect the overall expsrience or function
of DocuSign aré riot “forced” in this way and are opt in with a timeline o being implemented across the board. A good example
of this would be our redesign of our sighing experience. While it was launched and available ir the platform, DocuSign
provided an 18 month runway for Customers to test and adapt to the new functionality io-ensure integrations and experiences
would not be affected. This'is a common appreach to-major chianges with DocuSign.

Patches are obtained from vendors and deployed on a monthly basis across all production environments and netwo'rk
yulnerability scans are conducted afterward. Emergency patches are immediately applied-as needed and follow Change
Management procedures, - '

. Explain the process for handiing software defects.

DocuSign uses an issue fracking soiution to.capture and prioritize. solution defects as well as product enhancements. Overall,
the defect rates for the solution:are.incredibly low, Additional information about the system parformance for DocuSign can be
found at: https:/itrust.docusign.com/, '

| d. Describe the major-and minor release policy for the solution.

DocuSign has a well-established prodict release cadence. These include four (4) seasonal releasés annually, along with
monthly service packs. As part of each seasonal release, DocuSign provides in- depth information about new capabilities to
help custorers rapidly realize the benefits within their organization. As an example, please refer to the. DocuS|gn Winter '17
‘Release (https:/ivww.docusign. com!supportfreleases) as a representative example-of the type of information we share with
customers upon each release. DocuSign is confident that our current capabilities will support the needs of your arganization.
However, We understand biisiness evalves quickly, especiaily in the face of innovation, DocuSign recognizes the significance
1that innavation can play in changing your business.. As such, DocuSign has taken the holistic approach described abave so
that we can establish a mutually beneficial long-term retationship with you.
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l 8. Destribe user configuration capabilities.

Please see the DocuSign Administrator Guide at hitps://support.docusign.com/en/quidesindse-admin-guide. Since thisis a
broad question and DocuSign has many capabilities in this-area, we included the link for the State to explore. This decument is
over 300+ pages and is tog long fo include in cur response. ‘Additional information o any specific capability can be provided if
requested.

[ £ Describe user self-provisioning capabilities.

' The DociiSign platform is designed with an emiphasis on self-sufficiency for our customers. As sich, same Users
within the customer Account will have Administrative privileges to create Users. This process can be performed via
DaocuSign's Admin experience as either one-off or bulk operations; via the API through custom application development; or via
Single Sign-On auto-provisioning rules.

| g Describe the level and skill.set needed by the State to administer and configure the proposed solution,

Administrating DocuSign requires the execution of basic operations procedures and does not require any specific
pragramming or technology. skilis, Most administrative functionality e.g., provisioning new users, maintaining groups, building
templates can be done mteractwely using the DocuSign Web Application.

Additionally, DocuSign offers free training courses, including a full course list for Administrators to help speed the
implementation process and improve the administration. These courses include self-paced and live, instructor-led workshops.
Please see https:/fsupport.docusign.com/docusignuniversity for more information. Please see XXX which provides a detailed
list of suggested training courses for Administrators. This will help State Administrators use DocuSign torits full advantage
without minimal ease,

\ h. How do you address Delegation of atithority?

Delegated Administration empowers 1T, business analysts & others to administer specific functionality within your account
while maintaining control. Permissions include the'ability to manage:

o Users, Groups, Admins, and/or Document sharing
o More permissions coming soon-

Directly access the New Admin Experience via URL and manage volumes of data.

At a high level, Delegated Admin provides customers with the ability to create account structure and permission sets, so they
can fmanage users, groups, -and admins document sharing, and therefore increased flexibility and visibility. For example, a
customer can-configurs an Admin that only manager's users without access 1o the documents, or anothier that can share
documents but have no user editing right, |n addition, they can access-Delegated Admin through the New Admin Experience
URL (internally known as RADmin) in an easy-to-navigate Ul. '

Key Benefits for Delegated Administration

v Provides maximum flexibility within a scalable, secure, and-auditable structure using permission sets
v Access data through simpfified and intuitive U[
V' Audit change history and gain enhanced visibility

carahsoft | . DocuSign,
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Use cases for Delegated Admm

o Administration-only (Super Admm) A role that has alt admin rights but no access or limited-access to-other DaocuSign
application features.

e [T User Manager - A role for [T helpdesk or other delegated administrator who can add, update, or close users but.
nothing else

o User Manager no sharing - A role that ailows an admin to create, edit, close users, and groups but no access to sharing
capabilities

j Describe how privileged maniagement accounts are secured, provide encrypled authentication and access to
authorized users.

Accounts in DecuSign are secured using a user [D and email address. User accounts-could be managed with SSO. If SSO is
employed, it's possible to mandate a two-2 factor authentication to the account for all account users.

! Specifically, does the Delegation of Authority capability that allows signatories to delegate signing authority for
documents for a specified period of time, or indefinttely.

No. DocuSign does not support a delegation of authority feature at thistime. It is possible for & signer to change the ownership
of the' signing authority to someone else. '

10. Application Specifications

Please describe how the solution will include the. following application specifications:
a. Describe integration-with Microsoft. Office 365 Office:Productivity & Email.

Through a long-term strategic parinershiip with Microsoft, DocuSign has made its industryplead'ing eSignature apps and Digital
Transaction Maniagement functionalities widely available to businesses and consumers within Microsoft applications.

Robust apps. for Outlcok; Word; SharePoint, Dynamics 365 CRM, and Windows -are making it-easier for organizations of every
size, industry, and geography to quickly and securely transact business anylime, anywhere, on any device.

Microsoft is a fong-time DocuSign customer, using DocuSign in more than 316 use cases around the world. These use cases
were made possible by DocusSign’s robust technical capabilities, legal compliance, and unmatched security platform. Microsoft
has worked diligentfy with our U.S. based Account Management and Customer Sutcess Architect teams. DocuSign and
Microsoft continus to identify use cases {o continue to streamiine their workforce of over 115,000 employees worldwide.

As recognition for its overall user experience, performance and integration into Microsoft Office. and SharePoint, DocuSign's
eSignature and Digital Transaction Management (DTM) platform were awarded first place winner in the Best Mobile App
award as part of the Office App Awards at Microsoft ignite 2016. DocuSign was-recognized as the 2014 Microsoft Office and
SharePoint App Developer Partner of the Year Award.

DocuSign for Word - DocuSign for Word is simple to use and enables
individuals or organizations of any size to securely send and sign
important documents right from Word. Increase productivity-and
transact faster by keeping business digital.

carahsoft . DocuSign.
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any document from Outlook within seconds, DocuSign works
seamlessly within Quttook altowing you to collect signatures and other
information on documents.

DocuSign for SharePoint ~ DocuSign for SharePoint enables
.organizations to legally and securely send, sign, and track important
documents stored electronically in SharePoint. Easily access, manage,
and:control documents from a central location so that you can enhance
productivity, transact faster, manage compliance, and keep your
business moving.

‘DocuSign for Dynamics 365 CRM - DocuSign for Dynamics 365
CRM hetps Microsoft Dynamics 365 CRM customers send coniracts
for signature directly frem the application. Your customers can sign
documents from any browser — including mobile devicés — within
minutes, and update Dynamics 365 CRM data at the same time.
Delight your customers and close deals faster.

DocuSign for Windows - DocuSign for Windows makes it easier than
ever 10.sign a document and get electronic signatures from others.
Store and manage all your signed documents with your DocuSign
account and OneDrive for Business. Finish tasks faster by gaing 100%
digital.

b. Déscribe how the solution can initiate the signature process with PDF-and Word documents. Please nofe that the
vendor may apply custom branding-(official logos, colors, hyperlinks) as necessary {o create a consistent user experience.
Please see Section I - #6 for more information.

Users are able to upload PDF or Word documents.into DocuSign torinitiate the signature process.

In addition to PDF and.Word documents, DocuSign supports the following file types:

DOCUMENT .as; .asl, .doc, .docm, .docx, .dot, .dotm, .dotx, :htm, .himl, .pdf, .pdx, .xff, Axt, .wpd, .wps, .wpt
DRAWING .dwg, .dxf, .emz, .svg, .svgz, .vdx, .vsd, .vss, .vst

IMAGE- bmp, .cdr, .dex, .gif, .ico, jpg, .jpeg, .pet, .pic, png, .rgb, .sam, igd, tif, iff, wpg
PRESENTATION .dps, .dpt, .pot, .potx, .pps, .ppt, .ppim, pptx

o SPREADSHEET .csv, .et, .ett, xIs, xlsx, xIt '

2 9 ©

Google file formats: While Google file formats {Docs, Sheets, and Slides) are not supported in their native format, you can
upload these fite types if you-connect your Google Drive cloud storage to DacuSign. Once you've connected, you can use the
cloud storage option to add the Google files to a document. See Give DocuSign Access to Your Cloud Storage for details,
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Custom Branding

DocuSign is easily customizable and configurable, One method of custemization is by branding. Brandmg your DocuSign
account is.an excellent way to add the look and feel of your organization’s brand to the sending, signing, and emait process
making it easier for users to identify envelopes coming from your arganization. The DocuSign Account Custom Branding
feature lets you set the colors; loga, and text for-your account to enhance the sending and signing-experience: You can create
any numbker of brand profiles with-different settlngs to reflect each of your corporate brands-or different internal divisions.or

departments,

When you create or change a branding profile, it applies to everyone using that profile and affects all envelopes sent with that

profile.

Another approach to-customization is using the DocuSign AP

customer to create a unique experience,
including embedding DocuSign in a custom
application {mobile-or web-based).

DocuSign is also highly configurable, allowing
the customer to create reusable templates,
define workflows, save personal reports; for
example, without required service from
DacuSign. Each DocuSign customer has unique-
requirements and DocuSign has been designed
‘to be flexible to. meet those requirements,

Email Branding

Emails can.be customized with the subscriber's
logo and color scheme. The email subject and
email message can’ also be customized.

Aunique capability of DocuSign is that each
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fecipient in a multi- rec:plent workflow can receive an individualized email, with different verbiage. In.a multi-language scenario,
each recipient may also receivea different, localized set of emails, Not onlly is the Ul localized, but the email body itself.

C. Describe how the solution works with Section 508 compliant screen readers and other ADA capabilities. Specifically,
in-process and completed documents should be fully read by a screen réader.

DocuSign is the only eSignature vendor to provide stipport for the PDF/UA stanidard, which aliows for ‘reading. zones”, and
required for full compliance. This type of document, it conjuniction with the DocuSign soffware, allows the.document being

signed to be “read” by screen reading technology. Other eSignature vendors lock their documents dunng signing in-a way that
‘screen readers cannot help the-disabled know what they are signing. |$ it helpful that someone ¢an sign, but not know what
they-are signing? Only DocuSign-is WCAG "AA” certified. Here is a brief video to show the experience:
hitps.//www.youtube.comiwatch?v=-BFcpSHIlHw

DocuSign is committed to providing our high-quality solution in & manner that is accessible to all individuals, regardless of their

abilities. To mest this goal, Ducu&gn s accessibility support functionality provides all people equai access to and the freedom
to interact with Docu81gn 8 signing application when using assistive. or adeptive technologies, in accordance with WCAG 2.0
Level AA and (.S, Government Section 508 standards,
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& Web screen readers such as JAWS {Job. Access thh Speech}, N‘*JDA (NonVisual Desktop Access), ChromeVox and
VoiceOver with Safari

» Dragon Text fo Speech
e Keyboard navigation

e Browser and signing experience zooming toals fo provide low-vision signers the ability: to magnify documents without
any loss of functionality. '

o Toal tips and color contrast ratios for visually impaired signers.

e Finish button behavior. When signers select Finish the system performs validation and if any required fields have missing
or incorrect data, the system will change the focus to that field and include information about what is-wrang.

o Reading zones.
Benefits for the State:
v Permits all users equal access to sign and send documents, regardless of their abilities
v Allows blind and vision impaired users the flexibility of signing documents onling

As-demanstration and verification of our accessibility features, please see our updated VPAT documentation to fully
understand the depth of DocuSign's accessibility capabilities,
htips:fiwww.docusign.com/sites/default/files/DocuSign-Voluntary-Product-Accessibility-Template.pdf

d. Provides-a digital signature solution in which the "root" digital certificate is provided by a certificate authority that
meets assurance and trust requirements by Adobe. Documents with these certificates become automatically trusted by Adobe
as.this facilitates the ability to validate the signature. More information about Adobe’s Approved Trust List and current
members of that list can be found at hitp./helpx.adobe.com/acrobat/kb/approved-trust-fist2.htm/.

Al documents exported from DocuSign are digitally signed for the purpose of tamper evidence. The tamper seal is an X509
PK| staridards based "Digital Signature” that is applied to the document at the time it is downloaded from DocuSign. The
mechanism would indicate if the document has been changed since. being downloaded. DocuSign-provides a digital audit trail
for the customer to-track signing and lifetime access events. This Certificate of Completion is also tamper sealed upon
download. This is so the Certificate of Completion ¢annot be modified after-download, just like the document;

In both cases it is up to the viewer of the document to validate that the tamper seal is still intact.

All digital certificates support the following standards:
o X508 PKI (Digital Certificate and Signature Technology}
o RFC5280 - PKIX '
150 32000-1
¢ PAJESB-LTA
o ETSIEN319 142
s FDA21CFR Part 11
» ETSIEN319411-1
o ETSITS 102023
Adobe Approved Trust List

carahsoft DocuSige.
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8. Provides the ability for anyone fo.open a dfgrtaﬂy s:gned PDF and observe a srgnature va!fd.'fy conf nnat.'on across the
top of thefile that indicates all signatures are Signed and valid.

Yes, DocuSign places a signature validity confirmation at the tep of each page of a signed document. Documents. exported
from DocuSign are digitally signed for taniper evidence. The tamper seal is an X509 PKI standards based "Digital Signature”
that is applied to the document at the time it is downloaded from DocuSign. The mechanlsm would indicate if the document.
has been-changed since being downloaded. DocuSign provides a digital audit trall for the customer to track. signing and
lifetime access events. This Certificate of Completion is also tamper sealed upon download. This is so the Certificate of
Completion ¢cannot be modified after download, just like the document.

In both cases it is up-to the viewer of the document to validate that the tamper seal is still intact.

I f. Users of the e-signature service are given an opportunity fo decline fo use the service.
Yes, signiers are presented with a Consumer Disclosure that is customizable using the State’s legal language. Signers must
accept disclosure in order to continue signing. If.it is not accepted, the Signer cait abandon the session or select to 'Decline to
Sign"and will be presented with & text box o enter a reason. The Disclosure language accepted is audited and stored in the
DocuSign 'Certificate of Completion’ that accompariies every envelope transaction.

g, Does the solution provide the capability for electronic notarization.. |
Yes, DocuSign Electronic Notary feature provides this:capability. The DocuSign electronic notary feature provides two primary
functions:

o Allows Notaries to-add their electronic riotary credén‘tial information to.their DocuSign account: Al of the electronic notary
signing sessions-completed by the Notary using DocuSign are recorded in the Notary Journal.

o Allows senders to require that documents be notarized. The sender chooses the-electronic Notary used in-the signing
process.

The use of e'Iect_ro'nic notary feature is curfently limited to electronic Notaries registered in-Califomia, Flerida, Idaho, Indiana,
Kentucky, New Jerssy, New York, North Carolina, Texas, and Washingtan, For more information please see
https.//support.docusign.com/en/guides/ndse-user-guide-enotary-resources.

h. -Digital signature hofifications are achievable through SMTP relay, direct email client integration (i.e. ‘mailto: "), or SMS
(text messages). Please describe.these and/or other capabilities.

As part of the SaaS platform, DocuSign sends emails to recipients based on the selected workflow, The emails contain web
links with unigue URLs. When users click on these web links, the default web browser is opened and the user starts the
signing session,

A Describe what notifications are sent to.a user for signature? |
DocuSign supperts expirations and notifications/reminders. These settings are the defauit behavior for all documents sent from
‘your account. You can choose to enforce these settings for all documents or allow users to modify the values foreach
document they send.

To aliow users to change these values, select Allow users to override these settings.

carahsoft
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Reminders

(Default: Off) _ _ _ _

You can turn-on reminders to send foliow up.emails to signers automatically. When you.enable reminders, you specify when
and how often {o.send notifications. '

Expiration
By default, documents signing requests expire 120 days after sending. You can modify this valile as desired. You can also-add
the option to send signers an expiration warning:

Best practice: Enter a low value for the option Number of days to warn signers before expiration, such as 3 days. Wamiln'g
signers-of an expiring-envelope impraves the likelihood of getting envelopes to complete, rather than expiring.

Expiration

Number of days before reguest exp;rcs aﬂ

Numbszr of days 1o wam signers bafore sxpiratios:; 3

T Allow users fo override these ssttings

When a document expires, the status changes to Voided and it cari no longer be viewed or signed by recipients.
When an in-process document reaches five days to expiration, an expiration countdown appears under the document status. in
the Documents list.

4 Documents

SonBy  RecsslAmmiy v
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. Pleass DocuSIgn this document: Bill of Sale - Ravetss [Ty Wa Iting for 2 (Hbors
© To D i Ravels FROAG TROR aly Dokaba 104

e, Has expirations and notifications that can be set for a standard (e.g. three<month expiry) for whole organization, a
division, and individual and efc.

Yes, DocuSign supports customizable expirations. By default, documents signing requests expire 120 days after sending. You
can miodify this. value as desired. You can also add the option to send.signers.an eXpiration warning.

Best praclice: Enter a low value for the option Number of days to warn signers before expiration, such as-3 days. Warning
signers of an-expiring envelope improves the likelihood of getting envelopes to complete, rather than expiring.
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Expiration

Numisr of days befors request expires: : .-53‘
Numiber of days to wam signers before.expiration: 3 .
Alow users to oveirids thess settings
‘When a document expires, the status changes to Voided and it can no longer be viewed or signed by recipients.

When an in-process document reaches five' days to expiration, an expiration countdown appears under the document status in
‘the Documents list.

| A Please describe the solution’s policy for handling customer’s intellectual property, data, and information.

No DocuSign personnef can decrypt. DocuSign blobs are encrypted using a randomly assigned 256-bit key from the DocuSign
Encryption Key Manager (DEKM). Thete are 1,000 active keys at any point in time. Keys in the DEKM are protected by a DB
Master Key and an additional, Operations Master. Key fo enforce a form of key escrow —the full key requirements are escrowed
in secure procedures. Addltlonally, each-entry in'the system is doubly encrypted. This encryption key management
methodology is validated and tested by a qualified-third party audit firm and is annually reported upen with DocuSign's SSAE.
16 report with no exceptions. '

Upon access to an encrypted blob, the DEKM is queried to retum the encryption key, decrypted by the DBA Master and stifl
encrypted by the Operations Master. The Operations Master key is-applied and the blob éncryption key is applied to the blob
{o system. This methodology ensures a double-blind encrypticn key process where no single encryplion key mechanism can
be applied that would resuit in clear-text exposure.

K. Describe if the solution can import a predefined electronic list (i.e. CSV, ODBC, Excel) of customer’s vendors and
business partners. Please describe capability and any limitations that may exist.

A DocuSign Admin can easily upload a'list of contacts using a properly formatted CSV file. This allows for the easy entering of
the Signer{s} to a transaction.

11. Automation of Forms

Explain how the selution will address the aufomation of forms. Provide an explanation regarding the:
a. Process for integrating field validation (both data and format).

Data fields can bs validated via predefined masks or by user defined reguiar expressions. With the use of a regular
expression, it is possible fo support any type of complex pattern validation.

| 5. Process for database integration.

DocuSign does not require or mandate the use of a database.

| C. The limitations on the number of standard templates that can exist,

There are no limits.on the-number of templates that can be created within the system.
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| d. Level at which standard femplates exist — whole org., division; etc? Provide examples.

Templates can be created for use across any and all areas of the arganization. The use of the templates is designated based
upon User groups allowing you to-specify who will have access to them. Examples of this would be HR templates. There may
be HR templates that are only used by HR {such as employee policies, new-hire forms, etc.), there are also HR templates that
may be used by ofhier groups {such as Personnel action requests, time-off requests, efc.).

[ e Revision process to forms withotit customization from vendor.

Users who have the appropriate permission level can make any necessary edits to the templates. This dees not require any
specific assistance from DocuSign resources. As always, the Users have access to DocuSign Support for assistance as well
as a full line of courses for the use of DocuSign through DocuSign University. This can be accessed here:
hitps://support.docusign.com/docusignuniversity

B Use of existing form templates created by other products.

The most common.scenarios that we see are fillable PDF and Word documents. These have already been generated for use
in form processing. DocuSign will not require Users to recreate the work that they have already completed. When uploading a
filiable Word of PDF document, DocuSign reads the interactions within the document(s) and allows for the assignment of
additional characteristics on those fieldsitags (as DocuSign has additional features that Word/PDF do not have).

[_g Methodology regarding how calculations are conducted within. form.

Calculations afe doneé via Formula tags. These tags provide the sender the ablhty fo build 2 calculation using other tags in an
envelope or template. The tags used in the formula are called “reference tags.” The formulas built in a Formula tag can use
the basic math operations of addition, subfraction, multiplication, division and founding. The operators used in the formula are
“+" (plus sign for addition}, “~“(minus sign for subtraction), **" (asterisk for multiplicatien), and */" {forward slash for division).

| h. Process for creating and publishing forms to agency websites.

DocuSign allow for the creation of templates that-can predefine the s;grilng order, messaging, settings, .and tags that will be
used when sending from a femplate. Upon creation of a template, you have the ability 1o create a self-service model forthe
publlshmg of the template to agency websites. These are called PowerForms and can be created directly from within the-
template in the: DocuSign web console. The process is a simple step of creating the PowerForm from an action in the console.
This will provide agencies with a URL {or embed coed if preferred) to post as a link on the website as appropfiate. There are
no limits to how many templates can be provided as self-service forms.

| i Process required for citizens to use forms posted to-Agency websites via the solution.

DocuSign pr’ovides the ability to use PowerForms. A traditional DocuSign envelope requires a sender to proactively.send an
envelope to a signer. PowerForms offer citizens a self-service option for embedding a reusable temiplate into a third-party-
website via a DocuSign generated URL. In this way, signers can navigate to a portal and begin the envelope with no.
interaction from the sender. In addition to their flexibility, PowerForis feature the industry-leading DocuSign security and user-
friendly experience that you and-your customers expact.

How .do PowerForms work?
+ Step 1 Upload your document into DocuSign, and save the tags and workflow seffings as a reusable template

» Step 2 Enable PowerForm usage on that template
» Step 3 Embed the PowerForm URL into your website, or send to signers, who can then fill out farms and sign documents on

a self-serve basis
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J. Methodology regardmg how persons in a workﬂow can reda'me data in a form that is.in process and route Ihaf form
back to the originator for revision. Describe the form data capture — sfored i in form replica-and/or recreated from-database and
ahility to-extract either way.

Though DacuSign does not provide a redlining feature, there are options around the needs for commenting and data changes.

Collaboration - Fields/Tags in DocuSign can be.set to allow for the caliaboration from Signers in the routing order. This
provides the flexibility of making changes fo data in the fields {as permission is granted). This can be set to require that it
needs ar initial-of approval from the originatar. Any time that changes are'made to the fields, it is indicated in DocuSigh.

Comments — This feature allows for the_real.-ti'm'e communication of the Signier(s) in the routing order. Sig ner(s) can
communicaté within the transaction and all comments are tracked for historical purposes.

All data that is acquired in the DocuSign-fransaction is intelligent metadata thaf can be extracted by AP calls and/or Connect
push (autemated push of data/documents via posted URL listener). Aside from documents, you can refrieve form field data
contained in the documents (entered by signers, senders, or client systems), custom data fields with specific attributes
provided by the sender or client systems {keys to foreign systems, account numbers, etc.), and transactional metadata to
provide business intelligence into the usage of electroriic signature (envelope status, recipient status, time sent, time signed,
ete.).

\ k. Process for pre-populating uset specific information such as name, address, and eic:

DocuSign has the ability to allow for integrated processes that-amp data into: the appropriate fields. Based.off of web-service
APl calls, you can prepopulate data into a franisaction (as well as initiate it) in-order to avoid the need for data to be entered by
a Signer. Data can also populate across the documentation in the appropriate areas based fields that ask the same question.
For example; in a form asking for the recipient's phone number in muftiple locations, you can easily setup DocuSign so that
once the first instance of phone numiber is filled in, all subsequent phane number fields are automatically populated with the
entered value.

L Solution’s method for marking sections of the document where signature is required.

As a part of the transaction process, DocuSign allows for the specification of the necessary signatures/interactions with the
tagging eapability. When a transaction is sent, tags are placed on the document by the Sender or automatically by the system
via integration or anchor tags (auto -placement). User-placed tags are decided by the persan sending the document(s). If auto-
placement of fags is used or an infegrated process, the signature tags are placed according to the rules set forth by the
process, which will indicate thee necessary points.of signature {interaction).

m.  Solution will allow forms 10 be labeled by fype of process; such as HR, Finance, Payroll, efc.

DocuSign provides the ability to specify the transaction by envelope via Envelop Custom Fields. Envelope custom fields are
used to classify, récord, and track information. about envelopes sent for signature. The sender enters field values when
preparing an envelope Envelope custom fields and their values are not shown to recipients.

The values for an envefope custom field can be free-text entries, or selected from a list of possibie values. Envelope custom
fields can be required or optional. Values are entered or selected when envelopes are created.
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12. Workflow

Describe thie solution’s workflow capabilities. Include the functionalities.below within the description:
a.. Provide examples of tempiates for developing workflows per the solution that will standardize husiness engineering
| processes and fmprove | workflow development efficiency:

DocuSign allows you to put powerful workflow creation tools in the hands of your business users.

e Route documents fo your recipients in any order-(e.g.

serial, parallel, or mixed) Add Reciplents
. A5 the sendn, v 1wl ¥ »oemy of LAY ::':_mgc'rs
o Assign recipient-specific tasks including $igning, |asesmeos
viewing or copy receipt S Peweor See RT— vy
o Utilize predefined documents, data and workflow; and |~ = " e o —— ne
. . . P > nGar MGpE #  Hasdim Sl I
route to signers and other recipients oo e
. LR Pigeateaiter Beparimant VP F teediio Shpn
o Enable signer self-service and list-based sending with | : + - sesoss  sesmormscwsnont ¢ Wersannn
PowerForms and Bulk Sending i & BecehssCopy. LR
A . Flamhoider Sonlo: Mianger Proture e € fivtelveta Copy
Lof . Frdnole oo R Beags o Visw Hrof
With DocuSign’s powerful signing workflows, the State e Asm ez

can:

v Ensurethe proper person acts on your documents at the right time

v Standardize processes, reduce preparation time; and enable erid-to-end automation of your business
v’ Create and manage time-sensitive transactions

Ability to Change the Workflow

Some re{:|p|ents can be set up in the template to manage the envelope recipients. Recipients can have the option to Chang
Signer” or delegate the signing responsibility to someone else, and the process is defined for each template. Additionatly, it is
possible for the sender to “Correct” the workflow, and dynanically change a recipient's name or email address, Finally, itis
possible to dynamically assign recipients through brokers. See “Agent Managed Envelopes” for more information, Note,
DocuSign Admins and Senders have the complete control to enable of disable any of these features:

| b. Any limitations to the size of documents sent through workfow.

s Document limit: A hard cap exists of less than 25MB per document.. _
o Envelope limit: No size limit exists on a per envelope basis (envelopes over a certain size may experience performance.
issues) - Supported File Formats - New DocuSign Expetience

htts://support.docusign.com/en/articles/DocuSign-Documerit-and-Envelope-File-Size-Limitations

c Any limitations 1o the combined file size of a transaction with mulfiple files attached.

No, there is no limitation to the size.of an envelope; however, we have seen some browsers on certain devices have
performance issues with document packets that are gigabytes in size,
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d Each person in the workﬂow is given: the opponun.'fy to-review ah‘ documents w.tth a conftrmatron opponumfy, before
the transaction continues..

Yés, DocuSign supports serial workflows, meaning each person has fo review and compleie-any assigned fields, including the
ability to approve or decling, before the transaction continues to the next person,

e. The solution allows for rejection. If a form is rejected, specify-how commenting, rerouting, markup of document is
allowed. ' '

Yes, signers have the ability to rejecta form by selecting “Decline o Sign.” The State has the ability to require a reason for
declining to sign. The document is then routed back to the original sénder.

f. The solution supports the approving/rejecting of multiple sections of a document by more than one approver and/or
signet.
Yes, the sender can place multiple approve/deny tags in a single document,

|' g Workflows are sefup based on Roles and Permissions |
“Yes, access to workflows can be limited based on roles.

I h. User initiates signing. |
Yes, a user-can initiate the signing process by uploading a document or using an-existing template.

l 3 [Each department/division/unif can have and maintain their own customizable workflows. |
Yes, DocuSign supports templates for different departments, divisions, and units with customiizable workflows. Users:can be
assigned to different permission groups to ensure they only have aceess fo templates they need as part of their job duties..

i ! Routing of muitiple types of documents-with multiple signatures withirt a single transaction. \
Yes, The State can route mulfiple document types for signatare by multiple parties in a single transaction. DocuSigh does not
limit the number or documents or signers that ¢an-be included in a single workfow.

[ K. Users can track the progress of a transaction— including stage and status. |
Yes, users can track the progress of a frarisaction. Every envelope that you creafe or receive through DocuSign, has a status.
The status indicates the current state of the fransaction. Users can access the status of their transaction via the Management
Tab in DocuSign. This list defines all the possible statuses:

o Draft. For an-envelope, you created-and then saved without sending.

+ -Sent. The.email notification has been sent to at least one recipient. The envelope remains in this state until all recipients
have viewed the document. (Shown in Reports and History onily)

o Delivered. All recipients have viewed the doeument. {Shown in Repoeris and History anly)
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o Waiti ng for Others. The erivelope
has at least one recipient who has
yet to complete their action. The
recipient status in the Details view ~ Waiting for Others
'shows whether the outstanding @
reC|p|ents need fo sign (Needs to =~~~ ™% ke
Sign) or view {Needs to View). From - -
the Manage page, you.can see - Subect Reciptents changs O
whose furn it is to_sign by hovering Sy e O E Dinciuter, 20T o

. WAITING FOR e Prpatelin Sobidbe: FIEET ’

» Needs to Sign. You are a recipient ° " Prod Marstat : _

e . e o st ik

o Needs fo View. You are a cerlified : B N § 10 SR
delivery recipient and you are AR R—
required to view the document.

e Correcting. The:sender started to correct an in-process envelope and has not yet saved his changes. In this state, any
olitstanding signers are unable fo view or sign. The sendsr must sither save or cance! his changes to move the envelope
out of the Correcting status.

o Voided. The sender canceled the envelope before it-was:com_pl'eted. Recipients-can no'_longervi’ew or sign the d_ocument.
Voided documents appear in your sending account as voided. You ¢an still view and print the decument, though ithas a
“VOID" watermark.

s Declined. A signer has declined to sign.

e Completed. Anenvelope is completed once all the recipients have compleied their actions.

s Expired. A document that has exceeded [ts set expiration’ penod without completing will expire. Recipients can no longer
view orsign the expired document. Explred documents appear in your sending account as voided. You can still view and
print the document, though it has a "VOID" watermark.

o Delivery Failure. The email notification did not reach the recipient. Review the Details to-see which recipient status is
listed as Auto Responded. For this recipient, check the email address you entered and correct the document to fix any
errors. From the Manage pagé, you can see which recipient delivery failed by hovering over the status warning.

Sent
i gdn 1
DELIVERY FAILLRE
S::*Z::}:::Li | Resipients P
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o Authentication Falled At least one signer has failed the authenticatlon check You can either send & remmder to the
recipients, which gives the signer another chance to access and pass the authentication. Or you can correct the envelope
and modify the authentication setting. The envelope History provides additional detail on'the authentication failure.

[ J The process for copying previously created workflows

DocuSign aliows for the use of multiple workflows with the system. These are easily generated within templatized processes
that are created/maintained by the appropnate peaple with the given permission levels. Typically, the recommended process is
‘to create the workflows within the Sandbox (test) environment for appropriate testing and then moving them over fo
Production. This is:an easy process of downloading the templated process and then simiply uploading into-Production.

\ m. The solution generates a diagram of the workflow.

Yes, senders can view a graphical representation of the workflow by selecting the Order Diagram link
within each template and envelope.

Lighladfuded Qlagrem

When a user sends a transaction {one or more documents) for sighature, they can set the routing in

order to detérmirie the specific-order that the transaction needs to go through. If this is done on an ad

hoc basis, the workflow will not be saved, but the user can clone a previous workflow if needed. For

mare consistently used documentation, templates can be created and managed locally by users who L
have the permissions to do so. This will allow for the setting of a speclflc user(s)-and or groups for o
signing at defined times within the workflow. ' '

[ n. ‘User can abandon signing a document.

Yes, sigriers can select an option to “Finish Later.” The signer can then retum later to complete the transaction.

| 0. Portions of the workfiow: that-are configurable by the Department/Division/Unit.

Yes, workflows are configurable by different departments/divisions/units.

[ p. Queues are-established to assist users fo process, review, analyze and approve depending on rofe.

DocuSign provides several different methods to locate docurmientsftransactions that may require action. This can’ be seen
when the User logs into the web console and/or mobile app andis taken fo the Home Screen with qumk Views.

‘Quick views are a great way to easily filter documents for key categories. When a user selects a Quick View, the results list

shows all of the-documenits that match the selected category. These are resulis are restricted to document activity from the

fast six months. To get different results, use the Filters menu to select a different time frame or specify the sender, or entera
search term to narow the quick view resuits by document name, recipient name, recipient email, or envelope 1D. The-quick

view options are; '

» Action Required - Documents awaiting your action, which you need to gither sign or view.

+ Witing for. Others - Documents sent by you that are waltmg for others to act on, either to sign or toview.
+ Expiring Soon - In process documents that are dué to expire within six days.

» Completed - Documents with the status Completed, either sent or received.

\. q. Support Ad Hoc sigriing from cloud and smart devices.

Yes, DocuSign supports Ad Hoc.signing from-cloud and smart devices. DocuSign.is specifically engineered and tested to
“work for signers on regardless of device type. It recognizes the device and may alter the HTML-5 rendered interface
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accordingly for the device being used to sign the document We currently support SIQnmg on all HTML-5- capable browsers
and mobile devices. Additionally, Docu8|gn is the only platform that offers native mobiles apps for all major platforms: iOS.
(iPad/iPhone) and Android. DocuSign is available through the Blackberry mobile browser hut is not available through a native
Blackberry mobile application.

Access your DocuSign account directly from your computer or your mobile device. Sign documents, send documents out for
signature, gather signatures in-person, monitor document status, access completed documents and mich more. Whether you
are in the office, at home, or on-the-go — DocuSign works every time from every device. Additionally, you can access from
friobile browsers as well as from our native Apps.

o Support BYOD with native apps for all major platforing

e Cuickly sign and send documents from the read—even without an internet connection

e Automate signature workflows into your company’s mobile app with the DocuSign Mobile
Client Library

+ Mest the highest mobile device management standards
« Receive instant fransaction updates
e Apps available for iOS and-Android.

With DocuSign’s mobile apps:

e Sign and send documents from anywhere
o Easily manage your documents, including void and remind
e Real-time status updates provide instant visibility

Offline Mobile capabilities -DocuSign is the only vendor to enable the.following from a mobile device when the mobile
device does nof have.internet access:

In-person Signing
Create Envelope

Add Document

Add In-person Signer
Add Remote Signer
L.ocai Document Storage
Enable Offline Mode

5 & © o @ © ©

1 f. Workflow creation can be automated. (i.e. — Roles copied from other systems such as HR/Payroll systems).
DocuSign aliows the ability to define permission sets which ¢an be mapped fe & role. There is no guarantee that roles from
other systems-can be mapped 1:1 with roles in DocuSign. We would need to-understand your requirements more. fully to be
able to provide & comprehensive answer. DocuSign allows the ability to-define permission sets which can be mapped to a role.
There is no guarantee though that reles-from ofher systems could be mapped 1:1 with roles in' DocuSign. We would need to
understand your requirements more fully to be able to provide-a comprehensive answer.

\ S. Documents which do not require signature are bound to signature documents and routed through the workflow. |
Yes, documents that do not require signature can be added into an envelope to'be reviewéd by signers: In addition, the Staté
gan place tags requiring a signer to approve/reject doeuments.in order to confirm the signer reviewed the document.
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t: Workflow can be red;rected and users mjecied ro the ﬂow i

Yes, users can be added fo the workflow until it has been completed.

[ u. Support branding and color scheme customization of document packages for signature. ]

the customer fo create reusable templates, o

example, without required service from

Eimails can be customized with the subseriber’s

Yes, DocuSign supports branding customization. DocuSign is easily customizable-and configurable. One method of

‘clistomization is by branding. Branding your DocuSign account is an excellent way to add the look and-fee! of your

organlzatlon s brand fo the sending, signing, and email process making it easier for users fo identify envelopes corming from

your organization. The DocuSign' Account Custom Branding feature lets you set the golors, logo, and text for your account fo
enhance the sending-and signing experience. You can create any number of brand profi iles with differenit settings to reflect

gach of your corporate brands or different internal divisions or departments.

When you create orchange a branding profile, it applies to-everyone using that profile and affects all envelopes.sent with that

profile.

Another approach to custornization is using the
DocuSign API's. Each function is- available
programmatically, allowing the customer to
create a unique experience, including.
embedding DocuSign in a custom application
{mobile cr web-based).

Branding

sy gt G setung Mt Sy Lo T, To e AT St F1ER Bk U e Dttt S g ek

. Gustomlze Whet Recigieaty See
- ) m;w.i:_w-n.%}&bmmmwmmmamwé PR
DocuSign is alsc highly configurable, allowing. e

P By . TEIT YTURTRRME P iem e e e

i o
-. L : ER
gy it Gy 00 @

define workflows; save personal reports, for

. gk Ghiprins Fratizey
A% AT TRNGH. Padk Siguiey peud "

A1t BT B N AT PR S D R e A DA Uiy
Tieiigen e Lt

DacuSign. Each DocuSign customer has unique
requirements and DocuSign has been designed
to be fiexible 1o meet those reguirements.

fustemize What Yaur Uiers Sge
A YO AT)S AT dughiiey
Mo L ity B X

S FIE g S R il
s-oaﬂle'r‘owl Wim‘ﬂfi

Email Branding

logo and color scheme. The ‘email subject and e e e e b s
email message can also be customized. ' '

A unique capability of DocuSign is that each recipient in a multizrecipient workilow can receive an individualized email, with
different verbiage. In-a mulf-Hanguage scenario, each recipient may also receive a different, localized set of emalis Not only is

the Ul focalized, but the email body itself.

V. Support document creator workflow rerouting with and withouf workflow start over.

The solution provides the ability to be an individual workflow or be a part of a larger workflow that takes place before and/or

after the DocuSign procéss. Most commonly, this is done with documentation that is created andfor-edited prior to the need for

the eSignature process. Upon the initiation of the DocuSign process, it is a fully tracked and audited process that would
require restart if changes-are needed to the document(s). If there are changes- needed around the signing steps and or
additional documentation to be added, a simple Correct feature could be used, which does not require that the transaction be
restaried.
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[ W. How an external sysfem process can be-added as a workflow stepkapprova!

Generally speaklng, the process of satisfying-a DocuSign workflow step is designed o be an interactive, human step.
However, some-customers support systematic interactions of Recipient workflow steps through creative solutioning. The basic
process is:
1. Include a step for the system process:in the Recipient Workflow. This Recipient will need a riame and email, but no
human user is-expected to monitor the email. For the sake of this description, the Recipient will be named “System Pause”.

2. You can programmatically defect when the workflow reaches the System Pause Recipient.. Atthis point, your system
process can perform its function.
3. When the system process is complete, if the intent is to approve the step so that the workflow continues forward, you
remove the-System Pause Recipient from the waorkilow through the API. This has the effect of moving the workflow to the next
step in the process, mcludmg the option of completing altogether. If the outcome of the system process to not approve the
step, you can programmatically Void the transaction, bringing it to a halt.

X. Describe how the solution will generate workflow and forms meta-data and the content of such meta-tata specifying
what is included, and what s excluded.

All aspects.of each transaction are fully logged (including name, email address, IP-address, dateftime, authentication, and
activity) and captured in a detailed transaction history which-is.stored in perpetuity as hashed and encrypted data within the
DocuSign system. This data is.available on demarid from the DUCUSlgn system and may alfso be programmatically exported to
client systems in real-lime as transactions progress to a completed state. In addition, DocuSign also generates a Certificate.of
Completion for every transaction in the form of a digitally signed PDF document which is designed fo be a court admissible
document..

Audit trails, such as signatures and documents, are always stored in encrypted form using an x,509 certificate. A hash is also
taken before each change, and compared to previcus SHA-2 hash values to ensure the document hias not been modified.
After any change, a new hash is taken and stored physically and logically separate from the document,

DocuSign tracks activities at both a User and Transaction (Envelope) level. This is relevant both fo-an auditing perspective as
well as driving the workflows arotind the document being signed. All the audit activities listed below are available-to the
Sending party through the user interface or programmatic API.

From the standpoint of a Signing User, Doc‘uSign'audits the following events:
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o When a User was invited o 5|gn mcludmg
whether the irvitation was successfully
delivered

o When a User passed (or falled) various
authentication steps that were required to

-access the documents
o When a User agreed to a Consumer
Disclosure consent
When a User first viewed the docurents z \
When a User signed their documents St S
Anytime a User downloaded the documents e ——

Anytime & User viewed the documents
When a User declines fo sign the documents
Anytime a User marks-up a document or
provides data values

e @ @ © 0O 0

From the standpoint of the' Sender, DecuSign
‘audits the fallowing events:

s When the sender initiated the Envelope

For -l BT

e When the sender activated the Envelope for g%m . coeten
signature LR
o Anytime the sender modifies the Envelope @ *° . :

e Anytime the sender downloads the documents
o Anytime the sénder views the documents
¢ When a sender voids the Envelope {revake the ability io eSign)

From the standgoint of'a Transaction; DocuSign audits the foliowing events:

When the Envelope was initiated

When the Envelope was aclivated for signature

When-the Envelope was viewed by all parties

When the Envelope was signed by all parties

When the Envelope was completed

When the Documents were deleted

When thie physical location of the electronic Envelope was transferred to another electronic vault

2 9 @& @ ¢ o @

13. Signature/initialing

Describe the solution’s signature-and initialing capabilities. Include how the:
a, Digital signature is linked to the documents being signed. Desctibe how this is achieved,

Yes, documents exported from DocuSign are digitally signed for-tamper evidence. The tamper seal is an X.508 PK] standards
based "Digital Sighature" that is applied to the document at the time it is downloaded from DocuSign. The mechanism would
indicate if the document has been changed since being downloaded. DocuSign provides a digital audit trail for the customer io
track signing and fifefime access events. This Certificate of Completion is also tamper sealed upon: download. This s so the-
Certificate of Completion ¢anhot be modified after download, just like the document.
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| 5. Solution assigns and restricts the sole control of the signature to the owner. |
For external signers, Yes. DocuSign supports a variety of authentication methods to ensure the person signing is in sole '
control.of their 5|gnature Inaddition to standard email address.authentication, DocuSign offers.an industry- Ieadlng choice of
authentication services for customers, partners and developers. By defaut, authentication is at the point of signing, making it a
seamless process that keeps business digital.

« Email Address. Requires access fo a specific email address before access is granted.

» Access Code. Requires the signer to provide a sender-generated code shared out of band, usually over the phone. The
‘signer must enter the code to open the document,

o SMS. Atwo:factor solution that reguires the 3[gner to provide a randomly-generated one-time passéode sent via SMS
text message to the sigrier's iviobile phone'to open the document.

o Federated IdentltyISmgle Sign-On. Federated Identity validates authentication by an external system integrated with
DocuSign via the industry-standard protocol SAML.

s Third-party. Validates the signer's Salesforce, Google, Yahoo!, or Microsoft account credentials, with additional options
for social networkcredentials from Facebaok, Twitter, and LinkedIn.

s DocuSign Credentials. Validates a recipient’s existing DocuSign account associated with a username and password.

s ID Check. This third-party service by LexisNexis validates a signer using-a KBA (knowledge-based .authenication)
process. The signer must correctly answer a list of personally identifying questions to open the document: (OFAC
Checking and Age Verification:can be part of this).-

» Two-Factor Phone Authentication. This third-party
sefvice by Authentify validates a signer's accesstoa
phone number and predeterminied access code for
entry. The signer's spoken name is also recorded as
a biometric. print.

o Digital Certificates - DocuSign offers digital
certificates as part of its Standards-Based
Signatures platform. Using digital certificates during
signing provides higher levels: of identity -authentication and document transaction security. Further explanation of
DocuSign's Standards Based Signatures can-be found here: hitps:/fwww.docusign.com/sites/default/files/standards-
based-digital-signatures.pdf

For users within NCID, DocuSign’s OAuth supports the standard grant types for web and smart applications. This allows third-
parly integrations fo authenticate a user without prompting the user for their password, [n addition, this model of authentication
allows DocuSign fo introduce new authentication features without having to update any third-party integrations.

DocuSign SSO currently supports the foliowing SAML protocols, OASIS SAML 2.x or 1.x with HTTP POST binding or sarlier.

\ c. Solution captures the users “actual” signature and initiafs.
Yes, DocusSign eurrently provides several means to create a Signature, including:

e Adoption of a pre-generated signature and GUID
o Handwriting capture via mobile or touchscreen device
o Uploaded sample of handwriting via scanner or mobile camera

carahsoft DocuSa
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’ d. -Solution captures-a picture of the signatiire.owner and associates if with the actual signature. \

DacuSign provides the ability io require attachments ta the transaction. This would alfow for the inclusion of a- required
attachment to take a picture. of the Signer as he/she handles their step in ihe process.

\ 6 Solutioh caplures speed, presstre and x-y coordinates of signatures, I

DocuSign does not capture the speed, pressure, or x-y coordinates of a signature; however, the location of the signature is
defined by defined tags for signature/initial. This provides the Signer(s) with the appropriate placement of their signature(s).

To comply.with the eSign act of 2000, DocuSign provides a digital audit trail for the customer to track signing and fifetime
access events. A formal Certificate of Completion is created upon signature of all document parties. This contains the non-
repudiation information for fegality of the applied electranic signature.

[ f Receiver of data can determine origin.. I

The digital audit trail tracks when a signer views and signs, captured data/time/IP address for each signer. This aflows for the
tracking of which. person!persons conducted the interactions to enter data and/or sign the document(s).

g Electronic document cannot be: altered without defection at.any time after being signed, |

Yes, documents exported from DocuSign are digitally signed for tamper evidence. The tamper seal is an X.509 PKI standards
based "Digital Signature” that is applied fo the document at the time it is downloaded from DocuSign. The mechanism would.
indicate if the decument has been changed since being dowrloaded. DocuSign provides a digital audit trail for the customer to
track signing and lifetime access events: This Certificate of Completion is also tamper sealed upon download. This is so the
Certificate of Completion cannot be modified after download, just like the. document.

h. Code or other mechanism is used-fo create digital signatures and how that-code or mechanism is unique fo that
individual af the fime:of signature. '
¢ DacuSign can support both electronic and digital: 5|gnatures

With electrenic signatures, theré-can be multiple signers in a fransaction and there'is a single digital signature that | is
used to seal the signed documents from tampering.
. When using digital signatures, a digital signature is specifically applied to each transaction participant upon signing.
' ‘We support advanced functionality in electronic and digital signatures, For specifics on the advanced functions and.
‘how they apply to the State's situation, we require a better understanding of your requirements.

DocuSign can suppott both electronic and digital signatures. With electronic signatures, there can be muitiple signers in a
transaction and there is a single digital signature that is used to seal the signet documents-from tampering. When using digital
signatures, a digital signature is specifically applied-for each transaction participant upon signing. We support a lot of
advanced functionality when it comes to signing and for us to kriow how we map fo your needs would require a better
understanding of your requirements. DocuSign combines the digital and electronic signature product in one cloud based
‘solution.

o A digital signature, using an x.509.certificate which-is unigue to the signer, is dynamically provisionad.

o The document is “hashed" and this hash is digitally signed.

o i multiple signers are involved then each will digitally sign, whether they are intemal users or external signers who

are signing for the first time.

o Digital Signatures happen-transparently, as easy as signing electranically.

caraboft . e DocuSin,

B3



SOLCITATION#17s-400335

o In addition, the electronic signature is also signed by the platform, serwcmg as a "witness™ to the transaction and
applying a final digital certificate around the entire set of signer digital signatures, to-authenticate it originated from
DocuSign and to prove document integrity.

DacuSign gives your fransaction he best chance of having legal force and effect and business force and effect, regardless of
where in‘the warld, your transaction or signature needs.to be relied upan. Below are the standards that DocuSign meets:

0 X.509 PKI (Digital Certificate and Signature Technology)

0 RFC 5280 - PKIX '

0 150 32000-1

0 PAdES B-LTA

0 ETSI EN'319142

o FDA 21 CFR Pat 11

o ETSIEN 319 411-1

o ETSI TS 102 023

0 Adobe Approved Trust List

0 ETSIEN 319°411-2—EU QCP

0 EU Trusted List Service Provider (TSL)

Also included in the artifacts returned after signing is the "Certificate of Completion”, which s also digitally signed. It provides:
o Evidence of compliance with eSign law (in addition to the digital compliance)
o Exactly how each sighature was authénticated
o Evidence, such as IP address, timestamp, email, geolocation, and other info

14. Repudiation

Describe how the solution addresses repudiation; spec:ffcaﬂy address-how the solution will provide:

a. True and correct copy of document received — provide stifficient evidence fo-show how the copy of record was derived
from and accurately reflects the electronic document as it was received by the system, this evidence is also necessary fo
establish document integrity.

Yes, All aspects of each transaction are fully logged {including name, email address, IP address, dateftime, authentication,
and activity).and captured in a detailed transaction history which is stored in perpstuity as hashed and encrypted data within
the DocuSign system. This data is available on demand from the DocuSign system and miay also be programmatically
exported to client systems in real-time as transactions progress to.a completed state. In addition, DocuSign also generates a
Certificate of Completion for every transaction in the form of a digitally signed PDF document which is designed to bea court
admissible document.

‘Audit trails, such as signatures and documents, are always stored in encrypted form using an x.509 certificate. A hash is also
taken before each change, and compared to previous SHA-2 hash vaiues to ensure the document has not been modified.
After any change;, a new hash is taken and stored physically and logically separate from the docurment.

DocuSign tracks activities at both a User and Transaction (Envelope) fevel. This is relevant both.to an auditing perspactive as
well as driving the workflows around the document being signed. All the audit activities listed below are available to the
Sending party through the user interface or programmatic AP
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From the standpoint of a Slgnlng User DocuS|gn

audits the following events:

@

5 & o & @ o

‘When a Usey first viewed the documents

Anytime & User viewed the documents

When a User was invited to sign; including
whether the invitation was successfully
delivered

When a User passed (or failed) various
authentication steps that were required to
access the documentis

When a User agreed to a Consumer
Disclosure consent

When a User signed their documents :w e
Anytime a User downloaded the documents  *
When a User declines fo:sign the documents

Anytime a User marks-up a document or
provides data values

P Fupad VR
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“guptna aati! i, MERRL Ao

From+he standpoint of the, Serider; DocuSign e

audits the following events:

2

£
Mt W
et s hpon b

When the sender initiated the Envelope P
When the sender activated the Envelopg for @ =

signature .
Anytime the sender modifies the Envelope.

contents or-signature workflow

Anytime the sender downloads the documents

Anytime the sender views the documents

When a sender voids the Envelope (revoke the ability to eSign}

From the standpoint of a Transaction: DocuSign audits the following events:

& 5 & & 2 & 2

When the Envelope was initiated

When the Envelope was activated for signature

When the Envelope was viewed by all parties

When the Envelope was signed by alt parties

When the Envelope was completed

When the Documents were deleted

When the physical ocation of the efectronic Envelope was transferred to another electronic vault

b.

A human-readable format that c."earfy and acclirately associates all the information provided in electronic document

with descriptions ot fabeling of the information and provides the opportunity o repudiate. the electronic document based on this

FSVFGW

Yes, DocuSign generates a Certificate of Completion for every transaction in the form of a digitally signed PDF document
which is designed fo- be a court admissible document.
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c.. Inclusion of other information necessary to record meaning of document — such as data field fabefs signatory
information such as references fo validation mechanism, and transmission source-information.

When sending the transaction, Senders can set additional details around the document labels, details, and envelope custom
information.

Fields can:have additional Data Label names placed on them. The service also allows the configuration of Envelope Custom
Fields which can be used to associate particular values or text with & document for ease of searching (i.e. a form number,
applicant name, etc.).

Transmission details as well as all Signer details are held within‘the tracking audit-history ang Ceriificate of Completion.

[4 Procedures to address submitter/signatory repudiation of a copy of record, |
DocuSign provides a digital audit trail for the customer fo track signing and [ifetime access events. A formal Certificate of
Completion is created upon signature of all document parties.

All documents ‘exported from DocuSign are digitally signed for the purpose of tamper evidence; The tamper seal is an X.509
PKI staridards based "Digital Signature” that is applied to the document at the time it is downloaded from DocuSign. The
mechanism would indicate if the document has been changed since being downlosded: DocuSign provides a digital audit tral
for the customer to track signing and lifetime access events. This Certificate of Completion is- also tamper sealed upon
download. This is so the Certificate of Completion cannot be modified after download, just like the document.

Regarding repudiation, DocuS|gn sets the standard for world-class legal protection. With presence-in 188 counties, youcan
trust DocuSign mieets stafutes and regulations around the world, and leads the industry in compliance and enforceability, We
provide the most authentication options, a comprehensive digital audit trail and carrier-grade security.

DocuSign was the first company to warrant compliance with the U.S. ESIGN Act, state laws modeled after 1999 UETA and
certain key aspecis of the UK Electronic Communication. Act (2000}, DocuSign is designed for global compliance with Key
compenents of the European Directive 1899/93 EC on a Community. Framework for Electronic Signatures, including the UK
Electronic Communication Act, DacuSign fully enforces consumer consent, unigue signature adoption and signature process
flow provisions. DocuSign meefs specialized rules from the FDA, FTC FHA, IRS, FINRA, among many others. We provide
extensive, configurable authentication options to verify the identities of your signers.

DocuSign will go to court with you. While DocuSign has a successful history of providing customers with all the evidence they
need to defend their documents: against repudiation, DacuSign is available to assist our customers with legal challenges by
testifying in court to support the validity of DocuSigned documents.

g, Conﬁrmation of receipt of intact form data or record. i
Confirmation notifications can be provided as per AP calls. There are abilities: to also-notify the appropriate people if there are
any errors on the data fransfer.

\ f. Expunging of fransaction upon authorized request. \
There are several methods to requesta purge from customer perspective - with a retention policy ("Docurment Retention”
feature) via the API (PurgeDocuments meéthod), or manually. The "Document Retention” feature.in DocuSign wili purge
documents from the DocuSign servers (for Completed, Declined, and Voided envelopes) N days after the envelope becomes
Completed/Declined/Voided, where N is the numiber you specify in Preferences > Features > Document Retention {fink). the.
ehvelope documents are placed in a purge gueue for. deletlon in 14 days. A warning email notlﬁcatlon is sent to the sender and
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recipients associated with the envelope notifying them that the envelope document WI|| be deleted in 14 days and prowdmg a
link to the documents. Another email is sent 7 days later with the same message. At the end of the 14-day period, the
envelope documents are deleted from the system. Envelopes where documents are purged retain envelope data (audit trail,

certificate of completion, etc.) An-envelope can also be manually deleted from the conisole but it must be cormpleted or voided.

Itis moved to a deleted folder and then on:a daily basis permanently removed.

Document Deletion can occur directly from the web application by selecting the delete option for a specific envelope or
dragging it into the Deleted folder, When an envelope is dragged into the Deleted folder, a Delete job runs at-9pm that
evening, removing the pointer of the user who deleted the envelope. If no pointers are left, the envelope docs are immediately
purged (meaning.the envelope no longer resides in any DocuSign user folder). '

g. ‘Long term validation of electronicaly s:gned document. Desciibie how electronically signed document will maintain
validity for long term (multiple years-ouf).

DocuSign tracks all aspects of each transaction and are futly logged (including name, email address, IP address, date/time,
authentication, and activity) and capiuredin a _detailed'transat;ti'on* history which is stored in perpetuity as-hashed and
encrypted data within the DocuSign system. This data is available on demand from the DocuSign system and may also be
programmatically exported to client-systems in real-time ais transactions progress to.completed state. In addition, DocuSign
also generates a Certificate of Completion for every transaction in the form of a digitally signed PDF document which is
designed to be a court admissible documert.

15. Notification

Describe the soltition’s notification capabilities, include if the: solution:
a. Provides opportunity to review certification statements and warnings {including any applicable certifications that false

certification carries criminal penalfies).

Yes, signersare presented with a Consumier Disclosure that is customizable using the State’s legal language. Signers. must
accept disclosure in order to continue signing. If it Is not-accepted, the Signer can abandon the session or sefect to ‘Decline to
Sign' and will be presented with a text box to enter a reason. The Disclosure language accepted is audited and stored in the
Doc_uStgn 'Certificate of Completion' that accompanigs every envelope transaction.

h. Provides notification that copy of record is available and this nofification is configurable by each
Department/Division/Unit.

Yes, users in the signing workflow will receive a notification when the signing process.is complete. User download is an option
available to al recipients. during-a DocuSign signing session.

Email attachment is available if enabled by the sending organization. By default, DocuSign sends a completion notifi cation
email fo alf recipients when the entire workflow is complete, which contains & secure link to the completed documents,
Sending ofganization can elect to enable a feature which will attach a pdf of the completed document(s) and/or the Certificate
of Completion.

c. Flags acciderital submissions. ]

When a Signer interacls with a transaction, everything is tracked in the process to be a part of the audit history as well-as the

‘Certificate of Completion. [f a signer decides to ‘Deciine to Sign,” DocuSign will indicate the decline as well as require a reason

thatis held i the fransaction history:
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If & citizen initiates a transaction (wa PowerForm) and then. demdes that |t was accidental, {hey can void the transaction, which
is tracked. DocuSign canralso allow for settings around the expiration of transactions. This will void the open transactions after
the designated timeframe. All of these transactions can be searched upon as-well.as scheduled in reporting within the web
console.

| d.  Supports setting expirations and notifications.

Yes, DocuSign supports expirations and notifications/reminders, These settings are the default behavior for all documents sent
from your account. You can choose to enforce these settings for all documents cr allow users to modify the values for each
document they send.

To allow users 1o change these values, select Allow users to override these settings.

Reminders

(Default; Off)
You can turn on réminders to send follow up emails to signers automatically. When you enable reminders, you specify when
and how often to send notifications.

Expiration
Ry default, documents signing requests-expire 120 days after sending. You can modify this valus as desired. You can also add
the optian to.send signers an expiration warning. _ _ _ _ _
Best practice: Enter a low value for the optich Number of days to warn signers before expiration, such as 3 days. Warmning
signers of an expiring envelope improves the likelihood of getting envelopes to complete, rather than expiring.

Expiration

Nurnber of days befofe fequest expiras: Sﬁ I. :
Nurmber of days to warn zignars bafore sxpiration: 3 : .
{1 Allow usera to override theas settings
When a document expires, the status changes to Voided and it can ho longer be viewed or signed by recipients.

When an in-process document reaches five days to expiration, an expiration countdown appears under the document status in
the:Documents list.
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e. Has-expirations and notifications that can be set for a standard (e.g. three-month expiry) fof whole organization, a

division, -and individual and ete.
Yes, DocuSign supports customizable expirations. By default, documents signing requests expire 120 days after sending. You
can modify this value as desired. You can alsc add the option to send signers an'expiration warning.

‘Best practice: Enter a low vaiue for the option Number of days to warn signers before. expiration, such as 3.days. Warning
signers of an expiring envelope improves the likelihood of getting envelopes to complete, rather than expiring.

Expiration
Number of day's before requast expires: : AQ :
MNurber of days {0 warn signers bebors expiration.: | 3 ”
) | Allow uzers to override thase sethings
When a document ex‘pi'res,_ the status changes to Veided and. it ¢an no longer be viewed or signed by recipients.

When an in-process document reaches five days to expiration, an expiration countdown appears under the document status in
the Docurments list. '

fi Makes it clear that the signed document represents a completed declaration of will, and not just a-draft which the
signatory did not intend to-be bound by —~ Finality function.

Yes, signers are presented with-a Consumer Disclosure that is customizable using the State’s fegal language. Signers must
actept disclosure in order to continue signiing. If it is not accepted, the: Signer can abandon the session of select to 'Decline to
Sign' and wilt be preserited with-a text box o enter a reason. The Disclosure fanguage accepted is audited and stored in the
DecuSign 'Certificate of Completicn' that accompanies every envelope transaction:

| g. Makes a signatory aware that by his/her signature he/she is entering info a binding transactioh — Caulionary fungiion. l
Yes, signers are presented with a Consumer Disclosure that is customizable using the State's legal language. Signers must
accept disclosure in order to continue signing. Ifit is not accepted, the Slgner can abandon the session or select fo 'Decline fo
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Sign' and will be presented with a text box fo enter areason. The Disclosure Ianguage accepted is audlted and stored in the
DocuSigh 'Certificate of Completion’ that accompanies every envelope ransaction.

| h. Includes automatic acknowledgement of receipt. |
There are- multiple ways in which DocuSign provides and tracks notifications to the Signer(s). All actions that happen in the
routing order are tracked, which can include the people who are entered as a Carbon Copy (CC) as wel'as a Needs fo View
{which requires that they. open and view the transaction document(s)}. In the tracking history of the transaction, every action is
tracked which indicates everyone who has received the transaction, whether needing fo interreact or not.

16. Storage
Describe the following storage capabilities; include if the solutions storage functionality can:
a. To print or store focally by person(s) in‘the process.

Yes, all users involved in the signing ceremony have the ability to print cr download the contents of the envelope,

| b. Form data or record will be stored — vendor or agency. |
Yes, form and record data are stored. The document retention policy is configurable by the client. Most clients leave signed
documents in the DocuSign system indefinitely to retain an independent third party that can warrant the documients have been
securely stored and have not been altered. £ isalso common for clients to utilize the DocuSign Connect publisher service to
deposit copies of signed documents in their- integral document repositories and applications so that a local copy is kept behind
their firewall and readily accessible. However, DocuSign supports the unique retention policies of each of its clients by
enabling them to.remove documents from the system as well. This can be performed on a policy-basis according to a pre-
defined schedule {ex: 14 days after completion}; or it can be performed: on the explicit basis upon instructions from a cfient
system. In either of these cases, DocuSign will remove the documents from the system, though it will maintain the audit log so
that it can vouch for the execution history of the documents.

e Provide costs estimate for vendor storage in Section IV. Provide cost estimate for any transmission cost if stored at
agency in Section V.

DocuSign includes unlimited Cloud storage for all documents routed with DocuSign at no additional cost to the DocuSign
License:

| d. Store and-accommodate according. fo each depariment/division/unit record retention.and disposition schedule. |
Yes, the document retention policy is configurable by the client. Most clients Jeave signed documents in the DocuSign system
indefinitely to retain an independent third party that can warrarit the documents have been securely stored and have not been
alfered. Itis also common for clients to utilize the DocuSign Connect publisher service to deposit copies of signed documents
in their integral document repositories and applications so that a local copy is kept behind their firewall and readily accessible.
However, DocliSign supports the unique retenticn policies of each of its clients by enabling them to remove documents from
the system as well. This can be performed ona policy-basis according to & pre-defined schedule (ex: 14 days after
completion); of it can be perfermed on explicit basis upon instructions from a client system. n gither of these cases, DocuSign
will remove the documents from the system, though itwill maintain the audit log-so that it can vouch for the execution history of
the documents.

g. Allow procedures for retrieving documerits from Vendor; during contract term. ]
Yes, it 'is__com_r'_no_n for clients to utilizé the DocuSign-Connect publisher service to deposit copies of signed documents in their
integral document repositories and applications so that a local copy is kept behind their firewall and readily accessible.
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The DocuSign storage repos;tory is updated automatlcally as envelopes are routed and 5|gned Usmg DocuS|gn API |t is
possible to download from the repository. You access the envelopes stored with DocuSign via either the DocuSign.Console,
DocuSign Retrieve, or potentially a DocuSign AP! integration,

! £ Allow procedires for retrieving documents from Vendor; expired contract term.

‘Yes, customers have 90 days to reirieve any documents after contract expiraticn,

| g. Format documents are received and stored in.

All documents are saved.and stored as PDF files.

h. Support document package labeling for ease of segmented document storage. outsidé of the native solution data
center ' '

DocuSign provides document filing as part of our System.of Agreement functionality. All transactions-are stored in our service
indefinitely urlless a.customer chooses to set a retention palicy and-are accessibie from the account that initiated the
fransaction.

For scenarios in which the Documentation, data, etc. is to be stored in other system(s), the service also allows the, _
configuration of Envelope Custom Fields which can be used to associate particular values or text with a document for ease of
'searching (i.e. a form number, applicant name, etc.).

i Process for retrieving information required to meet-eDiscovery requests when documents are stored af a Vendor
operated or controlled site; orwheh information fetrieval requires participation of the Vendor or a third party.

To fully research across the data.and documentation in DocuSign, it is best to extract the data and details fo an infernal
‘system for fulf eDiscovery. DocuSign offers multiple opticns-for customers to extract completed docurvents, the Certificate of
Completion; transaction metadata and.document data.

The DocuSign APl (available in REST and SOAP) provides you with a powerful, convenient, and simple Web services AP for
interacting with DocuSign. '

DocuSign Connéct is a push service that sends real-time envelope and recipient data updates to customer listener
applications. These updates are generated by changes to the envelope as it progresses from sending to completion. Connect
provides updated information about the status of these transactions, including the-actual content of document form fields:
Connect is useful to organizations that want a real-time view into the fransactions.across their user base in a.centralized
location. This-information can be customized fo drive reporting or workflow specific fo that organization's needs. Customers:
can create multiple Connect configurations, each with different events-or users, and.set up different fisteners to monitor those
‘configurations,

DoeuSign Refrieve is'a windows-based tool that "retrieves” envelopes, documents; and data from DocuSign for use in external
systems, using the DocuSign API. Retrieve runs.on your syster and ¢an be run as one-time request or on & schedule. When
run, Retrieve contacts DocuSign, and retrieves envelopes, documents, and information for those envelopes based on filters
-you set. DocliSign Retrieve requites.additional licensing. '

DocuSign Total Search — new feature

D_'dc':u'Sign's Total Search featurs is described below and is not included in our pricing, since-it is a new optional feature. We
are happy to provide providing -and additional informiation if requested.
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DocuSign Total Search {powered by Seal) is designed fo drive 'human discovery": it will enable customers to. centralizé all of
their digital agreements, organize them using metadata (structural data), and search inside them using natural language terms
(unstructured data). DocuSign Intelligerit Insights (powered by.Seal) is designed to drive ‘machinie discovery": it will use
artificial intelligence and machine learning to-automatically extract mission critical legal concepts fike indemnification, warranty
and most favored nation, among others. DocuSign Compliance Packs (powered by Seal) use the same artificial intelligence
and machine learning o extract concepts derived from key regulations, including GDPR.

These integrated platform extensions from: Seal, available Jater this year, bring powerful new capabilities to the ‘mianage’ stage
of modern Systems of Agreement. Customers can instantly-and easily find agreements, regardless of their-origin or storage
lecation. They can then compare sections of similar agréémerits to identify inconsistent contracted terms, areas of exposure,
and potential revenue leakage. And they can review auto-extracted terms and concepts to-ensure compliance-and minimize
exposure to risk.

J. Process for searching.and sorling information sfored-af Agency sife to meet-eDiscovery requests (e.g. — record
identifiers).

Please see previous respanse.

[k Exit Strategy -Define how this process would work and what costs would be involved. s there a cost for iransferred
data?

If a customer ceases services, they have 80 days ta refrieve their documents.

This transactional data may include:

Envelope addressing information

Sender account information

Envelope history

Specific envelope transaction information such as: IPs, date/time of signing/authentication metheds, etc.

In addition, customers are free to purge those documents at any time-and can use the AP to verify that it has been com_plete_d.
All aspects of each signed transaction are fully logged and captured in the detailed transaction history captured and stored as
hashed, encrypted data associated with each sent and signed envelope. Al events associated with a document processed
an DocuSign are logged including send, sign; correct, reassign, deliver and view. The audit log of & document is kept
permanently even if the underlying document is delivered and purged by the owning account. This maintains DocuSign's
ability to prove a transaction indefinitely.

Using our Connect Service, there is no cost for transfer of data.

17. Service Level Agreement {SLA) and Reporting

The ideal solution will have a detailed Service Level Agreement (SLA)
a Provide a copy of the proposed Service Level Agreement (SLA}. Including notation of optional levels of service and
Breaches in SLA from a Financial standpoint.

Please refer to the Copy of Vendor's License and Maintenance Agreements.

b. What is the standard service availability that the solution cominifs to provide in a Service Level Agreement
(SLA)?Please provide quantitative response in percentage (%) and any other details fo describe this service availabilify
commitrment,

Please refer to.the Copy of Vendor s License and Maintenance Agreements.
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C: Is the-SLA Financially backed?

Please referto Copy of Vendor's License and Maintenance A_g__re‘ements.

d. With respect to RPO-and RTO, please describe how the solution provided allows for an RPO of 24 hours and an RTO
of 24-48 hours. Describe the architectural approach infrastructure and operating environment that are necessary to meet the
stated recovery point and time objectives. In addition, tell us if the proposed solution exceeds those meltics.

DocuSign's carrier-grade Architecture, a first in SaaS, features three simultaneously aclive & redundant systems that allow the
overall system to service full site ottages so it's "always_ on", Customer data is stored up to nine times across the three
geographicatly disparate locations. RTO = 15 mins / RPO = 5 mins.

e. Describe report and metiics generation capabilities. Show examples of how.utilization can be tracked by useror
‘groups of users.

‘DocuSign standard dashboards and reporting would aliow a-sender to-get perspective on historical and status refated
information of all en\?elcpesfdocuments The reporting tool alsc allows the sender {o set schedules for the creation of these
type of audit reports on a regular basis. "

There are several pre-formatted Dashboard reports available in
the console. These Dashboards provide drillable quick access fo
‘commonly requested envelope information. Each of the Ovérview
Dashboards is described below: e

Brecuramnt Sratus Sompiatiea Rate

Overview: This option shows.ail the visual reports and reporting L
Options" B i
e S
& fasiimr )

In Process Envelopes: This option shows 4 list of envelopes that
have been sent, but not signed, in the Resuits Panel, with a bar
‘chait aging repott showing the number of days since an envelope | assemest vasesy Sotiman Yo
was.sent for signature in'the Detail Panel. Optionally, you can
show the aging report for envelopes awaiting your signature,

e S

Completed Envelopes: This option shows a list.of envelopes
that are comipleted in the Resuits Panel and:a bar chatt Time to
Complete report showing the number-of days between sending an
envelope and completing the envelope in the Detail Panel..

- o Loreraeand

Envelopes Status: This option shows a list of envelopes that _
have been sent in the Resulis Panel and a pie chart showing the status of the envelopes in the Detail Panel.

Standard Reports from the web conisole are divided into three categories - each being exportable and customizable:

Envelope Report

18P0 envelopes. for the selected! report p;
sender, the recipisnt{s) and activity informaticn for the envelops.

Envelope Recipient | This regort 15 similar to the Envelope Report buf provides additional informatfon about the remp:ents‘ their place.in the routing order; how
Report ihey were authenticated, and their actions.
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rs.

Enveloge Status. porcp pe y port p P
and shows the total envélope with that. statiss, the number of unique senders, the' total rempienls the fotal s:gners the tolal documents and

Report

_ {otal pages.
E’;‘;‘zﬁpe Velocity This report provides information about envelope complefion times for the selected report parameters,
Envelope Volime Thiis report provides information about envelopes sent, completed, corrected, declined and volded, along with'the average completion time,
Tor the slei o PHUHTIARR e

Report

This report-provides activity information for envelope recipients for the selected report parameters. Each report row is for a different recipient
and shows the number of envelopes recéived, signed, not signed, a completion rate and the average time for that recipient to comgilete an

Regipient Activity

Report enveiope

Reviptent

Authentication This report provides.information about the authentication methods used to verify the identity of users for the selected report parameters.
Report

port p selected report paraméters. Each regort fow is for a differant account user
and shows the number of enve!opes sent, completed, the number of templates created and the last envelope agtivity for gach user.

This report provides activity information for groups in your account for the selected groups-ahd fimeframe. The report shows the number of
Group Activity Report | users it each group; the-number:of envelopes sent, the number of envelopes completéd, the number of templates created and the last
envelope activity for a member of the group.

User Activity Report

Account Activity | This repert provides activity information for the acéount for the selected timeframe. The réport shows the number of users in the account, the
Report number of envelapes sent, the number of envelopes completed; the number of templates created and the last-envelope activity for the
account,

For more details: hitps://1 0226ec94e53f4cab38f-0035e62ac0d194a46695a3b225d7 2cc8.ssl.cf2.rackedn. com/quick-start-
reporting.pdf

f. The state will require a rolfed-up view of all usage broken down by agency- quarterly and yearly; therefore, describe
how the-solution will allow agencies fo run their own usage regorts,

DocuSign's reporting capabilities allow for the tracking of activities in the account. DacuSign’s Ul does not currently allow for
reporting across multiple accounts, To have a rolled-up report of all activities across accounts from the state agencies, data
will need to-be extracted (andfor automatically pushed) into a data storage for more detailed reporting {ex; SQL). The use of a
Bl tool can handle the reporting needs across the entirety of the usage across all state agencies.

DocuSign Total Search — new feature

DocuSlgn s Total Search feature is described below and is not included in our pricing, since it'is a new optional feature. We
are happy to provide providing and additional information if requested.

DecuSign Total Search (powered by Seal} is designed to drive ‘human discovery”. it will enable customers to centraiize all of
their digital agreements, organize them using metadata {structural data), and search inside them using natural language terms
(unstructured data). DocuSign Intelligent Insights' {powered by Seal} is designed to drive ‘machine discovery’; it will use
artificial intelligence and machine learning to automatically extract mission critical legal concepts like indemnification, warranty
and most favored nation, amang others, DocuSign Compliance Packs (powered by Seai) use the same artificial lntelllgence
and machine learning to extract conicepts derived from key. regulanons including GDPR.

These integrated platform extensions from Seal, available fater this year, bring powerful new capabilities to the ‘manage’ stage

of modern Systems of Agreement. Customers can instantly and easily find agreements, regardless of their origin or storage
location. They can then compare sections of similar agreements fo Identify inconsistent contracted terms, areas of exposure,

._ @m,ﬁfgng
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and potential revenue ]eakage And they can review auto extrac{ed terms and concepts to énsure compllance and minimize
expastre fo.risk.

g The total transactioi volume can be tracked by month, by Department/Division/Unit; and reported to DIT, |
DocuSign provides a number.of reports that include capabilities to see the activity based upon Recipients, Users, Groups, -and
overall Account activity. Additional fitters are available and the regorts can be scheduled to run automatically based.on set
criteria. These can be.sentto Users and non-Users of DocuSign. The foliowing reports can be used:

»  Recipient Activity Report - This report provides activity information for envelope recipients for the selected report parameters.

Each report row.is for a.different recipient and shows the. number of envelopes received, signed, not signed, a completion rate
and the. average time for that recipient to complete an envelope:

o User Activity Report This report provides activity information for account users for the selected report parameters, Each report
row'is for a different account user and shows the number of envelopes sent, completed, the number of templates created and the
last envelope activity for each user.

»  Group Activity Report - This report provides activity information for groups in your account for ihe-selected groups and
timeframe. The report shows the.number of tisers in each group, the number of envelopes sent, the number of envelopes-
completed, the number of templates created and the last envelope activity fora member of the group.

o Account Activity Report — This report provides activity informaticn for the account for the selected timeframe. The report shows
the numiber of usérs in the account, the number of envelopes sent, the number of envelopes.completed, the number of fempiaies
created and the last-envelope activity for the account '

18. Sofiware Support and Mainienance Services

The ideal solution will have established suppoit and maintenance. Please explain the following regarding these services:

a. Describe how the service desk operates; i.¢., setvice hours, escalation of problems, ticket tracking, reporting of
melrics on-avaifability, call scripts, repositary of sofub'ons calf back time efc.

Get the answers-you need, the way you want them. DocuSign Customer Support is here to give you the assistance you need.
so that you get the results you expect. Our industry-leading, global support model is there fo back you up, no matter where you'
do your business. We provide you access to the expertise you want, whether through our communities; our knowledge base
and-on-demand iraining, or otir team of experienced technical support professionals, who kriow you and your solutions. And
‘we are.set up to work the way you want, whether by phone, chat, email or web.

carahsoft
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24x7 Systern Availahifity Manltoting v

Case Submission Resnonse Time Target 2 hours

30 rmintites

Pro,.ctme Monmring af Cases

Adopunn l\etwark

Tec}mlc_al Custarser Succ;e:_ss Manager® i «

Support Services Explained

&

-]

24x7 System Availability Monitoring: DocuSign Trust Site for real-time system status and notifications

Support Portal and Knowledge Base: Search for answers and submit Support requests

DocuSign Community: Q&A community staffed by DocuSign-employees and power users of our product

24x7 Sender and Signer Live Chat Support: Chat Support for simple questions on signing, sending and account
management

Online Case Submission and Management: Submit cases online for assistance from our Suppert Team

24x7 Live Phone Support: Talk to our DocuSign Support Team for technical DocuSign questions, billing inguiries and-

account support
Escalated Support - Tier 2: Direct access to a senior technical resource as part of:standard support escalation process.

Docu3igh Demo/Sandbox Environment Access: Test your currént code against upcoming releases or add your new’

code fo test prior o releasing into: productlon

DocuSign Integration Support (Connectors): Support for connections to complementary solutions such as Salesforce,
Microsoft, and Google.

24x7 Emergency Support: 30-minute response to Severity 1 technical incidents
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= Proactive Monitoring of Cases: Ongoing tracking and review of cases opened fo identify trends, possible issues, or
opportunities for improved-use of DocuSign

o Deliverables: CSA Certification course for one user "tﬁrou‘g_h DaocuSign University; 2-hours of office hour access to
DocuSign CSA team; access ta.Adeption Network gated community

< Technical Customer Support Manager: First point of contact for all technical questions. Trained in cusforner use cases,
workflows, and technology. Will provide case reviews on a regular basis as part of the relationship.

Please refer to the Copy of Vendor's License and Maintenance: Agreemehts for additional details.

l b. Describe how-the solution will provide availability and. uptime metrics for solution.

DocuSign provides.a Trust Center to provide fransparency info service performance, availability, and technical best practices.
DocuSign's Trust Center is available here: https:/Arust.docusign.com/

While other vendors may claim a strong uptime, we invite the State to investigate our competitor’s uptime records. Our closest
campetitor has frequently periods of downttime and large chunks of regularly scheduled maintenance. DocuSign is proud to
report our historical uptime, which is the best in the industry.

2013 99.87% {does notinclude scheduled downtime)

2014 99.95% (last scheduled downtime was April 2014)

2015 99.9942%

2016  99.9954%

2017 99.9996% hitps:/ftrust.decusign.com/en-us/system-staus/

e 8 ©0 B ©

DocuSign provides a Trust Center to provide transparency into service performance, availability, and technical best practices.
‘DocuSign's Trust Center is available here: htips://ttust.docusign.com/

A snap-shotis provided below of the system status showing the last 12 months.
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SYSTEM STATUS

- 300% ! 100% | 100% 99:98%

c.  Describe the solution’s development “sandbox” as envisioned for backend integration efforts with legacy
environments.

The DocuSign Sandbox:
Sandbox is a safé and secure test environment
Test functionality, scalability, and performance befére prodiction release.

Early access to DocuSign innovations and code base
Allows IT teams o maintain separate develofiment and production envirenments

¢ & 4 o

Benefits for the State
o Develop and test DocuSign custom integrations before production release
‘e Reduce business risk and development cycles by eliminating the need to develop in production
s Ensure husiness continuity by simulating different use cases and assessing real-world cutcomes.

o8 @@mﬁgz%
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» Protect your DocuSign investment as test tranisactions don't impact production limits

QA Sandbox Overview
Enables IT teams to develop and test custom infegrations

o Targeted-to medium and large organizations who need to test DocuSign custom integrations
o  Customers can perform ongoing testing at normal loads {up to 3k monthly average)

s Metadata retained for up to 30 days

o Access fo Enginesring Services Engineer Consultants as an optional add-on

@ QA Sandbox Offering Details

+ Mo anwiiaido

High-Performance Sandbox Overview
Gives enterprise IT teams the ability fo test performance and custom integrations
in highly scalable environments

e Designed for IT teams in large enterprises that need o reqularly test
performance; surge, and scalability

e Customers can perform ongoin_g--testing_ at normal loads (up-to 3x monthly
average)

¢ Up to 1 performancefsurge test pericd psr quarter

o Metadata retained for up to 1 year

s Access to a.dedicated Professional Services Senior Engineer

DocuSign is the only vendor that supports a high_-performance.Sandbox.'

carahsoft | DocuSign.
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d. Describe how the application changes will be able to be previewed in a sandbox"/non productfon environment prior to
changes being made in production.

DocuSign conducts rolling product releases and patches to the system without any downtime to the agencies. All updates and
enhancements are released to the Sandbox envirenment prior to Production rejease.

The DocuSign Sandbox isa safe and secure test-environment that can be used to:
+ Test functionality, scalability, and performance before production release

+ Early access to DocuSign innovations and code base

« Allows iT teams to maintain separate development and productioh. envirenments

e, Describe- the management and project eam assigned to work with North Carolina, [
The DocuSign Accolint Management Team consists of an Account Executive, Solution Engineer, Account Manager, and likely

a Customer Success Architect: The Account Executive and Solution Engineer focus' heavily on sales arid-ensuring the
customer understands where and how the DocuSign solution can provide value. Key responsibilities of the Account Manager
include being a primary point of contact: throughout the life cycle of the client. relationship, ensuring overall success and
satisfaction. providing customer service support and troubleshooting issues for assigned acgounts,

The Customer Service Architect is a fee-based role who will champion DocuSign adoption within the customer enterprise by
providing leadership and driving the identification and RO! justification of use cases for the DocuSign solution. The CSA will
provide creative solutions to Key obstactes preventing customer adoption. The: CSA will be representing DocuiSign to the fost
strategic customers and will ensure exceptional customer satisfaction.

Regarding additional resources which may be assigned o the State’s team, DocuSign assigns resources {which are full-time
DocuSign Staff) on a first come first serve basis from the date of mutual acceptance of the Statement of Work {SOW). From
that date; we need one to'two weeks to schedule those resources which need-to be considered in your planning.

| f. Describe the process for incident management, change management and release management. |
DocuSign.maintains an 1SO 27001, PCI DSS, and SSAE16 examined and {ested Incident Response Program and Breach
Notification policies and processes. All incidents are to be reported via'a standard internal form to ensuie consistency of
information capture.

Customer Contacts

DocuSign’s Contracts Manager retains the list of customers requiring specific notification within specific timeframes: Upon
detection of any customer information within DocuSign’s control that may have been improperly accessed or acquired by:an
unauthorized party, DocuSign references the data accessed to determine the type of exposure, the population of customers
impacted, and the nature of the acquiring individuat or entity.

Prompt Notifications

DocuSign maintains a data breach notification program to promptly notify customers in the event their information is lost or
experiences unauthorized access. DocuSign will-promptly notify customers in the event that their protected data is reasonably
believed to be lost or stolen in an unencrypted format, or subject 16 unautherized access by, or is used or disclosed as a result
of an unauthorized acquisition. DocuSign will provide notice in writing promptly after discovery of such a security incident, but
in no event later than the deadline sét forth tinder applicable Law or the applicable business agreement, whichever is eatlier.

The written notice shall include; to the extent known, an identification of each individual whose-personal information hias been
affected by the security incident; including state of residence; a brisf description of the categories cof personal information.
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involved for each affected mdnndual a brlef descrlptlon of how and when ihe security mmdent occurred and how and when the
‘security incident was discovered; and a brief description-of any steps taken to address the security incident and any steps
faken to prevent a recurrence.

To the extent this information is not known when the initiai written notice is first provided, DocuSign will prom ptly supplement
the written natice, in wiiting when information becomes known (uniess specifically directed otherwise by a law enforcement
organization). '

Incident Management
DocuSign's formal Incident Response program aligns with the National Incident Management System “D” Guidelines to:
contain, communicate, and resolve ' ' '
o Initial Detection
e Initial Tactical Respense
e Incident Briefirg
o Refined Response
o Communication & Messaging
o Formal Containment
« Formal Incident Report
s Post Mortem/Trend Analysis

Change Management

DocuSign maintains 1SQ 27001, PCI DSS, SSAE18 and FedRAMP certifications. External auditors examined and tested
Change Control policy and processes. All changes made to' DocuSign Product Operations. systems Information, and devices
are managed via the DocuS|gn fool. Changes are subjeeted to a testing regimen defined by IT and Technical Operations,:
which includes comprehensive scanning.

Technology systems, network devices, security devices, Active Directory objects orlogging and alerting mechanisms must be
authorized prior to the change being made in accordance with a specifically defined and doeumented approval procass.

All chianges are documented and approved via the DocuSign tool.

DocuSign pérforms extensive pré-deployment testing as the preferfed method for assurance of changes promoted into the
production.environment, '

Release Management

Thesé are outlined in our Release Management policies which are.IS027007, PCi DSS, SSAE18, and FedRAMP sxamined
-and certified. DocuSigh maintzins policies and procedures established for management authorization for development or
acquisition of new applications, systems, databases, infrastruciure, services, operations, and facilities.

DocuSign has 4 releases each year. For more infarmation, please see the DocuSign Release Notes page:
hitps:/fsupport.docusign.com/en/releasenctes

DocuSign |mplements 4 formal SDLC that is fully documented and audited as part of its SSAE 16 audit and ISO 270001
certifications. Code is developed in individual development environments through developer unit test and then deployed to a
formal QA environment for testing, verification and requirements review-by the separate QA and product management teams.
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g Provide a list and descnptron of the required. ro,'es and fevef of staff resourcesto manage momtor maiptain and

suppoit the overall solution. _

- Title " Description

- Support Escalation Manager ~ Customer support manager who will be an escalation path should the Customer L1/L.2
. Support be unable to resolve the issue.

Developers/Engineer  Developers/Engineers should make any adjustments and test solutions from endtoend to
... ... ... . ensurethereare nodisruption to serviees for each DocuSign release.

. Release Manager “Release Managers are responmble for managing the DocuSign calendar and releasesand

: - develap a release plan.. The release plan should include regression testing and a roflback
e ... . »Strategy. o
. Customer L1/L2 Support Customer L1/L2 Support are teams thiat end users should contact if there are issues after

arelease. Customer L1/L2 suppart should be fully trained on new feature refeases, known
Issues, and steps for resolving issues. -

- DocuSign Administrators DocuSign administrators.sheuld monitory the release scheduie and participate in the
- release plan associated-to confirming all use cases are functioning as expected.

- Business Subject Matter Business SME's may be needed to validate use cases and processes are functlonmg as
(Experts expeoted especially for larger releases with several features that impact existing solufions.

19. Training

The State desires a sofution that will employ training techniques with the capability to.accommodate various levels of users.
Trarnmg will be needed for each department/division/unit to include form madification, workflow creation/modifications, and
assistance with onboarding users incliding signature creation. Describe.the sofufion’s fraining regarding:

a. What modes of user training are available?

DocuSign offers training on-site or via WebEx,

Maximize your DocuSign rollout success with experienced instructors in a convenient virtual-format, DocuSign University's
End User Training allows your organization to leverage experienced instructors o support your successful roll-out through
tailored virtual training. After DocuSign’s Onboarding Success Consulting team onboard your Administrators, DSU’s instructars
develop and deliver customized virtual training sessions to prepare your company’s DocuSign users with basic skills.

End User Training is ideal for large. companies or departments locking to increase DocuSign-adoption with a broad user group
or complicated roflout;

Basic DocuSign Skills
Custom Integration Roliout
DocuSign Mobile Tools
Targeted Advanced Training
Q&A “Office Hours*

And Many More!

a @ © @ 0 o

1 b. What level of training comes with the proposal?
- Please see Section 2 - Product Strategy Roadmap, the-12-month Vendor Roadmap inforiation, which includes free training
developed specifically for the State.

carahsoft | | DocuSign,
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c. What type of training Wiﬂ be prowded in the proposa." for the hew use-cases and purchases’«’ (to .'ncfude form
‘modification, workflow creation/modifications, and assistance with on-boarding users including signature creation.)

" Please see Section 2 - Product Strategy Roadmap, the 12-month Vendor Roadmay information, which includes free training
developed specifically for the State and includes forms, workflow, and onboarding.

| d. What online help capabilities are available for users? |
DocuSign Customer Support gives you the ability to choose the right level of ongoing assistance you need to get the value you
expect from our platform, Our industry-leading-global support model is there to back you up, no matter where you are or how
'you want to engage — whether it's on the web, via online case management, live chat, phone or our team of dedicated
technical support professionals on-hand 24x7, who know your solution inside and out.

DocuSign Support Center

The DocuSign. Support Ceniter, hittps://support.docusign.com/, is-a free resource which provides a comprehensive library
of reference documents and videos which take you step-by-step through the process. DocuSign’s Support Center also
includes a Case Management dashboard for logged in users.

Other Self-Service Support Resources

You'll also benefit from on-demand access to an extensive digital fibrary of self-service resources including an active support
community; an extensive knowiedge base, product video tutorials and current release notes. At the end of the day, we strive to
‘maintaina high standard of service arid expert advice which restilts in‘a growing community of satisfied customers.

DocuSign Support Community, https://support.docusign com/forum, — an online forum where you can access help, ask
questions, and collaborate with other DocuSigners. Commimnity-Moderators review posts to make sure they are helpful and
-appropriate.

Knowledge Market, hitps://support.docusign.com/en/knowledgemarket — provides {ools and tips on how to drive adoption of
DocuSign.-Seme of the available reésources are white papers, value studies, videos, and tools.

DocuSign University Léarning Portal, htips://support.docusign. com/enfdocusignuiniversity -« a self-service learning toal’
utilized by customers throughout their DocuSian journey — beginning with your onboarding experience all the way to. becomlng
a DocuSign expert. Users can browse seff-paced learning paths and curated courses by role and fype, as well as have access
to DocuSign’s entire training catalog.

| 6. What online help capabilities are available for administrators? I
DocuSign Customer Support gives you the ability to choose the right level of ohgoing assistance you need to get the value you
expect from our platform Our industry-leading global support model is there to back you up; no matter where you are or how
you want to engage —whéther it's on the web, via online case managemertt, live chat, phone or our team of dedicated
technical support professionals on-hand 24x7, who know your solution inside and. out.

DocuSign Support Center

The DocuSign. Support Center, https:/isupport.docusign. com, is a free resource which provides a comprehensive library
of reference documents and videos which take you step-by-step through the process. DocuSign's Support Center also
‘includes a Case Management dashboard for logged in users.
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Other Self-Service Support Resources

You'll also benefit from on-demand access fo an extensive digital library of self-service resources including an active stpport
community, an extensive knowledge base, product video tutorials and current release notes. At the end of the day, we strive to
maintain & high standard of sefvice and expert advice which results in a growing community of satisfied customers.

DocuSign Support Community, hitos:/support.docusign.com/forum, — an online forum where you can-access heip; ask.
questions, and collaborate with ather DocuSigners. Community Moderators review posts to make sure they are helpful and
appropriate.

Knowledge Market, https://support.docusign.com/en/knowledgemarket - provides tools and tips on how to drive adoption of
DocuSign.-Some of the available resources-are white papers, value studies, videos, and tools.

DocuSign University Learning Portal, htips://support.docusign. com/en/docusignuniversity - a self-service learning tool
utilized by customiers throughout their DocuSign journey — beginning with yaur anboarding experience all the way to becoming
a DocuSign expert. Users can browse self-paced leamning paths-and curated courses by role-and type, as well as have access
to DocuSign's ‘entire training catalog.

i f. What web-based documentation is provided?

The DocuSign Support Genter, hitps:/isupport.docusign.com/, is a free rasource which provides a comprehensive library
of reference documents and videos which take you step-by- -step through the process. DocuSign's Support Center also
includes a Case Management dashboard for logged in users.

Other Self-Service Support Resources

You'll also benefit from on-demand access to an extensive digital library of self-service resources including an active support
community, an extensive knowledge base, product video tutorials and current release notes. At the end of the day, we sirive to
maintain a high standard of service and expert advice which resulfs in a growing community of satisfied customers,

DocuSign Support Community, hitps://support.docusign.comforum, — an online forum where you can access. help, ask
questions, and collaborate with other DocuSigners. Community Moderators review posts:to make sure they are helpful and
appropriate.

Knowledge Market, https://support.docusign.com/en/knowledgemarket — provides tools-and tips on how to drive adoption of
DocuiSign. Some of the available resources are white papers, value studies, videos, and tools.

DocuSign University Learning Portal, hitps.//suppor.docusign.com/en/docusignuniversity - a self-service learning tool
utilized by custemers throughout their DocuSign-journey — beginning with your onboarding experience alf the way to becoming
a.DocuSign expert, Users can browse self-paced iearfiing paths and curated courses by role and type, as well as have access
to DocuSign’s entire training catalog.

lg What live and web-based technical support is provided?

Depending on the support packaged purchased, the State will have access to the following live and web-based support
options:

e 24x7 System Availability Monitoring: DocuSign Trust Site for real-time system staius and notifications
= Support Portal and Knowledge Base; Search for-answers and submiit Support requests

o DocuSign Community: Q&A community staffed by DocuSign empioyees and power users of our product:

carahsoft _ Docuign,
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24x7 Sender and Signer Live Chat Support Chat Support for S|mple quesnons on 5|gn|ng, sendlng and account'
management

Online Case Submission and Mana_gemenf: Submit.cases.onfine for assistance from our Support Team

24x7 Live Phone Support: Talk to our DocuSign Support Team far technical DocuSign questions, billing inquiries and
account support

Escalated Support ~Tier 2: Direct access to a senior fechnical resource as part of standard support_ escatation process.

DocuSign Demo/Sandbox Environment Access; Test your current code ag_a_inst upcoming releases or add your new

.code to test prior to releasing into production

DocuSign Integration Support {Connectors): Support for connegtions to complementary sojutions such as Salesforce,
Microsoft, and Gaogle.

24x7 Emergency-Support: 30-minute response to Severity 1 technical incidents.

Proactive Monitoring of Cases: Ongoing fracking and review of cases opened to i'dontify trends, possibie issties; or

.opportunities for-improved use of DocuSign

Deliverables: CSA Certification course for one user through DocuSign University; 2-hours. of office hour access: to
DocuSign CSA team; access to Adoption Network gated community

Technical Customer Support Manager: First point of contact for all techiical questions. Traingd in customer use cases,
workflows, and technology Will provide case reviews.on a regular basis as part of the relationship.

A

What types of training.and documentation is provided for AP usage?

The Developer Center; hitps://developers.docusign.com/, is the central portal for.all fesources and information that a
developer needs to create apps and infegrations for DocuSign products. It is geared toward beginner and experienced
developers alike, The Developer Center contains all resources that developers need to get started, including:

® @ 2 9

¢ 8

Quick-start-gaides

AP1 reference information

AP| documentation for all AP! families.

Software Development Kits (SDKs) in all the popular development languages (C#, Java, Node.js, PHP, Objective-C,-and

more)

Development tools

Developer néwsletter sign-up _
Additional resources {developer blog, MVP program, support info, efc.)

carahsoft | DocuSign.
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i Describe the ability to provide cloud based user “sandbox” areas to support user on boarding, training, and functional
trials. Specifically discuss limitations as related to function of the production system as well as trial or usage fimits.,

The DocuSign Sandbox:

Sandbox is & safe.and secure test environment

Test functionality, scalability, and performance befare production release:

Early access fo DocuSign innovations and code base

Allows T feaims to maintain separate development and production environmerits

s o a o

Beneiits for the State.

Develop and test DocuSign custom integrations before production release

Reduce business risk and development cycles by eliminating the néed fo develop in production
Ensure business continuity by sunulatlng different use cases and-assessing real-worid outcomes
Protect your DocuSign investment as test transactions don't impact preduction fimits

a @ ©

QA.Sandbox Overview -
Enables IT teams to develop and fest custom integrations

s Targeted fo medium and large organizations who need to test DocuSign custom integrations
Customers can perform ongoing testing at normal loads (up to 3x menthly average]

s Metadata retained for up to 30 days

e Access to Engineering Services Englnee_r'ConsuI'tants as an optional add-on

carahsoft
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High-Performance Sandbox Overview _
Gives enterprise IT teams the ability fo.fest performance and custom integrations
in highly scalable environments

e Designed for IT teams in large enterprises that need to regularly test.
performance, surge, and scalability ' '

o Customers.can perform ongoing testing at normal loads (up to 3x morithly
average)

« Upto 1 performance/surge test pefio'd per quarter

o Metadata retairied for up to 1 year’

e Access to a dedicated Professional Services Senior Enginser

carahsoft




SOUCITATION #175-400335
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DocuSign is the only vendor that supports a high-performance Sandbox.

I3 Destribe whether the proposed solution requires customer fo proctire or implement any additional; on-premise
hardware.or fechnofogy commodities for proposed solution to function. Specify requirements by-including descriptions,
manufacturers, and model numbers.

DocuSign does not require the State to procure or implement any on-premise hardware or technology.

[ k Provide information regarding user communities and/or suppart groups. [
DocuSign Customer Support-gives you the ability to-choose the right level of ongoing assistance you need 16 get the value you
expect from our platform. Our industry-leading global support model is there to back you up, ho matter where you: are or how
you want to engage — whether it's on the web, via online case management, live chat, phone or ourteam of dedicated
téchnical support professionals on-hand 24x7, who know your solutfon inside and out.

DocuSign Support Center

The DocuSign Support Center. https://support.docusign.com/, is a free resource which provides a comprehensive library
of reference documents and videos which take you step-by-step through the process. DocuSign's Support Center also
includes a Case Management dashboard for logged in users.

Othier Self-Service Support Resources

You'll also benefit from on-demand access to an extensive digital library of self-service resources including an active support
community, an extensive knowledge base, product video tutorials and eurrent release notes. At the end of the day, we strive to
maintain a high standard of seivice and expert advice which resuits in a growing community of satisfied customers.

DocuSign Support Communify, hitps:/support.decusign.com/forum, — an online forum where you can access help, ask
questicns, and coliaborate with other DocuSigners. Community Moderators review posts to make sure they are helpful and
appropriate. - _

Knowledge Market, hitps://support.docusign.com/en/knowledgemarket — provides fools-and tips on how to drive adoption of
DocuSign. Some of the available Tesources are white papers, value studies, videes, and tools,
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DocuSign University Leammg Portal, htlps !/sunnort docussqn com;‘enfdocussqnunwersﬂv a self—serwce Iearnlng tool
utilized by customers 1hr0ughout their DocuSign journey-— beginning with your onboarding experience all the way to becoming
a DocuSign expert. Users can browse self-paced learing paths and curated courses by role and type, as well as have access

to DocuSign's entire-training catalog.

carahsoft | DocuSign,
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D. mmpLETED ms*r OFFER

| 1) Vendor shall be-able to. accept individual and/or Agency Wide Purchases on behalf of the dgericy and count toward the tiered pricing of that Agency.

I

Yas, DocuSign can accept individual andfor Agency wide purchases which-will count towards the tiered pricing:of the Agency.

1’5} Can Transactionsflicensing fees be hifled by Depariment/Division/Unit?

Yes. BocuSign can bill directly to the department/divisionfinit,.

|“ 3 Pricing based on tatal iransaction volume for the-State.

“Yes, DocuSign's. pricing is. based on total volume purchased by Agency’s leveraging the state confract,

4} Explairy usage a‘_f_:'d'meanfngtaf-documenf, foider, and transaction system identifiers. Usage counts wilf nead to cqrrespond with ant_Fropos_a.‘ in-Section

A transactmn will bé billed each time someone-clicks “send” from or {Rrotigh-a DocuSign’ productlon environment whether that is initiated through a connector; AP,
or web.conscle, A transaction can have mitlliple documents, and/or “Signers™as fong as it is one ‘send”.

1) Describe the purchase process.for an Agency.

DocuSigr's proposed solution is structired to make the process easy for the Agency ard DIT. The Agency can request a quote through DecuSign or Carahsoft
and either DocuSign.or Carahsoft wil prowde ‘a quote based off the State contract. The contract will be finalized once the Agency tuts.a PO and sénds it to
Caratisoft.

! 6} Define the minimum transaction purchase.

A micimum purchase of 1,000 Transactions is required.

7} Define the Costs for Conhactors to' SharePoifit, Dynamics 365, Salesforce etc.
E What costs are there fo infegrate info ShareFPoint?, Azure, Amazon Webservices, Dynamics. 365, and Saleforce.com.

The connectors fisted in our pricing table have a cost per user of $144,00fyear, Additionally, if you want us to stand up the connectors and do any development we
charge professional services'at a rate.of $295.00/hour. These include DocuSign Cannector — Alfrésco, DocuSign Carinectar - Google Enterprise Apps; DocusSign
Connector - Microsoft Dyhamics CRM, DocuSign Connector - Microsoft SharePoint, DocuSign Connector ~ NetSuite; DocuSign Connector — SugarCRM,
DocuSign Connector — SAP, DocuSIgn Connector — Salesforce; DocuSign Connecter ~ Ariba, and DacuSign Connector ~SuccessFactors,

Grahsoft . S Docu%,;
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| h. What other. CRM solufions or-cloud sofutions do you mtegrate with? Provide list and.a cos{ for each
Detailed pricing is included in our cost proposal bslow. _ _ _
-+ Salesforce: Theé.cost per ser is $144.00/vear. Thé Salesforce Fast Start consuiting package is priced at $13,000.
« I the State wants DocuSigi to staid up-lhe connsctots and parform develogment, we.chiarge professional services at a rate of $295.00/our
» Additionglintegrations: Th'Ere. are maﬁy' olher integrafions available iricluding SAP, Oratle, IBM, Googlg, Laserfiche efc. These conneclors were developed by outside
organizations and pricing can be obtaingd direcfly from those organizations.

| & Define what is includet in the Named users, Tiered, and uniimited pricing modefs. Suppott, training, adoption efc.. 7
Adeption Quick Start and Enterprise' Premier Support is included in the pricing. Additionally, we offer more extensive.implementation packages to stand. up your
instance. Please see the assorted “Fast Start Packages in the pricing matrix.

| 9j Define Unfimited ar Enterprisa in ferms of who can ulilize this model. [
We do not offer unlimited models. We da offer transaction-based models which means you can ficenses anyone within a paticipating.agency and aré ohly
restricted by the number of sends they have available.

} 10) Define whal conslilutes a ransaction from a cost standpoint? Specifically, Voided Transactions and bulk Downloads. |

A fransaction is-counted every time you click "send”. Voided transactions will count against your fransaction- allotmenls Bulk downloads of documents arenot
considered transactions as they don't require you fo hit-the send button.

] 1) Define Adoption acceleralor costs if offered? |
Adoption Accelerator is not offered.

[12)  Definé the service level, descrivtion and costs for Standard, Presmium, and Dedicaled Support? |
DocuSign has detailed information in Quastion 18. Software Support and Maintenance Services, For ease of réview, we also included it bietow:
Get the answers-younegd, the way you want theém. DocuSign Customer Suppart is here to give-you the assistanca you need so that you get the results you
expect, Ourindustry- !eadlng global support model is there to back you up, no matter where you do your business. ‘We provide you access to the expertise you
want, whether thraugh our commurities, our knowledge base and on-demand {raining, or cur team: of experrenced technical stipport professionals, who know you
_and yaur solutions. And we are set up to work the way youwant, whether by phone, chat, emait orweb.

cahsoft m D@cugﬁw
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24 Sjste'n Maliabahyy Mardtoring

Adaption Netvork

fechrucal Cusmrner Suczess Mana ge; o

Support Setvices Expldined

a
%
o
o

24x7 System Availability Monitoring: DocuSign Trust Site-for real-timie system status and notifications

Bupport Portal. and Knowledge Base: Search for-answers and submit Support requests

DocuSign Community: Q&A community staffed by DocuSign.employees and pawer users:of.our product
24x7 Sender and Signer Live Chat Support: Chat Support fbr-_simple’_questiqns‘on signing, sending. and:account mariagement
Online Case Sulintission and Management: Submit cases.online for assistance from etir Support Team

2 DocuSign,
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‘e 24x7 Live Phone Suppert: Talk to our DocuSign Support Team for technical DocuSign questions, billing inguiries andaccount suppiort
o Escélated Support - Tier 2: Direct access10 a senior technical resoufce as part of standard suppart escalation process.
o DocuSign Demo/Sandbox Environment Access: Testyour current code. against'upcoming releases or add-your new code to fest prior fo releasing into
producticn
= DocuSign Integration-Support (Connectors): Support for connections to complementary solutions such as Salesforce, Microsoft, and Gopgle:

= 24x7 Emergency Support: 30-ininute response fo Severity 1 technical ingidents

¢ Proactive: Monitoring of Cases: Ongoing tracking and review of.cases. opéned to identify trefids, possible issues, or-opporiunitiss for improved use of
DacuSign '

e Deliverables: C$A Gertiication course forone user through. DocuSign University; 2-haurs of office hour access to DocuSign CSA team; access o Adoption
Network gated community

& Technical Customer Support Manager: First poinf of contact for alf technical questions. Trained in customer use casés, workflaws, and technology. Wil
provide case reviews on a regularbasis as part.of the relationship: '

I 130  Is Unlimited phone technical support ava_;’!éb_!e for users, power users and administrators?
Yes. DocuSign offers unlimited 24/7 support for all users, power users, administratars, and document recipients via Phone, Chal, or email,

Customer Support Operating Hours & Languages

General Customer Support

There are many ways (phone, chat, efnail or web communities and knowledge base) for customers and employees who are wishing to escalate Customer issues to
contact-Custemer Support depending on what service-level package the cusiomer-has purchased or the urgency of anissue,

Operating Hours,

- Online Case ; Online Case " Oniine-Case

* Chat: - Chat . Chat . Chat

hone " Phane . Phone Phene

Click-to-Call ¢ Click:to-Call - Click:ta-Call
: Email . Emaii
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2417
7 days a week

© Sum:
- 230-1PMPT

. Mon-Thurs; 247

. Fri;
12AM—8PMPT

DocuSign Support Center
Thé DacuSign Support Center, hittns:isupport.docusian.comf, is'a freg resoliree which prq_\rfdes-a comprehensive library-6f reference-documents and videos

?S’un: o
S 230-11PMPT

' Mori - Thurs: 2477

: Fri: :
12AM-8PMPT ;

Sup:
+2:30-11 PMPT

P |
12AM-BFMPT |

Man - Thurs; 24f7

which. take you step-by-step through the process. DocuSign's Support Center also ingludes a Case Management dashboard for logged in users;

| 14)  Define what happens to the numbsr of Transacfions that are not used during the-contract term anid yearly anniveisary.

Any transactions not used by the-end of the contract period expife‘and do not roll over to the next subscriplion year.

{ 15)  Define the licensing model-offered and how signatures and lransaclions are counted.

DocuSign is offering-a fransaction-based model which does not count signatures; only fransactions, A transaction is-counted every time you hit the send buiten
from DocliSign web console, through an AP},.or from a connector. A transacfion can have multiple signers and multiple documents if it Is triggered at the same

time and goes 16 the same people.

a) Storage —How much slorage is includad with sach cost model,

16} NCID Iniegration-This is a de-centralized modef and each Agency will have its-own solution; therefors, define the-cost for infegration. Consider

DocuSign offers unlimited storage of all documents routed with DocuSign.

1-0) ‘Exit Strategy - Defing the cost for downloading transactions-Define how this process works

With DocuSign, there is.no cost for downloading transactions. There are several options for downloading fransactions.

« Download them manually
« Use an'AP! call to pull your documents to another location
= Oryou can manually pull them down

114
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[ . Whatisthe cost for bulk reftieval of doclments?
If you-use the AP you would just need fo develop the AP listener and-appropriate AP! cali to pull the documients, Allematively, if you vse refrieve you would need
te purchase the Refrieve Tool. ' '

| d) Migration costs from existing signalure systems m’
Migration-services can be completed using our consulting services at a cost-of $295.00/our.

| e) . Arethere costs for Voided Transaction if any? i

| 7 Is there cuslomization required or proposed addressing specification. If so, what is the cost. ]

Since this fs for a Master Contract, DocuSign would need to evaluate each individual use, case proposed by individual agencies 1o determine if there was a need
for customization or professional services. Ohce the request is submitted; we will scope the request and provide a Statement of Work {SOW).

L g) Are there additional modules required or proposed addrassing specificalions. |
Sincethis is-for'a Méster Contract, DocuSign would. rieed to evaluate each individual use case propesed by individual agencies to determine if additional medules
afe required.

| h Arethere any installation/conversionfintegration/ransition ¢osts? S o ' |
As most of your system is currently-on DocuSign there should be ne convarsion or Transition.costs. As DocuSign is a-cloud-selution there should be-rio installation
costs: Integration costs vary based-on.complexity and can be scoped out on a per instance basis at a rate of $295.00/hour.

| i} Provide aft training costs by type; user, admin, power user. What is inclided fn each cost model. ]
DocuSign has included free training for the State which includes on-demand and self-service training, free of charge. Some of this fraining courses offered are also
five-iristructor led-courses. Detailéd Informaticn on this-and-additional training‘offerings are available i our Product Strategy Roadmap résponise. Customized
training is alsa available. and would need fo be scaped and pricing is.available after more detail Is provided. '

B Maintenance costs per year- Is this-an evergreen prochict and updales dre Inchwded? |
A.DocuSign isa SaaS product and is therefore an‘evergreen product and updates aré included:
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K Do yoirrhave a professionial consufimg service or other valig-added service baséd on-hourly ratés? Provide your howrly costs. Travel and lodging
expenses, if any, must be thoroughly described; and are limited by the:State’s Terms and-Conditions:

*285.00/per hour [Customer will be invoiced all.costs associated with out-of-pocket expenses (including. without limitation, costs and expenses-associated wilh

meals, iodglng, transportation and any other appltcabFe bissiness expenses) listed on the invoice as a separate iineitem. Reimbursement for out-of- pocket

expenses-in corinection with petformance of this SOW, whin authorized, shali tie in acoordance with Customer's then-current publistied policies goverring travel

and associated business expenses, which.information shall be pravided by the Customer Project Manager.]

DocuSign’s Pricing Response

T QT slniti e ‘Deserp
1. 11 Userlyear Narned User
2. 15 Userslyear Named User
3 {256 Usersiyear Named User
4. 1100 Transactionfyear | Patkage.of signatures
-H. 1.500 Transactionfyear Package of signatures
8. ! 2500 Transaction/year Package of signatures
7. | 5000 Transactionfyear Package of signatures
B. (10000 Transaction/year’ Package of signatures
9, | 20000 Transaction/year Package of signatures
10, | 50000 Transactionfyear Package of signatures
11, | 75000 Transactionfyear Package of signatures
12. {100000 Transaction/year Package of signatures
13, | Unlimited Transaction/year Package of signatures
14, | NA NA NCID integration
15, | Slorage MB Cost for Form Storage
186. Per Conngctor Connector to Dynainics 365
17. Per Connector Connector to Salesforce
18. Per Connectfor- Conhector to SharePoint Oniing
19, Per Connector Connector to SharePoint On Prem
20. Bulk retfieval of Transactions
21, Per hour? Migration Costs.
22. | VendorDefine Transaction/year Costs for Voided Transactions-
23. | Vendor Define Perhour’ Professional Services _ o
carahsoft " DocuSa,
¥
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Licensef Service

-ListPrice

Unit of Measure

DociSign Business Pro Edition - Envelope Subscription

PerEnvelope for Quaritities of 50,000 - 99.99%

DocuSign Business Pra Edition - Envelope Subscription

Per Envelope for Quantities of 100,000 - 499.999.

DocuSign Business Pro Edition - Envelope Sibscription

' Per Envelope for Quantities of 500,000 - 899.999-

DocuSign Business Pro-Edition - Envelope Subscripion

Per Enveldpe for Quantities of 1,000;000+

DicuSign Business Pro for Gov - Eny

Per Envelape for Quantifies of 50,000 - 99.999

55cquQn Business.Pro for Gov -Env

Per Envelope for Quantities of 100,000 - 499 998

DocuSign Business Pro-for Gov.- Eny

Per Envelope for' Quanities of 500,000 - 999.99¢

DocuSign Business Pra for Gov - Env

“DiocuSign Business Pro with FedRAMP - Eny

‘Per Envelope for Quantities of 1,000,000+

Per Envelope for Quarifities of 50,000 - 99.699

DocuSign Business Pro with FedRAMP - Env

Per Envelops for Quantities of 100,000 499,999

DocuSign Business Pro with FedRAMP - Env

Per Envelope for Quantities of 500,000 - 999.999

DocuS?&n Business Pro.with FedRAMP - Env

Per Envelope for Quantities. of 1,000,000+

DocuSign Enterprise Pro Edition - Envelope Stibs:

Per Envelope for Quantities of 50,000 89.993

DucuSign Enterprise Pro-Edition - Envelope Subs:

Per Envelope for Quantities of 100,000 -499.999

DocuSign Enterprise Pro Edition - Envelope Siths.

Par Ervelope for Quantities of 500,000 -999:599
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Licensef Sefvice ListPrice . Uriit of Measure
DocuSign Enferprisé Pro Edition - Envelope- Subs. $ Per Envelope for Quantities of 1,000,000+
4.52
DotuSign Enterprise Pro for Gov - Env $ Per Envelape for Quantities of 50,000 --99,999
5.41
DocuSign Eniesprise Pro for Gov - Env 3 Per Envelope for Quantifies of 100,000 - 499.999
' 53
DocuSign Enterprise Pro.for Gov - Env $ Per Envelape for Quantities of 500,000 -'999.999
534
DocuSign Enterprise Pro for Gov - Env § Per Envelops for-Quantities.of 1,000,000+
5.31
DacuSign Enterprise Pro with FedRAMP - Env $ Per Envelope for Quantities of 50,000 - 98.998
6.72
DocuSign Enterprise Pro with FedRAMP - Env $ Per Envelope for Quantities of 100,000 -.499.999
5.69
DastiSign Enterprise Pro with-FedRAMP - Env $ Per Envelope for Quantilies of 500,000 - 999.999
' 6:66
" DoeuSign Enferprise Pro with FedRAMP - Env 3 Per Envelape for Quantities of 1,000,000+
6.63
DocuSign Business Fio for Gov with. Lightning Safes Cloud Professibnal Edition {Includes | Per Seat Annug!
Eniterprise & Preinjer+ Suppord) 1,513.98
DocuSign Business Pro for Gov with LightningSales Cloud Enterprise Edition (Includes. | § Per Seat Annual
Premiert Support) 264250
DocuSign Business Fro-for Gov with Lightning Sales Cloud Unfimited Edition (Inchides $ Per Seat Annual
‘Premier+ Stpport) 4,899.76
DocuSign Business Pro for Gov with Lightning Service Claud Professional Edition 3 Per Seat Annual
{Inciudes Preittiert Supporl) _ 1,515.88 _
-DocuSigy Business Pro for Gov with Lightning Service Cloud Enterprise Edition (Includes 1 5 Per Seat Annuat
Fremier+ Supporf) 2,642,850
DacuSign Business Pra for Gov with Lighining Service Cloud Unlimited Edifion {includes | 8 Per Seat Annual
Premigrt Support) 4,899.76 _
DocuSign Busihess Pro for Gov with Lightning Force 100 {Includes Premier+ Suppori) 3 Per Seat. Annuat
1,013.88
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Licensef Service: ListPrice. Uni¢ of Measure

DacuSign Enterprise Pro for Gov with Lightning Sales Claud-Professional Edition $ Per Seat Annul

(Includes Enterprise & Premier+ Sugport) ' 1,128.62. _

DocuSign Enterprise Pro for Gov with Lighning Sales Cloud Enlerprise Edition (Includes | § Per Seat Annual

Premier+ Suppori) .2,898.35

DocuSign Entsrprise Pro for Gov with Lighlning Safes Cloud Uniimited Fdition (inclodes | 5 Per Seat-Annual

Preinier+ Suppor) ' ' 5,156.61

DocuSign Erterpiise Pro for Gov-with Lightning Service: Cloud Professional Ediition 5 Per Seat Annual

{Includes Premiert Support) 1,770.73

DocuSign Enierprise Pro for Gov with Lightning Service Clotid Enferprise Edition $ Per Seat. Annual

{Iichides Premier+ Support) 2,899.35

DoctSign Enlerprise Pro for Gov with Lightning Service Cloud Unlimited Edition (includes | & Per:Seat Annyal

Premiert Suppari) 5,156.61

DotuSign Eniterprise Pro for Gov'with Lighining Force 100 {includes Premier+ Suppori) 5 Per Seat Annual
1.770.73

Enterprise Premier-Support ] % of Recurring Fees
0.22

Access Management w/SSO - Per Envelope $ Per Envelope’
1,26

Advanced Workflows Addoh - Envelope Stbs. $ Per:Envelope
2.52

E-Notary $ Per.Envelope.
252

Template: Creation Package - Per Template $ Per Template:
157.50-

Consulling - Per-hour: 3 Pér Hour

. 309.75

Customer Sutcess Architéct - Fulf fime & Per Month
33,600,00 o

Customer Success Architect - Hall time g Per Menth
18,500:00

Customer Success Archifect - Quarfer tiing: 3 Per Month
10,500.00

carahsoft .
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License/ Service ListPrice | Unit of Measure

DocuSign Connector - Alfresco $ Per Seat Annual
151.20

DocuSign Conrigctor - Google Enferprise Apps- 5 Per Seat Annual

' ' ' 151.20

DoguSign Cornedtor - Microsofl Dynamics CRM L Per Seat Apnual
151.20

‘DacuSign Connector.- Microsoft SharePoini $ Per Seat Annual
151.20

DocuSign Connestor - NetSuife § Per Seat Annual
151.20

DacuSign Connesltor - SugarGRM $ Per Sgat-Annual
151.20

DocuSign Connector ~ SAP 5 | PerSeat Annual,
151.20

DocuSign Connector - Safesforce 5 Per Seat Annual
151.20

DacusSign Conneclor - Ariba $ Per Seat Antual
151.20

DocuSign Connecior - SuccessFaclors 3 Per Seat Annual
151.20

API Certification $ Per Integraticn
1,050.00

Fast Start AP [ _ Flat Fee
18,375.00

Authentication - Phone - Usage Subscriplion § Per Envelope.
.79

Authenticalion - SMS - Usage Subscription ) Per Envelope
0.21

DSU DocuiSign for Administrators Cerlification Coursé - Per Person § Per Person
1,785.00

Fast Start Salesforce.com $ Flat Fee
| 13,650.00

carahsoft Docuﬁu’gm
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SOUETATION #115-400335

Licensel Service ListPrice: Unit of Meagure
Fast Starl Web-Gonsole $ Flat Fee
. 8,975.00
Fax Services - Envelope Substription 3. Per Fax Page
0.1
Fax Services - Per Use & ‘Per Fak Page
0.1
Fidf Service AP 5 Flat Fee
4725000 &
Single Sign On $ ProServ, Flat Fae-
S 2.525.00.
Web Console Template Setup $ Per Pérson
309.75
Adv. Adrinistration {w/SSO} - for Seals Add-on-(§/seaf) 3 Per Seat Annual
: 126,00
Training - $
Authenticafion - Knowledge-Based (1D Check) - Usage Subscriplion R Per Envelope.
2.63
Oriboarding - Per Package §
' 525.00
Onboarding - Per Hour $
262.50
Momentum-- San Francisco § Per Persan
1,044.75
Training - Refrieve $ Per Person
- 30875
Traifing - Salesforce Admin § Per Person
308.75
Traittinig - Web Cansole Adimin $ Per Person
309.75
carahsoft
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SOLCITATION #175-400335

DocusSign Total Cost of Ownership — 1 Year

DocuSign
Dnefime Annuat Cost.
Bata Center Hardwate arid Suftware (Document Server, inclyder! inciudod
Infrastructusé Iristallaticr / Condiguration inciuded -inchided
. i inthuded included
BataCenter HW and 5W Mainteriance in thude ncluche
Maintenance Data Center Operations +1T support perspnne] wicuted Intluded
Data Center Sécurity  Personiel and IT cest for managing on premise securlty of infrastructure . “inchutiod e lyded
_ Total cost per tise ase deployments Not incladed .
Services - fsat-Up, customlZatoiis, Intégrations) A
& Tralning Cost of lost benafits due. i lower adaption of on premise solgitions (kased w/a o
oni Farraster research) i :
Product B : t
ocduct Produgt.and Suppor 181,355
&-Support- (95,000 fransactiohs)

Sourge: DocuSign Analysis based an Farrester Research Methudn_légy
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Solution Costs per Number of Use Cases deployed

Initial Development, Clianges, New Workflows, New functionality

$6
$5
$4
$3
52
$1

1 2 3 4 5 &
«@=ocuSign2

Implementation Costs in Millions

Number of Use Cases Deployed

T  BearSim

by



SOUGTATION RITSABDRAS e

Facts

¥ Doctisign Is more expensive upfrant with.a lower TCO.
v DocuSign provides an RGI

v DocusSign is faster todeploy

v Greater adoption rate with $aas

¢ Time is roney

¥ Expansion into Enterpiise wide

¥ Comparing DocuSign o our competltors is not appics
to.applas

Assumptions

¥ Overall ROl Numbers

v Compefitors are Free

175 Bl L
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SOUCTTATION K 115-400435 e e e e+ e

lilustrative Comparative Total Cost of Ownership — 3 Years
OTHERS
2 40.60 $11.3M .

llecurring Costs.

Cng-tifme-Costs -

Doctisign Total

$ Miltion

o

OTHI';RS Fricing. taplementatian Developmentand  béstyialie Costs Brditional Rlsk Tatal DrocuSign

Costs. Mainteriace Costy Framibiitn
QQCU%,-

12y



SOUCITATION #ITS-600335

illustrative Comparative TCO Summary - 3 Years

1 $11.3M

INSERT §

OTHERS

Daculzgn.




SOUCITATION #1T5-400335

Reference #1

NC DHHS

Brenda K Williams

Moodle E-Learning Coordinator
brenda wilianison@dhhs:ne.gov

Internal Processes. E.g. Travel Requests

Bryan Edwards.

Manager, CADD Services
Bledwards1@ncdot.gov

Platr Documents (CAD Diagrams), HR
Forms, and other internal forms,

Reference #3

NC Office of Comptroller

Taylor Brumbeloe

carahsoft
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SOHICITATION #175-400335

F. FINANCIAL INFORMATIO

The Vendor-shall provide evidence of financial stability with ifs response to this RFP as further described hereinbelow. As tsed
herein, Fihancial Statements shall exciude tax returns and compiled statements.

a) For a publicly traded company, Financial Statements for the past three (3) fiscal years,.including at a minimum,

income statements, balance sheets, and statement of changes in financial position or cash flows. If three.{3) years of financial
statements are not available, this information shall be provided'to the fullest extent possible, but not less than one year. If less
than 3 years, the Vendor must explain the reason why they are not available.

b For a privately held company, when certified audited finaricial statements are not prepared:-a writfen staterent from
the company’s certified public accountant stating the financial condition, ‘debt-to-asset ratio for the past three (3) years and any
pending actions that may affect the company’s financial condifion. o

c) The State may, in its sole discretion, accept evidence of financial stability other than Financial Statements for the
purpose.of evaluating Vendors' responses fo this RFP. The State reserves.the ight fo determine whether the substitufe
information meets the requirements for Financial Information sufficiently to allow the State to-evaluate the sufficiency of
financial resources-and the ability.of the business to sustain perfermance of this RFP award. Scope Stateiments-issued may
require the submission of Financial Statements and specify the number of years to-be provided, the information io be provided,
and the most recent date required.

As a privately owned company, Carahsoft does niot publicly release financial information. We are a stable, conservative, and
profitable.company which bas grown, since founding in 2004, from $4M in bookings to more than $4.4B in 2017. The
company has received numerous accolades for our business performance from.our manufacturing partners and the industry,
including annual recognition (detailed further on our website) in the CRN Solution Provider 500 (2006-2018), Washington
Technology's Top 100 Government Contractors (2010- -2017), and the Washington Business Journal's Largest Government
Contractors {2011-2018).

We currently maintain & $25M line of credit available (currently 100% available) with Union Bank.

Should you reguire our audited financial statements or have further financial inquiries, we would be happy to provide additional
information under separate cover to the specific individual that would be reviewing them,

Spetific questions may be referred {o Craig P. Abod, President of Carahsoft Technology Corp.

carahsoft . DocuSige,




SOUCITATION # 175-400335

, CONFLICT OF INTEREST

i) Provide a statemenit that no assistance in greparing the response was received from any gurrent or former employee
of the State of North Carolina whose duties refate(d] to this RFP, unless such assistance was provided by the state employee
in his or her official public capacity and that neither such employee nor any member of his or her immediate. fam;fy has any
financial inferest in the outcome of this RFP;

- Carahsoit Technology Corporation. confirms that no assistance in preparing the résponse was-received from any current of

former employse of the State of North Carolina whose duties reiate(d)_ to this RFP..

ii) State if the Vendor or any employee of the Vendor is related by blood or marriage to. an Agency employee or resides
with an Agency employee. If there are such relationships, list the names and relationships of said parties. Include the position
and responsibilities within the Vendor's organization of such Vendor employees; and

None

i) State the employing State Agency, individual's title at that State Agency, and termination date.

N/A

carahsoft DocuS




Errata and Exceptions, if any. Offers conditioned upon acceptance of Vendor Exceptions may be determined to be non-
responsive by the Stafe.

N/A

carahsoft | DocuSagsn,



SOUCITATION #1T5-40D335

i. CopyorF VENDOR’S LICENSE AND MAINTENANCE

AGREEMENTS

Copy-of the Vendor's License and Maintenance Agreements, if any. The Stale reserves the right to edit or modify these
agreements to conform to the best intérest of the State.

Please find the refevant Agreements beginning on the following page.

carahsoft - DocuSign,




REQUEST FOR BEST AND FINAL OFFER

STATE OF dytennioiin _
® (BAFO) # 2 ITS-006375

NORTH CAROLINA

) | Offers will be received until: August 10, 2012
Office of Information Technology
Services

STATEWIDE IT PROCUREMENT Contract Type: Open Market

Refer ALL Inquiries to: Tim Lassiter
Tssu Date; August 8, 2012
Telephone No. (919) 754-6526
Commeodity: 920 — Enterprise-Wide Electronic Forms

and Digital Signature
E-Mail: tim.lassiter@nc.gov Using Agency Name: Office of the State Controller
(See page 2 for mailing instructions.) Agency Requisition No. N/A

hitp://www.its.state.nc.us/

NOTICE TO VENDOR Offers, subject to the conditions made a part hereof, will be received at this office,
3900 Wake Forest Rodad, Raleighi, NC 27609, until 2:00 p.m. Eastern Standard Time on the day of operiing and
then opened, for furnishing and delivering the goods and services. as described herein. Refer to page 2 for
proper mailing instructions. -

Bids submitted via facsimile (fax) machine in response o this Best and Final Offer (BAFO) will niot be
accepted. Bids are subject to refection unless submitted on this form.

EXECUTION

In compliance with this Request for Best and Final Offers (BAFO), and subject to all the conditions herein, the
undc1.51g11cd offers and agrees to furnish and deliver any or all goods and services which are offered, at the
prices agreed upon and within the time specified herein. Pursuant to 38.§ 147~ 33_ 100 and under penalty of
perjury, the undersigned Vendor certifies that this offer has hot beeni arrived at collusively or otherwise in
violation of Federal or North Carolina law and this offer is made without prior understanding, agréehlem or

‘connection with any firm, corporation, or person submitting an offer for the same commodlty, and is in all
respects fair and without collusion or fraud.

Failure to execute/sign bid prior to submittal shall render bid invalid. Late bids are not acceptable.

BIDDER:  pocusi gn, Inc.

STREET ADDRESS: 117 gyiter street P.0. BOX: ZIP: 54104

CITY & STATE & ZIP: "TELEPHONE _TOLL-FREE TEL.

san Francisco, CA, Suite 1000 94104 Lﬂlgﬂggﬁgw NO
PRINT NAME & TITLE OF PERSON SIGNING: FAX NUMBER:
Sr. vice President, WOr1d wide Saleg
RIZED SIGNATURE: _ E-MAIL:

r%%%?f ' '8/3/.201'2 " joe,fuca@docusign.com

{3?5590?5@3{:5 for 60 days from date of bid opening tnless otherwise stated here: days

(=
1




ACCEPTANCE OF BEST AND FINAL OFFER

If the State accepts any or all parts of this offer, an authorized: representative of Office of State Contraller shall affix
her/his signature to the Vendor’s.response to this Request for BATFQ. The acceptance sha]] include the response to this
BAFO, any provisions and rcqulrements of the original RFP: which have not been superseded by-this BAFO, the first
BAFO_ the Vendor’s response to the REP. These docuiments shall then constitute the written dgreement between the
paities. A copy of this acceptance will be forwarded to the successful Vendor(s).

FOR_OSC USE ONLY

Offer accepted and contract awarded this ___ day of ., 20, as indicated .on
attached certification,
by {Authorized representative of the Office of the

State Controller).

DELIVERY INSTRUCTIONS: Vendor must deliver one (1) signed original and two (2) copies of the
Proposal to Issuing Agency in a sealed package with Company Name and RFP Number clearly marked on the
front. Vendor must also submit one (1) signed, executed electronic copy of its proposal on read-only
CR/DVD(s) or USB Drive. The files on the discs should not be password-protectéd ‘and should be capable of
being copied to other media.

Address envelope and insert bid humber as shown below. Please note that the US Postal Service does not
deliver any mail (US Postal Express, Certified; Priority, Overnight, etc.) on a set delivery schedule to this
Office. It is the responsibility of the Vendor to have the bid in this Office by the specified time and date

pf opehing.

DELIVER TO:

BID NUMBER: ITS-006375
Statewide IT Procurement Office
Altn: Tim Lassiter, Assistant Chief
3900 Wake Forest Road, Raleigh, NC 27609

Sealed bids, subject to the conditions made a part hereof, will be received at 333 E. Six Forks Road, 2™ floor
Raleigh, NC, until 2:00 pm Eastern'Staridard Time oh the day of opening and then opened, for furnishing and
delivering the commodity as desctibed herein. Proposals for this RFP must be submitted in a sealed package
with the Execution of Proposal signed and dated by an official authorized to btnd the Vendors firm. Failure to
return a signed execution of proposal shall result in dlsqualn‘~ cation. All proposals must comply with Section VI,
Proposal Content and Organization.

Proposals ‘will not be accepted by -electronic means. This RFP s available electronically at
http:/Awww.ips.state.nc.us/ips/pubmain.asp; All inguiries regarding the RFP requirements are to be-addressed
to the contact pefson listed on Page One.

DIGITAL IMAGING: The State will digitize the Vendor's response if not recéived eléctronically, and any
awarded contract together with associated contract documerits, This slectronic copy shall be a preservation
record, and serve as the official record of this solicitation with the same force and effect as the original written
documents: comprising such record. Any printout or-other output readable by sight shown to reflect such.
record accurately is*an “original.” '



SOLICITATION REQUEST FOR BEST AND FINAL OFFER (BAFO):

This request is to acquire a best and final offer from vendor for best pricing and additional information. Your offer’
should integrate the previous response to the RFP and any changes listed below. Any individual vendor can receive a
different number of requests for BAFOs than other bidders.

This.'chuest for a Bés_t:and.}*"inal Offer, if accepted by the State, shall supersede: all con_ﬂi'cting {erms; and where terms or
provisions of suboerdinate documents-are modified herein, such terms shall fully replace the original terms of the
subordinate do¢umerits.

Please Note: This bid is still in the evaluation period. During this period and prior to award, possession of the BAFO,
original bid response and; accompanying information is Himited to persennel of the: Statewide IT Procurement Office, and
to agencies responsible: for participating in the evaluation. Bidders who attempt to gain this privileged information, or to
influence the evaluation process (i.e. assist in evaluation) will be in violation of puichasing rules and their offer will not
be firrther evaluated or considered. '
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Special Terms of this Best and Final Offer:

1.

The State selects an Envelope Allowance Subscription. The Office of the.State Controller (*OSC”) will
purchase the Envelope Allowance Subscnphon provisioning and Premier Sipport together with an
Envelope Allowance of 100, 000 Envelopes in each of the twelve. {12) month periods comprising the:
initial two (2) year term. Payment for Platform Access will be made in‘two instaliments of $355,000
corresponding with the two (2}, twelve (12) month periods. OSC will issue one Purchase Order for the
Envelope Allowarice Subscription covering 24 months; other Purchase Orders may be used for
recurring costs. The total Envelope Allowance purchase by OSC in the first Purchase Order,
comprising 200,000 Envelopes, may be used at any time during the initial two {2) year term.

0SC’s initial Purchase Order includes:

a.. 24 month commitment for an Envelope Allowance subscription with an Envelope Allowance of
100,000 Envelopes/annually in each of the twelve (12) month:periods comprising the initial
twenty—four (24) month term,.

Payment for this Envelope Allowance Subscription will be made in two installmehts of $355,000
each,

Two Fast Start Implementation Integration Packages at $15,000 each,

- One Connect Express (“Fetch”) license at $15,000 (to be renewed annually at OSC's option),
40 hours of Professional Services at $7,800 to be available during the initial 24 menth term, and
Options offered in the Vendor's RFP response, or other respensive documents, will be retained
for exercise in the future.

o

e oo

Agenicies may purchase Seat Subseriptions of Envelope Allowance Subscriptions at any time during

the 24 month period for the balance of the 24 month initial term. In the event that an Agency's use of a
Seat Subscription is determined to be abusive or unduly burdensome in accordance with the Software

License (RFP.Sac. VIII, 6)-Software, as amended and incorporated herein), said Seat Subscrigtion may

‘be converted to an Envelope Allowance Subscription by mutual agreement of the Parties. For the
-avoidance of doubt, Table1 illustrates Envelope Allowance Subscription purchasing and pricing, and

Table 2 illustrates Seat Subscription purchasing and pricing.

a.. Minimum purchase for an Envelope Allowarice Subscription.is 10,000 Envelopes.

b, Agencues may aggregate purchases to meet the minimum this Envelope Allowance purchase
requirement. . Agency purchasing aggregation may be accomplished by identification of a single
order on one or more Purchase Orders. For the avoidance of doubt, two Agencies may
‘purchase 5,000 Seat Subscriptions each and deliver Purchase Orders to DocuSign
‘corresponding to their respective purchases; each Purchase Order may include notations that
the Agencies aggregate their respective purchases.

c. Pricing tiers will be applied to each Agency's purchase by aggregating purchases pursuant to
this Agreement made during each twelve month period of the initial term. For the avoidance of
doubt, a purchase of Seat Subscriptions, or Envelope Aliowance Subscriptions, will be priced at
‘the cumulative number of Seats or Envelope Allowance comprising ail previous purchases
during a twelve month period.

4. The OSC and DocuSign will participate in joint marketing activity, to include press releases and other

public. promotional events.

a. Technology Day - From the beginning, DecuSign wilt engage in regularly scheduled
“*Technology Day” sessions, demonstrations and presentations with support and guidance of
the State Controller’s office. Technology days will be scaled to accommedate the individual
requirements of the attending participants. OSC will provide program and project oversight,
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coordination with the agencies and conferences_, scheduling focations for trairiing, and assist
with participant registration.

5. DocuSign and OSC will participate in periodic reviews of the Services, participating Agenmes uses of
the Services, prospective uses by Agenmes and implementation of the Services, Such reviews will be
held at least quarterly during the initial Term. The Parties agree to engage in good faith discussions.
regarding renewal of the contract during the 5™ or 6" quarterly review, and further agree that- 0SC may
initiate such discussions at an earlier quarterly review in its discretion. The Parties agree to engage in
good faith discussions, regarding cost efficiencies, pricing and related topics during the 4" or 5"
quarterty review, and further agree that OSC may initiate such discussions at an earlier quarterly review
in its discretion.

a. DocuSign will schedule Quarterly business reviews with the State Controller's Office. Business
Plan will include a2 Gommunications Plan, Conference Schedules, Platform updates and other
programimatic offerings and new features and innovations as they become available.

b, DocuSign INK -DocuSign Ink may be-used to inctease adoption, citizen familiarity and trust
around the State's selected eSign platform. DocuSign. will work closely. with the OSC to
promote and support broad adoption of DocuSign's Freemium offering through the State.of
North Carolina. OSC wilt have the ability to offer constituents direct access to DocuSign INK
through State operated web pages and portals.

c. eNotary - Docu8|gn will be providing a robust and welf vetted solution for the State's: eNotary
initiative in the coming year. This will be a road mapped functionality of the DocuSign multi-
tenant platform, and not custom development specifically for use by the State of North Carolina.
As such, there will be no development cost to the State; or any required or allow feature
acceptance testing or Signoff:

d. APl - The DocuSign APl is a standard capability for the-platform, and will carry no on-going
access fees. Each hew implementation will require AP certification, a process included in the
Best Practice Fast Start Implemientation (ntegrations. Certification processes that occur
independent of the Best Practice Fast Start Implementation Integration packages will carry a fee
of $5,000 per certification. -

6. Agencies may engage DocuSign for Professional Services as described in DocuSign’s response 1o the
RFP. |n the event Agencies wish to obtain such Professional Services, an Agency will issue a
Staternent of Work (SOW) describing the Professional Services to be performed. SOWSs shall be.
limited to the purposes of the contract, and shall be subject to the terms of this document..

a. Professional Services — The ad-hoc rate for Professional Services is $295 per hour. Bundled
Hourly rates can be as low as $195 per hour, provided that the Agency’s purchase is more than
40 hours.

7. DocuSign’s AP supports interoperation of: applications with the Hosted Services and shall be
maintained as compatible with all certified applications implemented by an Agency during the term.of
this Agreement, provided that DocuSign will provide six (8} months advance writteni hotice te Agencies
if any changes to the DocuSign APi do not maintain backward compatibility with integrated, certified
applications, and further, DocuSign shall provide any re-certifications required as a result of such
changes-at no charge to.the Agencies.
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Table 1

Table 2

Envelope Allowance Subscriptions:

Total number of Envelopes purchased by the State Envelope Factor
through all Envelope Allowance Subscriptions over (muttiplied by number
the preceding twelve (12) months; including the of Envelopes
Envelope Allowance Subscription purchase by OSC in | purchased in each
the initial Purchase Order. Envelope Allowance

. | Subscription)
10,000 — 49,889 $0.55
50,000 -99,999 $0.50
100,000 — 249,999 $0.48
250,000 — 499,000 $0.475
500,000 ~ 749,899 $0.46
750,000 — 999,999 $0.45
1,000,000 and above $0.43

Seat: Subscriptions
Volume of Seat Subscriptions purchased Price

1-99

$125 annually/Seat
g

100 - 249 $120 annually/Seat
250 — 499 $110 annually/Seat
500 — 999 $100 annually/Seat
1000 — 4999 $90 annually/Seat

5000 Seats and above

$80 annually/Seat
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The following amendments are made to the RFP:

Section I Bidding information
B. General Conditions for Proposals

7) Contract Term. A contract awarded pursuant to this RFP shall have an effective date as provided in the
Notice of Award. The term of the confract shall be two (2} years, and will expire upon the anniversary date of
the effective date unless otherwise stated in the Notice of Award, or unless terminated earlier. The State.
retains the option to extend the contract for additional periods at its sole discretion: renewals may be for a like
term oftwo (2) years or a lesser term. Evaluations will be conducted not less than annuaily prior to the
annlversary date to determine contract renewal(s)

Page 8 of 37



Section VI. Other Specifications and Special Terms

1)

VENDOR UTILIZATION OF WORKERS OUTSIDE U.S.: In accordance with NC General Statute 147-
33.97, the Vendor must detail in the bid response, the manner in which it intends: to utilize resources or
workers. The State of North Carolina will évaluate the additional risks, costs, and other factors associated

- with such utilization prior to making an award for any such Vendor's proposal. The Vendor shall provide-

the following for any proposal or-actual utlllzatlon or confract performance:

a) The location of work performed under a state confract by the Vendor, any subcontractors, employees,
or other persons performing the contract and whether any of this work will be performed outside the
United States '

b) The corporate structure and location of corporate employees and activities of the Vendors, its affiliates
or any other subcontractors
¢) Notice of the relocation of the Vendor, employees of the Vendor, subcontractors of the Vendor, or other
 persons. performing services under a state contract ouiside of the United States
d) Any Vendar or subcontractor providing call or contact center services to thé State of North Carolina
shall disclose to inbound callers the location from which the call or contact center services are being
provided

will any work under this contract be performed outside the United

States? YES_ X NO
Where will services be performed:; Tier 1 Customer Support Call

Center is in Cebu City, Philippines (subcontractor)

Special Terms and Conditions —

a) Paragraph #28 of the State's General Terms and Conditions for Goods and Related Services is
superseded as follows: The State interprets the phrase “contract valug” under this- Paragraph fo mean
that liability shall be calcutated on the basis of each Statement of Wark and not on the estimated or
cumulative value of the contract as a whole.

Financial Statements - The Vendor shall provide evidence of financial stability with its response to this RFP
as further described herein below. As used.herein, Financial Statements shall exclude tax returns and
compiled statements.

a} For a publicly traded company, Financial Staterrients for the past three (3) fiscal years, including at a

minimum, income -statements, balance. sheets, and statement of changes in financial position or cash
flows. If three {3) years of financial statements are not available, this information shall be provided to
the fullest extent possible, but not less than one year. If less than 3 years, verdor must explain the
‘reason why they are not available.

b) For a privately held company, when certified audited: financial statements are not prepared: a written
statement from the company’s certified publlc accountant stating the financial condition, debt-to-asset
ratio for the past three (3) years and any pending actions that may affect the company’'s financial
condition.

c) The State may, in its sole discretion; accept evidence of financial stability other than Financial
Statements for the purpose of evaluating Vendors' responses to this RFP. The State reserves the right
to determine whether the substitute information meets the reguirements for Financial Information
sufficiently to allow the State to evaluate the sufficiency of financial resources and the ability of the
business to sustain performance of the contract award. Scope Statements issued may require the
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submission of Financial Statements and specify the number of years fo bé provided, the information to
be provided, and the maost recent date required.

4)Disclosure of Litigation — The Vendor's failure to fully and timely comply with the terms of this section,
including providing reasonable assurances satisfactory to the State, may constitute a material breach of this
Contract. N ' '

a)

b)

The Vendor shall notify the State in‘its bid proposal, if-it, or any of its subcontractors, or their officers,
directors, or key personnel who may provide services under any contract awarded purstiant {o this
solicitation, have ever been convicted of a felony, or ‘any crime involving moral turpitude, including, but
not limited- to: fraud, misappropriation or deception. Vendor shall promptly nolify the State of any
criminal litigation, investigations or proceeding involving Vendor or any subcontractar, or any of the
foregoing entities” then current officers or directors during the’ term of this Contract or any Scope
Statement awarded to Vendor.

Vendor shall notify the State in its: bid proposal, and promptly thereafter as otherwise applicable, of any
oivil litigation, arbitration, praceeding, or judgments against it.or its subcontractors during the three (3)
years preceding its bid proposal, or which may occur during the term of any awarded ‘to Vendor
pursuant to this soficitation, that involve (1) services or related goods similar to those provided pursuant
to any contract and that involve a claim that may affect the viability or financial stability of the Vendor, or
(2) a claim or written allegation .of fraud by the Vendor or any stbcontractor hereunder, arising out of
their business activities, or (3) a claim or written allegation that the Vendor or any subcontractor
hereander violated any federal, state or local statute, regulation or ordinance. Multiple lawsuits and or

judgments- agairist the Vendor or subconiractor shall be disclosed to the Staie to the extent they affect

the financial solvency and integrity of the Vendor ar subcontractor,

i) Docu8|gn became the defendant in a lawsuit filed June 24, 2011, in the. Eastern District of Texas by
Renail Ltd., Rmail Communications Ltd, and Rpost Holdings, Inc., alleging patent infringement and
seeking unspec:fled damages. in its July 29, 2011 answer and motion for transfer, DocuSign
responded that we do not infringe and have not infringed on any of the asserted patent claims. As
this is a pending legal matter, DocuSign can offer no further corrimeant.

All notices' under-subsection A and B herein shall be provided in writing ta the State within thirty (30)
calendar days after the Vendor learns about any such criminal or civil matters; unless such matters are
governed by the ITS General Terms and Conditions annexed t6 the solicitation. Details of setflements
which are prevented from disclosure by the terms-of the setilement shall be annotated as-such. Vendor
may rely on good faith certifications of its subcontractors addressing the foregoing, which certifications
shall be available for inspection at the optian of the State.

5)Criminal Conviction —in the event the Vendor, an officer of the Vendor, or an owner of a 25% or greater
share of the Vendor, is convicted of a.criminal offense incident to the application for or performance of a.
State, public or private Contract or'subcontract; or convicted of a-criminal offense-including but not limited to
any of the following: embezzlement, theft, forgery, bribery, falsification or destruction of records, receiving
stolen property, attempting to influence a public employee to breach the ethical conduct standards for State
of North Carolina employees; convicted under State or federal antitrust statutes; or convicted of any other
criminal offense which in the sole discretion of the State, reflects upon the Véndor's business. integrity and
such vendor shall be prohibited from entering into a contract for goods or services with any department,
institution or‘agency of the State.

6} Security and Background Checks — The Agency reserves the right fo conduct & security background check
or otherwise approve any employee or agent provided by Vendor, and to refuse access to or require
replacement of any such personnel for cause; including, but not limited to, technical or training.
qualifications, quality of work or change in security status. or hon-compliance with the Agency's security or
other requirements,
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7)

Assurances ~ [n the event that criminal or civil investigation, litigation, arbitration or other proceedings
disclosed to the State pursuant to this Section, or of which the State otherwise becomes aware, during the

term of this Contract, causes the:State to be reasonably concerned about:

a) ‘the ability of the Vendor or its subcontractor to continue to perform this Contract in accordance with its
tarms and conditions, or

b) "whether the Vendor of its subcontractor in performing services is engaged in condugt which is similar in

nature to. conduct alleged in such investigation, litigation, arbitration or other proceedings, which
conduct would constitute a breach of this Contract or viglation of law, regulation-or public.policy, then
‘the Vendor shall be required to provide the State all reasonable assurances requested by the State to
demonstrate that: the Vendor or its subcentractors hereunder will be able te continue to perform this
Contract in accordance with its terms and conditions, and the Vendor or its subcontractors will not
-engage in conduct in performing setvices under this Contract which is similar in nature to the conduct
alleged. in any such litigation, arbitration or other proceedings.

- Security Audit.  Upon thirty (30) business days’ notice to Vendor, an independent third party auditor
‘mutually acceptable to both Parties will have the right to conduct an.on-site audit of the: System on behalf

of Customer and at Customer's sole expense during Vendor's normal business hours.to verify that Vendor
is in compliance with any security obligations under this Agreement. The auditor-must sign a canfidentiality
agreement with Vendor and comply with Vendor's security rules, poficies, and procedures. Vendor shall

‘cooperate with the auditor by: (i} making applicable records available, (ii} providing copies of the records

requested, and. (iii) directing Vendor employees {o cooperate.

) Confidentiality of Data and Information —All financial, statistical, personnel; technical and. other data and

information relating to the State’s operation which are designated confidential by the State and made
available to the Vendar in order to carry .out this Contract, or which become. available to the Vendor in
cartying out this Contract, shall be protected by the: Vendor from unauthorized use and disclosure through
the observance 'of the same or more effective procedural requirements as are applicable to the State. The
identification of all such confidential data and information as well as the State’s procedural requirements for
protection of such data and information from unauthofized use. and discloslire shall be provided by the
State in writing o the Vendor. If the methods and procedures employed by the Vendor for the protection of
the Vendor's data and information are deemed by the State to be adequate for the protection of the State's
confidential information, such methods and procedures may be used, with the written consentof the State,

to carry out the intent of this. section. The Vendor shall not be required under the provisions of this section

to keep confidential, (1) information generally avaitable to the public; (2) information released by the State
generally, or to the Vendor without restriction, (3) information independently developed or acquired by the
Vendor or its personriel without reliance in any way on otherwise protected information of the State.
Notwithstanding the foregoing restrictions, the Vendor and its personnel may use and disclosé ‘any
information which it is otherwise required by law to disclose, but in each case only after ihe State has been

so nofified, and has had the opportunity; if possible, to obtain reasonable protection for such information in

connection with such disclosure.

a) Protection of Personal Identifying Information. Vendor acknowledges its responsibility for securing
personal identifying infermation collected by the State and stored in any Vendar site or. other Vendor
housing -systems, inciuding but not limited to computer systems, networks, servers, or databases,
maintained by Vendor or its agents or subcontractors in connection with the System or Services.
Vendor warrants, at its sole cost and expense, that'it shall implement processes and maintain security
of personal identifying information; provide reasonable care and efforts to detect fraudulent aciivity
invelving personal identifying information; and promptly notify the Agency of any breaches of security
involving personal identifying information.

b) Vendor shall operate and maintain the Software and System described herein and in its published
materials in good working -order with access restricted to- qualified employees and affiliates of, and
contractors designated by, Vendor. Vendor shall undertake and. perform commermally reasonable
measures designed to- protect the security, confidentiality, and integrity of State data and other
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information, including firewall protection and maintenance of independent archival and backup copies of
such data and information collected or received by Vendor. Except as otherwise agreed, Vendor will
not dlsclose State data or other mformatlon to third-parties except in response to a subpoena or Court
order, to report a criminal offense, or otherwise as may be required by law; and only upon prior
notification to the State. and afected Agency

c) All Vendor project team members who have access to non-public State data must sign the
caonfidentiality agreement satisfactory to the Agency disclosing the State data.

d) Vendor agrees not to. release any State data, whether it is confidéntial or not, unless authorized by
Customer or otherwise as required by law. Vendor shall return all State data, mcludlng all Personal
Identifying Information, to the State at the exparatlon or termination of this Agreemenf in a reasonably
accessible format and shall keep no copies in any form or format. Notwithstanding the foregoing or
anything to the contrary this contract or-any subsequent- agreement between the parties, Vendor shall
not be required to expunge or desttoy Transaction Data. “Transaction Data” is defined as data
associated with an electronic contract or document, mcludmg transaction history, the image hash value
of such electranic contract of document, information concerning method and time of electronic. contract
purge, -and sender and recipient names; email addresses and signature IDs.

e) LIABILITY FOR DISCLOSING CONFIDENTIAL INFORMATION. Vendor will indemnify and held
harmiless the State from all losses, damages, costs or reasonable aitorneys’ fees iricurred by the State
or any of its agents or employees, for which Vendor is liable arising cut of a breach of this Section by
Vendor, its employees or.agents.

10).Security Breach, “Security Breach” means (1) any circumstance pursuant to which applicable Law requires

notification of such breach o be given to affected parties or other activity in response to such circumstance;

r (2) any actual, attempted, suspected, threatened, or reasonably foreseeable circumstance that
compromises, or could reasonably be expected to compromise either physical security or systems security in
a fashion that either doés or could reasonably be éxpected to permit unauthorized processing, use,
disclosure or acquisition of or access to any Agency data orAgency or User confidential information. in the
event Vendor becomes aware of any Security breach, Vendor shall, at its own expense, (1) immediately
notify the Agency’'s Contract Administrator of such security breach and perform a root cause analysis
thereon, (2} investigate such security breach, (3) provide a remediation plan, acceptable to the Agency, to

address the security Breach. and prevent any -further incidents, (4) conduct a forensic investigation to

determine what systems data and information have been affected by such event; and {5) cooperate with the
Agency, and any law enforcement or regulatory officials investigating such Securlty Breach. The Adgency
shall make the final decision on notifying the Agency’s persons, entities, employees, service providers and/or
the general public of such Security Breach (“Notification”), and the implementation of the remediation plan

unless Vendor is required by law to perform such Notification- independently from the Agency. I a

Notification to a customer is required under any Law, or pursuant to any of the State's privacy or security
policies, then notifications. to all persons and entities who are affécted by the same event (as reasonably

‘determined by thé Agency) shall be considered Iegally required. Vendor shall reimburse the Agency for all

Notification Related Costs incurred by the Agency arising out of or in connéction with any such Security

B reach,

a) Breach Notification. in the event Vendor becomes aware of any Security Breach due to Vendor acts or
omissions other than in accordance with the terms of the Contract, Vendor shall, at its own expense; (1)
immediately notify the State’s Contract Administrator of such Security Breach and perform a root cause
analysis thereon, (2)investigate such Security Breach, (3) provide a remediation plan, acceptable to
the State, to address the Security Breach and prevent any further incidents, (4) conduct a forensic
investigation to determine what systems, data and information have been affected by such event; and
{5) cooperate with the State; and -any law enforcement or regulatory officials, credit reporting
companiés, and credit card assocxattons investigating such Security Breach. The State shall make the
final decision on. notlfylng the State’s persons, entities, employees service prowders and/or the general
public of such Security Breach, and the implementation of the remediation plan unless: Vendor is
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required by law to perform such Nofification independently from the Agency. If a notification to a
customer is required under any Law or pursuant to any of the State’s privacy or security policies, then
notifications to all persons and ‘entities who-are affected by the same event (as reasonably determined
by the State) shall be considered legally required.

b) Natification Related Costs. Vendor shall reimburse the State for all Nofification Related Gosts incurred
by the State arising out of or in’ connection with any such Security Breach due to Vendor acts or
omissions other than in accerdance with the terms of the Contract resulting in a tequirement for legally’
required notifications.. “Nofification Related Costs” shall include the State’s internal and external costs.
associated with addressing and responding to the Security Breach, including but hot limited to; (1)
preparation and mailing or other transmission of legally required notifications; (2) preparation and
mailing or other transmission of such other communications to customers, agents or others as the State
deems reasonably appropriate; (3) establishment of a call center or other communications procedures
in response to such Security Breach (e. g., customer service FAQS; talking points and training), (4)
public relations and other similar crisis management services; (5) legal and accounting fees and
expenses associated with the State’s investigation of and response o such event; and (6) costs for
credit reporting services that are associated with legally required notifications or are advisable, in the
State's epinien, under the circumstances. In the event that Vendor becomes aware of any Security
Breach which is not due to Vendor acts or omissiohs other than in accordance with the terms of the
Contract, Vendor shall immediately notify the State of such Security Breach, and the parties shall
reasonably cooperate regarding which of the foregeing or other activities may be appropriate under the
cireumstances; including.any applicable Charges for the same.

11) Agency Data. Vendor shall not withhold the Agency Data or any other Agency Confidential [nformation or
refuse for any reason (including due to the Agency's actual or alleged breach of the Coritract) to promptly
teturn to the Agency the Agency Data .and any other Agency confidential information {(including: copies
thereof) if requested to do so on such media as reasonably requested by the Agency, even if the Agency is
then. or is alleged to be in breach of the Contract. As a part of Vendor's abligation. to provide the Agency
Data pursuant to this Section, Vendor will also provide the Agency any data maps, documentation, software,
or. other materials necessary, including, without limitation, handwritten notes, materials, working papers or
documentation, for the Agency to use, translate, interpret, extract and coivert the Agency Data and. any
other Agency Confldentlal Infarmation for Use by the Agency or any third party.

12) Project Management —All project mianagement and coardination on behalf of the Agency shall be through a
single point of contact designated as the Agency Project Manager. Vendor shall designate a Vendor
Project. Manager who will provide a single point of contact for management and coordination of Vendor's
work. All work performed pursuant to this Contract shall be coordinated between the Agency Project
Manager and the Vendor Project Manager.

13) Meetings — The Vendor is required to meet with Agency personnel, or designated representatives, to
resolve technical or contractual problems that may occur during the term of the Contract. Meetings will
ocour as problems arise and will be coordinated by Agency. The Vendor will be. given reasonable and
sufficient notice of meeting dates, times, and locations. Face to face meetings are desired. However, at
the Vendor's option and expense, a conference call meeting may be substituted. Consistent failure to
participate: in problem resolution meetings, two. (2) conisecutivé missed or rescheduled meetings, or failure
to make a good faith effort to resolve problems, may result'in termination of the Contract.

14 )TraﬂSltIOI'l Assistance — If this Contract is not renewed at the end of this term, or is canceled prior to its
expiration, for any reason, the Vendor must provide for up to twelve (12) months-after the expiration or
cancellation of this Contract, all reasonable transition assistance: requested by the State, to allow for the
expired of canceled portion of the Services to continue without interruption or adverse effect, and to
facilitate the orderly transfer of such services to the State or its designees. Such transition assistance wili
be deemed by the parties to be governed by the terms and conditions of this Contract, (hotwithstanding
this expiration or cancellation) except for those Contract terms or conditions that do not reasonably apply to
such fransition assistance. The State shall pay the Vendor for any Services or resources ufilized in
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performing such transition .assistance “at the most current rates provided by the Contract for Contract
performance 'If the- State cancels this Contract for cause, then the State will be entitied to off set-the cost
of paying the Vendor for the additional resources the Vendor utilized in providing fransition assistance with
any damages the State may have otherwise accrued as a result of said cancellation.

15} Unanticipated Tasks ~ In the event that additional work must be performed that was wholly unanticipated,
and that is not specified in this Contract, but which in thie opinion of both parties is necessary to the
successful accomplishment of the contracted scope of work, the. procedures outlined in this article will be
followed. For each item of unanticipated work, Vendor-shall prepare-a work authorization in accordance
‘with the State’s practices and procedures.

a)

It is understood and agreed by both parties that all of the termis and conditions of this Contract shall
remain in force with the inclusion of any work authorization. A work authorization shall not constitute a
contract separate from this Contraict, nor in any manner amend or supersede any of the other terms or
provisions of this Contract or arly amendment hereto.

Each work authorization shall comprise a detailed statement of the purpose, objective, or goals to be
undertaken by Vendor; the job classification or approximate skill level or sets of the personnel required,
an identification of all significant. material then known to be developed by Vendor's personnel as a
Deliverable, an identification of all significant. materials to be delivered by the State to Vendors
personnel, an estimated time. schedule for the provision of the services by Vendor, completion criteria
for the work to be performed, the name or identification of Vendor's personnel to be assighed, the
Vendor's estimated work hours reqmred to accomplish the purpose, objective or goals the Vendor's
billing rates and units billed, and the Vendor's total estimated cost of the work authorization.

All work authorizations must be submitted for review and approval by the procurement office that
approved the original Contract and procurement. This submissian and approval must be completed
prior to execution of ‘any work autharization documentation or performance there under. All work:
authorizations must be written and signed by Vendor and the State prior to beginning work.

The State has the right to require Vendor to stop or suspend perfermance under the “Stop Work”
provision of the:General Terms-and Conditions for Goods and Related Services.

Vendor shall not expend Personnel resources at any'cost to the State in excess of the estimated work
hours unless.this procedure is followed: 1f, during performance of the work, the Vendor determines that
a-work authorization to be performed under this Contract cannot be. accompl:shed within the estimated
work hours, the Vendor will be required to complete. the work authorization-in full. Upon. receipt of such
hotification, the-State may:

i.) Authorize the Vendar ta expend the estimated additional work: hours or service in excess of the
original estimate necessary to acconiplish the work authorization, or

ii.) Terminate the work authorization, or

iii, )Alter the scope of the wotk authorization in order to define tasks that can be- -accomplished within
the remaining estimated work hours.

iv.)The State will notify Vendor in writing of its election within seven (7) calendar days after receipt of
the Vendor's notification. If notice of the election is given to proceed, the Vendor may expend the
estimated additional work hours or sefvices.
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Section VIIl. North Carolina Information Technology Procurement Office General
Terms and Conditions for Goods and Related Services

Definitions: As used herein;

“Account” means a unique account established by an Agency in order to gain access for its Authorized Users.
to the Software and, where apphcab!e other DocuSign Products.

“Authorized User” means an individual eiployee or third party agent, as identified by a unique email address
and user name, who is registered as a member of Agency's Account. No two persons may register, access or
use the Software as the same Authorized User.

“Professional Services” means those .additionat Vendor. services, including training, consulting, -and custom
development, if any, that are made the subject of & Purchase Order or statement of work.

“Depositing Party” refers to ah Authorized User that deposits a document into the System for Processing under
the Software.

“DocuSign AP!" means Vendor's application programming interface that supports interoperation of applications
with the Software.

“DocuSign Products” means the products and services identified on a Purchase Order, including, but not
limited to, the Software and, where applicable, Consulting Services.

“eContract” refers to-a contract, notice; disclosure, or other record or document deposited into the Systerm by a
Depositing Party for Processmg under the Software.

*Envelope” means an electronic record containing one or more eContracts con5|st|ng of a single page or a
group of pages of data uploaded to the System.

“Order. Term” means the length of the subscription purchased by an Agency pursuant to a Purchase Order,
starting on the Order Start Date and continuing for the term specified on the Purchase Order.

“Purchase Order” means a purchase order or any other document that deseribes DocuSign Products to be
purchased by an Agency, that is issued through the State’s E-Procurement System, and that is based on the
mutually agreed upon terms of this Agreement.

“Process” and similar ferms mean to perform any operation. or set. of operations upon State Data, whether or
not by automati¢ means, such as collection, recording, arganization, storage, adaptation -or alteration, retrieval,
acocessing, consu[tatlon use, disclosure by transmission, dissemination or otherwise making available,
alignment or combination, blocking, erasure or destruction.

“Specifications” means the Software Specifications. available at http://docusign.com/support/specifications. php.

“State” shall mean the State of North Carolina, the Office of Information Technology ‘Services as an Agency or
in its capacity as the Award Authority.

“F’urchasing State Agency or Agency” shall mean the Agency purchasing the goods or services.
“State Data” means the following, whether provided or produced before, on or after the Contract Effective Date:

all taxpayer data, . information, and material, by whatever name knowti, collected, processed anid stored
pursuant to Agency's statutory and regulatory powers;

all information and data {copyrighted o otherwise} developed, derived, documented, or stored by
Agency under the Contract;

all data that is provided by or on behalf of Agency to Vendor in order for Vendor to provide the Setvices
or Deliverables pursuantto the Contract;
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all records, files, reports and other data provided to Vendor by or on behalf of Agency, or otherwise
collected or obtained by Vendor, in connection with the Services or Deliverables; and

all data that is produced as an intermediate step in using or producing any of the-State Data, including
databases and files containing the State Data.

Notwithstandirig the foregoing definition of State Data or anything to the contrary. in ‘this contract ar any
subseéquent agreement between the parties, Vendor's Transaction Data shall not be considered part of the.
definition of State Data other than sender and recipient names, email addresses.

For purposes of this RFP -and any resuiting Contract, *Services” shall mean the services and Deliverables
(including, without limitation, the hardware, software, tangibies, and intangibles required hereunder) to be
delivered by Vendor pursuant to the Cornitract, including, without limitation, the Inherent Services described in
Section I, 1).

“Software” or “Software Application” shall mean the Web-based Software Application, i:e. SaaS provided by
the Vendor under this solicitation.

“System” refers to the software systems and programs, communication and network facilities, and hardware
and equipment used by DocuSign or its agenis to provide the Software..

“Transaction Data” means data associated with-an eContract, including transaction histery, eContract image:
hash value, information concerning method and time of eContract purge, and sender and recipient names,
email addresses and sighature IDs.

1} Standards: Mariufactured items andfor fabricated assemblies compfising Deliverables shall meet all
requirements of the Occupational Safety and Health Act (OSHA), and State and federal requirements. relatirig
to clean air and water pollution, if applicable, Vendor will provide and maintain a quality assurance sysiem or
program that includes any Deliverables and will tender to the State only those Deliverables that have been
inspected and found to conform'to the requirements of this Contract. All manufactured items and/for fabricated
assemblies comprising Deliverables are subject to operation, certification or inspection, and acceSS|b[I|ty
requirements as required by:

= Siate or Federal Regulation,
= The Chief Information Officer's (CIO) policy ar regulation, or

» Acceptance with appropriate standards of operations or uses of. said Deliverables as may be shown by
identification markings or other means of the appropriate certifying standards organization.

a) Site Preparation: Vendors shall provide the Purchasing State: Agency complete site specifications for
the Deliverables, if any. These specifications shall ensure ihat the Deliverables to' be installed shall
operate properly and efficienty within the site environment. The Vendor shall advise the State of any
site requirements for any Deliverables required by the State’s specifications. Any alterations or
modification in site preparation which are directly attributable to incomplete or erroneous specifications
provided by the Vendor and which would involve additional expenses to the State, shali'be made at the
expense of the Vendor.

b} Reserved

c) Specifications: The apparent silence of the specifications as to any detail, or the apparent omission of
detailed description concerning any Deliverables, shall be regarded as meaning that only the best
_commercial practice is to prevail and only material and workmanship of the first quality may be used in
producing the Deliverables. Upon any notice of noncompliance provided by the State, Vendor shall
supply proof of compliance with the specifications. Vendor must provide written notice of its intent to
deliver alternate or-substitute products, goods' or Deliverables. Alternats or substitute products, goods
or Deliverables may be accepted of rejected in the sole discretion of the State; and any such alternates
or substitutes must be accompanied by Vendor's certification and évidence satisfactory to the State
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that the function, characteristics, performance and endurance will be equal or superior to the original
Deliverables speciffed.

d) Pre-Contractual Expenses: The State shalt not, in-any event, be liable for any pre-contractual expenses
incurred by a Vendor in the preparation of its Proposal(s). Vendor shall notinclude any such expenses
as part-of its Proposal{s), nor as a claim in any bid proteést or other proceeding agalnst the State. Pre-
contractual expenses are defined as expenses incurred by the Vendor in preparing its response to this
RFP; submitting that Proposal fo the State; negotiating with the State any miatter related to this RFP or
any Pmposal and, any other expenses.incurred by the Vendor prior to, or following, the date of award,
and execution of an Agreement.

2) Warranties: The Vendor warrants to the State that all Deliverables furnished will be new (unless otherwise
requested in this bid), of good material and W{)rkmanshlp ‘and agrees to replace any items which fail to comply
with the specifications by reason of defective material or workmanship under normal use, free. of State’s
negligence or accident for a minimum of- 90 days from date of acceptance. Such replacement shall include
transportation costs free of any charge to the State. This statement is. not intended to limit any additional
coverage, which may normally be associated with a product. Vendor shall assign all applicable third party
warranties for Deliverables to the Purchasing State Agency.

3) Personnel: Vendor shall not substitute key personnel assigned to the performance of this Contract without
prior written approval by the Agency Contract Administrator. Any desired substitution shall be noticed to the
Agency’s Contract Administrator ‘accompanied by the names and references of Vender's recommended
substitute personnel The Agency will approve or disapprove the requested substitution in a timely manner.
The Agency may, in its sole discretion, terminate the services of any person providing services under this
Contract. Upon such termination, the Agency may- request acceptable substitute personnel or terminate the
contract-services provided by such personnel.

a) Vendor personnel shall perform their duties on the premlses of the State, during the State’s regular
work days and normal work hours, except as. may be specifically agreed otherwise, -gstablished in the
specification, or statement of work.

b} This contract shall not prevent Vendor or any of its personnel supplied under this Contract from
performing similar-services elsewhere or restrict Vendor from using- the personnel provided to the State;
provided that:

i} Such use does not conflict-with the terms; specifications or-any amendments to this Contract, or

i) Such use does not conflict with any procurement law, regulation or policy or

iy Such use'does not conflict with any non-disclosure agreement, or term thereof, by and between the
State and Vendor or Vendor's personnel.

4) Subcontracting: The Vendor may subcontract the performance of required services with other Vendors or
third parties: provided that Vendor notifies the State in writing in advance cencerning its use of any such
subcontractor, or and: agrees that for any change to or addition of such subcontractors, will do so only with the
prior writfen consent of the contracting authority. Vendor hereby notifies the State that it utilizes the
subconitractors listed in subsection a) below to perform certain material services supporting Vendor's provision
of the Software to the State hereunder. Subject to confidentiality, personnel privacy and other similar legal and
regulatory obligations with which Vendor must comply, Vendor shall use all commercially reasonable efforts to
obtain the applicable subcontractors’ consent or any other actions necessary to permit Vendor to provide the
State with complete copies of any agreenients made by and between Vendor and all subcantractors upon the
State’s reasonable requests therefor. The selected Vendor remains solely responsible for the performance of
its subcontractors. Subcontractors, if any, shall adhere to the same standards required of the: selected Vendor.
Following the _Effectlve_Date of th_ls_ Agreement, any coniracts made by the Vendor with a subcontr_actqr -shall
include an affirmative statement that the State is an intended third party beneficiary of the contract; that the
subcontractor has no agreement with the State; and. that the State shall be indemnified by the Vendor for any
claim presented by the subcontractor. Notwithstanding any other-term herein, Vendor shall timely exercise its
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contractual remedies against any non-performing subcontractor’ and, when appropriate, substitute another
subcontractor.

a) Vendor's Curient Subcontractors List:

i) Data Centers:
(1) Sawvis, Inc.
Corporate address: 1 Savvis Parkway, Town & Country, MO 63017
Services. locations:
12301 Tukwila International Blvd., Tukwila, WA 98168
350 E Cermalk, Chicago, IL.60616
{2) Sungard Availability Services LP
Corporate address: 680 East Swedesford Road, Wayne, Pennsylvania 19087
Services location: 1001 East Campbell Road, Richardson, TX 75081-1821

ii) ID Check (Knowledge-based authentication):
{1) RSA Security LLC
Corporate address: 1550 Sawgrass Corporate Parkway, Suite 200, Ft. Lauderdale, FL 33323
Services location: (not applicable)

i) Phone Authentication:
(1) Authentify, Inc.
~ Corporate address: 8745 West Higgins Road, Suite 240, Chicago, lllinois 60631
Services location: (not applicable). '

iv) Tier 1 Customer Support Call Center:
(1) SupportSave Solutions, Inc:
Corporate address: 11132 Ventura Blvd, Suite 420, Studic City, CA 91604
Services location: Cebu City, Philippines

V) Fax-back Service:
(1) EasyLink International Services Corporation
Corporate address: 6025 The Corners Parkway, Suite 100, Norcross, GA 30092
Services location: (not applicable)

5) Vendor's Representation: Vendor warrants that qualified personnel will provide services in a professional
manner. “Professional manner” means that the personnel performing the services will possess the skill and
competence consistent with the prevailing business standards in the information technology industry. Vendor
agrees that it will not enter any agreement with a third party that might abridge any rights of the State under
this Contract. Vendor will serve as the prime Vendor under this Contract. Should the Vendor utilize: any
subcontractor{s), the Vendor shall be legally responsible for the perfermance and payment of the
subcontractor(s) Names of any third party Vendors or subcontractors of Vendor may appear for purposes of-
convenience in Contract documents; and, shall not limit Vendor's obligations hereunder. Third party
subcontractors, if approved, may serve as subconfractors to Vendor. Vendor will retain executive
representation for functional and technical expertise as needed in order to incorporate-any work by third party
subcontractor(s).

a} Good Faith Response, Reasonable Execution. Vendor acknewledges that prior to the Effective Date,
Vendor received or had access to all information which it deemed necessary-for Vendor to respond in good
faith to the RFP and, to its knowledge; Vendor has requested -and received all information it deems
necessary to cause its execution of the Contract to be appropriately informed and undertaken reasonably.
Vendor does noi, to ils knowledge, lack any infermation or know of any state of affairs or circumstances
with respect to the Procurement Library, the information contained or not contained thereii, or the activities:
proposed or not proposed therein, that cause Vendor to anticipate requesting any amendments to the
Contract after its execution. As of the Effective Date, Vendor has ne knowledge of facts.or circumstances
which would cause it to request an amendment to the Contract-and knows of no.information it does not
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have, the presence of which could reasonably be expected to cause it to request an amendment to the
Contract;

b) Intellectual Property. Vendor has the right to provide the Services and Deliverables without violating or
infringing any law, rule, regulation, copyright patent, trade secret or other proprietary right of any third
party. Except as otherwise stited in Section V).3)b) of the Specifications -and Special Terms, Vendor
represents that its Services and Deliverables are not the subject of any actual or threatened actlons arising
‘from, or alleged under, -any-intellectual property rights of any third party.

¢) Inherent Services. If any Services, Deliverables, functions, or responS|b||1t|es not specifically described
in this Contract are required for Vendor's proper performance, provision and delivery of the Service and
Deliverables pufsuant to.this Contract, or are an inherent part.of or necessary sub-task inclided within the
Service, they will be deemed to be implied by and included within the scope of the Contract to the same
extent. and in the same manner as if specifically described in the Contract. Unless otherwise expressly
provided in the Contract, Vendor will furish all of its own necessary management, supervision, labor;.
facilities, furniture, computer and télecommunications equipment, software, supplies and materials
necéssary for the Vendor to provide and deliver the Services.and Deliverables,

d) A contract or transaction otherwise enforceable under the Electronic Signatures in Global and National
Commerce Act, 15 U.S.C. §§ 7001 et seq. will not denied legal effect, validity, or enforceability solely
because Vendor's Software and System enabling electronic signatures were used in its formation.

e) Technology. Vendor will keep knowledgeable about changes and advancements over time in the.
technology necessary to provide the Services. In performlng the Services, Vendor will utilize processes,

pracedures and practices that arg no less effective than the practices it utilizes in performing services
similar to the Services for its other customers, which practices will, at a minimum, be no less effective than
the practices of similarly situated providers offering similar services within the: dlgrtal signature industry at
this time,

f} Viruses. Vendor will screen any software or data files provided or made available by it to the Agency
hereunder or used by Vendor {or any Vendor agent, contractor, subcontractor or representative) in
performance of the Services or providing Deliverables and will use then-current industry-standard anti-virus
software programs for the purpose of avoiding the introduction of any “virus” or other computer software
routine ar hardware components which are designed to disable or damage hardware or damage, erase or’
delay access to software or data. Vendor will assist the Agency's recovery from the introduction of any
such virus.

g) Vendor warrants that it has the financial capacity to perform and te continue to perform its obligations
under the Contract; that Vendor has' no constructive or actual knowledge of any pending or threatenied
action, proceeding, or investigation, or any -other legal action, that would in any way prohibit, restrain, or
diminish Vendor ability to satisfy its contractual obligations hereunder; and that entering info this Contract is
not prohibited by any contract, or order by any court of competent jurisdiction.

h) Warranty as to Equipment; Hardware. Vendor warrants that the equ:pment and hardware that it
provides pursuant to this Contract shall be free from defects in materials, in good working order and be
maintained in good warking order..

iy Vendor agrees to use commercially reasonable efforts to. provide the Software and System twenty-four
(24) hours a day, seven (7) days a week. User agrees that from time to time the Software and System may
be inaccessible or inoperable for various reasons, including periodic maintenance procedures ‘or upgrades
{("Scheduled Downtime"); network or service malfunctions; and causes beyond the control of Vendor or
which are not reasonably foreseeable by Vendor, including the interruption or failure of telecommunication
or digital transmission links, hostile nhetwork attacks or network congestion or other failures (collectively
‘Downtime").  Vendor will provide at least forty-eight {48} hours notice to User in the event of any
Scheduled Downtime. Scheduled downtime must be outside of regular business hours {Monday — Friday,
7:00am — 7:00pm EST), Notification should at:a minimumn include email, posting on website and: phone call
to Agency Service desk. Vendor agrees to use commerciaily reasonable efforts to minimize any disruption,
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inaccessibility and/or inoperability of the Software and System in- connection with Downtime, whether
scheduled or not.

6) Software: From the Order Start Date defined in the applicable Purchase Order, an Agency may obtain an
Account and register Authorized Users, and subject to these terms, such Authorized Users may log onto and
use the. Software in accordance: with the Specifications. Agency’s right to use the Software is limited to its
Authorized Users, and Agency agrees not fo resell or otherwise provide or assist. with the provision of the
Software to any other third party. Use of the Software by Agency and its Authorized Users is- subjest to
Agency's acknowledgement and agreement that:

a) Nothing in this Agreement will be construed to make Vendor a party to any eContract, and Vendor
makes: no representation or warranty regarding the transactions sought to be effected by any eContract;

b) Vendor maintains no control or access to the conterits of any eConfract, and the content, quality, and
format. of any eContract is completely within the exclusive control of the Depositing Party and is the
responsibility of Agency;

c) The Sofiware may provide options, if Agency elects to purchase such options, designed to verify the
identity of the intended recipient of an eContract deposﬂed into the System (“Authentication Measures”),
and Vendor: (i) will apply only those Authentication Measures (if any) sefected by the Depositing Party; (i)
makes no representatlons or warranties regarding the appropriateness of such Authentication Measures;
and (iii) assumes no liability of responsibility for a party's inability. or failure to satlsfy any particular
Authentication Measure or for any circumvention of such Autheritication Measures effected by any third
party;

dy Certain types of agreements and documents are excepted from electronic signature laws, stch that
they cannot be legally formed by electronic signatures; additionally, various agencies may have
promulgated specific regulations that apply to electronic signatures and’ electronic records, and Vendor
‘assumes no. responsibility to determine whether any particular eContract is. an exception to applicable
electronic signature laws or whether it is subject to any particular agency promulgations and whether it can
be legally formed by electronic signatures;

é) Agency is solely respansible for making available to third parties (including parties to its eContracts) all
contracts, documerits, and other records requn‘ed by applicable law, including, without limitation, electronic
signature laws.and other laws that may require records relating to a transaction to be retained or made
accessible for a certain period of time; and

f) Cettain laws or regulations may impose special requirements with respect to electronic transactions-
involving one or more “‘consumers.” These may include, among oiher things, requirements that the
consumer consent to the method of contracting and/or that the consumer be provided with a copy, or
access to a copy, of a paper or other non-electronic, written record of the transaction. Vendor assumes no
responsibility to determine whether any particular transactlon involves a consumer, nor does Vendor have’
any responsmillty (i} to furnlsh or obtain .any such consents or to determine if any such consents have
been withdrawn; (ii) to provide any information or disclosures in connection with any aftempt to obtain any
such consents; (iii) to provide legal review of, or to update or correct any information or disclosures
currently or previously givery; (iv) to:provide any such copies or access exceptas’ expressly provided in the.
Specifications for all ransactions, consumer or otherwise; or (v) otherwise to comply with any such special
requirements. Agency expressly undertakes to determine whether any consumer is involved in any
eContract presented by Ageney or its Authorized Users for Processing; and, if so, to comply with all
requirements imposed by faw on such eContracts or their formation.

g) Subscription Plans and Per Use Purchases. The price, features, and options- of thé DocuSign Products
available for an Account depend on the level of service, features, and promotions selected by Agency
‘puirsuant to the Purchase Order. Use of the Software is sold on-a subscription basis and may be limited by
usage ("Envelope Allowance”) or the number of Authorized Users (*Seats”), or both. Some. optional
services, such as 1D check, may be purchased on a periodic or per-use basis.

h) Usage and Seats.
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)] A Vendor Subscription based on Envelope Allowance allows Agency to send the number of
Envelopes in. the Envelope Allowance specified in the Purchase Order during the Order Term. Ali
Envelopes sent in excess of the Envelope Allowance will incur a per-Envelope charge, at the Envelope
Factor, that will be invoiced within 30 days of the date first incurred. The total number of Envelopes sent.
is calculated by the sum of all Envelopes that have been sent for signature or cerfified delivery.

Envelopes may be sent to any number of recipients who may sign in any number of places within the

contents of the sent Envelope. Agency’s Account will be deemed to have consumed an Envelope at the.
time the Envelope is sent by Agency, regardless of whether Envelopes were received by recipients, or
whether recipients have performed any actions upon any eContract in the Envelope.

i) Vendor Subscription based on Seats allows Agency to send a reasonable number of Envelopes
from the number of Seats specified in the Order Form during the Purchase Order. If _Vendo_r'-_suspects
that the number of Envelopes sent from a particular Seat or a group -of Seats is-abusive and/cr unduly
burdénsome (by way of example, bulk sending or processing automated batch opérations), Vendor will
promptly notify Agency, discuss thé use-case scenario with Agency and any continued menitoring,
additional discussions and/or information required to make a final determination on the course of action
based on such information. The number of Seats is determined by the total number of active Authorized
Users listed in the membership of an Account at any one time. No two individuals: may log onto or use
the Software as the same Authorized User, but:Agericy may unregister or deactivate Authorized Users
and replace them with other Authorized Users without penalty, so long as the number of active.
Authorized Users registeréd at any one time is equal to or less than the number of Seats purchased.

The addition by Agency of more Authorized Users than the number of Seats purchased in an Order
Farm will result in-an additional charge for one Seat per additional Authorized User for the remainder of
the Order Term, to be invoiced immediatsly. A Vendor Subscrlptlon based on Seats expllcltly excludes
use of the DocuSign AP|for sending Envelopes. As used herein, abusive and/or unduly burdensome
use of a Seat Subscription shall not exclude reasonable use; and reasonable use refers to such use-as
an individual may perform in the ordinary course of their job duties, where such job duties do not entail
generating large numbers of individual transactions grouped as mass mailings transaction decuments
for signatures.

iii) Per use charges are specific to the number of units of the DocuSign Product(s) used duririg the
period, and are measured at the time of use.

Additional Agency Responsibilities.

i) Agency agrees that it will not use or permit the use of the Software to send unsolicited mass
mailings oufside its organization, it being understood that the term “unsolicited mass mailings” includes
all statutory and other commen definitions, including all Commercial Eléctronic Marketing Messages as
defined inthe U.S.-CAN SPAM Act. '

ii) Agency agrees that it is solely responsible for the nature and content of all materials, works,
data, statements, and other visual, graphical, video, written or audible communications of any nature
submitted by any Authorized User or otherwise Processed through Agency's Account.:

ifi) Agency further agrees not to use or permit-the use of the Software: {a) to communicate any
message or material that is defamatory, harassing, libelous, threatening, or obscene; (b) in a way that
violates or infringes upon the intellectual property rights or the privacy or publicity rights of any person
or entity or that may otherwise be unlawful ot give rise to civil or crindinal Ilablilty (other than contractual
fiability of the parties under eContracts Processed through the Software); (c) in any manner that is likely
to damage, disable, overburden, or impair the System or the Software or interfere in any way with the
use or enjoyment of the Software: by others; or (d} in any way that constitutes or encourages conduct:
that could constitute a criminal offense. Although Vendor does not actively monitor the content

Processed through the Software, Vendor may at any time and without prior notice suspend any use of

the Software and/or remove or.disable any content as to which Vendor is- made aware of a reason for
concern as to such use or c_:_o_n_t_ent Vendor agrees: to__ exert reasonable. commercial efforts to provide
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Agency with notice of any such suspension or disablement before its implermentation, or promptly
thereafter.

j) Storage

iy General eConfract Storage and Deletion Policy. Unless otherwise directed by Agency, Vendor
will store in accordance with the Specifications all completed eContracts sent by Agency untit the term
of the Contract expires. Copies of stored eContracts may be retrieved by Agency at any time during the
Term. After expiration oy termination of the Term, Agency may request Vendar's assistance in retrieving
completed eContracts still remaining on the’ Systern pursuant to the transition services terms described
in Section 30}b). Prior to the expiration or termination of this Agreement, Agenicy may elect to purchase
post-expiration or posi-termination storage services for their completed eContracts. Where Agency opls
not to purchase storage services, all copies of eConiracts may be deleted and purged by Vendor
without prlor notice. after the period available for transition services has expired pursuant to the terms
described in Section 30)b). Agency may,; at its option ard wholly at Agency’s risk, direct that any
eContract be deleted or purged at a time stated by Agency and prior to the eénd of'the Term.

ii) Uncompleted eContracts. Vendor may at-its sole discretion delete an uncompleted eContract
from the System immediately and without notice Upon edrlier of. a) expiration of the Envelope: (where
Agency has established an expiration for such Envelope, not to exceed 365 days); or b) expiration of
the Qrder Term.

i} Notwithstanding anything to the contrary in this Contract or any subsequent agreement between
the parties, Transacfion Data associated with deleted eContracts will be retained by Vendor
permanently, and wifl be maintained per the confidentiality obligations of this Contract.

k) Each Vendor Envelope Allowance or Seat Subscription purchased by an Agency shall include the
right to and access to any upgrades, updates, maintenance, réleases or other enharicements -or
modifications made generally available to Vendor's customers of the Software Applications and Services
provided herein without the’ Vendor requiring. a separate maintenance or support agreement. The Agency
may use the Software Applications with. any cemputer, computer system, server, ar desktop workstation
owned of utilized by the Agency or its constitient educational institutions ‘that meet the Authorized User
Minimum System and Software Requiremment defined in the Specifications. User access to the Software
Applications shall be through User identification and security procedures. The Agency agrees to use its
best efforts. to see that its employees and usérs of all Software Application rights provided hereunder
‘comply with the. terms and conditions set forth in this Agreement, and any Exhibits.or Amendments hereto.

The Agency shail notify the Vendor of any material unauthorized use of any password or account; or any
other known or suspécted breach of security access. The Agency. also agrees {o refrain from taking any
steps, such as reverse engineering, réverse assembly or reverse compilation to derive a source code
equivalent to the Software Applications or any portion thereof: No licerise is granted to use the Software-
Applications fo perform services for- commercial third partles {so-called “service bureay” uses). [f the
Software Application fees are based upon the number of Users and hosted instances, the number of
Users/hosted instances available may be increased at any time, subject to the restrictions on the:maximum
number of Users specified in the Furnish and Deliver Table herein (above) except by mutual agreement
and State- Procurement approval.

) The State's subscription to use the Software Application and its associated services neither transfers,
vests, nor infers any title or other ownership right in any .inteltectual property rights of the Vendor or any
third party, nor does this license transfer, vest, or infer ant title or other.awnership right in any source code
assomated with the Software Application Unless otherwise agreed to by the Parties: The subscription will
not be construed as a sale of any ownership rights in the Software Appllcation unless Custom Software is
developed as a Work for Hire pursuant to other agreement(s). Any Software Applications or.technical and
business information owned by Vendor or its suppliers or licensors made accessible or furnished to the:
‘State shall be and remain the property of the Vendor or other party, respectively.
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m) The Software shall be in good working order; determined as operating in conformance with Vendor's
standard Specifications. The State shall notify the Vendor if the Software is not in good working .order or
inaccessible during the term of the Contract. Vendor shall, at its option, either repair or replace any
Software reported as ot in good working order during the applicable contract term without cost to the
State. Vendor shall support the Software pursuant to its Service and Support Level Commitment ("SLA”),

The Software Applications shall be prowded and the State Data accessible by the State's users at a rate of
99.99%, 24 x 7, with the exception of scheduled outages for maintenance, all as specified hereinabove and
further detailed in Vendor's Service and Support Level Commitment (“SLA™.

ny Support. Vendor shall provide the State and it users. with telephone access to technical support
engineers for assistance in the proper installation and use of the Software, -and to report and resolve
Software. probiems, during normal business hours, 7:.00 AM -~ 7:00 PM Eastern Time, Monday-Friday.
Vendor shall respond to the telephone requests for Program maintenance service, and respond o critical
incidents and non—critical incidents pursuant to Vendor's SLA, for calls made at any time. Véndorwarrants
that its support and customer service and assistance will be performed in accordance with generally
accepted industry standards.

i) Critical Incident
i) Non-Critical Incident

o) Security. Vendor shall use all commercially reasonable efforts fo prowde a secure environment for the
State to utilize the Web-Based Software Applications and the associated services.

p) Vendor shall provide all -encryption or identification codes or authorizations that are necessary or proper
for.the operation of the licensed Software.

7) Mamtenance!Support Services: Vendor agrees to provide the following services for the current version
and one previous version of any Software provided with the Deliverables, commencing upon installation of the
Deliverables or delivery of the Software:

a) Error Correction. Upon notice by State of a problem with the Software (which problem can be verified),
Vendor shall use reasonable efforts to correct or provide a working solution for the problem. The State
shall comply with all reasonable instructions or requests of Vendor in attempts to correct an error or defect
in the Program. Vendor and the State shall ‘act promptly and in a reasonably. timely manner in
c¢ommunicating error or- problem logs, other related information, proposed solutions or workarounds, and
any action as may be necessary or proper to obtain or affect maintenance services under this Paragraph.

h) Vendor shall notify the State of any material errors or defects in the Deliverables known, or made
known to Vendor from any source during the Contract term that could cause the production of inaccurate or
otherwise materially incorrect, resulis. Vendor shall initiate actions as may be cammercially necessary or
proper to effect corrections of any such errors or defects..

c) Updates. Vendor shall provide to the State, at no additional charge, all new releases and. bug fixes
(collectively referred to as “Changes”) for'any Software Deliverable developed or published by Vendor and
made generally available to its other customers at no additional charge. All such Updates shall be a part of
the Program and. Documentation and, as such, be governed by the provisions of this Contract.

d) Telephone Assistance. Vendor shall provide the State with telephone access to technical support
engineers for assistance in the proper installation and use of the Software, and to report and resolve
Software problems, during horimal business hours, 7:00 AM - 7:00 PM Eastern Time, Monday-Friday.
Vendor shall respond to the telephone requests for Program maintenance service, within four hours, for
calls made at any time.

8) Travel Expenses: Vendor may be reimbursed for travel expenses arising under the performance of this
Contract at the out-of-state rates set forth in GS §138-6; as amended from time 1o time. Vendor agrees to use
the lowest available -airfare not requiring a weekend stay and to use the Iowest__avaifab]e rate for rental
vehicles. All Vendor incurred travel expenses shall be billed on a monthly basis, shall be supported by receipt
and shall be paid by the State within thirty (30) days after invoice approval. Travel expenses exceeding the
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foregoing rates shall not be paid by the State. The State will reimburse travel allowances only for days on
which the Vendor is required to be in North Carolina performing services under this Contract.

9) Governmental Restrictions: In the event-any restrictions are imposed by governmental requirements that
necessnate alteratlon of the matena! quahty workmanshlp, or performance of the Dellverables offered prlor to
Contract Admlnistrator The ‘State reserves the rlght to accept any such alterations, mcludmg any. price
adjustments accasioned thereby, or to cancel the Contract. The State may advise: Vendor of any restrictions or
changes in specifications required by North Carolina legisiation, rule or regulatory authority that require
compliance by the State. In such event, Vendor shall use its best efforts to comply with- the required
restrictions or changes. If compliance cannot be achieved by the date specified by the State, the State may
terminate-this. Contract and compensate Vendor for- sums due under the Contract.

a) Where any change in Law or Regulatory _Reqmrem_ents; impacting the Deliverables: or ‘Services to be
delivered under the Contract, the State shall pay additional, previously agreed amounts to compensate
Vendor for any additional reasonable expenses that Vendor may incur in making and sustaining the
required changes to the Services or Deliverables amounts as the Parties. may mutually agree; provided,
however if such change in Law or Regu!atory Requirements affects other Vendor customers then receiving
substantially similar Services or Deliverables, then Vendor will use reasonable efforts to allocate that cost
of changes or modifications to such Services and Deliverables and performance of such Services and
Deliverables across its affected customers and the State will pay only its pro rata share associated with
such changes or modifications. Upon the State's request the Vendor shail provide documentation to
substantiate the Vendor's allocation of such cést(s). As an alternative to agreeing to pay -additional
amounts as set forth above, the State shall have the right to canceél those portions -of the Confract fo which
the additional expenses pertaln

10} Prohibition Against Contingent Fees and Gratuities: Vendor warrants that it has not paid, and agrees
hot to pay, any. bonus, commission, fee, or gratuity to any employee or official of the State for’ the purpose of
obtaining any contract or award |ssued by the State. Vendor further warrants that no. commission or other
payment has been or will be received from or paid to any third party contingent-on the award of any contract by
the State, except as shall have been expressly communicated to the State Purchasing Agent in writing prior to
acceptance of the Contract or award in questlon Each individual signing below warrants that he or she is duly
authorized by their respective Party to sign this Contract and bind the. Party to the terms and conditions of this
Contract. Vendor and their authorized 'signatery further warrant that no officer or employee of the State has
any direct or indirect financiai or personal beneficial interest, in the subject matter of this Contract; obligation or
contract for future award of compensation as an inducement or consideration for making this Contract.

Subsequent discovery by the State of non-compliance with these provisions shall constitute sufficient cause for
immediate termination of all outstanding contracts. Violations ‘of this provision may result in debarment of the
Vendor(s) as permitted by 8@ NCAC 06B.1030, or other provision of law.

11) Availability of Funds: Any and all payments to Vendor afe expressly contingent upon and subject to the
appropriation; allocation and.availability-of funds to the Agency for the purposes set forth in this Contract. If
this-Contract or any Purchase Order issued hereunder is funded in whole or in part by federal funds, the
Agency’s performance and payment shall be subject to and contingent upon the continuing avallablllty of sald
federal funds: for the purposes of the Contract or Purchase Order. If the term of this Contract extends into
fiscal years, subsequent to that in which it is approved, such continuation of the Contract is expressly
contingent upon the appropriation, aliocation and availability of funds by the N.C. Legislature for the purposes
set forth in the Contract. If funds to effect payment aré not available, the Agericy will provide written
notification to Vendor. If the Contract is terminated uhder this paragraph, Vendor agrees to take back any-
affected Deliverables and software not yet delivered under this Contract, terminate any services supplied to the
Agency under this Contract, and relieve.the Agency of any further obligation thereof. The State shall remit
payment for Deliverables and services accepted prior o the date of the aforesaid ‘notice in conformance with
the payment terms.
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12)  Compliance with Laws: The Vendor shall comply with all laws, ordinances, codes, rules, regulations,
and Iicensmg requirements that are applicable to the conduct of its business, including those of federal, state,
and local -agencies having jurisdiction and/or authority.

a) Vendor will.obtain and- maintain all governmental approvals (as defined below) applicable to Vendor in
the conduct -of its business and will identify, interpret and comply in all material respects with all laws,
{including those under common law) statutes, codes, rules, regulations, reporting or licensing
requirements, ordinances, and other pronouncement havlng the effect of law of the United States or’ any
state, county, city, of other political subdivision, including those promulgated, interpreted or enforced by
any govemment or regulatory authority, presently or hereinafter in effect (‘Laws”) applicable to Vendor for
the provision, receipt and use of the Services, and the consummation of the transactions contemplated by
the Contract (the “Regulatory Requirements”). Regulatory Requirements include all Laws concerning fair
employment-and employment of the disabled and concerning the treatment of all empl'oyees without regard
{o diserimination by reason of race; color, religion, sex, national origin, or physzcal disability. Regulatory
Requirements also include any guidance, bulletins, whlte papers, pronouncements, reports or similar
communications issued by any Governmental Authorlty or applicable self-regulatory or industry ‘body,
whether or not such items or materials have the force of Law, to the extent determined by the State in its
discretion.

b} In addition, as part of the Services being provided by Vendor, Vendor will, and will cause its empioyees;
agents and subcontractors to provide, notwithstanding anythlng to- the contrary set forth in the Contract and
subject to 33) (Changes), all. assistance reascnably related to the Services provided by Vendor necessary
to enable the State to comply with the Regulatory Requirements.

¢} In providing Services to the State, and without limiting or modifying in any respect the Vendor's
obligations, Vendor shall comply, and shall causé each of its employees and subcontractors to comply at
all times, with State policies that are of general application to State cotitractors or that Vendor has
otherwise agreed to comply with, including, without limitation, the Statewide Information Technology
Security Manual and the Agency’s Security Policies and Standards.

d) Subject to 33) (Changes) where any change in Law or Regulatory Requirements- lmpactlng the
Services, (¥ insert-Agenty specific requirements, Project name, etc.) requires a substantial change in the
Services or Deliverables to be delivered under this Contract, the State shall pay such amounts as the
Parties may agree; provided, however if such change in Law or Regulatory Regquirements affects other
Vendor customers, then Vendor will use reasonable efforts to allocate that cost of ‘modifications to its
Deliverables and performance of services across its affected custaomers and the State will pay only its pro
rata share associated with such modifications. Upon ‘the State's request the Vendor shall provide
documentation to substantiate the Vendors allocation of such cast. As an alternative {o agreeing o pay
additional amounts as set forth above, the State shall have the right to cancel those portions of the
Confract to which the additional expenses pertain.

e} The Vendor shall comply with all laws, ordinances; codes, rules, regulations, and licensing
requirements that are applicable to the coriduct of its business, including those of federal, state, and local
agencies having jurisdiction and/or authority.

13) Payment Terms: Payment- terms-are Net 30 days after receipt of correct invoice for the subscription fees
for use of the Software, ar for Professional Services, or acceptance of the Deliverables, whichever is later;
unless a period of more than thirty (30) days is required by the Agency. The Purchasing State Agericy is
responsible for all payments under the Contract, No additional charges to the Agency will be permitted based
upon, or arising from, the Agency’s use of a Business Procurement Card. The State may exercise any and all
rights: of Set Off as permitted in Chapter 105A-1 et seq. of the N.C. General Statutes and applicable
Administrative Rules. Upon Vendor's written request of not less than 30 days and approval by the State or
Agency , the Agency may:

a) Forward the Vendor's payment check(s) directly to any person or entity designated by-the Vendor, or-
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b) Include any person or entity designated in writing by Vendor as a joint payee on the Vendor's payment
check{s}), however

¢) In no event shall such approval and. action obligate the State to anyone other than the Vendor and the
Vendor shall remain responsible for fulfillment of ail Contract obligations.

) An undisputed invoice shall be limited to the following: an undlsputed invoice is an invoice for
which the State and/or the Purchasing Agency has not disputed the invoice in writing sent to the Vendor on
the grounds of an invoice error withirt thirty (30) days from the invoice date. That is, in order for the State
or the appllcable Purchasing Agency to dispute any invoice under this Agreement, such dispute must be
made in writing to Vendor within -thirty {30) days of the invoice date. Upon Vendor's receipt of such
disputed invoice notice, Vendor will work to correct the applicable invoice error, provided that such dispute
notice shall not relieve the State or the applicable Purchasing Entlty from its payment obligations for the
undisputed items on the invoice or for any disputed items that are ultimately corrected.. The Purchasing
Agency is not required to pay the Vendor for any goods and/or services provided without a written
purchase order from the appropriate Purchasing Agency. In addition, all goods and/or services provided
must meet all terms, conditions, and specifications of the Cornitract and purchase order and be accepted as
satisfactory by the Purchasing Agency before payment will be issued.

14) Acceptance Criteria: In the event acceptance of Deliverables is- not described in additional” Contract
documents, the State: shall have the. obligation to notify Vendor; in wiiting ten calendar days following
installation of any Deliverable described in the. Contract if it is not accepiable. The notice shall specify. in
reasonable detail the. reason(s) a deliverable is unacceptable. Acceptance by the State shall not be
upreasonably withheld; but may be conditioned or délayed as required for installation' andfor testing of
Deliverables. Final acceptance is expressly conditioned upon completion of all applicable inspection .and
testing procedures. Should the Deliverables. fail to meet any specifications or acteptance: criteria the State-
may exercise any and all fights hereunder, including such rights provided by the Uniform Commetcial Code as
adopted in North Carollna Deliverables discovered to be defective or failing to conform to the specifications
may be rejected upon: initial inspection or at any later time if the defects contained in the Deliverables or non-
compliance with the specifications was riot reasonably ascertainable upon initial inspection. If the Vendor fails
to promptly cure the defect or replace the Deliverables, the State reserves the right to cance! the Purchase.
Order; contract with & different Vendor, and to invoice the: original Vendor for any differential in price over the
original Contract price. When Deliverables are rejected, the Vendor must remove the rejected Deliverables
from the premises of the State Agency within seven (7) calendar days of notification, unless otherwise agreed
by the State Agency. Rejected. items may be regarded as abandoned if not removed by Vendor as provided
hetein.

15) Equal Employment. Opportunity: Vendor shall comply with ali Federal and State- reqwrements-
concerning fair employment and employmerit of the disabled, and concerning the treatment of all employees
without regard to discrimination by reason of race, color; religion, sex, national origin or physical disability.

18)inspection at Vendor's Site: The -State reserves the right to inspect, during Vendor’s regular business
hours at a reasonable time, upon notice of not less than two (2) weeks, and at its own expense, the
prospective Deliverables comprising equipment or other tangible goods, or the plant or other physical facilities
of .a prospective Vendor prior to Contract award, and during the Centract term as necessary or proper to
ensure conformance with the spec:flcatlonsfrequlrements and their adequacy ‘and suitability for the proper and
effective performance of the Coniract.

17).Adver1151nglPress- Release: The Vendor absoiutely shall not publicly disseminate any information
conceining the Contract without prior written approval from the State or its Agent. For the purpose of this
provision of the Contract, the Agent is the Purchasing Agency Contract Administrator unless otherwise named
in the solicitation documents.

18) Confidentiality: In accordance with 9 NCAC 06B.0103, 06B.0207 and 06B.1001 and to promote
maximum competition in the State competitive bidding process, the State may maintain the confldentlailty of
certain types of information described in N.C. Gen. Stat. §132-1 et. seq. Such infoermation may include trade
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secrets defined by N.C. Gen. Stat. §66-152 and other information exempted from the Public Records Act
pursuant to N.C. Gen. Stat. §132-1.2. Vendor may desigriate appropriate portions of its response as
confidential, consistent with and to the extent permitted under the Statutes and Rules set forth above, by
marking the top and bottom of pages containing confidential information with. a legend in boldface type
“CONFIDENTIAL". By so marking any page, the Vendor warrants that it has formed a good faith opinion,
having recéi\';_’ed such necessary or proper review by counsel and other knowledgeable advisors that the
portions marked confidential meet the. requirements of the Rules and Statutes set forth above. However,
under no circumstances shall price information be desighated as confidential. The State may serve as
custodian of Vendor's confidential information and not ‘as an- arbiter of claimis against: Vendor's assertion of
confidentiality. If an action is brought pursuant to N.C. Gen. Stat. §132-9 to compel the State to disclose
information marked confidential, the Vendor agrees that it will intervene in the action through ifs counsel and
parﬂmpate in defending the State, including any public official(s). or public employee(s). The Vendor agrees
that it shall hold the ‘State and any offi c;lal(s) and individual(s) harmless from-any and all damages, costs, and
attorneys’ fees. awarded against the State in the action. The State agrees to promptly notify the Vendor in
writing of any action seeking to compel the disclosure of Vendor's confidential information. The State shall
have the right, at its option and expense, to participate in the defense of the action through its counsel. The
State shall have no- liability to Vendor with respect to the disclosure of Vendar's confidential information
ordered by a.court of competent jurisdiction pursuant to N.C. Gen. Stat. §132-9 or other applicabte law.

a) Care of Information: Vendor ‘agrees to use commercial best efforts to safeguard and ‘protect any data,
documents, files, and other materials received from the State or the Agency during performance of any
contractual obligation from loss, destruction or erasure.

b} Vendor warrants that all its employees and any third party Vendors er subcontractors are subject to'a
hon-disclosure and confidentiality agreement enforceable.in North Carolina. Vendor will, upon request of
the State, verify and produce true copies of any such agreements. Production of such agreements by
Vendor may. be made subject to applicable confidentiality, non-disclosure or privacy laws; provided that
Vendor produces satisfactory evidence supporting exclusion of such agreements from disclosure under the
N.C. Public.Records laws in NCGS §132-1 et seq. The State may, in its sole discretion, provide a non-
disclosure and confldentlallty agreement satisfactory to the State for Vendor's exectition. The State may
exercise its rights under this subparagraph as necessary or proper, in its. discretion, to- comply with
applicable. security regulations or statutes including, but not limited to 26 USC 6103-and IRS Publication
1075, (Tax Information - Security Guidelines for Federal, State, and Local Agencies), HIPAA, 42 USC
-1320( ) (Heaith Insurance Portability and Accountability Act), any implementing regulations in the Code of
Federal Regulations, and any future regulations imposed upon the Office of Information Technology
Services or the N.C. Department of Revenue pursuant to future statutory or regulatory requirements.

¢) Nondisclosure: Vendor agrees and specifically warrants: that it, its officers, directors, principals and
employees, and any subcontractors, shail hold all infarmation received during psrformarice of this Contract
in the. strictest confidence and shall not disclose the same to any third parly without the express written
approval of the Siate.

19) Deliverables: Deliverables, as used herein, shall comprise atl project materials, including goods, software
licenses; data, and documentatlon created during the performance or provision of Professional Services
hereunder. Delwerables are the property of the State of North Carolina. Proprietary Vendor materials licensed
io the State shall be identified to the State by Vendor prior to use or-provision of services hereunder and shall
remain the property of the Vendor. Embedded software or firmware shafl not be a severable Deliverable.
Deliverables include "Work Product' and means any expression. of Licensor's fi indings, analyses, conclusions,
opinions, recommendations, ideas, techniques, know-how, designs, programs, enhancements, and other
technical information; but not source ‘and object code or software. All Software source -and object code is the
_property of Licensor,

20) Late Dellvery, Back Order: Vendor shall advisé the Agency contact person or office immediately upon
determining that any Deliverable will not, or may not, be delivered at the time or place specified. Together with
stuch notice, Vendor shall state the projected delivery time and date. In the event the delay projected by
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Vendor is unsatisfactory, the Agency shall so advise Vendor and may proceed to procure substitute
Deliverables or services. '

21) Patent, Copyright, and Trade Secret Protection:

a) Vendor has created, acquired or otherwise has rlghts in, -and may, in connection with the performance
of services for the- State, employ, provide, create, acquire or otherwise. obtain: rights in various concepts,
ideas, methods, méthedologies, procedures, processes, know-haw, techniques, models, templates and
genera[ purpose constilting and software tools, utilities and routines: (collectlvely the “Vendor Technology”).
To the extent that any Vendor Technology is contairied in-any of the Deliverables including any derivative
works, the Vendor hereby grants the State a royalty-free, fully paid, worldwide, perpetual, non-exciusive
license-to Use such Vendor Technology i in connection with the Deliverables for the State’s purposes.

p) Vendor shall not acquire any right, titte and interest in and te the copyrights for goods, any and all
software, technical information, specn‘lcatlons drawings, records, décumentation, data or derivative works
thereof, or other work.products provided by the State fo Vendor. The State hereby grants Vendor a royalty-
free, fully paid, worldwide, perpetual, non- -exclusive license for Vendor's internal use to non- ~confidential
Deliverables first originated and prepared by the. Vendor for delivery to the State.

¢) The Vendor, at its own expense, shall defend any action brought against the State to the extent that
such action. is based upon a third party claim that the services or Deliverables supplied by the Vendor, or
the operation of such Deliverables purstiant to a eurrent version. of Vendor-supplied software, infringes a
patent, or copyright or violatés a trade secret in the United States. The Vendor shall pay those costs and
damages finally awarded against the -State in any such action. Such defense and payment shall be
conditioned on the following:

i}y That the Vendor shall be notified within a reasonable time in writing by the State of any such claim;
and,

i) Thatthe Vendor shail have the sole control of the defense of any action on such claim and all
negotiations for its settlermerit or compromise provided, however, that the State shiall have the option to
participate in such action at its owh expense.

d) Should any services or software supplied by Vendor, or the operation thereof become,. or in the
Vendor's opinion are likely to become, the ‘subject of a third party claim of infringement of a patent,

copyright, or a trade secret in the Unlted States, the State shall permit the Vendor, at its option and
expense, either to procure for the State the right to continue using the- goodsihardWare or software, or to
replace or modify the same to become non infringing and continue to meet procurement spemﬂcahons in ail
material respects. [If neither of these options can reasonably be taken, or if the use of such
goods/hardware or software by the State shall be prevented by injunction, the Vendor agrees to. take back
such goods/hardware or software,.and refund any sums the Stale has paid Vendor less any reasonable'
-amount for use or damage and make every reasonable effort to assist the State in procuring substitute.
Deliverables. If, in the sole opinion of the State, the returri of such infringing Deliverables makes the
retention of other items of Deliverables: acquwed from the Vendor under this Contract impractical, the State
shall theni have theé option of terminating the Ceniract, or applicable porticns thereof, without penalty or
termination charge. The Vendor agrees to take back such Deliverables and refund any sums the State has
paid Vendor less-any reasonable amount for use or'damage. '

e) Vendor will not be required to defend or indemnify the State if any claim by a third party against the
State for ‘infringement of misappropriation (i) results from the State's alteration of any Vendor-branded
product or Deliverable, or (if) restilts from the continued use of the good(s} or Services and Deliverables
.after réceiving notice they infringe.a trade secret of a third party. '

f) Nothing stated herein, however, shall affect Vendor’s ownership in or rights to its preexisting intellectual
property and proprietary rights.

22) Access to Persons and Records: Pursuant fo N.C. General Statute 147-64.7, the Agency, the State
Auditor, appropriate federal officials, and their respective authorized employees or agents are authorized to
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examine all books, records, and accounts of the Vendor insofar as they relate to transactions with any
department, board, officer, commission, institution, or other ‘Agency of the State of North Carolina pursuant to
the performance of this Contract or to costs charged to this Contract. The Vendor shall retain any such books,
records, and accounts for a minimum of three (3) years after the complétion of this Cantract. Additional audit
or reporting requirements may be. reduired by any Agency, if in the Agency's opinion, such requirement is
imposed.by federal or state law or regulation.

23) Assignment: Vendor may not assign this Contract or its obligations hereunder except as permittéd by 09
NCAC 06B.1003 and this Paragraph. Vendor shall provide reasohable riotice of not less than thirty (30) days
prior to any consolidation, acquisition, or merger: Any assignee shall affirm this Contract attorning to the terms.
and. ‘conditions agreed, and. that Vendor shall affirm that the -assignee is fully capable of performing all
obligations of Vendor under this Contract. An assignment may be made, if at all, in writing by the Vendor,

Assignee and the State setting forth the foregoing obligation of Vendor and A55|gnee

24) Insurance Coverage During the term of the Contract, the Vendor at its sole cost and expense shall
provide commercial insurance of such type and with such terms and limits:as may be reasonably -associated
with the Confract. As a minimum, the Vendor shall provide and maintain the followmg coverage and limits:

a) Worker's Compensation - The Vendor shall provide and maintain Worker's Compensation Insurance,

as required by the laws: of North Carolina, as well as employer’s liability coverage with minimum limits of
$100,000.00, covering all of Vendor's employees who are engaged in any work under the Contract. If @ny:
work is sublet, the Vendor shall require the subcontractor to provide the same coverage for-any of his
employees engaged in any work under the Contract ; and

b) Commercial General Liability - General Liability Coverage on a Comprehensive Broad Form on an
occurrence basis in the minimum amount of $2,000,000.00 Combined Single Limit {Defense tost shall be
in eéxcess of the limit of liability); and '

¢) Automobile - Automobile Liability Insurance, to include liabitity coverage, covering all owned, hired and
non-owned vehicles, used in connection with the Contract. The minimum combined single- limit shall be
$500,000.00 bodily injury ‘and property damage; $500,000.00 urinsured/under insured motorist; and
$5,000.00 medical payment; and

d) Providing and maintaining adequate insurance coverage described herein is a material obiigation of the
Vendor and is of the essence of this Contract. All such insurance shalt meet ali laws of the State. of North
Carolina. Such insurance coverage shall be obtained from companies that are authorized to provide such
coverage and that-are authorized by the. Commissioner of Insurance to do business in North Carolina. The
Vendor shall at all times comply with the terms of such insurance policies, and all requirements-of the
insurer under any such insurance policies, except as they may conflict with existing North Carclina laws: or
this Contract. The limits of coveragé under each insurance policy maintained by the Vendor shall not be
interpreted as liniting the Vendor's liability and obligations under the Contract.

25) Dispute Resolution: The parties agree that it is in their mutual interest to.resolve disputes informally. A
claim by the Vendor shall be submitted in writing to the Agency Centract. Admiinistrator for decision. A claim by
the State shall be submitted in writing to the Vendor's' Contract Administrator for decision. The Parties shall
negotiate in good faith and use-all reasonable efforts to resolve such_ dispute(s). During the time the Partiés
are attempting to resolve any dispute, each shall proceed diligently to perform their respective duties and
responsibilities under this Contract. If a dispute cannot be resolved between the Parties within thirty {30) days
after delivery. of notice, either Party may elect to exercise any other remedies available under this Contract, or
-atlaw. This term shall not-constitute an agreement by either party to mediate or arbitrate any dispute.

26) Default: In the event any Deliverable furnished by the-Vendor during performance of any Contract term
fails to conform to any material requirement of the Contract specifications, notice of the failure is provided by
the State and if the failure is not cured within ten (10) days, or Vendor fails to meet the requirements of
F’aragraph 14) (Acceptance} herein, the State may cancel and procure the articles or services from other
‘sources; holdlng Vendor liable for any excess costs occasioned thereby, subject only to the limitations
provided in Paragraphs 3Q) (L_imltatlon 'of Liability) and 31) (Liability -for Injury to Persons or Damage to
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Property)-and the obligation to’ informally resolve disputes as provided in Paragraph 25) (Dispute Resolution) of
these Terms and Conditions. Default may be cause for debarment as provided in 09 NCAC 06B.1030. The
State reserves the right to require performance guaranties pursuant to 02 NCAC 06B.1031 from the Vendor
without expense to the State. The rights-and remedies of the State provided above shall not-be. exclusive and
are in addition to any other rights-and remedies provided by law or under the Contract.

a) If Vendor fails to deliver Deliverables within the time reqwred by this Contract, the State may provide
‘written notice of said failure to Vendor, and by such notice require: payment of a penalty

b) Should the State fail to perform any of its obligations upon which Vendor's performance is: conditioned,
Vendor shall not be in default for ahy delay, cost increase or other conseguences due to the State’s failure.
Vendor will use reasonable efforts to mitigate delays, costs or expenses arising from assumptions in the
Vendor's bid documents that prove erroneous or are- otherwise invalid. Any deadline that is affected by any
such “failure- in assumptions or performance by the State shall be extended by an amount of time
réasonably necessary to compensate for the effect of such failure.

¢) Vendor shall provide a plan to cure any default if requested by the 'S_'t'ate._ The plan shall state the
nature of the default, the time required for cure, any mitigating factors causing or tending to cause the
default, and such other information as the Vendor may deem necessary or proper to provide.

27) Waiver of Default: Waiver by either party of any default or breach by the offier Party shall not be deemed
a waiver of any subsequent default or breach and shall not be. construed to-be a modification or novation of the
terms of this Confract, unless:so stated in writing and signed. by authorized representatives of the Agency and
the Vendor, and made as an amendment to this Cohfract pursuant to Paragraph 40) herein below.

28) Termination: Any notice or termination made under this Contract shall be transmitted via US Mail,
Certified Return Receipt Requested. The pefiod of notice for fermination’ shall beg[n on the day the return
receipt is signed and dated:.

a) The parties may mutually terminate this Contract by written agreement at any time.

b} The State may terminate this Contract, in whole or in pait, pursuant to Paragraph 26) (Default), o
pursuant to the Special Terms and Conditions in the Solicitation Documents, if any, or for any of the
following:

i)y Termination for Cause: In the event any goods, software, or service fiifnished by the Vendor during
performance of any Contract term fails to canform to any material requn‘ement of the Contract, and the
failure is not cured within the specified time after providing written notice thereof to Vendor, the State
may cancel and pracure the articles or services from other sources; holding Vendor liable for any
éxcess costs occasioned thereby, subject only to the limitations provided in Paragraphs 30) (Limitation-
of Liability) and 31) {Liability for Injury to Persons or Damage to Propsrly) herein. The rights and
remedies of the State provided above shall ot be exclusive and are in addition to any other rights and
remedies provided by law or under the Condract. Vendor shall not be relieved of liability to the State for
damages sustained by the State arising from Vendor's breach of this Contract; and the State may, in its
discretion, withhold any payment due as a-set off until such time as the damages are fmalty determined
of as agreed by the parties. Voluntary or involuntary Bankruptcy of receivership: by Vendor shall be
cause for termination.

ii) Termination. For Convenience Without Cause: The Staie may terminate service and indefinite
quantity contracts, in whole or in pait by giving thirty (30) days prior notice in. writing to the Vendor.
Vendor shall be entitled to sums due as compensation for Déliverables provided and Services (whether
Subscfiption or Professional Services) performed in corformance: with the Contract. In the event the.
Coniract is terminated for the convenience of the State, the Agency will pay for all Deliverables
provided and Professional Services performed in conformance with the Contract up to the date of
termination. In the event the Contract is terminated for the convenience of the State, the Agency will
not be entitled to a refund of any prepaid fees. for the :Subscription Services, and the Agency shall not
be relieved of its payment obiigations for the -Subscription Services covered by any Purchase Order for
the remainder of the term committed to in such Purchase Order.
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iy Termination for Change in Control. In the event of a Change in Control of Vendor, {(a) Vendor will
promptly provide notice to the State of such event, and (b) the State has the right, but not the
obligaticn, within thirty (30} days of receipt of such notice, to terminate the Agreement by giving Vendor
notice of termination at least ‘thirty (30) days prior to the termination date specified in the notice.
“Change in Control” means the transfer of the control of Vendor from the person(s), entity or entities
who hold such contro! oni the Effective Date of the Agreement to one or more otlier persons or entities.
“Contral” means the ability to direct the voting of more than fifty percent (50%) of the stack or shares (or
other equity interests of Vendor) entitled to vote for the election of the board of directors. or other
gaverning body of Vendor.

iv) Termination for Financial Instabllity ‘The State may terminate this Agreement by providing written

notice to such effect (a) in the event that the State determines in its sole but reasonable discretion that
Vendor has become financially unstable to the point of threatening the ability of Vendor to perform its
obligations under this ‘Agreement, (b) upon Vendor’s institution of insolvency, receivership or
bankruptey proceedings or any other proceedings for thie settlement of its debts, {c) upon the insfitution
of su¢h proceedings against Vendor, which are not-dismissed or otherwise resolved in Vendor's favor
within sixty (60) days thereafter, (d) upon Vendor's making a general assignment for the benefit of
creditors, or (e) upon Vendor's dissolution or ceasing to conduct business in the normal course. Such
termination shall be effective at the close of business on the date specified in the written notice. In the
event that State elects to terminate the Agreement pursuant to this Section, Vendor shall be notified in
writing by the means set forth in the Agreement for providing notice, specifying the date of termination.
In the event of the filing of a petition in bankruptcy by or against Vendor or any subcontractor, Vendor
shall promptly advise-the State of such action,

¢) Pracedures oh Terminatioh or Expiration; Upon termination or expiration of the Agreement, (i) Vendor
shall, on the date specified in the notice of termination or on the date of expiration, cease performing any
Services or Hostlng Services, return, or make provision to return, State data to the State Agency in
accordance with the Transition Services described below in 29)b) or otherwise delete all Custamer Content
from Vendor's. computer systems, excepting Transaction Data, and shall ensure any storage média if not
reusable is disposed of in an appropriate and securé manner; and (i) Customer shall ceasé use of the
System.

29) Transition Upon Termination Or Expiration:

a) Agency may provide notice of its intent to. transition the Solution upon termination or expiration of the
Agreement. If Agency terminates the Agreement; Agency shall pay Vendor those undisputed sums to
which it is erititled, as well as payment for third party licenses.

by Vendor agrees that, following notice of termination or expiration of the Agreement for a period of twelve
(12) months and upon Agency's election, it-shall use reasonable efforts and cooperate with Agency or third
parties working on behalf of Agency to provide for an orderly transition of the completed Envelopes. At
Agency's request, Vendor shall provide the ‘staff services and assistance reasonably required for such
orderly transition as well as a variety of options for continuing service and/or fransitioning services and
assets, provided that Agency shall pay all reasonable. costs and expenses which Vendor actually incurs in
connection with such orderly transfer, provided further that hourly rates for professional services rendered
during the transition shall not exceed the- hourly rates specified in Section V of the Agreement.

c) If the Agency elects to secure Vendor's services during a period of transition services, Vendor and
Agency will work together to develop and implement a Transition Plan, which will. define the overall tasks,
schedules, deliverables, and resource requjrements for the transition services period. The completed
Transition Plan, if accepted by Agency, shall be prepared as a Statement of Work and éxecuted by the
Parties. Vendor shall be allowed to use, at no charge, the Agency facilities then being used to perform the
Agreement for the purposes of providing transition assistance.

dy The pariies anticipate that the Vendor and Agency will devélop a Transition Ptan, ‘and consider the
following items as potential elements:
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iy Re'spon'sibil'ities by resource for oper.ation'ei support during the transition services period.

ii) [dentification of any Deliverables that have not been delivered, that have been delivered but not
accepted, or that have been rejected and'a proposed resolution for all such identified Deliverables.

i) A list of detailed documentation about the technical infrastructure and applications to be
provided during the transition services period to support ongoing support-and maintenance-of Solution,

and provision for delivery of all documentation, configurations, design assumptions, manuats, business
logic and other such informational records necessary for.continued operation of the Solution.

iv) A work plan for each stage of the transition services.

v) Plans for coordination and transition of specific responsibilities from Vendor to Agency. This
must address vendor management with-single sourced accountability.

vi) Help Desk Qperations.

vii) A list of operational statistics to be. provided during the ‘transition services period, including
resource. consumption, system performance, and application activity in both aggregated and trended
forms. ' ' '

vii)  An inventory of third party products for which the licenses will be: transferred from-Vendor to the
Agericy. This inventory shall be delivered together with full executed copies of all license agreements
and-assignments therefore adcceptable to the State.

|x_) Any work in process or o be performed under any Work Order in operation at the time Agency
requests transition.

X) Return of Agency Data & Other Property; and destruction and verification for -confidential
records software, scripts.

e) In addition, the parties anticipate that the Transition Plan will, at a minimum, specifically provide for
transition of the following functions to Agency:

i) Training Support - Knowledge ahd Process Transition
ii} Project Management Support: Knowledge and Process Transition, Management Tool:
Transition.

i) Help Desk Operations: Knowledge and Process Transition Training, Tool Transition.
iv) Operations Transition: Technical Operations, Knowledge and Process Transitions..
V) Training

vi) Production Hardware Infrastructure. Transition: Server Based systems, Network Based systems,
Database systems, Web Based systems, Data Migration.

vii) Development Environment Hardware Infrastructure Transition: Server Based systems, Network,
Based systems, Database systems, Web Based systems.

viiily  Data Migration
ix) Hardware infrastructure Test Plan

X): Software Infrastructure Transition: Licensing, Dependencies, Third- -Party Software and Tools,
Testing Plan, Level of Certification, Operations Transition.

Xi) Network Connectivity Migration Planning: Training, Knowledge and Process Transitions, Front-
End Connectivity, Back-End Connectivity.

xiiy  Environmental: Cabling Environment, Mounting System Rack, Enterprise Systems and High
Availability.
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xii)  Application Operations: Knowledge and Process Transition, Application Compenent Transition,
Vendor Proprietary Software Transition License Transition.

xiv)  Operations Transitions
30) Limitation of Vendor's.Liability:

a) Where Deliverables are under the State’s exclusive management and control, the Veridor shall not be
liable for direct damages caused by the State’s failure to fulfill any State responsibilities of assurihg the
proper use, management and supervision 6f the Deliverables and programs, audit controls, eperating
methods, office’ procedures, or for establishing all proper checkpoints necessary for the State’s intended
use of the Deliverables.

b} The Vendor's liability for damages to the State for any cause whatsoever, and regardless of the form of
‘action, whether in contract or in tort, shall be limited to two times the value of the Contract.

¢} The foregoing limitation of liability shall not apply tothe payment of costs and damage awards referred
to in the Paragraph éntitled "Patent, Copyright, and Trade Secret Protection”, to third party claims: covered'
by other specific provisions calling for liquidated damages or specifying a different limit of liability, or to third
party-claims for injury to persons or damage to property caused by Vendor's negligence or willful or wanton
‘conduct. This limitation of liability does not apply to the receipt of court costs or attorney's fees that might
be.awarded by a court in addition to damages.after litigation based on this Contract.

d) Limitation of Liability for Software Services or Deliverables:

i) Where Deliverables are under the State’s exclusive management and control, Vendor shall not
be liable for any damages caused by the State's failure to fulfill ahy State responsibilities including,
without limitation, those relating to assuring the proper use, management and supervision of the
equipment and programs, audit controls, operating methods, office procedures or for establishing all
property checkpoints necessary for the State’s intended use of the Deliverables.

i) The Vendor's liability for damages to the State for any cause whatsoever, and regardless of the
form of action, whether in coniract orin tort, shall not exceed two times the value of the contract, but in
rio event shall the liability for damages be less than the total value of the contract.

i)  WITH THE EXCEPTIONS OF INTELLECTUAL PROPERTY RIGHTS INFRINGEMENT
ACTIONS, THE STATE'S CONSTITUTIONAL RIGHTS AS A SOVEREIGN, AND PENALTIES
IMPOSED UPON THE STATE BY ANY FEDERAL ENTITY OR EXPENDITURES OF PUBLIC FUNDS
REQUIRED OR RESULTING FROM AN OPERATIONAL FAILURE OF THE DELIVERABLE(S) OR
SERVICES PROVIDED HEREUNDER, BUT NOTWITHSTANDING ANY OTHER TERM TO THE
CONTRARY CONTAINED IN THIS CONTRACT, NEITHER PARTY NOR THEIR RESPECTIVE
AFFILIATES SHALL, UNDER.ANY CIRCUMSTANCES, BE LIABLE TO THE OTHER PARTY OR ITS
AFFILIATES (I) FOR ANY CLAIM BASED UPON ANY THIRD PARTY CLAIM, (Il) FOR ANY
CONSEQUENTIAL, INCIDENTAL OR INDIRECT DAMAGES OF ANY NATURE WHATSOEVER,
INCLUDING; WITHOUT LIMITATION, LOST PROFITS, LOST SAVINGS OR OTHER ECONOMIC
CONSEQUENTIAL DAMAGES, WHETHER RESULTING FROM DELAYS, LOSS OF DATA,
INTERRUPTION OF SERVICE OR OTHERWISE, EVEN IF A PARTY OR ITS AFFILIATES HAVE
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, OR (Ill} FOR ANY PUNITIVE OR
EXEMPLARY DAMAGES OF ANY NATURE WHATSOEVER.

31)Vendor's Liability for Injury to Persons or Damage to Property:

a) The Vendor shall be liable for damages arising out of personal injuries andfor damage to real or
tangible personal property of the State, employees of the State; persens ‘designated by the State for
trairing, -or person(s) other than agents or employees . of the Vendor, designated by the State for any
purpose, prior to, during, or subsequent to delivery, installation, acceptance and use of the Deliverables
gither-at-the Vendor's site or at the State’s place of business, provided that the injury or damage was
caused by the fault or negligence of the Vendor.
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‘b) The Vendor agrees to indemnify, defend and hold the Agency and the State and its Officers,
employees, agents and assigns harmiess from. any liability relating to personal injury or injury to real or
personal property of any kind, accruing or resultmg to any other person, firm or corporatlon furnishing or
supplying work, services, materlals or supplies in connection with the performance of this contract, whether
tangible or mtanglble arising out of the. ordinary negllgence willful or wanton negltgence or intentional acts
of the Vendor, its officers, employees, agents, assigns or subconfractors, in the petformance of this
Contract.

¢) Vendor shall not be liable for damages arising out of or caused by an alteration or an attachment not
made- or installed by the Veéndor, or for damage to alterations or -aftachments that may result from the
normal operation-and malntenance of the Vendor s goods.

32) General Indemnity: The Vendor shall hold and save the State, its officers, agents and employees,
harmiess from liability of any. kind, including all claims and losses, with -the exception of consequential
damages, accruiitg or resulting from (1) any breaches. of confidentiality, and/or (2) any actua! or threatened
third party claim for [nfrmgement of any third party intellectual property rights. The foregoing indemnification
and defense by the Vendor shall be condltloned upan. the following:

a} The Agency shalt give Vendor writfen notice within thirty (30) days after it has actual knowledge of any
such claim(s) or action(s) filed: and

b} The Vendor shall have the: sole control of the defense of any such claim(s) or action(s) filed: and of all
negotlatlons relating to settlement or compromlse thereof, provided, however; that the Agency or State.
-shall have the option to participate at their own expense in the defense of such claim(s) or action(s) filed.

33) Changes This Contract and subsequent purchase order(s) i is awarded subject to shipment of quantities,
qualities, and prices indicated by the order or Contract; and all conditions -and instructions ‘of the Contract or
proposal on which it is based. Any. changes made o this Confract or purchase ordér proposed by the Vendor
are hereby rejected unless accepted in writing by the Agency or State Award Authority. The State shall not be
responsible for Deliverables or services delivered without a purchase order from the Agency or State Award
Authority.

34) Stop Work Order: The State may issue a written Stop Work Order to Vendor for cause at any time
requiring Vendor to suspend or stop all,-or any part, of the performance of Professional Services due under this-
Contract for a period up to ninety (90) days after the Stop Work Order is delivered to the Vendor.. The ninety
(90) day petiod may be extended for any further period for which the parties may agree.

a) The Stop Work Order shall be specifically identified as such and shall indicate that if is. issued under
this term. Upon receipt of the Stop Work Order, the Vendor shall immediately comply with its terms and
take all reasonable steps to minimize incurring costs allocable to the work covered by the Stop Work Order
during the period of work suspension or stoppage. Within a period of ninety (90) days after a Stop Work
Orderis delivered to Vendor, or within any extension of that period to which the parties agree, the State-
shall either:

i) Cancel the Stop Work Order, or

iy Terminate the Professional Services covered by the Stop Work Order as provided for in the
termination for default.or the termination for convenieénce clause of this Contract.

b} If a Stop Work Order issued under this clause is canceled or the period of the Stop Work Order or any
extension thereof expires, the Vendor shall resume the applicable Professional Services. The State shall
make an equntable adjustment in the delwery schedule, the Contract. price, or both, and the Contract shall
be modified, in writing,. accordingly, if:

i) The Stop Work Order resuits inan increase in the time requiired for, or'in the Vendor’s.cost properly
allocable to the performance of any part.of this Contract, and
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ii) The Vendor assérts its right to an. equitable adjustment within thirty (30) days after the end .of
the period of work stoppage; provided that if the‘State decides the facts justify the action, the Statemay
receive.and act upon a proposal submitied at any time before final payment under this Contract.

c) If a Stop Work Order is not canceled and the work covered by the Stop Work Order is terminated in
accordance _with the provision entitted Termination for Convenience: of the ‘State, the State shall allow
reasonable direct costs resulting from the Stop Work Order in arriving at the termination settlement.

d) The State shali not be liable o the Vendor for loss of profits be¢ause of a Stop Work Order issued
under-this term.

35) Price Adjustments for Term Contracts: Reserved.
36) Time is of the Essence, Time is of the essence in the performance of this Contract.

37)Date and Time Warranty: The Vendor warrants that any Deliverable, whether hardware, firmware,
middleware, custom or commercial software, or internal companents, subroutines, and interface therein which
performs any date and/or time data recognition function, calculation, or sequencing, will provide accurate
date/time data and leap.year calculations. This warranty:shall sufvive termination or expiration of the Contract.

38) Independent Contractors: Vendor and its employees, officers and executives, and subcontractors, if any,
shall be independent Vendors and not employees or agents of the State. This Contract shall not operate as'a
joint venture, partnership; trust; agency or any other business relationship.

3_9)Transp_ortati_on_: Transportation of tangible Deliverables. shall be- FOB Destination; unless otherwise
specified in the solicitation document or purchase order. Freight, handling, hazardous material charges, and
distribution and installation charges shall be included in the total price of each item. Any additional charges
shall not be honored for payment unless authorized in writing by the Purchasing State Agency. In cases where
parties, other than the Vendor ship materials against this order, the shipper must be instructed to show the
purchase order number on- all packages and shipping manifests to ensure proper identification and. payment of
invoices. A complete packing list must accompany each shipinent.

40} Notices: Any notices required under this Contract should. be delivered to the Contract Administrator for
gach party. Unless otherwise specified in the Solicitation Documents, any notices shall be delivered in writing
by U.S. Mail, Commercial Courier or by hand.

‘41)Titles and Headings: Titles and Headings in this Contract are used for convenience only and do nat
define, limit or proscribe the language of terms identified by such Titles and Headings.

42) Amendment: This Contract may not be amended orally-or by performance. Any amendment must be
made in written form and signed by duly authorized representatives of the State-and Vendor in conformance
with Paragraph 33} (Changes) herein.

43) Taxes: The State of North Carolina is exempt from Federal excise taxes and ne payment will be made for
any personal property taxes levied on the Vendor or for any taxes levied on employee wages. Agencies of the
State may have additional exemptions. or exclusions for federal or state taxes.. Evidence of such additional
exemptions or exclusions' may be provided to Vendor by Agencies, as applicable, during the term of this
‘Contract. Applicable State or Jacal sales taxes shalt be invoiced as a separate item.

44) Governing Laws, Jurisdiction, and Venue:

d) This Gontract is made under and shall be-governed and construed in accordance with the laws of the
State of North Carolina. The place of this Contract or purchase order, its situs and forum, shall be Wake
County, North Carolina, where ‘all matters, whether sounding in contract or in tort, relating to its validity,
construction, interpretation and enforcement shall be determined. Vendor -agrees and submits, solely for
matters  relating to this Contract, to the jurisdiction of the courts of the State of North Carolina, and
stipulates that Wake County shail be the proper venue for atl matters. '

b) Except to the extent the provisions of the Coniract are-clearly: inconsistent therewith, the appllcabie
provisions: of the Uniform Conimercial Gode as modified and adopted in North Carolina shals govern this
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Contract. To the extent the Contract entails both the supply of "goods” and "services," such shall be
deemied "goods" within the mieaning of the Uniform Commercial Code, except when deeming such services
as "goods" would result in a clearly unreasonable interpretation.

45) Force Majeure: Neither party shall be deemed to be in default of its obligations hereunder if and so long as
it is- prevented from performing ‘'such obligations as a result of events beyond its reasonable control, including
without limitation; fire, power failures, any act of war, hostile foreign -actioni, nuclear explosion, riot, strikes or
faillures or refusals to perform under subcontracts civil insurrection, earthquake hurricane, tornado or .other
catastrophic natural event or act of God.

46) Compliance with Laws: The Vendor shall comply with all [aws, ordinances, codes, rules, regulations, and
licensing requirements that are applicable to, the conduct of its business, including those of federal, state, and
lecal agencies having jurisdiction and/or authority. In providing Services and Deliverables, and without Ilmlt[ng
or modifying in any respect the Vendor's obligations, Vendor shall comply, and shall cause each of its
employees and subcontractors to comply at all times, with-State policies that are of general application to State
contractors or that Vendor has otherwise agreed to, comply with, mcludlng, without limitation, the Statewide
Information Security Manual and ITS Security Standards and Policies.

47) State’s Rights. All rights, duties and obligations under the Agreement inure to the State as.a whole upon
execution. The State’s rights, duties and obligations under the:Agreement shall continue without interruption
notwithstanding any reorganizatiori of State goveérnment in accordance with N.C.G.S. §143A-6.

48) Severability: in the eventthat a court of competent jurisdiction holds that a provision or requirement-of this
Contract violates any apphcab[e law, each such provision or requirement shall be enforced only to the extent it
is not in violation of law or is not otherw;se unenforceable and all other provisions and requirements of this
Contract shall remain in full force and effect. All premises, requirement, terms, conditions, provisions,
representatlons guarantees and warranfies. contained herein shall survive the expiration or termination date
unless specifically provided otherwise herein, or unless superseded by applicable federal or State statute,
mcludlng statutes of repose or limitation.

49) Federal Intellectual Property Bankruptcy Protection Act: The Parties agree that the Agency shall be
entitied to.all rights. and benefits of the Federal Intellectual Property Bankruptcy Protection Act, Public Law 100~
5086, cedified at 11 U.S.C. 365(n), and any amendments thereto.

50) Electronic Procurement: Purchasing shall be conducted through the Statewide E-Procurement Service.
The State's third party agent shail serve as the Supplier-Manager for this E- Procurement Service. The Vendor
shall register for the Statewide E-Procurement Service within two (2) business days of notification of award in
order to receive an electronic purchase order resulting fromi award of this contract.

a) Reserved.

b) Reserved

¢) The Supplier Manager will capture the order from the State approved user, including the shipping and

payment information, and subnmiit the order in accordance with the E-Procurement Service. Subsequently,

the Supplier Manager will send those ordets to the appropriate Vendor on State Contract. The State. or

State approved user, not the Suppller Manager, shall be responsible for the solicitation, bids received,
evaluation of bids received, award of contract, and the payment for- goods delivered.

d) Vendor agrees at all times fo maintain the confidentiality of its user name and password for the
Statewide E-Procurement Services. If a Vendor is-a corporation, partnership or other legai entity, then the
Vendor may authorize its.employees to- use its password. Vendor shall be responsible for all activity and
all charges for such employees. Vendor agrees not to permit a third party to. use the Statewide E-
Procurement Services through its. account. [f there is'a breach of security through the Vendor's account,
Vendor shall immediately change its password and notify the Supplier Manager of the-security breach by e-
mail. Vendor.shall cooperate with the state and the Supplier Manager to mitigate and correct any security
breach.

51) Electronic Procurement (Applies only to Statewide Term Contracts): Reserved
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Pat McCrery
Governor

To:

From:

S'ubject:

Date:

State of North Carolina
Office of Information Technology Services

Chris Estes _
State Chief Information Officer

Matt Dean
DocuSign, Inc.

Linda Waterman

OITS
Procurement

Amendment #3 — Amendment Request for OITS-006375
Initiate optional two {2) year renewal and change terms for renewal

July 29, 2014

“The Office of Information Technelogy Services (OITS) wishes to amend OITS-006375 to
extend the agreement for two (2) years, as documented in the original award, and change the
terms of the renewal. The term of this renewal shall be August 13,2014 — August 12, 2016.

If you agree to this amendment, pleasé sigh the attached Amendment #3 and retum for
pracessing to this office by June 23, 2014. You may return the executed documents via fax to
(919) 981-5374 or electronically via eémail to linda.waterman@nc.gov.

If you have any gueéstions you may contact me at 919-754-6614-or via e-mail at
linda.waterman@nc.gov.

P.0. Box 17209, R;i_[c_ig]i, NC 276197209
4101 Mail Service Center, Raleifih NC:27699:4101
Telephone: 919-754-6100
An Equai Opportunity/Aflirmative Action Employer
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DocuSign, Inc. / OITS Amendment #3 to OITS-006375

THIS AMENDMENT #8 (“Amendment #3") is entered into by and between DocuSign, Inc., 1301
2" Avenue, Suite 2000, Sedttle, Washington 98101, -and Information Technology Services
of 3700 Wake Forest Road, Raleigh, N.C, 27609 (“OITS").

The parties acknowledge: DocuSign and NCOSC entered into a contract, OITS-006375 August
13, 2012, for a period of two (2) years for $777,800.00 (the “Agreement”).

The parties acknowledge that a provision in the 2013-2015 North Carolina Budget Bill
transferred the oversight of electrohic signatures from the Office of the State Controller (*OSC”)
to the Office of Information Technology Services; Session Law 2013-360, s. 7.15( (a). The
transfer was. effective July 1, 2013, and transition was completed October 1, 2013.

The parties acknowledge that Amendment #1 fo the Agreement was executed on June 10, 2013.

The parties acknowledge that the first optional renewal of Connect Express ("Fetch”) has been
in place since August 12, 2013.

The parties acknowledge that the Agreement was amended February 28, 2014 (*Amendment
#2") to acknowledge the transfer (assignment) of the Agreement fiom OSC to OITS and
acknowledge the first optional renewal of Connect Express. The cost for this renewal was
$15,000.00.

The parties: now agree in this Amendment #3 of the Agreement that The State of North
Carolina Office of Information Technology Services and DocuSign, Inc. will renew the
Agreement for an additional two (2) years in order-to continue adoption of the current project
and utilize existing Envelopes that have not been used. Currently, the residual Envelope.
Allowance is approximately 187,000 Envelopes in the Platform Subscription. There is no cost
to:the State for this renewal. Both parties agree that: (a) DocuSign will continue to provide pre-
negotiated rates from the Agreement to organizations that are not approved by the NC Office of
Information Technology Services for Envelopes covered by the initial Envelope Allowance of
200,000 Envelopes { See DocuSign Slgned BAFO#2, pg 7, for rates); and (b) DocuSign will
continue-to offer Premier Support, provisioning assistance, tralmng and onboarding assistance
as outlined in the Agreement. The chariges to the Agreement are as follows:

»  DocuSign will be able to offer the unused Envelopes from the initial Envelope
Allowance of 200,000 Envelopes to only Executive Branch agencies as identified by
QITS.

o [IFatalater date it is deemed necessary by OITS, the use of the envelopes may be
expanded to include Higher Education, Community College System and Local
Government.

+ DocuSign will work with OITS to develop a plan for increasing DocuSign adoption.
within Executive Branch agencies.

+  DocuSign will work with North Carolina to:find a solution through a new contract
madel that addresses North Carolina’s hopes.of paying ih arrears for Envelopes used
by the State.

v On-orbefore 8/1/2016, DocuSign and the State of North Carolina will negotiate & new
agreement to assure the State additional future value in llght of past contractual
performance.
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Exce‘p’t as amended herein, the Agreement remains in full force and effect as written. All
pricing for produets and services currently on contract, shall remain unchanged. Executed by
authorized officials-as of the day and date indicated below.

Vendor: DocuSign Office of Information T'echnology-
Services

‘DocuSignad by:

Kairten Culles

BY: Toren alhadeff Vice President - Corporate Sales BY:

- DocuSigned by:

: larun, MM Deputy State €IO

Offica.of-Signer Office of Signer

Aug-08-2014 871172014 | 8:51:01 AM ET

Date of Execution Date of Execution.

D5,

BAS

|

(4

|

08
LHD

L,




DacuSign Envelope ID; 1A4E8DCE-BCCB-4B5C-B553-CBDIA0AZ7ETEC

DocuSign, Inc Amen dmeﬁt.#&ito ITS-00006375

THIS AMENDMENT #4 is entered into by and-between DocuSign, Inc., 1301.2™ Avenue, Suite
2000, Seattle Washington and the North Carolina Department of Informatlon Technology of
3700 Wake Forest Road, Raleigh, N.C. 27609 (DIT).

The Parties acknowledge DocuSign and NC Officer of the State Controller (OSC) entered into
a contract, ITS-006375 August 13, 2012 for a period of two (2) years for $777,800.00.

Parties _
The Parties acknowledge Amendment #1 was executed on June 10, 2013.

The Parties acknowledge the first optional renewal of Connect Express. ("Fetch”) was executed
August 12, 2013.

The Parties acknowledge the Agreement was amended February 28, 2014 by Amendment #2
to acknowledge the transfer of this contract from-OSC to DIT.

The Parties acknowledge the Agreement was amended August 8, 2014 continue the
agreement for an additional two (2) years from August 13 2914 - August 12, 2016.
(Amendment #3)

The Parties now agree to further amend the Agreement to extend the term of the Agreement
for one {1) year from August 13, 2016 — — August 12, 2017. The cost of this extension shall not
exceed $310,000.00 which includes a $250,000 annual subscription fee. DIT retains the option
to add $60,000.00 of optional services should the State decide to utilize Docusign as outlined
in “Attachment A” and Exhibit “1”.

The Parties acknowledge that Article 15 of Chapter 143B of the NC General Statutes, the
Office of Information Technology Services is now the North Carolina Department of Infarmation
Techhology

IRAN DIVESTMENT ACT: Pursuant to N.C.G.S. § 147-86.55 et seq., the State shall not enter’
inte & contract uniess the awardecf Vendor provides a certification of complrance with the Iran
Divestment Act to the awarding agency, and on a periodic basis thereafter as may be required
by the State. Vendors are directed to review the foregoing laws, The State will prowde the
required certification t6 any awarded Vendor.

P.0. Box 17209, Raleigh, NC 27619-7209
4101 Maii Service Center, Raleigh NG 27699-4101
Telephone; 919-754-6100
An Equal OpportunityfAfTirmative Action Employer
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Except as amended herein, the Agreement remains in full force and effect as written. All
pricing for products and services currently on contract, shall remain unchanged. Executed by
authorized officials as of the day and date indicated below.

Vendor: DIT: _
DocuSign, Inc Dept. of Information, Technology

TocuSigoed by:
oy [ Colwrins. (o | bt
) S TACEISTRTCEADE ) o 72232081 EB1FAD,
Sr. Manager, Revenue operations. State CI0
Office of Signer ' Office of Signer

lure 17, 2016 6/27/2016 | 10:24 AM EDT

Défe of Execution " - Date of Execution
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ATTACHMENT “A” FOR ITS 006375 Amendment 4

DocuSign eSignature Services

1.
2.
3. Annual Subscription: Anpual DocuSign Platform Access and Support Fee = $250,000.00..

Amendment to ITS 006375: One (1) Year-Agreement for a term of August 13, 2016 to August 12,
20107
Purchase Orderissued and Amendment o be executed prior {o July 29, 2016

e Inciudes access to all features!functionailiy available.on DocuSign platform (see Exhibit 1 for
platform. deseription)

¢ Unlimited users

o Enterprise Support Resources from DocuSign — Account Team, Dedicated Support Resources.
{Enterprise Account Manager, Technical Support Account Manager, Account: Executive,
Solutions Engineer)

All existing branches.of NC State Government (Executive, Legislative and Judicial) may purchase

enveldpe allowance subseriptions at any fime during the amendment. These branches of

govemment-are covered under the DIT Annual Subscription and do not need to purchase their own

platform fee.

All state universities, community colleges and technical schools may purchase envelope allowance.
subscriptions at any time during this amendment and do not need to purchase platform access.
Annual Envelopes:

s Amendment to include: Extension on remaining approximately. 120,000 envelopes remaining
from original agreement as of July 31, 2016 — No additional purchase of erivelopes required
uniess state transaction usage exc_eeds_ inventory during subscription.

» Theunused envelopes will be offered only to Executive Branch Agenciés as identified by DIT.

» Same fiered envelope pricing table as current contract for higher volumes:

Figure 1
Envelopes Purchased Cost per Envelope
Annually L

10,000 49,399 $0.55

50,000 -99,999 $0.50

100,000 — 249,999 - %048

250,000 — 499,000 30.475

500,000 — 749,999 _ $0.46

750,000 - 999,999 $0.45

1,080,000 and above 50,43

Seat Purchases by State Agencies

To date, only 63 seat licenses have been purchased. 50 have been by the higher education system
and 13.by the Capital Workforce Development, DocuSign will honor the original corntract pricing for
these 63 seats for this One Year Amendment. No additional seats licenses will be available at the
original contract pricing. ‘Seat licensing is available to NC government customers at the current
DocuSign edition prices (see Figure 2 below) they need for features/functionality requiremients.

Existing cities and counties within the State of North Carolina that are current DocuSign customers
as a resuif of the original agreement, will have the option to renew at-a 7% increase to their current
annual envelope allowancs fee. For the life of this contract, these entities may renew their sérvice
with a maximum price increase of 7% year over year. Any new North Carolina City, County or K12
agency that wishes to purchase DocuSign can do.so at the current DocuSign Public Sector User
pricing per table below:
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Fiauré 2 - User Subiscription Pricing

PocuSign Editlon _ Annual Subscription Cost
Business Pro 5470.40
Enterprise _ | §1,019.20

9. Digital Transaction / eSignature Adoption Partnérship: (Optional Services) Agency Adoption
Accelerator - ¥% time CSA {20 hours/week) — state purchases 3 months, get additional 3 months
free. Six-month engagement in total with option to renew for 6 more months. Billed as consumed
by state agencies or OIT. After 3 months, state will receive 3 months atno additional charge
(exception is approved travellexpenses for requested onsite consulting).

o List Cost= $204,800 plus T&E

e Discounted Cost = $60,000 including T&E (up to 2 trips/manth) (billed $20,000/month in
arrears) '
3 Free Months = only T&E per terms and conditions listed in original agreement
Renewal Option for 6 additional moriths
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Features of Docusign that are included for the State of North Carclina in-this amendment

Extenswe Fale Type Support _
PDF Form Conversion Yes
20+ Customer/Standard Tags. Yes
_LCloud Storage Integration Yes
Augtomatic Tag Anchoring Yes.
Powerforms ' Yes
Full Form Functionality ~ Yes
_ Field Formatting ' _ Yes
Data _Third-Party Data Fields ' Yes
Data Validation Yes
| Field Logic _ Yes
Field & Document Markup Yes
_ . DocuSign Connect ' Yes
Workflow L Serial, Parallel & Mixed Routing Yes
Correct Docurnents Yes
Reminders & Notifications Yes
Templates Yes
Recipient Permissions Yes
Document Visibility Control Yes
Bulk Sending Yes
Authentication Emait Based Authentication ' Yes
Geolocation Capture. ' Yes
Soclal & 3 Party Authentication Yes
Access Code Authentication Yes
Federated Authentication (SS0) "Yes
Signature Electronic Signature Yes
- ‘Express Digital Signatures Yes
‘Remote, In-Person, Mobile Signing Yes
Native Mobile Applications (108, Yes
Android and Windows)
Accessibility ' Yes
Offfine Signing and Sending Yes
| Payment Processing ' Yes
Reports ' Real-Time Status Yes
Reports & Dashboards Yes
Data Export ' Yes
| Compliance Tamper Sealed Documents ' Yes
Audit Trail ' Yes
Ceriificate of Completion ' Yes
_Electronic Record Disclosure. Yes
Watermarks ' Yes
Retention Email Archiving Yes
Document Retention Policies Yes
o Document Custody Management Yes
Authoritative Copy Yes
Configurable Feature Access Cenirol T Yes
Liser and Access Controls Yes
Templates, Folders, Tags Yes
QOrganizational Branding Multiple
Password Policies Yes
Integrations Certified Partner Integrations Yes
' CRM Conneclors Yes
‘Single Sign On Yes
Custom AP) [ntegrations Yes
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Entérprise Development Sandbox: Yes
Embedded Signing Yes
Support: Dedicated Technical Suppoit Mgr Yes
Dedicated Enterprise Account Team Yes




DocuSign Envelope 1B: 1A4E8DCS-BCCB-4B5C-B553-CBD3DAZ7E7FC

Docusign, Inc.
1301 2™ Avenue, Suite 2000
Seattle, WA 98103

Offer Valid Through: Jul 29, 2016
Prepared By: lohn Baldwin
Cluote Numberi 0-00140372

ORDER FORM

Address Information

Bill Te:

State of North Carolina OJTS

3512 Bush St

Raleigh, NC, United States 27609-7509

Bifling Contact Name:
Gordon Goeking
Billing Email Address:
gordon.goeking@nc.gov’
Bi_lling Phone:

(919) 754-6286

Ship To:

State of North Caralina OITS

3512 Bush St

Raleigh, NC, United States 27609-7509

Shipping Contact Name:

Gordon Goeking:
Shipping Email Address:
gordon.goeking@nc.gav
Shipping Phone:

(919) 754-6286

Order Details

Order Start Date: Aug 13, 2016
Order End Date: Aug 12, 2017
Billing Frequency: Upfront

Payrment Method: Wire Transfer
Paymient Terms: Net 30
Currency: USD

Products

Dagusign Platform Editinn - Platforim Fee’ Aug 13, 2016 Aupll, 2017 1 $217,391.00
Prermier Support ' Acg 13,2016  Aug 12,2017 1 $32,609,00
"Docusign Systém Autoriated Standard Edition - Aug-13, 2016 Aug 12, 2017 1 50.00

Envelope Subscription {(Adoption Accelerator]

Grand Total: $250,000.00

Product Details

Estimated Envelopes: 110,000
Seat Allowance: 1
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‘Order Special Terms

For the Adoption Accelerater package(s) purchased in this Order Form, d'uring-the first' 12 months of the
Term, no overages charges shail apply for reasonable use of the Subscription $ervices that exceeds the
specified Estimated Envelope Allowance,

Tertns & Conditions

This Order Form covers the products and services described herein and is gaverned by the attached
terms and conditions.

Billing Information’

Prices shown above do.not iniclude any state and local taxes that may apply. Any such taxes are the
responsibility of the Customer and will appear on the final Invoice.

is the contracting entity exempt from sales tax?
Please select Yes oF No

if yes, please send-the required tax exemption documents immediately to taxexempti@docusign.cony,

Invoices for this order will be emailed automatically from hilling@docusign.com. Please make sure
this-email is on an approved setting or safe senders list so notifications do not.go to a junk folder or
caught in a spam filter.

Purchase Order information

Is a Purchase Order (PO) reqired for the purchase or payment of the products on this Order Form?
Please select Yes or No ¢

If yes, please complete the following:

PO Number:

PO Amount: §

Page20f3
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By signing this Agreement, { certify that 1 am authorized to sign on behalf of the Subscriber and
agree to the Terms and Conditions of this Order Form and any documents incorporated herein.

Subscriber DocuSign, Inc.
Signature Signature :
MName Name

Title : Title

Pate b Date

Page3of3
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DocuSign, Inc Amendment #5 to ITS-00006375

THIS AMENDMENT #5 is entered into by and between DocuSign, Inc., 1301 2" Avenue, Suite
2000, Seattle Washington and the North Carolina Department of Informatlon Technology of 3700
Wake Forest Road, Raleigh, N.C. 27609 (D_IT_)

The Parties acknowledge DocuSign and NC Officer of the State Controlier (OSC) entered into
a contract, |TS-006375 August 13, 2012 for a period of two (2) years for $777,800.00.

Parties
The Parties acknowledge Amendment #1 was executed on June 10, 2013.

The Parties acknowledge the first optional renéwal of Conriect Express ("Fetch”) was executed
August 12, 2013.

The Parties acknowledge the Agreement was amended February 28, 2014 by Amendment #2
to acknowledge the transfer of this contract from OSC to DIT.

The Parties acknowledge the Agreement was amended August 8, 2014 continue the _
agreement for -an additional two (2) years from August 13 2014 — August 12, 2016.
(Amendment #3)

The Parties acknowledge the Agreement was amended June 27, 2016 fo extend the
agreement for one (1) year for'a period of August 13, 2016 = August 12, 2017 (Amendment
#4)

The Parties now agree to further amend the Agreement to extend the term of the Agreement
forone (1) year from August 13, 2017 — August 12, 2018. The cost of this extension is
$154,710.00, based on the pricing schedule below and will replace the pricing from the 2012
BAFO and include;

* 81,000 envelopes for shared use by Department of Transportation, Office of State
Controfler, Department of Information Technology, Community College System, Office. of
the Governor, Department of Public Safety, Veterans Affairs, Department of
Environmental Quality, Department of Health and Human Services, Department of Public
instruction. Managed by the Department of Information Technology.

» The following DocuSign products and services; DocuSign Connector-Microsoft Dynamlcs
CRM, DocuSign Connector — Microsoft SharePoint, DocuSign System Automation
Premium Edition — Envelope Subscription, Premier Support.

» Overage fee of $2.50 per envelope should additional envelopes not be'purchased béfore
current supply is exhausted.

 Additional Executive Branch Agencies, and other State and Local Governments desiring
to utilize DocuSign would be able to purchase envelopes using this contract by contacting
DIT via email or Remedy ticket to initiate communications with DocuSign and then will
work directly with DocuSign to procure DocuSign -envelops to meet their business
requirements. under the Terms and Conditions of this Agreement. These other
Executive Branch Agencies, and other State and Local Governments will issue

“P.O. Box 17209, Raleigh, NC 27619-7209
4101 Mail Scrvice Center, Raleigh NC 27699-4104

Telephone: 919-754-6100
An Equal Opporlumty/Affirmative Action Bmployer
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their own purchase order and be responsible for envelopes costs under the following
pricing schedule with a minimum purchase of 2,500 envelopes in a single transaction.

Number of Envelopes Price Per Envelope
50,000 — 99,999 $1.91
100,000 - 499,999 $1.88
500,000 — 999,999 $1.85
1,000,000 + $1.82

Additional updates {o the Agreement;

1. DocuSiign will complete the Iran Divestment Act Certification
IRAN DIVESTMENT ACT: Pursuant to N.C.G.S. § 147-86.55 et seq., the State: shall
not enter into-a contract-unless the awarded Vendor provides a certification of
compliance with the Iran Divestment Act to the awarding agency, and on-a periodic
basis thereafter as may be required by the State. Vendors are directed fo review the

- foregoing laws. The State will provide the required certification to any awarded Vendor.

2. LEGISLATIVE MODIFICATIONS TO THE AGREEMENT. DIT Terms and Conditiens
22), 27), 31) and 30), found on pages 50, 52, and of the Original RFP (ITS-006375) are’
deleted and replaced as indicated below to conform to recently enacted legislation. (see
SL 2016-85, which modified N.C.G.S. Chapter 143B to add N.C.G.S. §143B- 1350(h1))

-22) Patent, Copyright, and Trade Secret Protection:

a) Vendor has created, acquired or otherwise has rights in, and may, in-connection with the
:performance of Services for the State, employ, provide, create, acquire or otherwise obtain rights
in various concepts, ideas, methods, methodologies, procedures, processes, know- how,
technigues, models, templates and general purpose consulting and software tools, utilities and
routines (collectlvely, the “Vendor Technology”). To the extent that any Vendor Technology is
contained in any of the Deliverables. including any derivative works, the Vendor hereby grants
the State a royalty-free, fully paid, worldwide, perpetual, non-exclusive license to use such
Vendor Technology in connection with the Deliverables for the State's purposes; provided
however that the parties acknowledge and agree Deliverables will not be construed to contain
any Vendor software or proprietary technology.

b). Vendor shall not acquire any right, title and interest in and to the. copynghts for goods,
any and all software, technical information, specifications; drawings, records, documentation,.
data or derivative works thereof, or other work products provided by the State--to Vendor. The.
State hereby grants Vendor a royalty-free, fully paid, worldwide, perpetual, non-exclusive license
for Vendor's internal use to non-confidential Deliverables. first originated and prepared by the
Vendor for delivery to the State.

¢) The Vendor, at its own expense, shall defend.any action brought against the State to the
extent that such action is based upon a claim that the Services or other: Deliverables supplied
by the Veridor, or the operation of such Deliverables pursuant to a current version of Vender-
supplied software, infringes a patent, or copyright or violates a trade secretin the United States.
The Vendor shall pay those costs and damages finally awarded -against the State in any such
action; damages shall be limited as provided in N.C.G.S. 143B-1350(h1). Such defense and
payment shall be conditioned on the following:

iy That the Vendor shall be notified within a reasonable time. in writing-by the State of any

such claim; and,

i) That the Vendor shall have the sole control of the defense of any action on such claim

and all negotiations for its settlement or compromise, provided, however, that the State. shall
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have the option to participate in such action at its own expense.

d} Should any Services or other Deliverable supplied by Vehdor, or the operation thereof
become, or in the Vendor's opinion are likely fo become, the ssubject of a claim of infringement
of a patent, Copyright, or a trade secret in the United States, the State shall permit the Vendor,
at its option and expense, either to procure for the State the right to . continue using the
goods/hardware ofr Software, or to replace or modify the sameé fo become noninfringing and
continue to meet procurement specifications in all material respects. If neither of these options
can reasonably be taken, orif the use of such geods/hardware or Software by the State shall be
prevented by injunction, the Vendor agrees to take back such goods/hardware or Software, and
refund-any sums the State has paid Vendor less any reasonable amount for use or damage and
make every reasonable effort to assist the State in procuring substitute Deliverables, If, in the
sole opinion of the State, the return of such infringing Deliverables makes the retention of other
items of Deliverables acquired from the Vendor under this Contract impractical, the State:-shall
then have the option of terminating the Contract, or applicable portions thereof, without penalty
or termination charge: The Vendor agrees fo take back such Deliverables and refund any sums
the State has paid Vendor less any reasonable amount for use or damage.

e) Vendor will not be required to defend or indemnify the State if any claim by a third party
against-the State for infringement or misappropriation (i) results from the State’s alteration of any
Vendor-branded product or Deliverable; or (||) results from the continued use of the good(s) or
Services and other Dsliverables after receiving notice they infringe a trade secret of a third party.

f) Nothing stated herein, however, shall affect Vendor's owriership in or rights to its
preexisting intellectual property and proprietary rights.

Z7)  Default: In the event Services-or other Deliverable furnished or performed by the Vendor during
performance of any Contract term fail to perform substantially in conformance with the
documentation associated with the applicable Services., notice of the failure is provided by the
State and if the failure is not cured within thirty (30) days, the State may cancel the contract.
Default may be cause for debarment as provided in 09 NCAC 06B.1206. The rights and
remedies of the State provided above shall not be exclusive and are in addition to any other
rights and remedies provided by law or under the Contract.

a) If Vendor fails to deliver or provide correct Services or other Deliverables within the time
required by this Contract, the State shall provide written notice of said failure to Vendor, and by
such notice require pérformance assurance measdres. pursuant o N.C.G.S. 143B-1340(f).
Vendor is. responsible for the delays resulting from its failure to deliver or provide services or
other Deliverables.

b) Should the State fail to perform any of its obligations upon which Vendor's performance
is conditioned, Vendor shall not be in default for any delay, cost increase or other consequences
resulting from the State’s failure. Vendor will use reasonable efforts to mitigate delays, costs or
expenses arising from assumptions in the Vendor’s offer documents that prove erroneous or
are otherwise invalid. Any deadline that is affected by any such failure in assumptions or
performance by the State shall be extended by an amount of time reasonably necessary to
compensate for the effect of such failure.

c) Vendor shall provide & plan o cure any delay or default if requested by the State. The
plan shall state the nature of the delay or default, the time required for cure, any mitigating factors
‘causing or tending to causethe delay or default, and such other information as the Vendor may
deem necessary or proper to provide.




DocuSign Envelope ID: A2BF57B7-15CB-41 5D-8C4F-893807F6BE21

31) Limitation of Vendor’s Liability:

~ a) Where Deliverables or Services are under the State’s exclusive management and control,
the Vendor shall not be liable for direct damages caused by the State's failure to fulfill any State:
responsibilities of assuring the proper use, management and supervision of the Deliverables and
programs, audit controls, operating methods, office procedures, or for establishing all proper
checkpoints necessary for the State’s intended use of the Deliverables.

b) The Vendor's Ilaballt_y for damages to the State arising under the contract shalf be limited
fo two times the value of the Contract.

c) The foregoing limitation of liability shall not apply to claims covered by other specific
provisions mcluding but not limited to Service Level Agreement or Warranty compliance, or to
claims far injury to persons or damage to tangible personal property, gross negligence or willful
or wanton conduct. This limitation of liability does not apply to contributions among joint
tortfeasors under N.C.G.S. 1B-1 ef seq., the receipt of court costs or attorney's fees that might
be awarded by a court in addition to damages after litigation based on this Contract.

Except as amended herein, the Agreement remainsin full force and effect as written. All
-pricing for products and services currently on contract, shall remain unchanged. Executed by
authorized officials as of the day-and date indicated below.

Vendor: DIT:
DocuSign, Inc Dept. o mation Technology
. _Bi_!_cijsiuhed by T ) -
BY: | Minny Manyas BY: ShsoEREL
. S——37DBAZFAAERZACA:. _ _ _
vinny Manrao Manager, Revenue Operations Tracy Doaks chief peputy State CID
Office of Signer Office. of Signer
August 15, 2017 8/15/2017 | 14:03:09 PM EDT
Date of Execution Date of Execution
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IRAN DIVESTMENT ACT CERTIFICATION

REQUIRED BY G.S. 147-86.59

1. As of the date written below, the undersigned certifies that:
a) He or she is authorized by DocuSign,inc to make this certification, and
b} DocuSign,inc, as'a person defined in G.S, 147-86.57(6) is not currently ldentlﬂed
by the State Treasurer pursuant to G.S. 147-86.58(1).

(—nocusmned by AU g'us-t 15 ‘ 2.0 17
EWEEM{JF Date
Nic. wolfe Corporate Counsel
Printed Name Title
Or:

2. As of the date written below, the undersigned certifies that:
a) He or she is authorized by [name of vendor] to make this certification, and
b) DocuSign,Inc, as a person defined.in G.S. 147-86.57(8) is identified by the State
Treasurer pursuant to G.S. 147-86.58(1).

Signature Date

Printed Name Title
And:

3. DocuSign,Inc claims.an exception from the restrictions on State. contracts under the
Iran Divestment Act pursuant to G.S. 147-86.61, and submits relevant materials
supporting its claim together with this Certification for the State’s evaluation and
consideration.

-Signature Date

Printed Name Title

DocuSign - Iran Divestment Cert
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OTHER SUPPORTING MATERIAL INCLUDING

TECHNICAL SYSTEM DOCUMENTATION
Questions from Addendum 3 - Q&A

After reviewing. the. Questions and Answers posted in Addendum 3, DocuSigh addressed the issues within the individual
answers. There were a few questions which weren't addressed in the body.of our response, so. they-are provided below.

| How often would data need to be transferred to internally hosted systems? Hourly? Dér:fj;?

DocuSign provides real-time data transfer capabilities through API calls to DocuSign.or by subscribing to our DecuSign
Connect Service. DocuSign Connect will push status/event updates to a 3rd party listener,

[.Any specific requirements for level of web content accessibility? I.e. WCAG 2.0A-AAA.

DocuSign is committed to providing our high-quality sclution in a manher that is accessible to all individuals, regardless of their
abilities. To miest this-goal, DocuSign’s accessibility support functionality provides all people equal access to and the freedom
tointeract with DocuSigr'’s signing application when using assistive of adaptive technologies, in accordance with WCAG 2.0
Level AA and U.S. Government Section 508 standards.

o Web screen readers such as JAWS (Job Access With Speech), NVDA {NonVisual Desktop Access), ChrameVox, and
VoiceOver with Safari
Dragon Text fo Speech

¢ Keyboard navigation

e Browser and signing experience zooming tools to provide low-visicned signers the ability to magnify documents without
any loss of functionality.

e Tool tips and color contrast ratios for visualty impaired signers. _

«  Finish butfon behavior. When signers seléct.Finish the system performs validation-and if any required filds have missing
or incorrect data, the system will change the focus to that field and inciude information about what is wrong.

e Reading zones. |

Regardmg uptime statistics; wotild the State prefer for vendors to provide the foﬂowmg meftics?
-Historical uptime for the last 3 months, 6 months, ad 12 months

Carrier-grade Availability
DocuSig_n offers carrier-grade, “always on” avai'iability.‘"This_ means DocuSign has eliminated monthly ma'intenan_ce (taking 0
minutes of planned downtime per year), We are a multi-year 98.99% operation. Please view the DocuSign Trust site

t H . . . o . . .

|- Scheduled Uptime 24 hours per day, 7-days per week, 52 weeks per year-
| Subscription Service Availability 100%
carahsoft
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Continuous Availability and Resilient Performance
Never worry about system availability or disaster recovery again.

Carrier-grade Architecture

o Realime replicating, active DocuSign sites

s Massively redundant distributed data (9 copies
across 3 sites in North America or the EU)

e Fusion [O-powered, flash memory-based OLTP
Subsystem

o Global load balancing and fraffic management with session-site
based site failover

Benefits:
e Zero mainteriance downtime _
s Zero data loss in a disaster for maximum paace of mind
o Consistently high performance, even ai peak load.

DocuSign’s Historical Uptime

While other vendors may claim a sfrong uptime, we invite the State to investigate our comipetitor's uptime records. Our closest
competitor has frequently periods of downtime and large chunks of regularly scheduled maintenance. DocuSign is proud to
report our historical uptime, which.is the best in the industry,

2013 99.97% (does riot include scheduled downtime).

2014 99.95% (last scheduled downtime was April 2014)

2016 099.9942% '

2016 99.9954%

2017 99.9998% hitps://trust.docusion.com/en-us/system-status/

DocuSign provrdes a Trust Ceriter to provide transparency into service performance, availability, and technical best practices.
DocuSign's Trust Center is available here: hitps:/ftrust.docusign.com/
A snap shot is provided below of the system status showing the last 12 months.

carahsoft - Docua:,
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Previous three month'’s uptime
99,986%

Previous six month’s uptime
99.996%

Previous 12 month’s uptime.
99.994%

| -Uptime inclusive of maintenance windows

Yes, the reported uptime is inclusive of maintenance windows.

I -Average hours the system is scheduled to be down for maintenance

' DocuSign does not have scheduléed riaintenance windows. Our Carrier Grade Architecture is built fo allow DocuSign to
eliminate all scheduled maintenance of our system, which eliminated a full one hour of scheduled downtime permonth.

carahsoft DocuSign.
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DocuSign Policies and Procedures Worksheet
As you work to develop-a IDIQ contract for the State, the following information on best practices in eSignature Policies and
Procedures may-be helpful. Please see the worksheets on the following pages.

carahsoft
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Objective

The purpose of this worksheet.is to help buiid policies and Standard Operating
Procedutes for 4 comprehensive System of Agreement framework. Once you
comptiete this worksheet, you will have a b!u__ef:ﬁn.t you can use to deploy DocuSign
more qulckly and-efficiently.

Process

Conduct a first pass of this worksheet before you implement new use cases sothat
policy decisions can be rolled into the deployment. You can revisit these policies
again once you’re further along your digital transformation j‘ourn_ev and ensure
they aligh with your long-term vision.
Once you enact a policy or procedure, c¢irculate this worksheet for review and
dpproval by any relevant parties, such as:

- Your Company’'s DocuSign Center of Excellence {CoE)}

- Legal team

- Security team

- T Team

- Executive Sponsor

Policy Changes

These policies are not meant to be written in stone. They will evolve and become
more-efficient over time as use of DocuSign expands.

DocuSign product reledses as well as customer releases that affect DocuSign can

impact all policies and require revisions. Major organization changes would alsc

prompt revisiting these policies.

About the Policies

This worksheet is broken _t}ut into two partsr 1) CORE Program Pol_i'ci_'es and 2)
ANCILLARY Program Policies. CORE policies are c¢ritical to the DocuSign deployment
and take priority as they impact ANCILLARY policies.

i
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Part 1: CORE Program Policies
1.1 - UserProvisioning and Maintenance

Understand who your DocuSign users are. Defing what they can de within.your platform and
how you will manage/control that access in.a streamlined way.

* Questions -

1.1.2 | Whois authorized to have access to
‘Organizationh- Adiministration
{enterprise-wide user mgmt,, 550
config, Security appliance conlig,
ete. )t

1|
1.1.4 | What permission profiles need to
exist?

1.1.6 | What criteria should determine
‘when a user gets a hon-default
permission profile (Adimiin access,
custom profile, etc.)?

1.1.8 | What should the envelope sharing !
policy be? i

Learn Mores
= QOrganization Administration

o Permission Profiles
o Default Permission Profile setfings

o Groups

» Envelope Sharinf




e How to-Manage Usars in DocuSign
o Best Practices for Delepated Administration
= An overview of Single Sign.On

1.2 - Account Provisioning and Maintenance

Draft an-architecture ta organize your DocuSign usage, Consider ways to ensure that framework
is adhered to. Exceptions should be considered but managed under the plan.

i CCount be createc
- 1,2.2 | When should a new DacuSign DEMO
\ _ SR

What process should be followed to
request the creation.ofa new
DocuSign DEMO or PROD account?

What account should users be ddded -
to by default-and when should users
be added to an account other than

the defauft?

Learn More:
& Best practices around creating a Bemo Account,
s Best practices around Change Managerment, specifically account management.

1.3 - Default DocuSign Account Settings and Compliance

Stendurdizing your DocuSign-settings will 1} help your orgunization with future chunge
munogenent and troubleshooting by establishing a consistent haseline, and 2} ensure you
remuin compliont with any Legal of Secufity considerations.

Default permission profile infarmation can be found in Yser Provisioning and Maintenance
ahove.
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. 1.3.2° |'What branding should be used and under |
! what scenarios?

11.3.4 ; What processes should be followed ta |
¢ ansure ali accounts adhere to anyrequired: ;
ettings? !

Learn More:
= Use the DocuSign Admin Guide for an overview of dccount settings
» Brapding '
s Document Retention and Purging

1.4~ Sender and Signer Guidelines
Define any processes.that your users of DocuSigri should follow to comply with Legol or
Compliance.

i
{
[
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1.4.4 !.f Signers are out of theoffice, what
options can be offered to-enable.
delegation?

Sigr

Learn.More:
s Review the eSignature Legality Guide which outlines legal considerations by Country
* Legality of Electrotiic Signature in'the US
s Anoverview of the different authentication options for Signers
s Commen features utilized in out-of-office management
o Envelope sharing
o Correcting.envelopes
» 550 s a commeon Sender authentication method. Learn more here,
‘w  oruse thetechhology out of fear they will get a massive un=forecasted bill at the end of
the billig cycle. This has been shown to be an adoption inhibitor for early rollouts,

Part 2: ANCILLARY Program Policies

2.1 - Enterprise-wide Support Process

Ensure your DocuSign users have sufficient support to help them triage and resolve ony of the
following jtems:

e Breok/fix issues

¢ Account chunges

¢ Geperal “how-to” questions

) jIIWhat s the desired trlage pracess {Tler 1,"'-"" C
- Tier 2, ete.} farissues raised by DacuSign

“2.1.4 "What methods of co mmunicatipn.ﬁﬁo&iﬂ
be used to communicate support issuas
_ within your Company?

[
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2.1.6 | DocuSign may send communication
! afound Support-related fopics your

. Company. Wha should those _

Learn More:
-« Review DocuSign’s Support plans here
¢ DocuSign Success Plan for Support
s DoeuSign University’s “DocuSign Support for Customers” self-paced learning course

2.2 - Enterprise-wide Training
Build a scalable training plan that provides your DocuSign isers with the most relevant
information in multiple learning formats:

How will signing/sen
conducted?

s[E IS i
How will adinin tralning.be conducted?

i 2.2.8 | When should you copduct DocuSign

Learn More:
* DocuSign Success Plan on Enablement
« More about DoguSign University

#* Creating a RocuSign Portai

#i™
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2.3 - Enterprise-wide Reporting

You will hove multiple audiences (Executive sponsors, managers/supervisors} interested in
seeing DocuSign usage in o myrind of ways. Devise g strategy to intake and deliver these
reparts. Understand reporting needs up front gs they can greatly impact how o use case should
be buift.

2.3 hat |nf0rmatmn needs to be |ncluded in
' the ehterprise-wide reports? Some
xamples include; ;

- Envelope metadata
¢ - Formflelds : ;
| - History :

- User information
User stats. :

Learh More:
« How to gather Business information and insight

2.4 - Enterprise-wide Document Archival

Keeping records of completed transoctions for the appropriate amount of time ond ovaoifoble to
the right qudience is paramount. Construct & process to handle these needs effectively.
Understond archival needs up front s they con greotly impact how o use cose should be buit.

242 : What process - should be followed for-
g,_.archwlng completed docurénts. from
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o ensu_r_é-'fha_t_ comiie e
| docurnents can be accessed by only
. h i 1 ;

Learn More:
s Nore about DocuSign Retention and Purging

2.5 - Use Case Intake Process
You raay have multiple use cases in mind for DocuSign. Devise a. process to orgonize those use
cases into a roudmap, priofitize ond add more as they arise.

at communtcatlon should be in place ko
dassemmate the use case roadmap? And to
i whom? e

Learn More;
‘¢ Review strategies for identifying and prioritizing use cases by industry or by
department
+ Leveraging Use Case Intake Forms
# Conducting a Digital Transaction Management Assessment
c DTM Questionnaire

2.6 - Use Case Deployment Process
identify the key ployers ond their roles. to help déploy DocuSign use cases effectively.

2.6.2 | Wha should be involved in the use case

Hiv
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ensure the deployment was successful ; :
| once it’s fully live {e.g, follow-ups, end

Learn Moia:
o How Professional Services helps with deployments here
s Use Case Deployment Toolkit o
s Deploying a Use Case Worksheet:
e Production Go-Live Cheécklist
s Improving your Adoption "
e Web Application or API?

2.7 - Enterprise-wide Tempiate Maintenance Strategy

Some customer forms may be injtiated by o broad-user base. Generate o-strateqy thot provides
the right bolunce of control over the form requirements. ond nutonamy for the senders to use or
customize where appropriate.

27,2 Whois responsible for maintaining

nterprise-widetemplates?

o neads to sign ¢ff on eriterprise-w :
: templates before they can be-used in
oduction? :

Learn.More:
«  Best practices around Change Management, specifically template management.

i
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2.8 - Enterprise-wide Communication Plan
Devise a strategy to introduce the DocuSign progran teyour compony and o methodica way to

shore prograrn updotes.
Support refated communication is covered under Eriterprise-wide Suppoet Process.

Quiestions " Respohses

Who is'the atudience formass
communications?

2.8.4 | Who is-authorized to send enterprise-wide
communications regarding Doculgn? | ] i

Learn More:
-« Leveraging Social Networks to Drive DoctSign Awareness and Adogtion

s DocuSign Success Plan on Communication
» Cofmmunication Templates

L
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2.9 - DocuSign Program Health

Perfodic check-ins of the overall progromi are critical to ensure long-term success. Executive
sponsors, future tearn members of the DocuSign initiative, ond DocuSign power users off benefit
from this fevel af transparency.

55 Who should be responsiblefor overall |-
ogram health, . wha is n the DS CoE)?

Learn Mare:

o Assessyour program health hare
¢ DocuSign Success Plan on Governance
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EXAMPLES

Please reference section 19 Training of this response.

carahsoft
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ATTACHMENTS

SOUCITATION #175-400335

Solicitation

Please find the entire solicitation included in our response beginning on the following page.
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STATE OF NORTH CAROLINA REQUEST FOR PROPOSAL NO.  ITS-400335 |
Department of Information Technology | Offers will be publicly opened: July 12, 2018
Issue Date: June 11, 2018

Refer ALL inquiries regarding this RFP to: Commiodity Number: 208
Kristen Burnette P e — T rE——
S e Description: Enterprise Electronic Forms and Digital
kristen.burnette@nc.gov Signature Capability |
919-754-6678 Using Agency: Multiple State Agencies
| See page 2 for malling instructions. ! Requisition No.: NA

OFFER AND ACCEPTANCE: The State seeks offers for the Oniine Services and/or goods described in this
salicitation. Al offers and responses received shall be treated as offers to contract. The State's acceptance of
any offer must be demonstrated by execution.of the acceptance found below, and any subsequent Request for
Best and Final Offer, if issued. Acceptance shail create a contract having an order of precedence as follows:
Best and Final Offers, if any, Speclal terms and conditions spexific to this RFP, Specifications of the RFP, the
Department of Information Technology Terms and Conditions, and the agreed portton of the awarded Vendor's
offer. '

EXECUTION: In compliance with this Request for Proposal, and subject to all the conditions herein, the
undersigned offers and agrees to. fumish any or all Services or goods upon which prices are offered; at the
price(s) offered herein, within the time spacified herein. By executing this offer, | certify that this offer is submitted
competitively and without collusion.

Failure to execute/sign offer prior to submittal shall render offer invalid. Late offers are not acce

“QFFEROR: . _ .
OFF Garahsoft Technology Corporation
STREET ADORESS: P,0. BOX; ZIP;
1860 Michas! Faraday Drive; Suite 100 - _ __ 20190
CITY, STATE & ZIP: — TELEPHONE NUMBER: | TOLL FREE TEL NO
' Reston, VA 20190 703-871-8500 ‘8HB-862-2724
PRINT NAME & TITLE OF PERSON SIGNING: FAX NUMBER:
Zak Kennedy, Account Representative 703-871-8505

AUTHORIZED SJGNATURE,, DATE: E-NAIL:

%ﬁ/ 7/23/18 .| Zak.Kennhedy@carahsoft.com

Oﬁér valid for: nin'e{y (QD) days from date of offer opening unless otfierwise stated here: ___days.

ACCEPTANCE OF OFFER: If any or all parts of this offer are accepted, an authiorized representative of AGENCY
shall affix their signature hereto and this document and the decuments Identified above shall then constitute the
written agreement between the parties. A copy of this acceptance will be forwarded to the awarded Vendor(s).

FOR_AGENCY USE ONLY
Offer accepted and contract awaitied , as indlcated on attached certificalion,
by (Authorized representative of DEPARTMENT OF INFORMATION
TECHNOLOGY),
Page 1 of 85

Rev. 201TMI/03




DELIVERY INSTRUCTIONS: The Vendor must deliver one (1} signed original and one (1) copy of the Offer
fo Issumg Agency in.a sealed package with Company Name and RFP Number clearly marked on the front. The
Vendor must return all the pages of this solicitation in their response. The Vendor must also submit one
(1) signed, executed electronic copy of its ofier on'a USB Flash Drive(s). The files should not be password-
protected and should be ¢apabie of béing copied to other media.

Address envelope .and insert offer number as shown below. Please note that the US Postal Service does not
deliver any mail (US Postal Express, Certified, Priority, Overnight, etc.) on a set delivery schedule to this Cffice.
I is the responsibility of the Vendor to have the offer in this Office by the specified time and date of

ogenlng

DELIVER TO:

OFFER NUMBER: ITS-400335
Department of Informatien Technology
Attn: Kristen Burnetie

3900 Wake Forest Road

Raleigh, NC 27609

Sealed offers, subjett to the conditions made a part hereof, will be received at.3900 Wake Forest Road, Raleigh,
NC 27609 until 2:00pm Eastern Standard Time on the day of opening and then opened, for furnishing- and
delivering the commodity as described herein. Offers- must be submitted in a sealed package with the Execution
page signed and dated by an official authorized to.bind the Vendor's firm. Failure to return a signed offer shall
result in disqualification. All offers must comply with Section VI, Propasal Cantent and Grganization.

Offers will not be accepied by electronic means, This RFP is ‘available electronically at
https:/fwww.ips.state.nc.usfips/. Al inquiries regarding the RFP specifications -or requirements are to be
addressed to the contact person listed on Page One.

NON-RESPONSIVE OFFERS: Vendor offers will be deemed non-responsive by the State and will be rejected
without further consideration or evaluation if statements such as the following are included:

« “This offer does not constitute a binding offer”,

e “This offer will be valid only if this offer is selected ds a fi nalist or in‘the competitive range™,

+ “The Vendar does not commit or bind itself to any terms and conditions by this submission”,

s “This documentand all associated documents are non-binding and shall be used for dISGUSSIOI’I purposes

only”,
« “This offer will not be binding on either party until incorporated in a definitive agreement signed by
authorized representatlves of both parties”, or
o Astatement of similar intent.

VENDOR LICENSE OR SUPPORT AGREEMENT(S): The terms and conditions of the Vendor's standard
services, license, maintenance or other agréement(s) applicable to Services, Software and other Products:
acquired under this RFP may apply to the extent such terms and conditions do not materially change the terms
and conditions of this RFP. In the event of any conflict befween the terms and conditions of this RFP- and the.
Vendor's standard agreement(s), the terms and conditions of this RFP relating to audit and records, jurisdiction,

choice of law, the State’s electronic procurement application of law or administrative rules, the remedy for
intetlectual property infringement and the exclusive remedies and limitation of llablllty in the DIT Terms and
Conditions hereiny shall apply in all cases and supersedé any provisions contained in the Vendor's relevant
standard agreement or any other agreement. The State shall riot be obligated under any standard ficense and/or
maintenance or other Vendor agreement(s) to indemnify or hold hartless the Veridor, its licensors, successors
or assigns; nor arbitrate any dispute, nor- pay late fees, legal fees or other similar costs.

‘Page 2 of 85
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BIGITAL IMAGING: The State will digitize the Vendor's response if riot received electronically, and any awarded
contract together with associated contract documents. This electronic ‘copy shall be a preservation record, and
serve as the official record of this solicitation with the same force and effect as the original written.documents
comptising such record. Any printout or other output readable by sight shown to reflect such record accurately
isan "original."

QUESTIONS CONCERNING RFP: Written questions concerning this RFP will be received until June 21, 2018
at 2:00pm Eastern Standard Time. They must be sent via e-mail to: Kristen Burnette@nc.gov. Please insert:
“Questions [TS-400335" as the subject for the email. The questions should be submitted in the following format:

Citation Vendor Question The State’s Response
Offer Section,
-Page Number

The State will prepare responses to all written questions submitted, and post an addendum to the Interactive
Purchasing System (IPS) htips:.//www.ips.state.nc.usfips/. Oral answers are not binding on the State.

Vendar contact regarding this RFP with anyone other than Kristen Burnette may be grounds for rejection of said
“Vendor's offer.

ADDENDUM TO RFP: Ifa pre.-offe‘r' conference is held or written questions-are received prior to the submission
date, an addendum comprising questions submitted and responses to such questions, or any additional terms
deemed ‘necessary by the State will be posted to the Interactive Purchasing System {(IPS),
hitps://www.ips.state.nc.us/ips/, and shall become an Addendum to this RFP. Vendors’ fuestions posed orally
at any pre-offer conference must be reduced to writinig by the Vendor and provided to the Purchasing Officer as
directed by said Officer.

Critical updated information may be included in these Addenda. 1t is important that all Vendors bidding on this
RFP periodically check the State website for any and all Addenda that. may be issued prior to the offer opening
date.

‘BASIS FOR REJECTION: Pursuant to 9 NCAC 06B.0401, the State reserves the right to reject any and all
offers, in whole or in part; by deeming the offer unsatisfactory as to.quality or quantity, delivery, price or service
offered; non-compliarice with the specificatioris or intent of this solicitation; lack of competitiveness; error(s) in
specifications or indications that revision would be advantageous fo the State; cancellation ar other changes in
the intended project, or other determination that the proposed specification is rio longer heeded; limitation or lack
of available: funds; circumstances that prevent determination' of the best offer; or any other determlnatlon that
rejection would be in the best interest of the State.

NOTICE TO VENDORS: The State may, but will not be required to evaluate or consider any additional
terms and conditions submitted with.an Offeror's response. This applies to any language appearing in
or.attached to the document as part of the Offeror’s response, By execution and delivery of this Invitation
for Offer and response(s), the Offer agrees that any additional terms and conditions, whether submitted
purposely of inadvertently, shall have no force or effect uniess such are specifically accepted by the
State.

LATE OFFERS: Regardiess of cause, late offers will not be accepted and will automatically be disqualified from.
further consideration. [t shall be the Vendor's sole risk to ensure delivery at the designated office by the
designated time. Late offers'will riot be opened and may be returned to the Vendor at-the expense of the Véndor
or destroyed if requested.

VENDOR REGISTRATION AND SOLICITATION NOTIFICATION SYSTEM: The NC. electronic Vendor Portal
{eVP) aliows: Vendors to electronically register with the State to receive electronic natification of current
procurement .opportunities for goods and Services available on the Interactive Purchasing System at the
following web site: hitps://www.ips.state.nc.uslips

t’age 3 of B5
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POINTS OF CONTACT: Contact by the Offeror with the persons shown below for contractual and technical
matters related to this RFP is only permitted if expressly agreed to by the procurement officer named-on page 2,

or upon award of contract:

Vendor Contractual Point of Contact

Vendor Technical Point of Contact

[NAME OF VENDOR]

Street: [STREET ADDRESS]
[CITY, STATE, ZIP]

Attn: Assigned Contract Manager

[NAME OF VENDOR]
Street: [STREET ADDRESS]
[CITY, STATE, ZIP]

Attn: Assigned Technical l.ead

 State Contractual Point of Contact

‘State Technical Point of Contact

North Cardlina Department of Information Techhiology
Statewide IT Procurement
3900 Wake: Forest Road
_ Raleigh, NG 27609
Aftn: Kristen Burnette, Contract and Vendor Manager
kristen.burnette@nc.gov

North Carolina Department of Information Te¢hnology
3700 Wake Forest Road
Raleigh, NC 27609
Aftn: Samila Mchseni, Enterprise Applications, Director:
samila.mohseni@nc.gov
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l. Introduction

The purpose of this Request for Proposal {RFP}, and any resulting contract award,
is for the North Carolina Department of Information Technology (NCDIT) on behalf
of the State to solicit offers for an enterprise electronic forms and digital signature
(EEF&DS) solution. Mandated by State Legislation, the awarded solution will
replace North Carolina State Contract ITS006375 with a new multi-vendor/multi-
solution statewide convenience contract. Contingent upon offer submissions, the
State may choose to award one (1) or more Vendors as well as award multiple
pricing models. The State’s intent is to provide more than one cioud-based, software
as a service (SadS) solution that is respansive and cost effective to help state and
local governments solve a wide variety of identity, ‘authentication, confidentiality,
data integrity; and non- repudiation (digital signatures) challenges. Multiple State
agenc:es will leverage this contract, subsequently requiring the awarded vendor to
invoice and provision each individual agency separately. Additienally, vendors
should note that the State does require a rolled-up view of utilization both quarterly
and yearly,

This state intends to award an Indefinite Quantity Contract, meaning this solicitation
will establish a Contract pursuant to 9 NCAC. 06B.0701 for an indefinite quantity
contract between a vendor and the State. The quantity of goods or Services is
undetermined. An estimated quantity based on past history or other means. may be
used as a guide, -but shall not be a representation by the State of any anticipated
purchase volume under any contract made purslant to this solicitation.

In addition, the State reserves the right to make partial, progressive or multiple
awards: where it is advantageous to award separately by items; or where more than
one supplier is needed to provide the contemplated specifications as to quantity,
quality, delivery, service, geographical areas; and where other factors are deemed
to be necessary or proper to the purchase in question.

Il. Bidding Information

A. Procurement Schedule

The Procurement Manager will make every effort to adhere to the following
schedule;

Issue of RFP Statewide IT 61172018
Procurement.
Deadline to. Submit Additional -Questions Potential Vendors 6/21/2018
Résponse to Written Quiestions/RFP Department of 6/28/2018
Amiendments {nformation
Technology

Submission of Offer Vendor(s) 711212018




Offer Evaluation Compleie Evaluation Committee 712672018

Oral Presentation and/or Product Vendors 8/2/2018
Demonstrations by Finalists _(_o_ptional).
Negotiations _(op_tiona'l) Evaluation Committee 8!1 412018
' ' designees and
selected Vendor(s)
Best.and Final Offers from Finalists. Vendors. 8/23/2018
{optional)
Contract Award IT Procurement Office- 8/30/2018
Protest Deadline Vendors 15 days
after
award

B. Instructions to Vendors:

Additional acronyms, definitions and abbreviations may be included in the text of
the RFP.

1) Offers submiitted electronically, or via facsimile (FAX) machine will not be
accepted.

2) EXECUTION: Failure to sign under EXECUTION sectioh will render offer
invalid.

3) PROMPT PAYMENT DISCOUNTS: Vendors are urged to compute all
discounts into the price offered. if a prompt payment discount is offered, it will
fot be considered in the award of the Agreement except as & factor to aid in
resolving cases of identical prices.

4) MISCELLANEOUS: Masculine pronouns shall be read to include feminine
pronouns and the singular of any word or phrase shall be read to include the
plural and vice versa.

5) VENDOR REGISTRATION AND SOLICITATION NOTIFICATION SYSTEM:
Electronic Vendor Portal (eVP) allows Vendors to eléctronically. register with
the State to receivé electronic riotification of current procurement opporfunities
for goods and Services available on the Interactive Purchasing System at the
followmg web site: https://vendor:ncgov.comivendorfiogin

6) ORGANIZATION: Vendors are directed to carefully review Section VI herein
and fully comply with the content and organizational requirements therein.

7) E-PROCUREMENT: This is not an E-Procurement solicitation. See
paragraph #33 of the attached "North ‘Carolina Department of Infarmation
Technology Terms and Conditions Services made part of this solicitation
contain language necessary for the implementation of North Carolina's
statewide E-Procuremient.initiative. It.is the Vendor's responsibility to read




these terms and conditions. carefully arid to consider them in preparing the
offer. By signature, the Vendor acknowledges acceptance of all terms and
conditions including those related fo E-Procurement.

a) General information on the E-Proctirement service can be found at
http:/feprocurement.nc.gov/

b) Within two days after nofification of award of a canfract, the Vendor must
register in NC E-Procurement @ Your Service at the following web site:

~ hitp:/eprocurement.nc.gov/Vendor.html

¢) As of the RFP submittal date, the Vendor must be current on all E-
Procurement fees. If the Vendor'is not cufrent on all- E-Procuremernt fees,
the State may disqualify the. Vendor from participation in this RFP.

d) If the awarded Vendor does not stay current on alf E-Procurement fees, the
State may remove the Vendor from the Agreement for a thirty (30) calendar
day period or until resolution, whichever is shorter. If the Vendor is-making
a reasonable effort to resolve any past due fees, no penalty will be
imposed. The determination of the reasonable effort criteria will be at the:
discretion of the Statewide IT Progurement Office.

8) E-VERIFY: Pursuantto N.C.G.S. §143B-1350(k), the State shali nof enter into
a contract unless the awarded Vendor and each of its subcontragtors comply
with the E-Verify requirements of N.C.G.S. Chapter 64, Article 2. Vendors are
-directed to review the foregeing laws. Any awarded Vendor must submit a
certification of compliance with E-Verify to the awarding agency, and on a
pericdic basis thereafter as may be required by ihe State.

9) RESTRICTIONS ON CONTRACTS WITH THE STATE: Reserved
C. General Conditions for Proposals

1) DEFINITIONS, ACRONYMS AND ABBREVIATIONS: Generally, see 9 NCAC.
06A.0102 for definitions. The following are additional defined terms:

a) 24xT: A statement of availability’ of systems, communications; and/or
supporting resources every hour (24) of each day (7 days weekly)
throughout every year for periods specified herein. Where reasonable
downtime is accepted, it will be stated herein. Otherwise, 24x7 implies NO
loss of availability of systems, communications, andlor supporting
resources. '

b} ADA: Americans with Disabilities Act

c} APIs: Application Programming Interfaces

d} BAA: Business Associates Agreement

e} CRM; Customer Relationship Management

f) CS8V: Comma Separated Values _

g) Deliverables: Deliverables, as used herein, shall comprise all Hardware,
Vendor Services, proféssicnal Services, Software and provided
modifications to any Software, and incidental materials, including any
goods, Software or Services -access license, data, reports and
documentation provided or created during the performance or provision of
Services hereunder, Del:verabies include "Work Product" and means any
expression of Licensor's findings, -analyses, conclusions, opinions,
recommendations, ideas, technigues, know-how, designs, programs,
enhancements, and other technical information; but not source and-object
code or software




3)

h) EEF&DS: Enterprise.Electronic Forms and Digital Signature

) FERPA: Family Educational Rights & Privacy Act

j) Goods: Includes intangibles such as computer software; provided,

however that this definition does not modify the definition of “goods” in the
context of N.C.G.S. §25-2-105 (UCC definition of goods).

k) HIPAA: Health Insurance Portability and Accountability Act

) laa8: Infrastructure as a Service '

m) IDM: Identity Management

n) LDAP: Lightweight Directory Access Protocol

o) NCID: North Carolina ldentity Service:

p) NCDIT or DIT: The NC Department of [nformation Technology, formerly
Office of Information Technalogy Services.

) ODBC: Open Database Connectivity,
Open Market Contract: A contract for the: purchase of goods or Services
not covered by a term, technical, or convenience contract.

g) PaaS: Platform as a S_‘ervit:e. '

h) PH: Pérsenal ldentifiable Information

) PCl: Payment Card Industry _

i) Reasonable, Necessary or Proper: as used herein shall be interpreted

~ solely by the State of North Carolina.

k) RFP: Requestfor Proposal

I} RPO: Recovery Point Objective

m) RTO: Recovery Time Objective

n) Saa$: Software as a Service

ShAD

-0} ‘SLA: Service Level Agreement.

p} SAP/SAP SSO: Systems, Applications, and Products/ SAP Single Sign On’

q} The State: Is the State of North Carolinag, and its Agencies:.

ry Transaction: Workflow package requiting one or more e-signatures.

s) Vendor: Company, firm, corporation, partnership, individual, etc.,
submitting an offer in response to a solicitation.

t) WSk Web Services interoperability

u) NIEM: National Information Exchange Model

READ AND REVIEW: It shall be the Vendor's résponsibility to read this entire.

‘document, review afl enclosures and attachmerits, and comply with all

specifications and the State’s intent as specified herein. If a Vendor discovers
an inconsistency, efror or omission in this solicitation, the Vendor should
request a clarification from the State’s contact person listed on the front page
of the solicitation. Questions and clarifications must be submitted in writing
and may be submitted by persornial delivery, letter, fax or e-mail within the time
period identified hereinabove.

VENDOR RESPONSIBILITY: The Ve‘ndc_ur(_s_) will be _responsibl_e. for
investigating and recommending the most effective .and efficient technical

‘configuration for any online services. Consideration shall be givern to-the.
stability of the proposed configuration and the future direction of techhology,

confirming to the best of their ability that the recommended approach is not
short lived. The Vendor(s) must provide a justification for their proposed online
services solution(s) along with costs thereof. Vendors are encouraged to
present explanations of benefits and merits of their proposed solutions

together with any accompanying Services, maintenance, warranties, value




added Services or other criteria identified heréin. The Vendor acknowledges
that, to the extent the awarded contract mvolves the creation, research,

investigation or generation- of a future RFP or other solicitation;-the Vendor will
be precluded from bidding en the. subsequent RFP or other solicitation and
from serving as a subcontractor to an awarded vendor. The State reserves
the right to disqualify any bidder if the State determines that the bidder has:
used its position (whether as an incumbent Vendor, or as a subcontractor hired
to assist with the RFP development, or as a Vendor offering frée assistance)
1o gain .a competitive advantage on the RFP or other solicitation.

ELIGIBLE VENDOR: The Vendor certifies that in accordance with N.C.G.S.
§143-59.1(b), the Vendor is hot an ineligible vendor as set forth in' N.C.G.5.
§143-59.1 (8)..

" ORAL EXPLANATIONS: The State will not be bound by oral explanations or

instructions given at any time. during the bidding process or after award.
Vendor contact regarding this RFP with anyone otherthan the Agency coniact.
or procurement officer named on Page 1 above may be grounds for rejection
of said Vendor's offer. Ageney contact regarding this RFP with any Vendor
may be grounds for cancellation of this:RFP. '

' INSUFFICIENCY OF REFERENCES TO OTHER DATA: Only information

that is received in response to this RFP will be evaluated. Referenceto
information previously submitted of Internet Website Addresses (URLs) will not
suffice: as a response 1o this solicitation.

CONFLICT OF INTEREST: Applicable standards may include: N.C.G.S.
§§143B-1352 and 143B-1353, 14-234, and 133-32. The Vendor shall not
knowingly employ, during the period of the Agreement, nor in the preparation:
of any response to this solicitation, any personnel who are, or have been,

employed by a Vendor also in the employ of the State and who are prowdmg
Services involving, or similar to, the scope.and: nature of this solicitation or the
resulting contract.

'CONTRACT TERM: A contract awarded pursuant to this RFP shall have an

effective date as provided in the Notice of Award. The term shall be Three (3)
years; and will expire upon the anniversary date of the effective date unless
otherwise stated in the Notice of Awatd, or unless terminated earlier; The State
retains the option to extend the Agreement for two (2) additional one (1) year
periods at its sole discretion.

) EFFECTIVE DATE: This solicitation, including any Exhibits, or any resulting

contract or amendrnent shall not become effective nor-bind the State until the
appropnate State purchasing-authority/official or Agency official has signed the
document(s), contract or amendment; the effective award date has been
completed on the documeni(s), by the State purchasing ‘official, and that date
has arrived or passed. The State shall not be responsible for reimbursing the
Vendor for Services rendered prior to the appropriate signatures and the arrival
of the effective. date of the Agreement. No contract shall bé binding on the.
State until an encumbrance of funds has been made for payment of the sums
due-under the Agreement.

10) RECYCLING AND SOURCE REDUCTION: Reserved.




11) HISTORICALLY UNDERUTILIZED BUSINESSES: Pursuant to N.C.G.S.
' §§143B- 1361( %.143-48 and 143-128.4 and any applicable Executive Order,
the State invites and ericourages participation in this procurement pracess by
businesses owned by minorities, women, disabled, disabled business
‘enterprises and non-profit work centers for the blind and severely disabled.
Additional information may be found af;
http://ncadmin.ne.gov/businesses/hub/.

12) CLARIFICATIONS/INTERPRETATIONS: Any and all amendments or
revisions to this document shait be made by written addendum from the DIT
Procurement Office. Vendors may call the purchasing agent listed on the first
page of this document to obtain a verbal status of contract award. If either a
unit price or extended price is obviously in error and the other is obviously
carrect, the incorrect price will be disregarded.

13) RIGHTS RESERVED: While the State has every intention to award a contract
as a result of this RFP, issuance of the RFP in no way constitutes a
‘commitment by the State of North Carolina, or the procuring Agency, to award
a contract. Upon determining that any of the following would be in its best
interests, the State may:

a) ‘waive any formality;

b) -amend the solicitation;

¢) cancel or terminate this RFP;

d) reject any or all offers received in response to this RFP; _

e) waive any undesirable, inconsequential, or inconsistent provisions of this
RFP; _

f) if the response to this solicitation demonstrate a lack of competition,
negotiate directly with one or more Vendors; )

g) hot award, or if awarded, terrminate any contract if the State determines

~adequate State funds are not available;.

hy if all offers are found non-responsive, determine whether Waiver of
Competition criteria may be-satisfied, and if so, negotiate with one.ormore
known sources of supply 69 NCAC 06B.0316. (c); or

i) negotiate with one or more Vendors under 09 NCAC:06B.0316.(b).

14) ALTERNATE OFFERS: The Vendor may submit alternate offers for various
levels of Service(s) meeting specifications. Alternate offers must specifically
identify the RFP specifications and advantage(s) addressed by the alternate
offer. Any alternate offers must be clearly marked with the legend as shown
herein. Each offer must be for a specific set of Services-and offer at specific
pricing. If a Vendor chooses te respond with-various Services offermgs each
must be an offer with a different price and a separate RFP offer,

-Alternate offers must be- clearly marked

“Alternate Offer for ‘name of Vendor’”
and numbered sequentially with the first offer if separate offers are submitted.
This legend must be in bold type of not less than 14-paint type on the face of the
offer, and .on the text of the alternative offer.

15) CO-VENDORS: Vendors may submit offers as partnerships or other business
entities. Such partners or other “co-Vendors”, if any, shall disclose their




relationship fully to the State. The State shall not be obligated to contract with
more than one Vendor. Any reqwrements for references, financial statements
or similar reference materials shalf mean all such partners or co-Vendors.

16) SUBMITTING AN OFFER: Each Vendor submitting an offer warrants and
represents that:
a) The offer is based upon an understanding of the specificaiions and
requirements described.in this RFP.

b) Costs for developing and delivering responses to thiss RFP and. any
subseguent presentations of the offer as requested by the State are entirely
the responsibility of the Vendor. The State is not liable for any expense
incurred by the Vendors in the preparation and presentation of their offers.

17) SUBMITTED MATERIALS: All materials submitted in response to this RFP
become the. propeity of the State and are to be dppended fo any fermal
documentation,. which would further define or expand any contractual
relationship between ‘the State and the Vendor resuiting from this RFP
process.

18) MODIFICATIONS TO OFFER: An offer may not be unilaterally modified by the
Vendor.

D. Evaluation Process

1)} BEST VALUE: "Best Value" procurement methods are authorized by N.C.G.S.
'§§143-135.9 and 143B-1350(h). The award decision is made based on
multiple factors, including: total cost of ownership, meaning the cost of
acquiring, operating, maintaining, and supporting a product or service over its
projected lifetime; the évaluated technical merit of the Vendor's offer; the
Veridor's past performance and the evaluated probability of performing the
specifications stated in the solicitation on time, with' high quality; and in a
manner that: accomplishes the stated business objectives and maintains
industry standards compliance. The intent of "Best Value" Information
Technology procurement is to enable Vendors to offer and the Agency to select
the most appropriate soliution to meet the business objectives defined in the
solicitation and to keep ail parties focused on the desired outcome of a
procurement Evaluation shall also include compliance with information
technology: prOJect management policies, compliance with information
technology security standards and policies, substantial conformlty with the
specifications, and other conditions set forth in the solicitation.

2) SOURCE SELECTION: A trade-offfranking methiod of seurce selection will be
ufilized in this pro pracurement to allow the State to award this RFP to the Vendor
providing the Best Value, and recognizing that Best Value may result in award
other thah the lowest price or highest technically qualified offer. By using this
method, the overall ranking may be adjusted-up or down when considered with,
or iraded-off against other non-price factors.

a) The evaluation committee may request clarifications, an interview with -or
~ preséntation from any or all Vendors as allowed by 9 NCAC 06B.0307.
‘However,; the Staie may refuse to accept, iri full or partially, the response

to a clarification request given by any Vendor. Vendars are cautioned that'
the evaluators are not required to request clarifications; therefore, all offers
should be complete and reflect the most favorable terms. Vendors should



be prepared to. send qualified personnel to Raleigh, North Carolina, to
discuss technical and contractual aspects.of the offer.

6) Evaluation Process Explanation. -State Agency employees will review all
offers. All offers will be initially classified as. being responsive or non-
responsive. [f an offer is found non-responsive, it will not be censidered
further. All responsive offers will be evaluated based on stated evaluation
‘criteria. Any references in an answer to another location in the RFP
materidls or Offer shall have specific page numbers and sections stated in
the reference.

c) To be eligible for consideration, a Vendor's offer must substantially conform.
to the intent of all specifications. Comipliance with the interit of all
specifications will be determined by the State. Offers that do not meet the
full intent of all: specifications listed in this- RFP may be deemed deficient.
Further, a serious deficiency in the offer to any one factor may be grounds
for rejection regardless.of overall score.

d) Vendors are advised that th_e State is not obligated to, ask for, or accept
afterthe closing date for receipt of ofter, data that is essential for a complete
and thorough evaluation of the offer.

) BEST AND FINAL OFFERS (BAFO): If negofiations or subsequent offers are

solicited, the Vendors shall provide BAFOs in response. Failure to deliver a
BAFQ when requested shall disqualify the non-responsive Vendor from further
consideration. The Stateé may establish a compétitive range based upon
evaluations. of offers, and request BAFOs from the VYendors within this range;
e.g. “Finalist Vendors®, The State will evaluate BAFOs and add any additional
weight to the Vendors™ respective offer. Additional weight awarded from oral
presentations and product demonstrations during negotiations, if any, will be
added to the previously assigned weights to attain their final ranking.

EVALUATION CRITERIA: Each of the criteria below shall be evaluated in
accordance with the solicitation documents:

a) Corporate Background and Experience: Vendor's corporate

background and similar experience -specifically relevant to the technical
situations, specifications, needs, challenges, and opportunities as’
presented in this RFP.

b} Technical Approach: Substantial Conformlty to Solicitation Requirements
and Specifications;

i.  Effectiveness of app"rda_c’hes, designs, services, processes, and
practices as they relate to the solution.

ii. lustration(s) and/or explanations of the Statewide Technical
Architecture: cbjectives, principles and best practices to the
proposed solution.

c) Proposed Approach and Schedule; Proposed approach and schedule
of work to be performed. This encompasses ‘areas such as producmg
acceptable deliverables; organization, timing, and structure of work
activities in accordance with any stated timeframes.

.d) Total Cost of Ownership: The cost of acquiring, operating, mairitaining,

and supporting a praduct or service over its projected lifetime..



8)

PAST PERFORMANCE: Veridor may be disqualified from any evaluation or

award if Vendor or any key personnel proposed, has previously failed to
perform satlsfactonly during the performance of any contract with the State, or
violated rules or statutes-applicable to public bidding in the State.

EVALUATION METHOD: This procurement will be evaluation in
accordance with the Narrative method.

INTERACTIVE PURCHASING SYSTEM (IPS): The State has implemented
links fo the interactive Purchasing System (IPS}that allow the publicto retrieve
offer award information elecironically from our- Internet web site:
hitps:/ww.ips.state.nc.usfips/. Click on the IPS BIDS icon, click on Search
for BID, -enter the Agency prefix-offer number ( XXXX) and then search. This
information may not be available for several weeks dependent upon the
complexity of the acguisition and the length of time to complete the evaluation
process.

PROTEST PROCEDURES: Protests of awards exceeding $25,000 in value
must be-submitted to the issuihg Agency at the address given on the first page
of this document. Protests must be received in this office within. fifteen (15)
calendar days from the date of this RFP -award and -provide specific reasons
and any supporting documentation -for the protest. All protests will be
governed by Title 9, Department of Information Technology (formerly
Office of Information Technology Services), Subchapter 06B Sections
A101 - 1121,

1ll. Technical Proposal

1)

3)

ENTERPRISE._ARCHITECTURE STANDARDS: The North Carolina
Statewide Technical Architecture is located at the following website:
(hitps:/fit.nc.qov/services/it-architecture/statewide-architecture-framework).
This provides a series of domain documents describing objectives, principles
and best practices for the development, implementation, and integration of
husiness systems. Agencies and Vendors shouild refer fo these Architecture
documents when implementing enterprise appllcatlons and/ar infrastructure.

ENTERPRISE EICENSING: |n offering the best value fo the State; Vendors

are encouraged io leverage the State's existing resources and license

agreements. The agreements may be viewed at:

http:/fit.nc.gov/services/license-and-agreements

a) |dentify comiponents or products that are needed for your solution that may
not be available with the State’s existing license agreement.

by Identify and ‘explain any components that are missing from the State’'s
existing license agreement.

¢} Ifthe Vendor.can provide a more cost effective licensing agreement, please
explain in detail the agreement and how it would benefit the State.

d) Explain the transportability and transferability of the proposed license

~ agreements. Any licenses or warranties purchased on behalf of the State

for this project must be transferable at the time the Vendor is paid under
contract for said.component

VIRTUALIZATION: Reserved




4) NCID: Reserved.

5) CLOUD SERVICE PROVIDERS {CSPs): For offers featuring a cloud-
hosted solution, Venders shall describe how the proposed solution will support
the agency’s information system security compliance requirements as
described in the Statewide Information Security Manual, specifically relating to,
and without limitation, the sections relating to <cloud services:
hitp:/fit.nc.govistatewide-resources/policies. The e-Forms/e-Signature
Frogram should be classified as NIST Moderate per the Statewide Information
Security Manual and will be required to receive and securely manage data that
is classified up to Restricted or Highly Restricted per the Stafe’s Data
Classification and Handling Policy. To comply with policy, State agencies are
required to perform annual security/risk assessments on their information
systems using NIST .800-53 controls. This requirement additionally applies to
all vendor provided, agency managed Infrastructure as a Service (laaS);
Platform as a Service (PaaS), and Software as a Sérvice (SaaS) solutions.
Assessment reports such as the Federal Risk and Authorization Management
Program (FedRAMP) certification, SOC 2 Type 2, and ISO 27001 are preferred
and offered solutions already meeting these requirements are requested to
include these reports as part of their submission.

6) BRANDING: All offers that incorporate State.design and branding, as specified-
by the State, shall adhere to the State style guide. The State style guide is
located at: hitp/digitalstyle.nc.gov.

7y EQUIVALENT ITEMS: Reserved.

8) LITERATURE: All offers shall include specifications and technical literature
sufficient to allow the State to determine that the proposed solution
sub'stantially meets all specifications. This technical literature will be the
primary soufce for evaluation. If a specification is not addressed in the
technical literature it must be- supported by additional documentation and
included with the offer.  Offer responses without sufficient technical
documentation may be rejected.

9) EQUIVALENT GOODS: Reserved.

10) DEVIATION FROM SPECIFICATIONS: Any deviation from specifications
indicated herein must be clearly identified as an exception and listed on a
separate page labeled "Exceptions to Specification.” Any deviations shall be-
explained in detail. The Vendor shall not construe this paragraph as
inviting deviation or implying that any deviation will be acceptable,
Offérs of alternative or non-equivalent goods or services may be rejected
if not found substant:ally conforming; and if offered, must be supported
by mdependent documentary verification that the offer substantially
conforms to the specified goods or services specification.

11 )SCOPE OF WORK:
In 2013, the General Assembly transferred the responsibility of procuring
electronic forms and digital signature services from the Office of the State
Caontroller (OSC) to the Department of Information Technology (DIT) and the
-agency's State CIO. Thereby, per North Carolina State Legistation, the




awarded solution must adhere to several technical requirements {Please see
Section 1ll, #12.)

The fdllowing language is taken directly from the North Carolina statute:

The proposed digital solution shall adhere to the N.C, Uniform Efectronic
Transactions Act (NCGS 66311), the Federal Electronic Signatures in
Global and National Commerce Act (Title 1 5), NC eCommerce (NCGS 66-
58.12), NC Cash Management Statute (NCGS 147.86-22(b)), and the
Electronic Notary Act (Chapter 10B, Article 2) and the N.C. Electronic

Notary Standards (18 NCAC 07C) § 66-58.4. Use of electronic signatures.
All public agencies may use and accept electronic signatures pursuant to

this Article, pursuant to. Article -40 of this Chapter (the Uniform Electronic
Transactions Act), or pursuant o other law. (1998-127, s. 1, 2003-233, .
1; 2007-119, 5. 1)

Based on current usage, the State estimates that the solution will eventually
acéommodate over 95,000 transactions. The State will proceed with a
‘decentralized approach of the program with minimal central management of the
enterprise form and digital signature solution, This approach will allow the State
‘o enter into contracts with vendors and allow agencies to access services as
they need them for the most cost-efféctive price. Therefore, in addition to solving
a wide vatiety. of identity, authentication, confidentiality, data integrity, and non-
repudlatlon (digital signatures) challenges, any vendor partnerships must invoice
and provision each individual agency separately.

12) TECHNICAL REQUIREMENTS:

In accordance with the legislative mandate, the awarded solution must conform
with the following requirements. Vendors should read the information regardmg
gach requirement and any corresponding reference, and provide detailed
answers when prompted. Note: Solutions. not adhering fo technical
requirements will not be considered by the State.

a)

Pl (Personal Identifiable Information)

N.C. Gen. Stat. §?5 61(10) defines personal identifying information (PIl}, in

‘part, as-“[a] person’s first name or first initial and Jast name in combination

with |dent|fy|ng information. as defined in G.S. 14-113.20(b),” and
“identifying information* is.defined by G.S. § 14-113.20(b) to include Social

Security Number or employer taxpayer identification numbers, Driver's

License, State |dentification Card, or Passport Numbers, Checking

Account Numbers, Savings Account Numbers, Credit Card Numbers, Debit

Card Numbers, Personal ldentification (PIN) Code as-defined in G.8. § 14-
113. 8(6) Electronic identification numbers, electronic mail names or-
dddresses,; internet account numbers; or Internet identification names,

Digital Slgnatures any other humbers or information that can be used to
access a person's financial résources, Biometric Data, Fingerprints,

Passwords and Parents’ legal surnames prior to marriage. Proposed
solutions must adhere to PlI protection laws.



b)

Therefore, please describe how the solution is Pil compliant.
HIPAA (Health Insurance Portability and Accountability Act)

The Contractor agrees that, if the Division determines that some or all of
the activities within the scope of this .contract are subject o the Health
Insurance Portability and Accountability Act of 1996, P.L. 104-91, as
amended ("HIPAA”), or its implementing regulations, it will comply with the
HIPAA reqmrements and will execute such agreements and practices as
the Division may require to ensure compliance. HIPAA forms, mstructlons
and other matérials can be located on the HIPAA web site;

‘hitp://hipaa.dhhs state.nc.us/index html. If applicable, proposed. solutions

must adhere to HIPAA laws.

In consideration of this requirement, please describe how the proposed

solution is HIPAA compliant. Pease note that the ‘State requires a business

associates agreement (BAA),
PCI {Payment Card Industry)

The Payment Card Industry (PCI} Security Standards Council offers robust

and comprehenisive ‘standards .and supporting materials to enhance

payment card data security. These materials include a framework of
specifications, tools, measurements and support resources to help
organizations. ensure the safe haridling of cardholder information at every
step. The keystone is the PCI Data Security Standard (PC| DSS), which
provides an actionable ‘framework for developing a robust payment card
data security process -- including prevention, detection and appropriate
reaction to security incidents.

In consideration of this requirement, please describe how the proposed

solution is PCI compliant.

FERPA (Family Educational Rights & Privacy Act)

The Family Educational Rights & Privacy Act (FERPA) states that student.
educational records. are subject to 20 U.S.C. 1232g, Family Rights and
Privacy Act (FERPA). Therefore, the Vendor must ensure that the
proposed solution fully complies with FERPA and every employee
responsible for carrying out the terms of this contract is aware of the.
confidentiality reguirements of federal law. in addition, every such
employee must sigh a confidentiality acknowledgement that indicates that
he or she understands the legal requirements. for confidentiality,. The
Vendor is responsible for the actions of its employee and must take: all
precautions necessary to ensure that no violations occur. Finally, access
to personally identifiable student education information shall be limited to
those. employees who must have access to it-in order o perform their
responsibilities pursuznt to this contract.

In compliance with the law, please describe the following:




1. Describe the capabilities of tracking and reporting the application
access.

2. Describe the solution’s approach to handling non-public data at rest
and non-public data in motion. '

‘3. Destribe the solution’s approach for encrypting data such that only
the intended reC|p|ent can decrypt it.

4. Describe the solutionh's process for handling and notification of a
breach of non-public data.

5. For authorization, describe the solution’s. handling of various roles.
associated with data-access.

e) Security

The state potentially handles a large amount of non-public data. Proposed
solutions must adhere to North Carolina Statewide !T Security
Policies and Standards {(https://it.nc.gov/statewide-information-
security-policies), as they may relate to personal and/or confidential
data. Therefore, please address the following:

The State also requires that all systems connected to the State network or
process State data, meet an acceptable level of security compliance. This
includes those systems that operate outside of the. States’ direct control
such as Cloud Services defined as Sdoftware as a Service (Saa8),
Infrastructure as a Service (laaS) or Platform as a Service {PaaS).
Attachment B provides a high-level view of spemflc security requirements
that are requifements to meet compliance. Vendors. must fill out the
VENDOR ASSESSMENT GUIDE in Attachment B.

Note: There may be additional requirements depending on the sensttivity
of the dala and other Federal and State mandates.

Thee following items are security and/or solution requirements; therefore,
describe how the solution will accommodate the following:

1. The solution must.alert the user to any changes to a document after a
digital signature has been applied.

2. The.digital signature service component must require users to prove
‘their ideritity before applying an electronic signature to a document.

3. ‘The solutionimust provide digital certificates to establish non-reputation
(i.e. cannot deny receipt or signature), '

4, The solution must provide digital hashes to establish fixity (i.e.
guarantees that digital documents have not been altered since
completion).

13) TECHNICAL SPECIFICATIONS: Means, as used herein, a specification-that
documents the requirements of a system or system component. It typically
inciudes functional requirements, performance requirements, interface
requirements, design requirements, development. standards, maintenance




standards; or similar terms. Substantial conformity with technical
specifications’is required.

a)

Site and System Preparation: Vendors shall provide the Purchasing State
Agency complete site requirement specifications for the Deliverables; if
any. These specifications shall ensure that the Deliverables to be installed
or implemented shall operate properly and efficiently within the site and
system environment. The Vendor shall advise the State of any site
reguirements. for any Deliverables required by the State’s specifications.
Any alterations or modification in site preparation which are directly
‘affributable to incomplete or erroneous specifications provided by the
Vendor and which would involve additional expenses to the State, shall be
made at the expense of the Vendor.

. Specifications: The apparent silence-of the specifications- as to any detail,

or the apparent omission of detailed description concerning any point, shall
be regarded as meaning that only the best commercial practice is to prevail
and only processes, configuration, material and workmanship of the first
quality may be used. Upon any notice of noncompliance provided by the
‘State, Vendor shall supply proof of compliance with the specifications.
Vendor must provide written notice of its intent to deliver alternate or
substitute Services, products, goods or other Deliverables. Alternate or
‘substitute Services, products, goods or Deliverables may be accepted or
rejected in the sole discretion of the State; and any such alternates or
substitutes must be accompanied by Vendor's certification and evidence
satisfactory to the State that the function, characteristics, performance and
‘endurance will be equal or superior to the original Deliverables specified.
See, Acceptance Criteria, below.

Directions: Please describe how the proposed solution will meet the
following technical specifications, including. capabilities, ‘features, and
limitations. Note: Vendors are encouraged to align responses with the
‘technical specifications’ outfine shown below,

1. General Features

Provide the general features of the proposed solution. Please include the
following information:

a. Use this prompt to articulate an understanding of the state’s need as
well as any value-added services relevant to this RFP.

b. Address the solution’s capacity to include ad hoc workflow routing
rules, based on unique business rules defined for document(s) and
signature requirements.

c. Can the solution deliver business process workflow for documerits,
from originator to signatories?

d. Can the solution integrate with global address books or pull users
into a centralized address book? _

e. Address whether the solution will permit external party signing,
including two-facter or multi-factor authentication. Provide
examples.

f. Describe the capability to establish evidentiary requirements for
signed documents,

g. Describe the process of creating new- forms and templates.



h. Address whether each person in the workflow is given the

opportunity te review all documerits, with confirmation -opportunity_--,
before the transaction centinues.

The State needs the sighing process to be simple, and require very
few steps for users. The steps required to secure signatures should
not become more burdensome for any staff involved than current
paper processes. Therefore, describe if the solution configures
predefined workflow routing rules based on specific business rules
defined for document(s) and signature requirements.

Describe the solution's capacity to store completed, digitally signed
document(s), on the State’s ewn Document Management System;
Inciude whether the: _

« Solution supports grouping and/or compartmentalization. of
originators {i.e. by department, function, division, section) 5o
that documents may not be visible to disparate workgroups.

» Originators monitor the progress.and status of transactions
they and/for their workgroups have initiated.

. Describe if the solution facilitates digital signing of documentis via a
computer web browser with modern browsers. Specify minimum
software versions supported.
Describe if the solution facilitates: digital signing of documents. on
I0S, Android, and Windows smart phones. Specify minimum
software versions supported.

n. Also include whether the solution facilitates digital signing of

documents on |0S, Android, and Windows mobile tablet devices.
Specify minimum.software versions: supporied.
. Address if the. solution can create and manage muitiple levels of
system access.
Deseribe if the solution will provide a copy of record for the electronic
document, sufficient to prove, in private litigation, civil enforcement
proceedings and criminal proceedings, that’ (1) the. electronic
document was not altered without detection during transrission or
at any time after receipt; (2) any alterations io the: electronic
document during transmission or after receipt are fully documented.
. Clarify that the solution disallows any form of unauthorized copying
or pasting signatures.
Describe if the solution will determine if any modifications were made
after the signature for the relevant sections were attached and
disallow modifications. or invalidate corresponding section that was
maodified. _
Explain if the solution will contain the copy of record, which will
include o
« Al electronic signatures contained it or logically associated
with that document.
s The date and time of receipt:
o Any other information used to record the meaning of the
document or the circumstances. of its receipt.
e Other, such as authorized system ID of signature owner,
authiorized computer 1D, smart device ID such as MAC
address, location data, etc.



2.

Detection of unauthorized data modification and place
obvious marker on the document — electronic version and
paper version.

A function to alert users of needed actions;

Product Strategy Roadmap

The state needs a fully-developed plan Provide a 12-month Vendor product
strategy as it relates fo the solution proposed.

3.

4.

Disaster Recovery and Hosting Fagcilities

The state needs to understand the hosting facilities, capabilities and
disaster recovery capabilities of the proposed solution, and requires
an application disastér recovery plan as well. In dddition fo these
needs, please address the following:

a.

b.

Explain how the vendor will work with the state to develop
this plan and integrate it with.agency operation.
The data that is stored in this application’s database may be
confidential and if so; must follow HIPAA, FERPA, PIl and
PCI compliance. Explain how the vendor will protect this
data in the case of an event that requires execution of the.
disaster recovery plan.
Describe the hosting facilities. Use diagrams where.
appropriate. Consider the following aspects:
«  Who is the hosting provider? Where is the primary
site? Where is the disaster recovery site?
s Explain if the hosting facilities are SAS 70 |l
compliant and/or compliant with SSAE 16 reporting
standards; please provide copies of the most recent

audit(s).

o What is the data center's classification (Tier 1, Tier
2 etc.)?

e What policies &re in place to thwart insider
breaches?

o What is the process for background checks? Who
are they performed by, for which employees, are the
checks performed at employment; yearly, etc.

o Wil all customer data be housed within the
continental United States?

o Are there any circumstances when the solution:
would store customer data and intellectual property
outside of the United States or with a non-USA
owned institute?

Data Management

a.
b.

Describe how data is archived and/or purged.
The State must receive an attestation letter explaining how
the Vendor destroyed the data when the State separates



from the Vendor. Please acknowlédge that the solution will
supply such communication.

¢. Describe how the state will get its data back in a form that
canbe used. What costs will be involved if any?

d. How is the data destroyed at the end of a term contract?

e Address how workflows, meta-data and
configurations will be transferred.te the state.

5. Audit
The state retains the right fo audit the physical environment (could apply to

production, secondary site, etc.) where the vendor application/service is

hosted per the vendor proposal. Therefore, describe what processes the
solution has in place to allow this audit?

‘a. Describe if the solution will provide a retrievable audit trail.

b. Supply the chain of custody for obtaining the record. of copy.

c. Address if the solution can export capabilities for the audit
trail data. List possible export formats.

d. Describe if audit event details are available to customer in a
reusable format (i.e. CSV, Excel, PDF).

e. Describe how the Audit trail is stored and secured against
tampering.

f. The solution must track every event in the signature
process. Therefore, describe to what degree such details
and events are being stored.

g. Explain how consent from uisers to use the service is tracked
as an auditable-action.

6. NCID

For |dentity Management,.the state has invested in a common solution
cailed NCID. NCID is the State’s enterprise identity management (IDM)
service -and is operated by the North Carolina Office of Information
Technology Services. (The details of NCID can be found at:
https://it.nc.gov/ncidl.) ‘Additional information regarding this.service can be
found in the ITS Service  Catalog at:
hitp:/iwww.its state ne.us/ServiceCatalog/Index.asp (see Identity
Management - NC Identity Management under the main menu item
Application.Services).

In consideration of this environment, describe the solution’s capabilities to
_mtegrate with NCID. Also, explain the solution's capability to externalize
NCID. Within Section IV. Cost Proposal, include an estimate to' integrate
NCID with the proposed solution understanding that this is a decentralized
solution and will be invoiced by the individual agencies.

Please also address the following:



a.

Pescribe: how the solution handles varying roles for
authorization.  Such as guest account (citizen non-
authenticated), administrators, etc.

- The state seeks fo achieve reduced or simplified sign-on

capabilities. Describe how the solution supports reduced ot

's_implifie_d sign-on.

It is possible that there will exist multiple identity stores or
vauits. Explain the solution’s capacity to handle federated
|dent|ty

7. Architecture

The state prefers a cloud-based, software as a service (SaaS)
solution; therefore, please address the following:

a.
b.

C.

What is the solution’s SaaS architecture model?

Provide examples.of scalability for very large organizations
and numbers of concurrent and daily transactions.
Describe how the application performs under load, both in
terms of number the number of users and the transattion
volume.

Does the application. dynamically scale based on runtime

‘'usage and demand?

Provide details to further demonstrate that the proposed
architecture and supported platform will scale to meet-State
current peak and future application processing .and user
demand.

Describe the proposed solution’s applications architecture,
including offline capabilities, multi-language support, and
interface standard supported.

Describe the solution as related to smart devices and

operations: on smart devices including but not limited to

smart pads, smart phones on various platforms. Include
limitations in functienality, security, need for installation of
facilitating software (apps) and possible additional costs.

8. Interoperability and Integration

The proposed solution may be regiired to interface with a variety of
other systems. In consideration of this need, respond to the
following:

a.

b.

Please describe in detail what type of integration the
solution supporis; i.e., the integration architecture.

Solution provides Appllcatlon Programming Interfaces
(APIs) for integration with other Customer systems. Include

any details on Application Programming Interfaces. (AP]S)_

provided. Soime of the potential iritegrations are;
» SAP {SAP SSO0 cookies for example)
= Web services (MQ Series; other APls)
= Enterprise Service Bus {e.g. Web Sphere Service
Broker)
o LDAP (for authentication)
« NCID (for identity managemeént)
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+ Document management systerns (list)

» Office software packages (Office-365)

s Business. systems such as human resources,
accounting, finance, CRM, ERP, LMS, etc.. '

« SharePoint Online and On Premises

'« Dynamics 365, Salesforce.com

Are APls secure and encrypted? What Encryption. Method,
How do you extract form or record data? Do you use
industry staridards such as XML?

How is data inserted intc a form? Can data be inserted
dynamically (bassed on user inserted data)?

Can forms be processed via AP| in both real time and/or
batch mode? N

How does the API deal with multiple accounts (for
enterprise-wide forms)?

Can the API retrieve software version numbers?

How are fields identified in the API?

How is the workflow engine capab[e of easily supporting a
variety of e-farms?

The state prefers REST web service interfaces. XML
schemas should be derived from industry standard
vocabularies where possible such as the National
Information Exchange Model (NIEM).  Describe how the
solution will support these and other interoperability
standards.

9. Applications Management and Control

Desecribe the process of raising and managing excepfions within the
application. Please include the following:

a.

T~ @moono

Address whether multifactor authentication (MFA) access is
available for all accounts mcludlng signatories, admins, and
form builders? s it included in the price? If not provide
pricing in the cost section.

Déscribe the fevel of customer ¢ontrol on the timing of
applying patches, upgrades, and changes to the SaaS
application and the notification process to be used..

Explain the process for handllng software defects.

Describe the major and minor release policy-for. the solution.
Describe user configuration capabilities.

Describe user self-provisioning capabifities.

Describe the level and skill set needed by the State to
administer and configuré the proposed.solution.

How do you address Délegation of authority?

Describe  how prwlleged management accounts are
secured, provide encrypted -authentication: and access to
authorized users.



10.

1.

i

Specifically, does the Delegation of.Authority capability that
allows signatories te delegate signing authority for
documents for a-specified period of time, or indefinitely.

Application Specifications

Please describe how the solution will include the following
ap_p'lica_ti_on.-sp_ecification_s:

d.

b.

Describe integration with Microsoft Office 365 Office
Productivity & Email. _

Describe.how the solution can initiate the signature process
with PDF and Word documents. Please note that the vendor
may apply custom branding (official logos, colors,
hyperlinks) as necessary fo creale a consistent user
experience. Please see Section Il #6 for more information.
Describe how the solution works with Section 508 compliant
screen readers and other ADA capabilities. Specifically, in-
pracess and completed documents should be fully read by
a screen reader.

Provides a digital signature solution in which the "root"
digital certificate is provided by a certificate. authority that
meets assurance and trust requirements by Adobe.

‘Documents with these certificates become automatically

trusted by Adobe as this facilitates the ability to validate the
signature. More information about Adobe's Approved Trust
List and current members of that list can be found at

http:/ihelpx.adobe.com/acrabat/kb/approved-trust-
list2.html., B

Provides the ability for anyone to open a digitally signed
PDF and observe a signature validity confirmation across
the top of the file that indicates all sighatures are signed and:

valid.

Users of the e-signature service are given an opporfunity to
decline to use the service.

Does the solution provide the capability for electronic
notarization. _

Digital signature notifications are achievable through SMTP

relay, direct email client integration (i.e. "mailto.”), or SMS

(text messages). Please describe these and/or other

.capabilities.

Describe what notifications are sent to a user-for signature?
Please describe the solution’s policy for handling
customer's intellectual property, data, and information.

Describe if the solution can import a predefined eleétronic
list (i.e. CSV, ODBC, Excel} of customer's vendors and

business partners. Please describe capability’ and any

limitations that may exist.

Automation of Forms



Explain how the solution will address the automation of forms.
Provide an explanation regarding the:

a.

b.
G.

d.

M.

Process for integrating field validation (both data and
format).

Process for database integration.

The limitations  on the number of standard ternplates that
can exist.

Level at which standard templates exist — whole org.,
division, etc? Provide examples.

Revision process to forms without customizationi from
vendor.

Use of existing form {tempiaies created by other products.
Methodology regarding how calculations are cenducted
within form.

Process for creating and ‘publishing forms to agency
websites. ' '
Process requiredfor citizens to use forms posted ta Agency
websites via the solution.

Methodology. regarding how persons .in a workflow can
redling data in a form that js in process and route that form
back to the originator for revision. Describe the form data
capture — stored in form repfica and/or recreated from
database and ability to .extract either way.

Process for pre-populating user specific information such as
name, address, and etc.

Solution’s method for marking sections. of the document
where signature is required.

Solution will allow forms to be.labeled by type of process,
such-as HR, Finance, Payroll, etc. '

12. Workfiow

Describe the solution’s workflow capabilities. Include the.
functionalities below within the description:

a.

Provide examples of templates for developing workflows per
the solution that will standardize business engineering
processes and improve workflow develepment efficiericy.
Any limitations 1o the size -of documents sent through
workflow.

Any limitations to the combined file size of a transagtion with
multiple files attached.

Each person in the workflow is given the opportinity to
review all documents, with a confirmation opportunity,
before the transaction continues.

The solution allows for rejection. If a form is rejected,
specify how commenting, rerouting, markup of document is
allowed.

The solution supports the approving/rejecting of mulitiple
sections of a document by more than one approver -and/or
signer.

Workflows are setup based on Roles and Permissions



13.

14.

°o3s3

i

User initiates signing.
Each department!dwlsmnz‘unlt can have and maintain their
own custemizable workflows.

Routing of multiple types of documents with multiple

sighatures within a single transaction.

Users can track the progress of a transaction — including
stage and status.

The process for copying previously created workflows

. The solution géenerates a diagram of the workflow.

Liser can abandon signing a docuiment.

Portions of the workflow that are configurable by the
Department/Division/Unit,

Queues-are established to assist users to process, review,
analyze and approve depending on role.

. Support Ad Hoc signing from cloud and smart devices.

Workflow creation can be automated. (i.e. — Rolés copied
from other systems such as HR/Payroll systems).
Documents which do not require signature are bound to
signature documents and routed through the workflow.
Workflow can be redirected and users injected to the flow.

Support” branding and color scheme customization of

document packages for signature.

Support document creator workflow rerouting with and.
without workflow start over.

How an external sysfem -process can be added as a
workflow step/approval.

Describe how the. selufion will generate workflow and forms
meta-data and the content of such meta-data spemfymg
what is included, and what is excluded.

Signature/initialing

Describe the solution’s sighature and initialing capabilit'ies. Include
how the:

a,

b.

Digital signature is linked. to the documents being
signed. Describe how this is achieved. _
Sclution assigns and restricts. the sole control of the.
signature to the owrner.

Solution captures'the users “actual” signature and initials.
Solution captures a picture of the signature owner and
associates it with the actual S|gnature

Solution captures speed, pressure and x-y coordinates of
signatures.

Receiver of data can-determine origin.

Electronic document cannot be altered without detection at
any time after beinhg signed. _
Code or other mechanism is used to create digital
signatures and how that code or mechanism.is. umque fo
that individual at the timie of signature.

Repudiation
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15.

16,

Describe how the solution addresses repudiation; 's_pecifi'caliy
address how the solution will provide:

a.

=

True. and correct copy of document received — provide
sufficient evidence to show how thé copy of record was.
derived from and &ccurately reflects the. electronic
document as it was received by the system, this evidence is
also necessary to establish document integrity.

- A human-readable format that clearly and accurately

associates all the information provided in electronic
document with descriptions or labeling of the information.
and provides. the opportunity to repudiate the electronic:
document based on this review..

Inclusion of other information necessary to record meaning
of document - such as data field labels, signatory
information such as references to validation mechanism,
and transimissicn sourcée information.

. Procedures to address submitter/signatory repudiation of a

copy of record.

Confirmation of receipt of intact form data or record.
Expunging of transaction upon. authorized- request.

Long term validation of electronically signed document.
Describe how electronically signed document will maintain
validity for long term {multiple years out).

Notification

Describe the solution’s netificatiori capabilities, include if the
solution:

.

Provides opportunity to review certification statements and
warnings (including any applicable certifications that false
certification carries criminal penalties).

b. Provides notification that copy of record is available and this
notification is configurable by each
Department/Division/Unit.

¢. Flagsaccidental submissions.

d. Supports setting expirations and notifications.

e. Has expirations and notifications that can be set for a
standard (e.g. threg-month expiry) for whole organization, a
division,. and individual and etc. '

f. Makes it clear that the signed document represents a
completed declaration of will, and not just a draft which the
signatory did nat intend to be bound by ~ Finality function.

g. Makes a signatory aware that by his/her signature helshe is
entering into a binding transaction — Cautionary function.

h. Includes automatic acknowledgement of receipt.

Storage-

Describe the following storage capabilities; include if the solutions
storage. functionality can:



To print or.stere locally by persan(s) in the process.

Form data or record will be stored — vendor or agency..
Provide costs -estimate for vendor storage in Section IV.
Provide cost estimate for-any transmission cost if stored at
agency in Section V.

Store and accommedate  according to  each
department/division/unit record retention and disposition
schedule. _

Allow procedures for retrieving ‘documents frofn Vendor;
during contract term.

Allow procédures for retrieving documents from Vendor;
expired contract term. _

Format documents are received and stored in.

Support document package. labeling for ease of segmented
document storage outside of the native solution data-center
Process for refrieving information required to meet
eDiscovery requests when documents are stored at a
Vendor operated or confrolled site; or when information
retrieval requires participation of the Vendor or a third party,

Process for searching and ‘sorting information stored at

Agency site to meet eDiscovery requests (e.g. — record
identifiers).

Exit Strategy —Define how this process would work and what
costs would be-involved.  Is there a cost for transferred
data?

17.  Service Level Agreement (SLA} and Reporting

The ideal solution will have a detailed Service Level Agreeiment:

(SLA)

a.

Provide a copy of the proposed Service Level Agreement

(SLA). Including notation of optional levels of service and
Breaches in SLA from a Financial standpoint.

What is the standard service availability that the solution
commits to provide in a Service Level Agreement (SLA)?

Please provide quantitative response in percentage (%) and

any other details to describe this service availability
commitment.

Is the SLA Financially backed?

With respect to RPO and RTO, please describe how the
solution provided.allows for an RPO of 24 hours and an RTO
of 24-48 hours. Describe the -architectural approach,

infrastructure and operating environment that-are necessary
to meet the stated recovery point and time objectives. [n
addition, tell us if the proposed solution exceeds those.
metrics.

Describe report and metrics generation capabilities, Show
examples of how utilization can be tracked by user or groups
of users.




f.

The state will require a rolled-up view of all usage broken
down by agericy quarterly and yearly, therefore; describe
how the solution will allow agencies fo run their own usage
reports.

The total transaction volume can he tracked by month, by
Department/Division/Unit, and reported to DIT.

18.  Software Support and Maintenance Services

The ideal solution will have established support and maintenance.
Please explain the following regarding these services:

a.

Describe how the service desk operates; i.e., service hours,
escalation of problems, ticket tracking, reporting-of metrics
on availability, call scripts, repository of solutions, call back
time etc.

Describe how the solution will provide availability and
uptime metrics for solution. _

Describe the solution's development “sandbox™ as
envisioned for backend integration efforts with legacy
environments. ' '
Describe how the application changes- will be able to be
previewed in a “sandbox”/non-production environment prior
to changes being made. in production.

Describe the management and project team assigned to
work with North Carolina.

Describe the process. for incident management, change
management and release management.

Provide a list and description of the required roles and level
of staff resources {o manage, moniter, maintain and support
the overall solution. '

19.  Training

The State desires a solution that will. employ-training techniques with
the capability to accommodate various levels of users. Training will
be rieeded for each department/division/unit to include form
maodification, workflow creation/modifications, and assistance with
onboarding users including signature creation. -Describe the
solution’s training regarding:

a.
b.
C.

o

What modes of user training are available?
What level of training comes with the proposal?

What type of training will be provided in the proposal forthe’

new use cases and purchases? (fo include form
modification, ~ workflow  creation/modifications,  and
assisfance with on-boarding users including signature
creation.)

What online help capabilities are available for users?

What online help capabiiities are available for
administrators?

What web-based documentation is provided?



g. Whatlive and web-based technical support is provided?

h. What types of training and documentation is provided for
APl usage?

i. Describe the ability to provide cloud based user *sandbox”
areas. to support user on boarding, training, and functional
trials. Specifically discuss-limitations as related to function.

~ of the production system-as well as trial or usage limits.

j. Describe whether the proposed solution requires customer
o procure or implement any additional, on-premise
hardware or technology commodities for proposed sofution
to function. Specify requirements by including descriptions,
manufacturers, and model humbers. _ _

k. Provide informationy regarding user communities. and/or
support groups.

IV. Cost Proposal
OFFER COSTS: The Vendor must list and describe any applicable offer-costs
which may include the followirig:

1) Vendor shall be able to-accept individual and/or Agency Wide Purchases
on behalf of the agency and count toward the tiered pricing of that
Agency

2} Can Transactions/licensing fees be billed by Department/Division/Unit?

3) Pricing based on total transaction volume for the State.

4) Explain usage and meaning of document, folder, and transaction system.
identifiers. Usage counts will need to correspond with Cost Proposal in
Section IV,

5) Describe the purchase process for an Agency..

6) Define the minimum transaction purchase:.

7) Definé the Costs for Connectors to SharePoint, Dynamics 365,
Salesforce efe. ) _

a. What costs are there to integrate into SharePoint?, Azure, Amazon
Webservices, Dynamics 365, and Saleforce.com. _

b. What other CRM solutions or cloud solutions do you integrate with?
Provide list and & ¢ost for each.

8) Define-what is included in the Named users, Tiered, and unlimited pricing
medels. Support, training, adoption efc..

9) Define Unlimited or Enterprise in terms of who can utilize this model.

10} Define what constittes a fransaction from a. cost standpoint?

~ Specifically, Voided Transactions and bulk Downloads.

11) Define Adoption accelerator costs if offered?

12) Define. the ‘service tevel, description -and costs for Standard, Premium,
-and Dedicated Support? ' '

13) Is Unlimited phone technical support available for users, power users and
administrators? _

14) Define what happens to the number of Transactions that are not used
during the contractterm and yearly anniversary.

15) Define the licensing model offered and how signatures and transactions-
are counted.




16) NCID Integration-This is a de-centralized model and each Agency will
have its ‘own solution; therefore, define the cost for integration. Consider

Storage — How much storage is included with each cost model.
Exit Strategy — Define the cost for downloading transactions-
Define how this process works

What is the cost for bulk retrieval of documents?

Migration costs:-from existing signature systems

Are there costs for Voided Transaction if any?

Is there customization required or proposed -addressing

sp_e_clflcatlon_ If so, what is the cost.
Are there -additional modules required or proposed addressing
specifications

| Are there-any mstallahonfconvers|0n!|ntegratlon!transmon costs?

Provide all training costs by type; user, admin, power user. What

is included in each cost model.

Maintenance costs per year- s this an evergreen product and
updates are included?

~ Do you have a professional consulting service or other value

added service based on hourly rates? Provide your hourly costs.
Travel and lodglng expenses; if any. must be thorough[y
descrlbed a i

1, |1 User/year Named User

2. |5 Users/year Named User

3. |25 Usersfyear Named User’

4, 1100 Transaction/year | Package:  of
signatures

5 | 500 Transaction/year | Package  of
signatures’

6. | 2500 Transaction/year | Package:  of
sighatures

7. 5000 Transaction/year Package. of
signatures

8. {10008 Transaction/year | Package  of
signatures

9, 20000 Transaction/year | Package  of
signatures-

10. | 500600 ‘Transaction/year | Package  of
signatures




11.

75000

Transaction/fyear.

Package  of
signatures

12.

100000

Transaction/year

Package of

signatures’

13.

Unlimited

Transaction/year

Package  of
sighatures

14,

NA

NA

NCID

integration

15.

Storage

I vB

Cost for Form
Storage

16.

Per Corninector

Connecior fo
Dynamics 365

17.

Per Conhector

Connector to

‘Salesforce

18.

Per Connectar

Cannector 1o
SharePaint
Online

19.

Per Connector

Connecior to
SharePoeint On

Prem

20.

Bulk retrieval

of

Transactions

21.

Per hour?

Migration
Costs

22.

Vendor
Defirie

Transaction/year

Costs for
Voided
Transactions

23.

Vendor
Define

Per hour

Professional

Services

17) PAYMENT PLAN PROPOSAL:




Vendors should note that muitiple State agencies will leverage this .contrac;t_,
subsequently requiring the awarded vendor to invoice and provision each
individual agency separately.

If Buying licenses/transactions in the middle of the term thenthey should be
co-termed and prorated to the contract anniversary date.

18) ALTERNATIVE COST RESPONSE: Vendors whe propose an Alternative cost
response must submit a separate document labeled “ALTERNATIVE COST
RESPONSE”.




V. Other Requirements and Special Terms

1) VENDOR UTILIZATION OF WORKERS QUTSIDE U.S.: In accordance with

N.C.G.S, §'I4SB -1361(b}, the. Vendor must detail the manner in which it intends
to. utilize resources or workers in the RFP response. The State of North
Carolina will evaluate the additional risks; costs, and other factors associated
with such utilization priorto making an.award for any such Vendor's offer. The
Vendor shall provide the followirig for any offer or actual ufilization or contract
performance:.

a) The location of work performed under-a state contract by the Vendor,.any
‘subcontractors, employees, or other persons performing the Agreement
and whether.any of this work will be performed outside the United States

b) The corporate structure and location of corporate employees and activities
of the Vendors, its affiliates or any other subcontractors

¢) Notice of the relocation of the Vendor, employees of the Vendor,
subcontractors of the Vendor, or-other persons performing Services under
a state confract outside of the United States

d) Any Vendor or subcontractor providing call or contact centér Services to
the State of North Carolina shall disclose to inbound callers the location
from which the call or contact center Services are being provided

Will any work under the Agreement be performed outside the United States?
Where will Services be performed: YES NO

2)

SPECIAL TERMS AND CONDITIONS:

a) Paragraph #19 of the DIT Terms and Conditions is- supplemented as

- follows: Any such audit shall be conducted only upon prior written notice
of 30 days or more, and with the concurrence of The State for the date and
time of any audit, and adherence to The State's securify requirements
during regular business hours at The State's offices and shall not
unreasonably interfere with The State’s business activities.

b) Paragraph #16 of the DIT Tefms and Conditions is supplemented as
follows: Each agency will be in their own instance and can successfully
build and release signature transactions.

c) Reserved
d} Maintenance

FINANCIAL STATEMENTS:. The Vendor shall provide evidence of financial

stability with its response tothis RFP as further described hereinbelow. As
used herein, Finangial Siatements shall exclude. tax returns and compiled
statements. ' '

a) Fora publicly raded company, Financial Statements for the past three (3}
fiscal years, including at & minimum, inceme statements, balance sheets,
and statement of changes in financial position or cash flows. [f three (3)
years of financial statements aré not available, this information. shall be
provided to the fullest extent possible, but not less than one year. If less
than 3 years, the Vendor must explain the reason why they are not
available.




b) Fora privatély held company, when certified audited finarncial statements
- are not prepared: a written statement from the company’s certified public
-accountant stating the financial condition, debi-to-asset ratio for the past
three (3) years and any pending actions that may affect the company’s.
financial condition,

¢} The State may, in its sole discretion, accept evidence of financial stability
other than Financial Statements for the purpose of evaluating Vendors”
responses to this RFP. The State reserves the right to determine whether
the substitute information meets the requirements for Financial Information
sufficiently to allow the State to evaluate the sufficiency of financial
resources and the-ability of the-business to sustain performance of this RFP
award. Scope Statements issued may require the submission of Financial
Statements and spec;fy the number of years to be provided, the information
tobe provided, and the most recent date required.

DISCLOSURE OF LITIGATION: Reserved.

CRIMINAL CONVICTION: Reserved.

SECURITY AND BACKGROUND CHECKS: Reserved.

ASSURANCES: Reserved.

CONFIDENTIALITY OF DATA AND INFORMATION: All RFP responses;

_|nformat|on marked as conﬂdentlal or proprietary, financial, statistical,
‘personnel, technical and other data and information relating to the State’s

operation which are designated confidential by the State and made availabie

‘to the Vendor in order to-carry out the Agreement or which. become available:
1o the Vendor in carrying cut the Agreement, shall be protected bythe Vendor

from unauthorized use and disclosuré throtigh the ebservance of the same or
more effective procedural requirements as are applicable to the State.  If the

methods and procedures employed by the Vendor for the protection of the

Vendor's data and information are deemed by the State to be adequate for the

protection of the State's confidential information, such methods and

procedures may be uséd, with the written consent of the State, to carry.out the
intent-of this section. The Vendor shall not be required under the provisions of
this 'section to keep confidential, {1) information generally available to the

‘public, {2) information released by the State generally, or to the Vendor without

restriction, (3} information independently developed or acquired by the Vendor
or its personnel without reliance in any way on otherwise protected information
of the State. Notwithstanding the foregoing restrictions, the Vendor and. its
personnel may use and disclose any information which it is otherwise required

by law to disclose, but in‘egch case only after the State has been so riotified,
-and has had the opportunity, if possible, to obtain: reasonable protection for
such information in connection with such disclosure,

9) SOFTWARE TERMS: Reserved.

10) PROJECT MANAGEMENT: All coordination on behalf of the Agency shall be

through a single point of contact designated as the Agency Project Manager.
Vendor shall designate a Vendor Project Manager who will provide a single
point of contact for management and coordination of Vendor's work. All work



performed pursuant to the Agreement shall be coordinated between the
Agency Project Manager and the Vendot's Project Manager.

11) MEETINGS: The Vendor is required to. meet with Agency personnel, or
designated. representatives, to resolve technical or contractual probtems that
may occur during the term of the Agreement. Meetings will occur as problems
arise and will be coordinated by Agency. The Vendor will be given reasonabile
and sufficient notice of meeting dates; times, and locationis. Conference calls
are should be sufficient as opposed to face-to-face meeting. Consistent failure
to ‘participate in problem resolution meetings, two (2) consecutive missed or
rescheduled meetings, or failure to make a good faith effort to resolve
problems, may result in termination of the Agreement.

12) STOP WORK ORDER: The State may issue a written Stop Work Order to
Vendor for cause at any time requiring Vendor to suspend or-stop all, or.any
part, of the performance due under the Agreement for a period up to ninety
(90) days after the Stop Work Order is delivered to the Vendor. The ninety ( 90)
day period may be extended for any further period for which the parties may
agree. '

a) The Stop Work Order shall be specifically identified as such and shall
indicate that it is issued under this term. Upon receipt of the. Stop Work
Order, the Vendor shall immediately ¢comply with its terms and . take all
reasonable steps to minimize incurring costs allocable to the work covered
by the Stop Work Order during the period of work suspension or stoppage.
Within a period of ninety (30} days after a Stop Work Order is delivered to
Vendor, of within any extension of that period: to which the parties agree,
the Siate shall either:

i) Cancel the Stop Work Order, or

i) Terminate the work covered by the Stop Work Order as provided for in
the termination for default or the termination for convenience clause of
the Agreement.

b) If a Stop Work Order issued under this clause is canceled or the period of
the Stop Work Order or any extension thereof expires, the Vendor shall
resume work. The State shall make an equitable adjustment in the delivery
schedule, the Agreement. price, or both, and the Agreement shall be
modified, in writing, accardingly, if:

i) The Stop Work Order results in anincrease in the time required for, or
in-the Vendor's cost properly allocable to the performance of any part
of the Agréement, and '

i) The Vendor asserts its rlght to an equitable adjustment within thirty (30)
days after the end of the period of work stoppage; provided that if the
State decides the facts justify the action, the State may receive and act
upon an offer submitted at any time before: final payment under the
Agresment.

) If a Stop Work Order is not cancéled and the work covered by the Stop
Work Order is terminated in accordance with the provision. entitled
Termination for Convenience of the State, the-State shall allow reasonable




direct costs resulting frorm the Stop Work Order in arriving at the termination
settlement..

The State shall not be liable tothe Vendor for loss of profits because of a
Stop Work Order issued under this term.

13) TRANSITION ASSISTANCE: If this Agreement is not renewed at the end of
this term, or is canceled priar to its expiration, for any reason, the Vendor must
provide for up. to six (6) months after the expiration or cancellation of the
-Agreement all reasonable transition assistance requested by the State, to aliow
for the expited or canceled portion of the Services to continue without
interruption -or adverse effect, and to facilitate the orderly transfer of such
Services to the Stafe or its designees. Such transition assistance wilk be.
‘deemed by the parties to be governed by the terms and conditions of the.
Agreement, (notwﬂhstandmg this expiration or cancellation) except for those
Contract terms or ¢onditions that do not reasonably apply to such transition
assistance. The State shall pay the Vendor for any resources utilized in
performing such transition assistance at the most current rates provided by the
Agreement for Contract performance. If the State cancels the Agreement for
cause, then the State will be entitled to offset the cost of paying the Vendor for
the additional reseuices the Vendor uiilized in providing transition assistance
with any damages the State may have othérwise accrued as a result-of said
canceliation.

14)TERM EXTENSIONS: This agreement allows month-to-month -or other term
extensions at the discretion of the State.

15) FINANCIAL RESOURCES ASSESSMENT, QUALITY ASSURANCE,
PERFORMANCE -AND RELIABILITY:

a) Pursuant to N.C.G.S. §143B- 1350(h)(1), Agencies must. conduct a risk
assessment, including whether the Vendors has sufficient financial
resources to satisfy the agreed upon limitation of liability prior to the award
of a contract with Vendor.

'b)- Contract Performance Security. The State reserves the right to require
performance guaranties pursuant to N.C.G.S. §143B-1 340(f) and 08 NCAC
06B.1207 from the Vendor without expense to the State.

c) Project Assurance, Performance and Reliability Evaluation — Pursuant to
" N.C.G.8. §143B-1340, the State CIO may require quality assurance
reviews of Projects as necessary.

16) UNANTICIPATED TASKS: Reserved,
17) DUE DILIGENCE: Reseived.

18) AGENCY SITE VISITS: Reserved.
19) VENDOR SITE VISITS: Reserved.

'_20)RESELLERS If the Offer is made by a Reseller that purchased the offered
items for resale or ficense to the Agency, or offered based upon an agreement
between the Offeror and a third party, and that the proprietary and intellectual
property rights associated with the items are owned by parties other than the
Reseller (“Third Parties”). The Agency further acknowledges that except for
the payment to the Reseller for the Third Party items, all of its rights and




obligations with respect thereto flow from and to the Third Parties. The
Reseller shall provide the Agency with copies of all documentatlon and
warranties for the Third Party items which are provided to the Reselier. The
Reseller shall assign all applicable third party warranties for Deliverables to the
Agency. The State reserves all rights fo utilize existing agreements with such
Third Parties or to negotiate agréements with such Third Parties as the State
deenis necessary or proper to achieve the intent of this RFP..

V1. Proposal Content and Organization

1y

3)

4)

CONTENTS OF PROPOSAL: This section should centain all relevant and
material information relating to the Vendor's organization, personnel, and
experience that would substantiate its qualifications and capabilities to perform
the Services and/or provnde the goods described in this RFP. If any relevant
and material information is. not provided, the offer miay be rejected from
consideration and evaluation. Offers will be considered and evaluated based
upon the Vendor's full completion and response to the following, and any
additionai requirements herein, or stated in a separate Exhibit,

INFORMATION AND DESCRIPTIVE LITERATURE: The Vendor muist furnish
all information requested; and if response spaces are provided in this’
document, the Vendor shall furnish said information in the spaces provided.
Further, if required elsewhere in this RFP, each Vendor must submit with their
offer sketches, descriptive literature and/or complete. specifications covering

the products offered. References to literature submitted with a previous offer

will not satisfy this provision. Proposals that do not comply with these
requirements may be rejected.

PROPOSAL CONTENT: Denionstrate substantial conformity to' the: RFP

specifications.
a) Clearly state the understanding of the. problem(s) presented by this RFP.
i) Response to technical specifications
ii}. Cost offer
b) Detailed description of Vendor's firm-should include all of the following:
i} Full name, address, and telephone number of the organization;
if) Date established:;
i) Background of firm;
iv) Ownership (public company, partnership, subsidiary, etc.);
v) If incorporated, state of incorporation must be included.

vi) Number of full-time employees on January 1st for the last three years or
for the duration that the Vendos's firm has been in business, whichever
is less:

ERRATA OR EXCEPTIONS: Any errata-or exceptions must be stated on a
separate page, labeled “Errata and/or Exceptions” with references to the
corresponding terms or provisions of the Solicitation.




7)

OFFER FORMAT: The offers should contain the entire solicitation and be
organized in the exact order in which the requirements ‘and/or desirable
performance criteria are presented in the RFP. The Exécution page of this
RFEP must be placed at the front of the Proposal. Each page should be
numbered. The offer should contain a table of contents, which cross-
references the RFP requirement and-the specific page of the response in the
Vendor's offer.. -All offers should be typewritten on standard 8 % x 11 paper
(larger paperis permissible for charts, spreadsheets, etc.) and placed within a
binder with tabs delineating each section. '

GENERAL INSTRUCTIONS: Vendors are strongly encouraged-to adhere to

the following general instructions in order to-bring clarity and. order to the offer
and subsequent evaluation process:

a) Elaborate offers in the form of brochures or other presentations beyond that
necessary to present a conplete and effective offer are not desired.

b) The response should be complete and comprehensive with a
gorresponding emphasis on being concise and clear.

RFP_RESPONSE ORGANIZATION: The offer should be organized and
indexed in the following format and should contain, at a minimum, all fisted
items.in the sequence indicated.

a@) Letter -of Transmiftal - Each offéer must be accompanied by a letter of
{ransmittal that provides the following information:
iy Identify the submitting ofganization;
i) Identify the name, title, telephohe and fax number, along with an e-mail
address of the person authorized by the organization to-contractually
cbligate the orgahization;

iii} Identify the riame, title; telephone and fax number, along with an e-mail
address of the persen authorized to negotiate the Agreement on behalf
of the orgahization;

iv) Identify the names; titles, telephone and fax number, along with an e-
mail address of the person to be contacted for clarification;

v) Acknowledge receipt-of any and all amendmerits to this RFP.
b} Table of Contents.
c) Response to Technical Specifications.
d) Completed-Cost Offer.
e} References.
f} Financial Information.
g) Conflict of Interest:

i} Provide a statement that no assistance in preparing the response was
received. from any current or- former employee of the State' of North
Carolina whose duties relate{(d) to this RFP, unless such assistance
‘'was provided by the state employee in his or her official public capacity
and that neither such employee nor any member of his or her
immediate family has any financial interest in the outcome of this RFP;



8)

ADHERENCE TO INSTRUCTIONS: Any offer that does not adhere 1o these

i) -State if the Vendor or any employee of the Vendor is related by blood
~ or marriage to an Agency employee or resides with an Agency
employee. If there are such relationships, list the names and
relationships of said parties. [nclude the position and responsibilities
within the Vendor's organization of such Vendor employees; and

iy State the employing State Agency, individual's title at that State
Agency, and termination date.
Errata. ahd Exceptions, if -any. Offers. conditioned upon acceptance of
Vendor Exceptions may.be determined to be non-responsive by the State.
Copy of the Vendar's License and Maintenance Agreements, if any. The
State reserves the right to edit or modify these agreements to conform to
the best interest of the State.
Other-Supporting Material Including Technical System Documentation.
Training and Other Materials, Sampies or Examples.
Within each section of their offer, Vendors should address the items in the
order in which they appear in this RFP. Forms, if any provided in the RFP,
must.be completed and included in the-appropriate section of the offer. All
discussion of proposed costs, rates, or expenses must be presented with
the cost response. '

instructions may be deemed non-responsive and rejected on that hasis.
ATTACHMENTS: Vendors may attach other materials that they feal may

improve the quality of their responses. However, these materials should be:

included as items in a separate appendix.



Attachment A. Department of information Technology Terms
and Conditions

1) DEFINITIONS:

2)

a)

b)

e:)

“Data’ includes mearis information, formulae, algorithms, or ather content that the State,
the State’s employees, agents and end users upload, create or modify using the Services
pursuant to this. Agreement, Data also includes user identification information and
metadata which may contain Data or from which the State's Data may be ascertainable.
Deliverable/Product Wairanties shall mean and inciude the ‘warrantiés provided for
produtts or deliverables licensed'to the State-as included.in Paragraph 7) ¢} of these Terms

and Conditions unless superseded by a Vendor's Warranties pursuant to Vendor's License

or Suppori Agréements.

“Services” shall ‘mean the duties and tasks undertaken by. the Vendor to- fulfill the

requirements -and.specifications of this soficitation, including, without limitation, providing

web. browser access by authorized users to certain Vendor online services- identified
herein, and to related services, such as Vendor hosted Computer starage, databases

Suppo_rt documentation, and other functionalities.
"State” shall mean the State of North Caralina, the Departmient of Information Technology
as an agency; or the agency identified in this solicitation as the Purchasing Agericy and

Award Authority:

"Support™ inciudes provision of ongoing updates and maintenance for the Vendor online
software applications, and as may be specified herein, consulting, training and other
support Services as provided by the: Vendor far users receiving similar Services.

ACCESS AND USE OF ONLINE SERVICES:

a)

b)

Vendor grants the State a personal non- -transferable and non-exclusive right io use and

access, all Services and other functionalities of services provided, furnished:or-accessible

under this Agreement. The State may utilize the Services as agreed herein and in

‘accordance with any mutually agreed Acceptable Use Palicy. The State is authorized fo
actess State Data and any Vendor-provided data as speécified herein and fo transmit

revisions, updates, deletions, enhancements, or modifications to the State Data. This shalfl

include the right of the State to, and access to, Support without the Vendor requirihg a

separate maintenance or support agreement. Subject to an agreed limitation on the
number of users, the State may use the Services with any computer, compliter system
server, or desktop workstation owhed or utilized by the State or other authorized users.
User access to the Services shall be toutiriely providéd by thé Vendor and may be subject
to-:a mere specific Service Level Agreement (SLA) agreed to in writing by the parties. The

State shall notify the Vendor of any unauthorized use of any password or acceunt, ot any
other kirown or suspected. breach of security access. The State also agrees to refrain from
‘taking any steps, such-as reverse engineering, reverse-assembly or reverse compilation to

derive a source code equwaient tothe Services orany portlon thereof. Use of the Services
to perform services far commerciat third parties {so-called “service. bureau™ uses) is not

permitted, but the State may uiilize the Services to perform its governmentat functions. If

the Services fees are based upon the nurnber of Users and/or hosted instances, the
number of Usersfhosted instances available may be adjusted at any time (subject to'the
restrictions-on the maximum Aumber of Users specified in the Furnish and Deliver Table

‘herein .above) by mutual agreement and State Procurement approval. All Services and

information designated as “confidential” or “proprietary”. shall be kept in confidence except
as may be required by the North Carclina Public Records Act: N.C.G.S. § 132+, et. seq.
The State's right to access the Services and its-associated services neitherfransfers, vests,
nor infers any title or other ownérship right in any inteflectual property rights of the Vendor
or any third party, nor does this right of access transfer, vest, or infer any title or other’
ownérship rightiin any solrce code associated with the Semces unless. otherwise agreed

‘to by the parties. The provisicns of this paragraph wifl not be construed as a sale of any

pwnership rights in the Services. Any Services or technical and business information

-owned by Vendor or its. suppliers or-licensors made accessible or furnished te the State



3)

d)

f

g)

h}

a)

B)

shall be-and remain the property of the. Vendor.or-such other party; respectively. Vendor
has a limited, non-exclusive license to access and use the State Data as provided to
Vendor, but solely for performing its obligations under this Agreement and in confidence
as provided herein. ' '

Vendor or its suppliers shall at minimum, and except as otherwise agreéd, provide

telephone assistance to-the State for alt Services procured hereunder during the State’s
normal busingss hours (unless different hours are spécified herein). "Vendor warrants that
its Support and customer service and assistance will be performied ‘in accordance with
generally accepted industry standards. The State has the right to receive the benefit of
upgrades, updates, maintenance releases or other enhancements or modifications made
generally available to Vendor's users for siffiilar Services, Vendor's right to a new use
agreement for new version releases of the Services shall'not be abridged by the foregoing.
Vendor may, at no additional charge, modify the Services to improve operation and
rellablllty or to meet legal requirements.

Vendorwill provide to the State the same Services for updating, maintatning and contlnumg

-optimal performance for the Services as prowded o other similarly situated users or

tenants of the Services, but minimally as provided for and specified. herein. Unless
otherwise agreed in writing, Support will also be provided for any other {e.g., third—party)
software provided by the Vendor in connection with the Vendor's soluion herein. The
technical and professional activities required for establishing, managing, and maintaining’

the Services environment ate ‘the responsibiiities of the Vendor. Any training specified

herein will be provided by the Vendor to certain State users for the fees oF costs as. set
forth herein or’in an SLA.

Services provided pursuant to this Solicitation may, in some circumstances, be
accompanied by a user clickwrap agreement. The term clickwrap agreement refers to an
agreement that requires the end user to manifest his or her assent to terms and conditions
by clicking an “ok” or “agree” button on a dialog box or pop-up window as part of the

process of access to the Services. All terms and conditions of any clickwrap agreement
provided with any Services solicited hersin shall have no force and effectand shall be non-
binding on.the State, its employees, agents, and dther authorized users of the Services.

The Vendor -may utilize pariners and/or subconfractors to assist in the provision of the-

Services, so long as.the State Data is not removed from the United States unless the terms
of storage of the State Data are clearly disclosed, the security provisions referenced herein
can still be complied with, and such- removal is done with the prior express written

permission of the State. The Vendor shall identify all of its strategic business partners.

related to Services provided under this contract, mcludmg but not limited to, all
subcontractors or other entities or individuals who may he-a party to a joint venture or
similar agreement with the Vendor, who will be involved in any application dévelopment
and/cr operations. '

Vendor warrants that all Services will be performed with professicrial care and skill, in a
workmanllk_e -manner and in accordance with the Services documentation and this
Agreement. _ _

An SLA or other agreed writing shall contain provisions- for scalability of Services and any
variation in fees or costs as a result of any such scallng

Professional services provided by the Vendor at the request by the ‘State in writing in
addition to agreed Services. shall be at the then—emstmg Vendor hourly rates when
provided, unless otherwise agreed in writing by the parties.

WARRANTY OF NON-INFRINGEMENT; REMEDIES.

Vendor warrants 1o the best of its knowledge that:
i) The Services do not infringe any inteliectual property rights of any third party; and
i) There are no actual or threatened actions. arising from, or alleged under, any
inteflectual property rights of any third party;
Should any Services supplied by Vendor become the subject of a claim of infringemient of
a patent, copyright, Trademark or a trade secret’ in the United States, the Vendaor, shall at
its option'and expense, either procure for the State the right to continue using the Services,
or replace or modify the same to.become noninfringing, if neither of these options can



reasonably be'taken in Vendor's judgment; of if further use shall be prevented by injunction,
the Vendor agreés to cease provision of any affected Services, and refund any sums the
State has: paid Vendor and make every reasonable effort fo assist the' State in procuring
stbsfitute. Services. [f, in the sole opinion of the State, the cessation of use by the State of
any such Services due to infringement issues makes the retention of other items acquired
from the Vendor under this Agreement impractical, the State shall then have the option.of
terminating the Agreement, or appilcable portions thereof, without penalty or termination
charge; and Vendor agrees to refund any sums the State paid for unused Services.
The Vendor, at its owh expense, shall defend any action:brought against the State to the.
extent that such action is based upon a claim that the Services supplied by the Vendor,
their.use groperation, infringes on a patent, copyright, trademark or violates a trade secref
in the United States. The Vendor shall pay those costs and damages finally awarded or
agreed-in a settlement against the State i in any stich action. Such defense and payment
shall be conditioned on the followmg
i} That the Vendor shall be notified within a réasonable tine in writing by the State’ of
any such claim; and,
i) That the Vendor shall have the sole cohtrol of the defense of any action on such
claim ‘and all negotiations for its settlément or compromise-provided, however, that
the State shall have the option to-participate in such action at its owry expense.

' Vendor will not be required to defend or indemnify the State if any claim by a third party

against the State for infringement .or mlsappropnatlon results from the State’s material

alteration of any Vendor-branded Services, of ffom the continued use of the good(s} or

Services after receiving notice they infringe on a tradeé secret of a'third party

4y ACCESS AVAILABILITY; REMEDIES:

a)

b)

The Vendor warrants that the Sérvices will be' int ‘good working order, and operating in
conformance with Veridor's standard specifications and functions as well as any other
specifications agreed tc by the parties in writing; and shall remain accessible 24/7, with the

exception of seheduled outages for maintenance and of other service level provisions

agreed in writing, e.g., in an SLA. Vendor does not warrant that the. operation of the

Services will be comp[etely unlnterrupied or effof free, or that the Services functions will

meet ail the State’s requirements, uniess develeped as Customized Services.
The Staté shall notify the Vendor if ‘the Services are not in good working ‘order -or
inactessible during the term of the Agresment, Vendor shall, at its option, either repair,

replace or reperform any Services reported or discovered as not being in.goed working
order and accéssible during the-applicable contract term without cost to the State.
If the Services monthly availability averages less than 99, 9% (excluding. agreed-upon

maintenance downtime), the State shall bs - entited to receive automatic credits as

indicated immediately below, or the State may use other confractual remedies such as
recovery -of damages, as set forth. herein in writing, &.g., in Specifications, Special Terms

or in an SLA, and as such other contractual damages are limited by N.C.G:S. §143B-
1350(h1) and the Limitation of Liability paragraph below. If not ctherwise prowded the

automatic refredies for nonavaitability of the’ Subscnptlan Services during a monthare:

1. A 10% servicé credit applied against future fees if Vendor does not reach 99.9%
availabilily.

2. A 25% service credit applied against. future fees if Vendor does not reach 99%
avatlablilty

3.-A 50% service credit-applied against future fees or eligibility for early termination of
the Agreement if Véndor -

does not reach 95% availability.

if, however, Services meet the 99.9% service availability level for :a month, but are ot

‘available for a consecutive120 minutes during that month, the Vendor shall grant to the

State a credit of & pro-rated one-day of the monthly subscription Setvices fee against future

-Services charges. Such credlt(s) shall be applied to the bill immediately following the month

in which Vendar failed to meet the performance requlrernents or other service levels; and
the credit wilt continue to be deducted from the monthly invoice for each prior month that

‘Vendor fails to meet the ‘'support response times for the remainder-of the duration of the



Agreement. If Services monthly availability averages. iess than 99.9% {(excluding agreed-
upon: maintenance downtime), for.three (3) or mere months in a rolllng twelve-month
period, the State may also terminate the contract. for material breach in accordance with
the Default provisions hereinbelow, _ _

Support Services. If Vendor fails to meet Support Service response. times as set forth
herein or in an: SLA for a period of three consecutive: maonths, a 10% service credit will be
deducted from the invoice in.the month |mmed|ately following the third month, and the 10%
service credit will continue to be deducted from the monthly invoice for each month that
Vendor fails to meet the support response times for the remaindér of the duration of the
Agreément. '

5) EXCLUSIONS:

a)

b)

Except as stated above in Paragraphs 3 and 4, Vendor and. its parert, subSIdiarles and

affiliates, subcontractors and suppliers make no warranties, express or implied, as to the

Semces

The warranties provided in-Paragraphs. 3 and 4 above do not cover repair for damages,

mailfunctions. or service failures substantially: caused by:

i} Actions of non-Vendor personnel;

i) Failure to foflow Vendor's written instructions- relating to the Services provided to the
State; or

iii) Force Majeure conditions set forth hereinbelow.

iv) The State’s sole misuse of, or its own mablllty to'use, the Services.

6) PERFORMANCE REVIEW AND ACCOUNTABILITY. N.C.G.8.§ 1438-1340(f) and 09 NCAC
08B.1207 reguire provisions for performance review and accountability in State (T contracts. For
this precurement, these shall inciude the holding a retainage of 10% of the contract value and:
withholding the final payment contingent on final acceptance by the State as provided in 09 NCAC
06B.1207(3) and (4) unless waived or otherwise agreed, in writing: The Services herein will be:
provided consistént with .and under these Services performance review and accountability
guarantees.

7) LIMITATION OF LIABILITY: Limitation of Vendor's Contract Damages Llablllty

a)

b)

Where Services are under the State’s exclusive- management-and control, the Vendor shall
not be liable for direct damages caused by the State’s failure to fulfill any State
responsibilities of assuring the proper use, management and supervision of the Services
and programs, audit controls, operating methaods, office procedures; or for establishing ail.
proper checkpoints necessary for the State’s intended use of the Services.

The Vendor's liability for damages to the State arising under the contract shal be limited
to twe times the value of the Contract.

¢) The foregoing limitation -of liability shall not apply to claims covered by other specific

pravisions including bt not fimited to Service Level Agreement or Deliverable/Product
Warranty compliarice, or to ¢laims for injury to persons or damage to tangiblé personal
property, gross negligence or willful or wanton conduct. This limitation of liability does not
apply to contributions among joint tortfeasors under N.C.G.S. 1B-1 et seg:; the receipt of
court costs or attorney’s fees that might be awarded by.a court in addition to damages after
fitigation based on this Contract. For avoidance of doubt, the Parties: agree that the Service.
Level Agreement and Detiverable/Praduct Warranty Terms in'the Contract are intended to
provide the sole and exclusive remedies available to the State under the Contract for the’
Vendor's failure to comply with the requirements stated-therein.

8) Vendor 's Liability for Injury to Persons or Damage to. Property:

a)

The Vendor shall be liable for damages arising out of persenal injuries andfor damage to
reaf or fangible personal preperty of the State, employees of the State, persons designated
by the State for training, or person(s) -other than agents or employees. of the Vender,
designated by the State for any purpose, prior o, during, or subsequent to delivery,
installation, acceptance,.and use of the Services gither atthe Vendor's site or at the State's
place of business, pr_owde_d that the injury or. damage was caused by the fault or negligence
of the Vendor.




h) The Vendor agrees.to indemnify, defend and hold the Agency and the State. and its
Officers, eémployees, agents and assigns harmless from any llabsllty relating to personal
injury or injury to real of tangible personai property of any kind, accruing or resulting fo any
other person, firm or gorparation furnishing -or supplying work,. Services, materials or
supplles in connection with the performance of this Contract; whether tangible or intangible,
-arising‘aut of the ordinaiy negligence, willful or wanton negligence, orintentional acts -of
the Vendor, its officers, employees, agents, assigns or subcontractors.

¢) Vendor shall not be: liable for damages arising out of or caused by an alteration or an
attachmient not made er installed by the Vendor.

9) MODIFICATION OF SERVICES: If Vendor modifies or replaces the Services provided to:the
State and other tenants, and if'the State has paid all applicable SUbSCI’Iptlon Fees, the State shall
be entitled to receive, at no additional . charge, access to a hewer version of' the Services that
‘supports substantially the same functlonehty as ihie then accessible version of the Services. Newer
versions of the Services containing substantially increased’ functlonainy may be made available to
the State for an additional stbscription fee: In the event of either of such modifications, the then.
‘accessible version of the Services shall remain fully avaitable to the State until the newer version
is provided to:the State and accepted. If @ modification materially affects the functionality | of the
‘Services as used by the State, the State, at its sole. option, may defer-such modification.

10) TRANSITION PERIOD:

a) For ninety {90) days, either prior to the expiration date of this Agreement ar upon notice of
termination of this Agreement, Vendor shall-assist the State, upon written request, in
extracting and/or transitioning all Data in the format determined by the State {“Transition
Period”).

b) The Transition Pericd may be miodified inan SLA or as agreed upon in writing by the parties
in a cortract amendment.

¢) During the Transition Period, Services access shall continue to.be made avaitable to the
State without alieration.

d) Vendoragrees to compensate the. State for damages orlosses the State incurs as a result

" of Vendor's failure to comply with this Transition Periad ‘section in accordance with the
Limitation of Llablllty provisions above.

e}, Upon termlnatlon and unless otherwise stated in an SLA, and after providing the State
Data te the State as indicatéd above in this section with acknowledged receipt by the State
in writing, the Vendor shall permanently destroy of render inaccessible any-portian | of the
State Data in Vendor's and/or subcontractor’s possession or control following the
completion and expiration of afl abligations in this section. Within thirty (30) days, Véndor
shail issue a written statement to the State confirming the destruction or inaccessibility of

~ the State’s Data.

f) The State al-its option, may purchase additional Transition services as may be agreed
‘upon in a-supplemental agreement.

11) TRANSPORTATION: Transportation charges for any Deliverable: sent to the State other than
electronically o by download, shiall be FOB Destination unless delivered by internet or file-transfer
as agreed by the State, or.otherwise specified in the solicitation document or purchase order.
12) TRAVEL EXPENSES: All travel expenses should be included in the Vendor's proposed
costs. Separately stated travel expenses will not be reimbursed. |n the event that the Vendor
may be eligible to be reimbursed for travel expenses specifically agreed to in ‘writing and arising
under the performance of this Agreement reimbursement will be at the out-of-state rates set forth
in G.S. §138-6;.as amended from time to time. Vendor agrees to use the lowest available- airfare
not requiring a weekend stay: and to use the lowest available rate for rental vehicles. All Vendor
incurred travel expenses shall be billed on 2 monthily basis, shall be supported by receipt and shall
be paid by the State within thirty (30) days afier invoice approval Travel expenses-exceeding the
foregoing rates shall not be pald by the State. The State will reimburse travel allowances only for
days on which the Vendor is required o be in North Carohna perfarming Services under this
._Agreement
13) PROHIBITION AGAINST CONT!NGENT FEES AND GRATUITIES: Vendor warrants that it
has not paid, and agrees not ta pay, any bonus, comimission, fee, or gratuity to any empioyee or




official of the State for the purpdsé of obtaining -any contract -or award issued by the State.
Subsequent discovery by the State of non-compliance with . thése provisions. shall constitute
sufficient cause for immediate termination of alf outstanhding Agreemerits with the Vendor.
Violations-of this provision may result in debarment of the Vendar{s) or Vendor(s) as permitted by
9 NCAC 08B.1207, ‘or.other provision of law.

14) AVAILABILITY OF FUNDS: Anyand all payments by the State are expressly contingent upon
and. subject to the apprepr:atlon allocation and availability of funds to the -State for the purposes
set forth ini this Agreement. If this Agreement or any Purchase Order issued hereunder is funded
in whole or in part by federal furids, the State’s performance and payment:shall be subject to and
contingerit upon the continuing availability of said federal-funds for the purposes of the Agreement
or P.urcl_'laSe Order. K the term of this Agreement extends into fiscal years subseguent to that in
which' it is approved such continuation of the Agreement is expressly contingent upon the
appropriation, atlocation, and availability of funds by the N.C. Legislature.for the putposes set forth
in the Agreement. If funds to effect payment are not available, the State will provide written
notification to- Vendor. If the: Agreement is terminated under this paragraph, ‘Vendor agrees to,
terminale any Services supplled 1o the Siate under this Agreement -and relieve the State of any
fuirther obligation thereof. The: State shall remlt payment for Services accepted on-or prior to the
date of the aforesaid notice in conformance with the payment terms.

15) PAYMENT TERMS:

a) Payment may be made by the State in advance oforin antlc:lpatlon of subscription Services.
to be actually performed under the Agreement or upon proper invoice for other Services
rendered. Payment terms are Net 30 days after receipt of correct invoice. Initial payments
are to be made- after final acceptance of the Services. _Payments are subject to any
retainage requirements herein. The Purchasing State Agency is responsible for afl
payments underthe Agreement. Subscription fees for term. years after the initial year shall
be ds quoted under State options herein, but shali not increase more that 5% over the prior
term, except as the parties may have agreed ‘o ‘an alternate formula to determine such
increases in writing, No additional charges to the State will be permitted based upon, or
arising from, thé State's use of a Business Proctirement Card. The State may exercise.
any and all rights.of Set Off as permiited in Chapter 105A-1 ef seq. of the N.C. General
Statutes and applicable Administrative Rules.

b) Upon Vendor's written request of not less than 30 days and approval by the State, the
State may:

i} Forward the Vendor's payment check(s) directly to any person or entity designated
by the Vendor, or ' '
i) Include any person or entity designated in writing by Vendor as a joint payee on the
Vendor's payment check(s), however,
ity In no event shafl such approval and action obligate the State to anyone other than
the Vendor and the Vendor shall remain responsible for fulfillment of afl Agreement
obligations.
¢) For any third paity software licensed by Vendor or its subcontractors for use by the State,
a copy of the software license including terms accepiable to the State, an esmgnment
acceptable to the State, and documentatich of licehse feées paid by the Vendor must be

_ provided to the State before any related license fees or costs may be bilied to the State.

d)  Anundisputed invdice is.an invoice for which the State andforthe Purchasing State Agency
has not dlsputed in writing within thirty (30) days from the irvoice date, unless the agency
requests more time for review of the invoice. Upon Vendor's receipt of a:disputed invoice
notice, Vendor will work to correct the applicable invoice.srror, provided that such dispute .
notice shali not relieve the State of the applicable Purchasmg State Agency from iis
payment obligations for the undisputed items on the invoice or for any disputed items that
are ultimately corrected. The Purchasing State Agency is not required to pay the Vendor
for.any Software or Services provided without.a written purchase order from the appropriate
Purchasing State Agency. In addition, ail such. Services provided must meet all terms,
conditions, and specifications of this Agreement and purchase order and be accepted as
satisfactory by the Purchasing State Agency before payment will be issued.




e) The Purchasing State Agency shall release any amcunts held as retainages for Services
 completed-within a.reasonable perlod after the end of the period(s).or term(s)for which the.
retainage was withheld. Payment retainage shall apply to all invoiced items, excepting only
such items-:as Vendor obtains from Third Parties and for which costs are chargeable fo the
‘State by agreement of the Parties. The Purchaemg State Agengy, in its sole discretion,
may release retainages withhetd. from any ivoice upon -acceptance of the Services
identified or associated with such invidices.
16) ACCEPTANCE CRITERIA:

a} Initiai acceptance testing is required for all Vendor supplled Services before gaing live,
uniess provided otherwise in the solicitation documents or a Statement of ‘Work. The State
‘may define such processes and procedures as may be necessary or proper, in its epinion
and discretion, fo ensure compliance with. the State’s specifications and Vendor's technical
-representatlons Acceptance of Services may be confrolled by addttlonai written terms as
agreed by the parties.

b} After initial acceptance: of Sénvices, the State.shall have the obligation to notify Vendor, in.
writing and within ten (10) days following provision of any Deliverable. described in the
contract if itis. not acceptable.. The notice shall specify in reasonable datail the reason(s}
a Deliverable is unacceptable. Acceptance by the State of any Vendor re-performance or
correction shall not be unreasonably withheld, but may be conditioned or delayed as.
required for confimation by the State that the issue(s) in the notice have been successfully
corrected.

17) CONFIDENTIALITY: The State may mairitain the confidentidlity of certain types of information
described in N.C. Gen. Stat, §132-1, ef-$eq. Such information may inciude trade secrets defined
by N.C. Gen. Stat. §66-152 and other information exempted from the Public Records Act pursuant
to N.C. Gen. Stat. §132-1.2.. Vendor may desigriate information, Products, Services or appropriate
‘portions of its response as confidential, consistent with ‘and to the extent permitted under the
Statutes and Rules set forth above, by marking the top.and bottom of pages containing confidentia
‘information with a legend in boldface type “CONFIDENTIAL."” By s0 marking any page, or portion
of a page, the’ Vendor warranis that it has formed a good faith opinion, havmg received such
necessary or proper review by.counsel and other knowledgeable advisors, that the portions marked
“confidential" meet the. requirements of the Rules and Statutes set forth above. However, under
no circumstances shall price information be.désignated as confidential. The State agress fo
promptly notify-the Vender in writing of any -action seeking te compel the disclosure of Vendor's
confidential information. 1f-an action is brought pursuant to N.C. Gen. Stat. §132-9 to compel the
State to disclose information marked * ‘confidential,” the Vendor agrees that it will intervene in the
action through its counset and participate in defending the State, including any public official(s) or
public employee(s). The Vendor agrees thatl it shall hold the State and any official(s) and
Individual(s) harmless from any and ali damages, costs, and attorneys fees awarded against the
State in the action. The State shall have the. r[ght at its option and expénse, 1o participate in the
deferise of the action through its counsel. The State shall have no liability to Vendor with respect
‘o the disclosure of Vendor's confidential information ‘ordered by a court of competent jurisdiction
pursuant to N.C. Gen. Stat. §132-9 or-other apphcable law.

18) SECURITY OF STATE DATA:

a) Al materials, including software, Data, information and documentation provided by the
State to the Vender {State Data) during the: performance or provision of Sefvices hereunder
are the property of the State.of North Carolina and must be kept secure and returned to
the State. The Vendor will protect Staté Data in its hands from unaiithorized disclosure,
loss; damage, destruction by natural event, or other eventuality. Proprietary Vendor
materials shall be identified to the Siate by Vendor priof to use or provision of Services
heréunder and shall remain the property of the Vendor. Derivalive works of any Vendor
proprietary materials prepared or created during the performance of provision of Services
hersunder shall be provided to the State as part of the :Services. The Vendor shall. not
access State User accounts; or State Data, except (i) during data center operations, (u) in
response to service or: technical ‘issues, (iii) as required by the express terms of this
contract, or {iv) at State's written request. The Vendor shall protect the canfidentiality of all
information, Data, instruments, studies, reports, records and other materials provided to it



b)

d)

by the State or maintained or created in accordance with this Agreement. No such
information, Data, instruments, studies, reports records -and. other materials in the
possession of Vendor shall be disclosed in any form without the prior written agreement-
with the State. The Vendor will have written policies. governing access to and duplication
and dissemination of all such information, Data, instruments, studies, reports, records and
other materials.

The Vendor-shall not store or transfer non-public State data outside of the: United States.

‘This includes backup data and. Disaster Recovery locations. The Service Provider will

permit its personnel and contractors to access State of North Carolina data remotely only
as required to provide technical support.

Protection of personal privacy and sensitive data.. The. Vendor acknowledges its
responsibility for securing any restricted or highly resiricted data, as defined by the
Statewide Data Classification-and Handling Palicy (https:/it.nc. govidocument/statewide-
data-classification-and-handling-policy) that is collécted by the State and stored in any
Vendor site or pther- Vendor housing systems including, but riot limited to, computer
systems, networks, servers, or databases, maintained by Vendor or its agents or
subcontractors in-connection, with the provision of-the Services. The Vandor-warrants, at

its sole cost and expense, that it shall lmplement processes and maintain the security of

data classified as restricted or highly restricted; provide reasonable care. and efforts to

-detect fraudulent activity m\mlwng the data; and promptiy notify the State of any breaches

of security within 24 hours of confirmation as required by N.C.G.S.'§ 143B-1379.

The Vendor will provide and maintain secure backup. of the State Data. The Vendor shall
implement and maintain secure passwords for its online system providing the Services, as
well as all appropriate administrative, physical, technical and procedural safeguards at all

times during the term of this Agreement to secure such Data from Data Breach, protect the.

Data and the Services from loss, corruption;, unauthorized disclosure, and the introduction
of viruses, disabling devices, malware and other forms of malicious or inadvertent acts that
can disrupt the State’s access fo'its Data and the Services. The Vendor will -allow periodic

hack-up of State Data by the State to the State's infrastiucture-as the State: reqires or as:
hay be previded by law.

The Vendor shall certify to.the State:

i. The sufficiency of its security standards, -tools, techniologies and procedures in
praviding Services under this Agreement;

fi.  Thatthe system used to provide the Subscription Services under this. Contract has
and will maintain a-valid 3rd party security certification not.to exceed 1 year and is.
consistent with the data tlassification level and a security controls appropriate for
low or moderate information system(s) per the National Institute of Standards and
Technoiogy NIST 800-53 revision 4The State reserves the right to mdependentiy'
evaiuate, audit, and verify such requirérients,

i.  Thatthe Services will compty with the following:

(1) Any DIT security policy regarding Cloud Computing, and the .DIT Statewide
Information -Security Policy Manual; to include encryption requirements as
defined below:

(a) The Vendor shall encrypt all non-public data in transit regardless
of thé transit mechanism.

(b} For engagermernts where the Vendor stores sensitive personally
identifiable. or othérwise confidential information, this data shall be
engrypted at rest. Examples_are-soéial.sec'urity number, date of
birth, driver's license number, financial data, federal/state tax
mformatlon and hashed passwords. The Vendors encryption
shall be consistent. with validated cryptography standards as
specified .in National Institute .of Standards -and Technolegy
FIPS140-2; Security Requirements. The key location and other
key mahagement details will be discussed and negotiated by both
parties. When the Service Provider canriot offer encryption at rest,
it must maintain, for the duration of the centract, cyber security
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g)

h)

liability insurance toverade for any loss resuiting from a data.
breach. Additionally, where encryption of data at rest is not
possible, the Vendor must describe existing security measures
that provide a similar levei of protection;
(2} Privacy provisions of the Federal Privacy Act of 1974;
{3} The North Carolina ]dentlty Theﬂ Protection Act, N.C.G.S. Chapter 75, Article.
2A (e.g., N.C.G.S. § 75-65.and- -66);
{4) The North:Carolina Public Records Act, N.C.G.S. Chapter 132; and
{5) 'Applicable Federat, State and industry standards and guidelines including, but
riot limited to; relévant security provisions of the Payment Card Industry {PCI)
Data Security Standard (PCIDSS) including the PCIDSS Cloud Computfing
Guidelines, Criminai Justice Infarmation, The: Famlly Educational Rights and
Privacy Act (FERPA), Health Insurance Poitability and Accountability Act
(HIPAA);
{6) Any requiretments implemented by the State under N.C.G.S, §8§ 143B-1376
" and -1377.
Security Breach. “Security Breach”-underthe NC Identity Theft Protection Act (N.C.G.S, §
75-601f) means. (1) any circumstance pursuant to which applicable Law requires notification

of such breach to be. given to affected parties or other activity in resporise. 1o such
:CIrcumstance (e.g..N.C.G.S. § 75~ 65); or (2) any actual, attempted, suspected, threatened,

or reasonably foreseeable circumstance that compromises, or could reasonably be
expected to compramise, either Physical Security or Systems Security (as such terms are
defined below) in a fashion that either does or could reasonably be expecied to permit
unauthorized Processing (as defined below), use, disclosure or-acquisition of or access to
any the State Data.or state confidentjal information. "F'hysxcal Security” means physmal

security at any site or- other location housing systems maintained by Vendor or its agents
‘or subcontractors in connection with the Services. "Systerns. Security” means security of

computer electronic of telecommunlcanons systems of any variety (including data bases,
hardware, software, storage, switching and interconnection devices and mechanisms), and
networks of which such systems are-a part or commiunicate with, used directly or indirectly
by Vendor or its agents or subcontractors in corinection with the Services. "Processing”
means .any operation or set of operations performed upon the State Data or State
confidential -information, whether by automatic- means, such as creating, collectlng,
procuring, obtaining, accessing, recordmg, organizing, stormg, adapting; altering,
retrieving, consulting, using, disclosing or destroying.

Breach Notfification. In the event Vendor becomes aware of any Security Breach due to
Vendor acts or omissions other than in accordance with the terms of the Agreement,

Vendor shall, at its. own expénse, (1) immediately- notify the State’'s Agreement

Administrator of such Security Breach and perform a. root cause analysis thereon, (2}
investigate such Security Breach, (3) provide a remediation plan; acceptable. {o the State,
to address. the Security Breach and prevent-any further incidents, (4) conduct a forensic

‘investigation to determine what systems, data and information have been affected by such

event; and (5) cosperate with the State, and any faw enforcement or regulatory officials,
credit reporting companies, and credit card associations’ investigating such. Security
Breach. ‘The-State shail make the final decision on notifying the State’s persons, entities,

employees, Service providers and/or the public of such Security Breach, and -the

implementation of the remédiation plan. If & notification to a customer is required under-any
Law or pursuant to any of the State’s privacy or security policies, then notifications to all
persons and entities who are affected by the same event (as reasonably determmed by

‘the State) shall be considered legally required.

Notification Related Costs. Vendor shall reimburse the State for ali Notification Related-
Costs incurred by the State arising out.of or in- connection with any such Security Breach
due to Vendor acts or omissions otherthan in accordance with the terms of the Agreement
resulting ih a requirement for legally required nofifications. “Notification Related Costs”
shall include the State’s internal and .external costs associated with addressing and
responding to the Security Breach, including. but not limited to: (1) preparation and mailing
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ar-other transmission of legally required notifications; (2) preparation and mailing or other
fransmission of such other comimunications to customers, agents or others as the State
deems réasonably appropriate; (3) establishiment of a call center or other. communications
procedures in response to such Seounty Breach (e.g., customer service FAQs, talking
points and fraining); (4} public relatioris and other similar ¢risis mariagement services; (5)
legal and accounting fees and expéenses associated with the State’s investigation of and
response 10 such everit; and {6) costs.for credit reparting services that are:asscciated with
legally required notifications or are .advisable, in the State’s opinion, Grder the-
circumstances. In the event that Vendor becomes aware of any: Security Breach. which is
not ‘due to Vendor acts or omissions other than in accordance with the terms of the
Agreement; Vendor shalt immediately notify the State of such Security Breach, and the
parties shall reasonably cocperate regarding which of the- foregoing or other activities may
be-appropriate under the circumstances, including any applicable Charges for the same.
Vendor shall allow the State reasonable access te Services security logs, latency statistics,
and other related Services security data that affect this Agréement and the State’s Data,
at no cost to the-State.

In‘the course of normal operations, it may become necessary for Vendor to copy or move
Data to another storage destination on its online system, and delete the Data found inthe
original focation. In any such event, the Vendor shall preserve and maintain the content
and integrity of the Data, except by prior writien notice to, and prior written approval by, the
State.

Remote- access. to Data from outside the: confinental United States, including, without
liitation, remote access to Data by authorized Services support staff in identified support
centers, is prohibited unless approved in advance by the State Chief Information Officer or

the Usmg Agency,

In the event of temporary loss of access to Services, Vendor shail promptly restore
contmuﬂy of Services, restore Data in accordance with this Agreement and as. may be set
forth in an SLA, restore accessibility of Data and the Services to meet the perfarmance
requirements stated herein or in-an SLA. _As_a result, Service Level remedies will beéome
avaifabte to the State as provided herein, in the SLA or other agreed and relevant
documents. Failure to' promptly remedy any such temparary loss of access may result in

the State exercising its options for assessing damages under this Agreemént.

In the event of disaster or catastrophic failure that results in significant State Data loss or
extended loss of access to Data or Services, Vendor shall notify the State by the fastest
means avallable and also in writing, with additlonal notification provided to the Siate Chief
Information Officer or designee of the. contracting agency. Vendor shall provide such
notification within twenty-four {24) hours after Vendor reasonably believes there has. been;

‘'stich.a disaster or catastrophic failure, In the notification, Venhdor shall infarm the State of:

1) The scale and quantity of the State Data oss;
2) What Vendor has done orwill do o recover the State Data from backups and mitigate.
~ any deleterious effect of the State Data and Services loss: and _
3) What corrective action Vendor has taken or will fake to prevent future State Data and
Services loss,
4) It Vendor fails to respond immediately and remedy the failure, the State may exetcise
its options for assessing damages or other remedies under this Agreement.
Vendor shall conduct an investigation of the disaster or catastrophlc faifure and shall share
the report of the investigation with the State. Thé State-and/or its authorized agents shall
have the right to lead (if required by law} or pardicipate.in the investigation. Vendor shall
cooperate fully with the State, its agents and Jaw enfcrcement. _
In the event of termination of this contract, cessation of business by the Vendor or other-
event preventlng Vendor from continuing to prov;de the Services, Vendor shall not withtiold
the State Data or any other State confidential information or refuse for any reason, to
promptly return fo the State the. State- Data and any other State confidential information
(includingcopies therecf) if requested to do so on such media as reasonably requested by
the State, even if the State is then or is alleged to be in breach of the Agreement. As a
part of Vendor's obligation to provide the State Data pursuant to this- Paragraph 18) n),




Veéndor will also provide the State .any data maps, documentation, software, ar other
materials necessary, ihcluding, without limitation, hiandwritien notes, materials, working
papers.or documentation, for the State to use, transtate, interpret, extract and convert the
State Data.

o) Secure Data Dlsposel When requested by the State, the Vendor -shalt destroy alt
requested data in all-of its forms, for exampte: disk, CD/DVD, backip tape, and paper. Data
shall be- permanently deleted and shall riot be recoverable, according fo Nationai Institute
of Standaids and Techriology (NIST) approved methods and certificates of destruction
shall be pravided to the State.

19) ACCESS TO PERSONS AND RECORDS: Pursuant to N.C. General Statute 147-64.7,
the State, the State Auditor, appropnate federal officials, and their respective authorized. employees
or agents are authorized to examine all books, records, and accounts of the Vendor insofar as they
relate to transactions with any departrent, board, officer, commission, institution, or other agency
of the: State.of North Carolina pursuant to the performance of this Agreement or to costs charged
fo this Agreement. The Vendor shall retain any such books, records, and accounts for a minimum
of three (3) years after the-completion of this Agreement. Add:tronal audit or reporting réquirements
may be required by any State, if in the State’s opinion, such requirement is imposed by federal or
state law or regulation. The Vendor shal allow the State- to audit conformance including contract
ferms, sysfem security and data centers as eppropnate The State may perforny this audit or
cantract with.a third party at its discretion at the State's expense. Such reviews shall be condtcted
with at least 30 days’ advance written notice and shall not unreasonably mterfere with the Service
Provider's business.

20) ASSIGNMENT: Vendor may not assign this Agreement or ifs obligations hereunder except as.
‘permitted by 09 NCAC 06B.1003 and‘this Paragraph. Vendor shall provide reasonable notice-of
not jess than thirty (30)- days of any consolidation, acquisition, or merger. Any assighee shall affirmy
this Agreement attorning to the térms-and conditions agreed, and that Vendor shall affirm that the.
assignee is fully capable ‘of performing ail obligations of Vendor under this Agreement. An
assigriment may be miade, if at afl, in writing by the Vendor; Assignee and the State selting Forth
the foregoing obligation of Vendor and Assignee.

21) NOTICES: Any notices required under this Agreement shouid be dejivered to the Agréement
Administrator jor each party. Unless otherwise specified in the Soficitation Documents, any notices:
shall be delivered in writing by U.S, Mail, Commeércial Courier, facsimile or by hand.

22) TITLES: AND HEADINGS: Titles and Headings in this Agreement are used for cohvenience
only and do not define, limit or proscrlbe the language of terms identified by such Titles and.
Headings.

23) AMENDMENT: This Agreement may not be amended orally or by performance. Any
amendment must be made in written form and signed by duly authorized representatives of the
State and Vendor.

24} TAXES; The State of North Carclina is exeimipt fromi Federal excise taxes and no payment will
‘be made for any personal property taxes levied on the Véndor or for any taxes tevied on employee
wages. Agencies of the State may have additional exemptions or exclusions for federal or state
taxes. Evidence of such additional exemptions. or exclusiohs may be. provided to Vendor by
Agenmes as applicable, during the term of this Agreement. Applicable State or local sales taxes
shall be invoiced as a separate item.

25) GOVERNING LAWS, JURISDICTION, AND VENUE: This Agreement is made under and shall
be governed and construed in. accordance with the laws. of the State of North Carolina. The placs
of this. Agreement or purchase order, its situs and forurn, shall be Wake County, North Garolina,
where ail matters, whether sounding in: ‘contract or in tort, relating to its validity, conistruction,
mterpretatlon and enforcement shall be determined. Vendor agrees and submits, solely for matters
relating to this Agreement, to the jurisdiction of the couits of the State. of North Carolina, and
stipulates that Wake County shali be the proper venue for all matters.

26) DEFAULT; In the event Services or other Deliverable furnished or performed by the Vendor
during performance of any Coniract term fail -to. conform to any material reqmrement(s) of the
Contract specifications, notice of the failure is provided by the State and if the failure is not cured
“within ten {10) days, or Vendor fails to meet the material requirements and specifications herein,
the-State may cancel the confract. Default may be cause for debarment as provided in 09 NCAC



06B.1206. The rights and remedies of the State provided-above shall not be-exclusive and are in
add[tlon fo any.other rights and remedies provided by faw of under the Contract.

&) If Vendor fails to deliver or provide correct Services within the time required by this
Cantract, the State shall provide written notice of said failure to Vendor, and by suchnotice
require performance -assurance imeasures pursuant to N.C.G.8, 143B-1340{f}. Vendor is
respensible for the delays resulting from its failure to deliver or provide Setvices as
provided herein.

b} Sheuld the State fail ta perform any of its obligations upon which Vendor's performance is
-conditioned, Vendor shali not be in default for any delay, cost increase or other
conseguences resuiting from the State's failure. Vendor will use reasonable efforis to
mitigate delays, costs or expenses arising from assumptions in ‘the Vendor's offer
‘documents that prove errongous of are otherwise invalid. Any deadlihe thatis affected by
anysuch Vendor failure-in assitmptions or performance by the State shail be extended by
an. amount of time reasonably necessary to compensate for the effect of stich failure.
‘Vender shall provide 4 plan to-cure any delay or default if requested by the State. The plan
shall state the nature of the delay-or default, the time required for cure; any mitigating
factors causing or tending to cause the deiay or default, and such other information as the
‘Vendor may deem necessary or proper to provide:.

27) FORCE MAJEURE: Except as provided for herein, neither party shall be deemed to be in
default of its-obligations. hereunderif and so long as it is prevented from performing such obligations
as a result-of events beyond its réasonablé control, including without limitation, fire, power failures,
any act of war, hostile foreign action, nuclear explosion, riot, strikes or failures or_reftISals-_to perform
under subcontracts, civil insurrection, earthquake; hurricane, tornado, or other catastrophic natural
:event or act of God.

28) COMPLIANCE WITH LAWS: The Vendor shall comply with ail laws, ordinances, codes,
rules, regulations, and licensing reqmrements that are appllcable to the conduct of its busmess
and the provision of Services hereunder, including those of federal, state, and local agencies
having jurisdiction and/for authority.

20} TERMINATICN: Any notice or terminaticn nmiade under this Agreement shall be transmitied
via US Mail, Certified Return Receipt Requested. The period of notice for termination shall begin’
on the day the return receiptis signed and dated. The parties may mutually terminate this
Agreement by written agreement at any time.

a} The State may terminate this Agreement, in whole or in part, pursuant to the Paragraph
entitled “Default,” ‘above, or pursuant to Special Terms and Conditions in the Sclicitation
D.ocuments, it any, or for any of the following

') Termination for Cause: In the event any goods, Services, or service furnished by
the Vendor during performance. fails to confarm to any material specification or
requirement-of the Agreement, and the failure is ot cured within the $pecified time
after providing written notice thereof to Vendor, the State rmay cancel and procure
the articles dr Services from .other sources; holding Vendar liable for any excess
costs occasioned thereby, subject only to the limitations prowded in Paragraph 7},
entitled “Limitation of Liability.” The rights and remedies of the Siate provided above
shall not be exclusive and are in addition to any other rights and remedies provided
by law or-under the Agreement. Vendor shali not be relieved of liability to the State
for damages sustained by the State arising from Vendor s breach.of this Agreement;
and the State may, in its discretion, withhold any payment due as a setoff until such
time as the damages are finally determined.or as agreed by the parties. Voluntary
or involuntary Bankruptcy dr receivership by Vendor shall be cause for termination.

it} Termination for Convenience Without Cause: The State may terminate service and
indefinite quantity contracts; in whole or in part by giving thirty (30) days pricr notice
in writing to the Vendor. Vendor shall be entitied to sums due as compensation for
Senvices performed in conformance with _t_he_Agree_ment In the event the Agreement:
is terminated for the convenience of the State the State will pay for all Services and
work performed or delivered in conformance with the Agreement up to the date of
termination.



30) DISPUTE RESOLUTION: Theparties agree that it is in their mutual interest to resolve disputes
infarmally. A claim by the State shall. be submitted in writing to the Vendors Agreement
Administrator for decision. The Parties shall negotiate in good faith and use all reasonable efforis
to resolve such dispute(s}. During the time the Parties-are attempting to resolve any dlspute edach
shall proceed diligently to perform their respective duties and responsibilities underthis Agreement
If'a dispute cannot be resclved between the Parties withiri thirty (30) days after delwery of notice,
either Party may elect to exercise any other remedies available under this Agréement, or at law.
This term shall not constitute an agreement by either party to mediate or arbiirate any dlspute

31) SEVERABILITY: In the event that a court of competent jurisdiction holds that a provision or
requirement. of this Agreement violates any applicable law, each such. provision. or requirement
shall be enforced only tothe extent itis not in violation of law or'is not otherwise:unenforceable and
all other provisions and requirements of this Agreement shall remain in full force and effect. All
promises, reguireament, terms, conditions, provisions, representations, guaraniees and warranties
contained herein shail survive the expiration or termination date unless specifically provided
ottierwise herein, of unless superseded by applicable federal.or State statute, including. statutes of
repose of limitation,

32) FEDERAL INTELLECTUAL PROPERTY BANKRUPTCY PROTECTION ACT: The Parties
agree that the State shall be entitled to any and all rights and benefits of the Federal I__n{ellectua_l
Property Bankruptcy Profection Act, Public Law 100-506, codified at 11 U.S.C. 365(n), and any
amendments thereto.

33) ELECTRONIC PROCUREMENT: (Applies to all.contracts that inclide E-Procurement and are
identified as such in the body of the solicitation document) Purchasmg shall be conducted through
the Statewide E-Procurement Service, The State’s third-party agent shail serve as the Supplier
Manhaget for this E-Procurerment Service. The Vendor shall register for the Statewide E-
.Procirerment Service within two (2) business days of notification of award in otder to receive an
electronic purchase order resulting from ‘award of this contract. The E-Procurement fee does. not
normally apply. to servicas.

a} Reserved.

b} Reserved.

¢} The Supplier Manager will capture the order from the State approved user, including the
shipping and payment information, and submit the ordér in accordance with the E-
Procurement. Sefvice. Subsequently, the Supplier Manager will send those orders to the
appropriate Véndor on State Agreement. The State or State approved user, not the
Supplier Manager, stiall be responsible for the solicitation, bids received, evaluation of bids
received, award.of contract, and the payment for goods delivered.

d) Vendor agrees at all times to maintain the. confdenttality of its user.name-and password
for the Statewide E-Pracurement Services. If a Vendor is a corporation, partnershlp or
other legal entity, then the Vendor ‘may authorize its émployees to use its- password.
'Vendor shall be responmble for alt activity and ali charges for such employees Vendor
agrees notto permit a third party to use the Statewide E-Procurement Bervices through its
-account, If there is a breach of security through the Vendor's account, Vendor shail
immediately change its password and notify the. Supplier Manager of the security breach
by e-mail. Vendor shall cooperate with the state and the Supplier Manager to mitigate and
correct any security breach.

The following terms and conditions apply to Software as
a Service (SaaS) solutions.

1) DEFINITIONS:

a) “Data” includes means information, formulae, algorithms, or other content that the State,
the State's employees, agents and end users upload, create or modify using the Services
pursuant to this Agreement. Data also includes: user identification information and
metadata which may contain Data ot from which the State’s Data may be ascertainable.



b)

d}

Deliverable/Product Warranties shall mean and include the warranties provided for
products or deliverables ficensed to'the State as included in Paragraph 7) cyofthese Terms
and Conditions unless superseded by a Vendor's:‘Warranties pursuant to-Vendor's License
or Support Agreements.

- *Services” shall méan the duties. and tasks undertaken by the Vendor to fulfill the

requirements and specifications of this solicitation, mcludlng, without timitation, prowdmg
web browser actess by authorized users to cértain Vendor online software applications
identified herein, and to reélated. services, such ‘as Vendor hosted Computer- storage,
databases, Support documentation, and other: functichalities, all as a Software as a
Service {“SaaS"} solution.

“State” shall mean the State of North Carolina, the Depariment of infarmation Technology
as an-agency, or’ the agency identified in this solicitation as the Purchasing Agency and
Award Autharity.

“Support” iricludes provision of ongoing updates and maintenance for the Vender online

software applications, and as may be specified Herein, consulting, training and other

support Services a5 provided by the: Vendor for SaaS. tenants receiving similar SaaS
Services. '

2) ACCESS AND USE OF SAAS SERVICES: | ) |
a) Vendor grants the State a personal non-transferable and non-exclusive right to:use and

b)

access, all Services and other functienalities or services prowded furnished or accessible:
uhder this Agreernent The State may utilize the Services as agreed herein and in
accordance with any mutually agreed Acteptable Use Policy. The- State is authorized to
access State Data and any Vendor-provided data as specified herein and fo transmit
revisions, updates, dsletions, enhancemenits, or medifications to the State Data. This shall
include. the right of the State to, and access to, Suppart withdut the Vendor requiring a
separate maintenance. or support agreement. Subject to an agreed limitation on the
number of users, the State may use the Services with any.computer, computer system,

server, or desktop workstation owned or utilized by the State or other authorized users.

User access to the Services shall be routinely provided by the Vendor and may be subject
to a more specific Service Level Agreement (SLA) agreed to in writing by the parties. The

State shall notify the Vendor of any unauthorized use of any passward or account, or any

other known or suspected breach of secunty access. The-State also agrees to refrain from
taking any steps, such as reverse engineering, reverse assembly or reverse compilation to
derive a.source code equivalent to the Services or any portion thereof. Use ofthe Services
to perform services for commercial third parties (so-calied "service bureau” uses) is not’
permitted, but the State may utilize the Services to perform its governmental functions. if
the Services fees are based upon the number of Users -andfor hosted instances, the
number of Usersthosted instances available may be adjusted at any time (Subject to the
restrictions on the maximum number of Users specified in the Furnish and Deliver Table
herein above} by mutuat agreement and Siate Procurément approval. All Services and
information designated as “confidential” or “proprietary™ shall be kept in confidence éxcept
as may be required by the North Carolina Public Records Act: N.C.G.S. § 132-1, et. seq.
The State's access license for the Services and its associated services neither transfers,
vests, nor infers any title or other ownershlp rlght in any intellectual propetty rights of the
Vendor or any third party, nor does this license transfer, vest, or infer any fitle or other
ownership right in. any source-code associated with the Services unless: otherwise agreed.
10 by the parties. The provisions of this paragraph will not be construed as a sale.of any
ownership rights in the Services. Any Services or technical and business. information
owned by Vendor or its suppliers or licensors made accessible of furnished to the State
shall be and remain the property of the Viendor or such other party, respettively. Vendor
has a limited, non-exclusive license to access and use the State Data as provided to.
Vendor, but solely for-performing its obligations under this Agreement and in confidence
as provided herein. o

Vendor or its suppliers shall at minimum, and except as olherwise. agreed, provide
telephaone assistance to the State for all Services procured hereunder during the State’s
normat business hours (unless different hours. are specified herein). Vendor warrants that




3)

d)

&)

f)

a)

h}

its. Support and customer service and assistance will be perfermed in dccordance with
generally accepted industry standards. The State has the right to receive. the benefit of
upgrades, updates, maintenance releases or other enhancements or maodifications made
génerally available to Vendor's SaaS tenants for similar Services. Vendor's rightto a new
use agreement for new version releases.of: the Setvices shall not be abridged by the:
foregoing. Vendor may, at o additional charge, madify the Services to improve operation
and reliability or to meet legal requirements,

Vendorwill provide to the State the same Services for updating, mamtalnlng and centinuing
optzmal performance for the Services as prowded to other similarly situated users of
tenants of the Services, but minimally as provided for and specified herein. Unless
otherwise agreed in writing, Support will also be provided for any other (e.g., third—party)
software provided by the Vendor in connection with the Vendor’'s solution, herein; The
technical and professional activities required for establishing, managing, and maintaining
the' Services -environment are the responsibilities of the Vendor. Any training specified
herein will be provided by the Vendor to certain State users for the fees or costs as set
forth herein or in an SLA.

Services provided pursuant to this Solicitation may, in some circumstances, be
accompanied by a user. chckwrap agreement The term clickwrap agreement refers to an’
agreement that requires the end user to manifest his or her assent to terms and conditions.
by clicking an “ck” or “agree” buitton on -a. dialog box or pop-up window as’ part of the

process of access to the Services.  All terms and conditions of any clickwrap ‘agreement

provided with'any Servicés solicited herein shall have no force and effect and shali:be non-
binding on the State, its employees, agents, and other authonzed users of the Services,

The Vendor may utilize partners and/or subcontractors to assist in the provision of ihe
Services, so long as the State Data is not removed from the United States unless the terms
of storage of the State Data are clearly: dasclosed the security provisions referenced herein
can stil be complied with, ard such removal is dorie with the prior express written
permission of the Siate; The Vendar shall identify all of its strategic’ business partners
related to Services provided under this contract, inciuding but riot limited to, all
subcontractors or other entities or individuals who may be a_party to a jeint venture or
similar agreement with the Vendor, who will be involved in any application-development

and/or operations.

Vendor warrants:that.all Services will be performed with professional care and skili, in a
workmanlike manner and in accordance with' the Services documentation and this

Agreement.

An SLA: or other-agreed writing shall-contain provisions for scalability of Services and any
variation in fees or ‘costs as.a result of any such'scaling. ! '
Professional services provided by the Vendor at the request by the State in writing in

‘addition to agreed Services shail be at the: then-existing Vendor hourly rates when

provided, unless otherwise agreed in writing by the parties.

WARRANTY OF NON-INFRINGEMENT; REMEDIES:

a)

b)

Vendor warrants fo the best of its knowledge that:
i) The. Servzces do not infringe any intellectual property rights of any third party, and
iiy There are. no actual or threatened actions arising from, ar alleged under, any
intellectuat property fights of any third. party:
Should any Services supplied by Vendor become the subject ef a claim of infringement of

a patent, copyright; Tradematk or a trade secret in the United States, the Vendor, shall at

its option and expense, either procure for the State the right to-continue using the Serv:ces

or repface or. modify the same to become noninfringing: if neither of these options can

reasonably be taken in Vendor's judgment, or if further use shall be prevented by injunction,
the Vendor agrees to cease provision of any-affected Services, and refund any sums the

State has paid Vendor and make every reasonable effort to assist the State in procuring

substitute Services. If, in'the sole opifion of the State, the cessation of use by the State of
any such Services due fo infringement issues makes the retention of other itéms acquired
from the Vendor under this Agreement impractical, the State shall then have the option of



¢}

d)

terminating the Agreement, or-applicable portions thereof, without penalty or termination
charge; and Vendor agrees to refund any sums the State paid for unused Services.

The Vendor, at. its own expense, shall defend any action brought against the State to the
extent that such action is based upon a claim that the Services supplied by the Vendor,
their Lisé or operation, infririges on a patent, copyright, trademark or viclates a trade secret
in the United States. The Vendar shall pay those costs and damages finally awarded or
agreed in a-settlement against the State in any such aetion. Such defense and payment
shall be eonditioned on the following::

i) That the Vendor shall be notified within a reasonable time in writing. by the State of
any such claim; and, _

i) That the Vendor shall have the sole control of the defense of any action on such
claim and all negot:atluns forits settlement or.compromise provided, however, that
the State shall have the option to pammpate in-such action at its own expense,

Vendor will not be required to defend of indemnify the State if any claifn by a third party
against the State for infringement or misappropriation results from the Staté’'s material
alteration of any Vendor-branded Services, or from the continued. use of the good(s) ar
Services after receiving notice they infringe on a trade- secret of a third party.

4) ACCESS AVAILABILITY; REMEDIES:

a)

b)

The Vendor warrants that the Services. will be in good working order, and operating in
conformatice with Vendof's standard specmcatlons and-functions as- well as any other
specifications agreed to by the parties in writing, and: shall remain accessible 24/7, with the
exceptlon of scheduled outages for maintenance and of other service level prowsmns'
agreed in writing, e.g., in'an SLA. Vendor does not warrant that the operation of the
Services will be completely uninterrupted or error free, or that the Services functions will
meet all the State's requirements, unless developed as Customized Services.

The State shall notify the Vendor if the Services are not in good working order or

inaccessible during the term of the. Agreement. Vendor shall, at its optton either repair,

replace or reperform any Services reported or discovered as not being in good working
order and accessible during the applicable contract term without cost to the-State,
If the Services monthly availability averages less than 99.9% (excluding agreed-upon
maintehance downtime), the State shall be entitled to receive automatic credits as
indicated immediately below, or the State may use other contractual remedies such as
recovery of damages, as set foith herein in writing, e.q., in Specifications, Special Terms
or in an SLA, and as such other contractual damages are limited. by.N.C.G.S: §143B-
1350(h1) and the Limitation of Liability paragraph below. If not otherwise provided, the
automatic remedies for nonavaitability of the Subscription Services during a month are:

1. A 10%. service credit applied against future fees. if Vendor does not reach 89.8%

" availability.
2. A 28% sérvice credit-applied against fulure. fees if Vendor does not reach 99%
availability. '
3. A 50% service credit applied against future fees o eligibility for early termination of:
the Agreement if Vendor does not.reach 95% availahility.

If, however, ‘Services meet the 99.9% service availability level for a month, but are not.
availabie for a consecutwe120 minutes during that month, the Vendor shall grant to the
State a creditof a pro-rated one-day of the monthly subscnptlon Services.fee against future
Services charges. Such credit(s} shall be applied to the bil |rnrned|aiely foliowing the maonth
in which Veridor failed: to meet the pérformance requirements or other service levels, and
the credif wilt continue to be deducted from the ‘menthly invoice for each prior- month that.
Vendor fails to meet the support response times for the remainder of the duration of the
Agreement. If Services monthly avaifability averages less than 99.9% {excluding agreed-
upon maintenance downtime), for three (3) or more months in a. rolling twelve-manth
pericd, the State may also terminate the contract for material breach in accordance with
the Default provisions hereinbelow.
Support Services. If Vendor fails to meet Support Service response times as set forth
herein or in an SLA for a period of three consécutive months, a 10% service éredit will be
deducted from the invoice in the month immediately following the third month, and the 10%




2)

8)

7)

)

sefvice credit will continue to be deducted from the monthly invoice for-each month that
Vendor fails to meet the support response times for the rémainder of the duration of the
Agreement.

EXCLUSIONS:

c) Except as stated above in Paragraphs 3 and 4, Vender and its parent, subsidiaries and
affiliates, subcontractors and suppliers make no warranties, express or implied, as to the
Services. ' '

d)} The warranties provided in Paragraphs 3 and 4 above do not cover repair for damages,
malfunctions or service failures substantially caused by

i) Actions of non-Vendor personnel;

i} Failureto follow Vendor's written instructions retating to- the Services provided to
the State; or

iily  Force Majeure conditions set forth hereinbelow.

iv)  The State's sole misuse of, or its own inability to use, the Services.
PERFORMANCE REVIEW AND ACCOUNTABILITY. N.C.G.S. § 1438-1340(f) and 09 NCAC
06B.1207 require provisions for performance reviéw and accountability in State IT contracts.
For this procurement, these shall include the holding a retainage of 10% of the contract value
and withholding the-final payment contingent on final acceptance by the State as provided in.
09 NCAC 06B.1207(3) and {4), unless waived or otherwise agreed, in writing. The Services
herein wili ‘be provided consistent with and under these Services performance review and
accountability guarantees..

LIMITATION OF LIABILITY: Limitation of Vendor’s Contract Damageés Liability:

a) Where Services are under the State’s exclusive management and contiol, the Vendor shalt
not be liable for direct- damages caused by ‘the State’s failure to fulfill any State
responmbﬁltles of - assuring the proper use, management and supervision of the Services
and programs, audit controls, operating methods office procedures, or for establishing .all
proper checkpomts necessary for the State’'s intended usé of the Services.

b} The Vendor's liability for damages to the State arising uhder the contract shall be limited
fo two. times the value of'the Cnntract
prOVISICIl"IS including but not I|m|ted to Serwce Level Agreement ar DellverablefProduct
Warranty compiiance, or to claims for injury to persens or damage fo tangiblé personal
praperty, gross negligence or willful or wanton conduct. This limitation of liability does not
apply to contributions among joint {ortfeasors under N.C.G.S: 1B-1 et seq., the receipt of
court costs or attorney's fees that might be awarded by a-court in addition to damages after
||t|gat|0n based on this Contract. For avoidance of doubt, the Parties agree that the ‘Service
Level Agreement and Detiverable/Product Warranty Terms in the Contract are intended to
provide the sole and exclusive remedies available to the State under the Contract for the
Vandor's failure to comiply with the requirements stated therein:

Vendor's Liability for Injury to Pérsons or Damage to Property:

g} The Vendor shall be liable for damages arising out of personalinjuries  and/or damage to
real or tangible personal property of the State, employees of the State, persons designated
_'by the State. for training, or person(s) -otheér than agenis or employees of the Vendor,
designated by the State for any purpose, prior to, during, of subsequent to delivery,
instaliation, acceptance, and use of the Services either at the Vendor's site or at the State’s
pldce of business, provided that the injury or damage was caused by the fault or negligence
of the Vendor. '

b) The Vendor agrees fo indemnify, defend and hold the Agency and the State and its

Officers, employees, agents and assigns harmiess from any liability relating to personal
injury or injury to.real or tangible personal property of any kind, accruing or résulting to-any
other perscn, fifm or corporation furnishing or supplying work, Services, matefials or
.'SUppheS in connection with the performance of this Contract, whether tangible orintangible,



9)

arising out of the ordinary negligence, willful or wanton negligence, or intentional acts of

the Vendor its officers, employees, agents, assigns or subcontractors.
¢} Vendor shall not be fiable for damages ‘arising out of or causéd by an aiteration of an

attachment not made or instafled by the Vendor.
MODIFICATION OF SERVICES: If Vendor modifies or replaces the Services provided. to the:
State’ and other tenants; and if the State has paid alt applicable Subscrlptlon Fees, the State
shall be entitled to recéive, at no additional charge, access to.a newer version of the Services.
that supports .substantially the. same functionality as the then accessible version of the
Services. Newer versions of the Services containing substantially increased functionality may
be made available to the State for.an-additional subscription fee. In the-event of either of such
modifications, the then accessible version of the Services shall remain fully available fe the
State until the newer version is provided to the State and accepted If a modification materially
affects the functionality of the Services as used by the State, the State, atits sole option, may
defer such modification. '

10) TRANSITION PERIOD:.

a) For ninety {90)days, either priorto the expiration date of this Agreement, or upen notice of
fermination of this Agreement Vendor shall assist the State; upon written request, in
extracting andfor transitioning all Data in the-format determl_ned by the ‘State (“Transition
Period”).

b) The Transition Period maybe: modlfred inanSLAoras agreed upon inwriting by the parties
in-a contract amendmient.

¢} During the Transition Period, Services access shali continue to be made available to the

- State without alteration. _ _

d} Vendoragrees to compensate the State for damages or losses the State incurs as a result
of Vendor's failure to comply with this Transition Period section in accordance with the
Limitation of Liability provisions above.

e) Upon termination, and. uniess otherwise stated in an SLA, and after providing the State
Data to the State-as indicated above in this section with acknow!edged receipt by the State-
in writing; the Vendor shail permanently destroy or render inaccessible any portion of the.
State Data in Vendor's and/or subcontractor's possession of contiol following the:
‘completion and expiration of all obligations in this-section. Within thirty (30) days, Vendor
shall issue a written statement to the State confirming the destruetion or inaccessibilily of
theé Staie's Data. _

f) The State at its opticn, may purchase additional Transition services as may be agreed
upon in a supplemental agreement.

11) TRANSPORTATION: Transportation charges for any Deliverable sent to the State othir than

electronically or by download, shall be FOB. Destination unless delivered by internet or file-
transfer as agreed by the State, of otherwise specified in the solicitation document or purchase:
order.

12) TRAVEL EXPENSES: Alltravel expenses should be included in the Vendor's proposed

costs. Separately stated travel expenses will not be reimbursed. In the event that the-

Vendar may be ellglble {0 be reimbursed. for travel expenses. specifically agreed to in writing
and arising under the performance of this Agreement, reimbursement will be at the out—of—state
rates set forth in G.5. §138-6; as amended from time to time. Vendor agrees to use the Jowest
available airfare not requiring. a weekend stay and to tisé the lowest available. rate for rental

‘véhicles. All'Vendor incurred travel expenses shall be billed on a monthly basis, shall be

supported By réceipt and shall be paid by the State within thirty {30) days after invoice approval.
Travel expenses exceeding the foregoing rates shali not be paid by the State. The State will
reimburse travel allowances only for days on which the Vendor is required to be in North
Carolina perfermmg Services under this Agreement,

13} PROHIBITION AGAINST CONTINGENT FEES AND GRATUITIES: Vendor warrants that it

has not paid, and agrees not ta pay, any bonus, conimission, fee, or gratuity to any employee
or official of the State for the purpose of obtamlng any coniract or award issied by the State.

Subsequent discovery by the State of non-compliance with these provisions shall constituie
sufficient cause for immediate termination of all outstanding Agreements with the Vendor.



Viotations.of this provision may result in debarment of the Vendor(s) or Vendor(s) as permitted

by 9 NCAC 0681207, or other provision of law.

14) AVAILABILITY OF FUNDS; Any and all payments by the State are expressly contmgent upon
and subject t_o the _approprl_atlon allocation and availability of funds to the State for the purpases
set forth in this Agreement: If this Agreement or any Purchase Order issiled hereunder is
funded i whole or in part by federal funds, the State’s performance and payment shall be
subject to and contlngent upon the contlnumg ‘availabitity of said federal funds for the purposes
of the Agreement of Purchase Order. If the termi of this Agreemeént éxtends inte fiscal years
subsequent to that in which it is approved such continuation of the Agreement is expressfy
contingent upon the appropriation, alfocation, and availabifity of flinds. by the N.C. Legislature
for the purposes set forth in the Agreement, If funds to effect payment are nof available, the
State will provide written notification to Vendar, If the Agreement is terminated under this
paragraph, Vendor agrees. to terminate -any Services supplied to the State under this
Agreement, and relieve the State of -any further obligation thereof. The State shall remit
paymenit for Services accepted on or prior te the date of the aferesaid notice in conformance
with the payment terts.

15) PAYMENT TERMS:

a). Paymentmay bemade by the- State in advance of or in antlc:tpatlon of subscription Services
‘1o be actually performed under the Agreement or upon proper invoice for other Bervices
rendered. Paymentterms-are Net 30 days after receipt of correct invoice.. Initial payments
are to be made after final acceptance of the Services. Payments are subject to any
refainage requirements herein. The Purchasing State Agency is resp0n51ble for all
paymients under the Agreeiment. Subscription fees for term yéars after the initial year shiall
‘be as quoted under State options herein, but'shail not increase more that 5% over the prior
term, except as-the parties may have.agreed to an alternate formula to determing such
increases in writing. No additional charges to the State will be: permitted based upon, or
arising fram, the State’s use of a Business Procurement Card. The State may exercise
any and all rights of Set Off ‘as permitted in Chapter 105A-1 et seq. of the N.C. General
Statutes and applicable Administrative Rules, _ _

b) Upon Vendor's written request of not less than 3G days and approval by the State, the
State may:

i Forward the Vendor's paynent check(s) diréctly to any person or entity demgnated
_ by the Vendor, or
i,  Include any person of entity designated in writing by Vendor as a Jomt payeg on
the Vendor's payment check(s), however,
ji.  Innoeventshall.such approval and action obligate the State te anyone other than
the Vendor and the Vendor shall remain responsible for fulfillment of ail Agreement
obligatiops.

¢) For any third party software licensed by Vendor or its subcontractors for use by the State,
a copy of the software license including terms accepiable to the State, an assignment
acceptable to the State, and documentation of license fees paid by the Vendor must be

_ provided o the State before any related license fees ercosts.may be hilled to the State,

d) An tndisputed invoice is an invoice for which the State and/or the Purchasing State Agency
has not disputed in writing within thirty {30) days-from the invoice date, unless the agency
requests mare time for review of the invoice; Upon Vendor's receipt of a disputed invoice
notice, Vendor will work to-correct the applicable invoice error, provided that siich dispute:
natice shall not relieve ‘the State or the applicable Purchasing State Agency from its
‘payment obligations for the undisputed items on the invoice or for any disputed items that
are ultimately corrected. The Purchasing State Agency is not required to pay the Vendor
for any Software or.Services provided without a written purchase order from the appropriate
Purchasing State Agency. [n-addition, all such Services provided. must meet all terms,
conditions, and specifications of this Agreement and purchase order and be accepted as

~ satisfactory by the Purchasing State Agency before payment will be issued.

e} The Purchasmg State Agency shall release any amounts held as retalnages for Services
completed within a reasonable period after the end of the period{s)or term(s) for which the
retainage was withheld, Payment retainage shall apply to alt invoiced items, excepting only



such items as Vendor obtains from Third Parties. and for which costs are chargeable to the
State by agreement of the Parties. The Purchasmg Stdte Agency, in its sole discretion,
‘may release retainages withheld from any invoice upon acceptance of the Services
identified or associated with such invoices.

16) ACCEPTANCE CRITERIA:

a) Initial acceptance testing is required for aill Vendor supplied Seivices before going live,
‘unless provided otherwise in the solicitation documents or a Staterment of Work. The State-
may define such processes and-procedures as may be necessary or proper, ir: its opiniorny:
and discretion, to. ensure complianice with the State's specifications-and Vendor's technical
representations. Acceptance of Services may be controtled by additional written terms as
-agreed.by the parties. _ _

b) After initial acceptance. of Services, the State shall have the abligation to notify Vendar, in
writing and within ten'(10) days foliowing. provision of- any. Deliverable: described in the.
contract if it is not acceptable. The notice shall specify in reasonable detail the: reason{s)
a Deliverable is unacceptable. Acceptance by the State of any. Vendor re~perfarmance. or
dortection shall not be unreasotiably withhéld, but may be: conditioned of delayed as
requirad for confirmation by the State thatthe fssue(s) iri the notice have been suceessfully.
‘corrected. ' _

17) CONFIDENTIALITY: The State may maintain the confidentiality of certain types of information
described. in N.C. Gen, Stat. §132-1, ef seq. Such information may include trade secrefs
defined by N.C. Gen. Stat §66- 152 and other information exempted from the Public Records:
Act pursuant to N.C. Gen, Stat. §132-1.2. Vendor may designate information, Products,
Services or appropfiate portions of its response as confidential, consistent with and to the
extent permitted under the Statutes and Rules set forth above, by marking the top and bottom
of pages.containing confidential information with & [egend in holdface type "CONFIDENTIAL.”
By so marking any page, or portion of a page, the Vendor warrants that it has formed a good
faith. opinion, having received such necéssary or proper réview by counsel and other
knowledgeable advisors, that the: pertions marked “confidential” meet the requirements of the
Rules and Statutes set forth above. However, under no circumstances shall price
information be designated as confidential. The State agrees tg prom ptly notify the Vendor
in writing of any action seeking to.compel the disclosure of Vendor's confidential information.
If an action is brought pursuant to N.C. Gen. Stat. §132-0 to compel the State to disclose
information marked “confidential,” the Vendor agrees that it will intervene in the action through
its counsel and ‘participate in defending the State, including any public -official(s) or public
employee(s). The Vendor agrees that it shall-held the State and any official(s} and individual(s)
harmless from any and all damages, costs, and altorneys' fees awarded against the State in
the action. The State shajl have the right, at its option and expense, to participate in the defense
of the action through its counsel. The State shall have no liability to Vendor with respect to the
disclosure of Vendor’s confidential information ordered by a court of competent jurisdiction
pursuant to N.C. Gen, Stat. §132-9 or other applicable law.

18} SECURITY OF STATE DATA:

‘a}  All materials, including software, Data, information and documentation provided by the:
State to'the Vendor (State Data) during the performance or provision of Services hereunder’
are the property of the State of North Carolina and must be kept secure and returned to’
the State. The Vendor will protect State Data in its hands: from unauthorized disclosure,
loss, damage, desfruction by natural event, or other eventuality. Proprietary Vendor
matenals shall be |dent|f|ed to the State by Vendor prier to use or provision of Services
hereunder and shall remain the pro_perty of the Vendor. Derivative works of any. Vendor
proprietary matertials prepated or created during the performance of provision of Services-
hereunder shall be provided to the State as part of the Services. The Vendor shall not
access State User accounts, or State Data, except (i} during data center operations, {iiyio
response 1o service or technical issues, (iii) as reguired by the express terms of this’
coniract, or {iv) at State’s written request. The Vendor shall protect the confidentizlity of al!
information, Data, instruments;, studies, reports, records and other materials provided 1o it
by the State. of maintained or created in accordance with this Agreement. No such



informatiori, Data, ihstruments, studies, reports, records and other materials in the
‘possession of Vendor shall be disclosed in any-form without the prior written agreement
with the State. The Vendor will have writien palicies governing access to and duplication
and dissemination of all such information, Data, instruments, studies, reports, records and
other materials.

b} The Vendor shall not store or transfer non-public-State data outside of the United States..
This includes backup data and Disaster Recovery locations. The Service Provider will
permit its personnel and contractors to access State of North Carolina data remotely only
as required to provide technical support.

¢) Protection of personal privacy and sensitive data. The Vendor acknowiedges its
respongibility for securing: any restricted or highly restricted data, as defined by the
Statewide Data Classification and Handllng Policy (https:/fit.nc. qovidocument/statewide-
data-classification-and- handiing-policy) that is collected by the State and: stored in any
Vendor site or othér Vendor housing systems includifig, but not fimited to, computer
systems; networks, servers, or databases, maintaingéd by Vendor -or its agents or
subcentractors in connéction with the provision of the Services. The Vendor warrants, at
its sole cost and expense, that it 'shall implement processes and maintain the security of
data classified ‘as restricted or highly restricted; provide reasonable care and efforts to
detect fraudulent activity involving the data; and: promptly notify the State of any breaches
of security within 24 hours of confirmation as required by N.C.G.S. § 1438-1379.

d) The Vendor will provide and maintain secure backup of the: State Data. The Vendor shall
wnplement and mainitain secure passwords for its online system providing the Services, as
welf as all appropriate administrative, physical, technical and procedural safeguards at all
times during the term of this Agreement to secure suich Data from Data Breach, protect the
Data and the Services from loss, corruption; unauthorized disclosure, and the introduction
of viruses, disabling devices, malware and other forms of malicicus or inadvertent acis that
‘can disrupt the State’s access to its Data and the Services, The Vendor will allow pericdic
‘back-up of State Data by the State to the State’s infrastructure as the State requires or as
may he provided by law,

e) TheVendor shall certify to the State:.

i, The sufficiency cf its security-standards, tools, technologies and procedares in

' prov:dmg Services under this Agreement;

i. Thatthe system used to provide the Subscription Services under this Contract has
and will maintain.a valid 3rd party.security certification notto exceed 1 yearand is
consistent with the data classification fevel and a security controls -appropriate for
tow or moderate information system(s} per the National Institute of Standards. and
Technology NIST 800-53 revision 4The. State. reserves the right to independently
evaluate, audit, and verify such reguirements.

ji.  That the Servicas will comply with the following:
(t) Any DIT security policy regarding Cloud Computing, .and ihe DIT
Statewide [nformation Security Policy Manual; {o- include -encryption
requirements. as defined below:

{a) The Vendorshall ericrypt all non-public-data in transit regardless
of the fransit mechanism.

(b) For engagements where the Vendor stores sensitive personally
identifiable or otherwise confidential information, this data shali be
encrypted at rest. Examples are: social security number, date of
birth, driver's license number, financial data, federal/state. tax
inforrmation, and hashad passwords. The Vendor's encryption
shall be: consistent with validated cryptography standards as
specified in National Instifute of Standards and Technology
FIPS140-2, Security Requirements. The key location and ‘other
key management detalls will be discussed and- negotiated by both
parties. When the Service Provider cannot offer encryption at rest,
it must maintain, for the duration of the contract, cyber security
liabifity insurance coverage for any loss resulting from.a data




f)

g)

h)

breach. Additionally, where encryption. of data at rest is not
possible, the Vendor must describe existing security measures
that provide a similar level of protection;
(2) Privacy provisions of the Federal Privacy Act of 1974;
(3) The North Carolina Identity Theft Protection Act, N.C.G.S. Chapter 75,
Article 2A (e:g., N.C.G.S. § 75-65 and -66);
{4) The North Carolina Public Records Act, N.C.G.S. Chapter 132; and
{5) Applicable Federal, State and industry standards and guidelines:inciuding,
but. not limited to, relevant security provisions of the Payment Card
Industry (PCl) Data Security Standard (PCIDSS} including the PCIDSS
Cloud Computing Guidelines, Criminal Justice Information, The Family
Educational Rights and Privacy Act (FERPA), Health Insurance Portability
and Accountability Act (HIPAA)
{6) Any requirements implemented by the State under N.C.G.S. §§ 143B-
_ 1376 and -1377. _ o
Security Breach. “Security Breach” under the NC identity Theft Protection Act (N.C.G.S. §
75-80ff) means (1) any circumstance pursuant to which applicable Law reguires naotification
of such breach to be given to affected parties of other activity in response to such
circumstance (e.g.; N.C.G.S. §75 -65); or (2) any actual, attempted suspected threatened,

‘of reasonably foreseeable circumstance that compromises; or could reasonably he
-expected to compromise, either Physical Security or Systems Security (as such terms are

defined bejow) in a fashion that either does or could reasanably be expected to permit
unauthorized Processing (as defined below), use; disclosure or acquisition of or access to

any the State Data or state confidential information. “Physical Security” means physical
‘security at any site or other location housing systems maintained by Vendor or its agents

or subcontractors in connection with the Services, “Systems Security” means security of

'computer electronic or telecommunications systems of any variety (including data bases,
Hardware, software, storage, switching and interconnection devices and mechanising), and

networks. of which such systems are a part or cormmunicate. with, Used directly or indirectly
by Vendor or its agents or subconfractars in connection with the Services. “Processing”

means any operation or set of operations performed upon the State Data or State
confidential information, whether by automatic means, such. as creating, collectzng,
procuring, obtaining, accessing, recording, organizing, stering, adapling, altering,
retrieving, consulting, using, disclosing or destroying.

Breach Notification. In the event Vendor becomes aware of any Secirity Breach due to
Vendor acts or omissions other than in accordance with the terms of the Agreement,
Vendor shall, at its own expense, (1) Immediately rictify the State’s Agreement
Administrator of such Security Breach and perfarm a roof cause analysis thereon, {2}
investigate such Security Breach, (3) provide a remediation plan, acceptable to the State,

to address the Security Breach and prevent any further incidents, {4) conduct a forensic
mvestlgatlon to determine: what systems, data and information have been affected by such
event; and {5) cooperate with the State, and any law enforcement or regulatory officials,

credit reporting companies, and credit card associations mvestlgatmg such Security
Breach. The State shall make the final decision on notifying the State's pérsons, entities,

employees, service providers and/or the public of such Security Breach, and the
implementation of the remediation plan. if a notification to a customer is required underany
Law or pursuant to any of the State's privacy or security policies; then notifications to all
persons and entities who are affected by the same event (as reasonably determined by
the State) shall be considered legally required.

Notification Related Costs. Vendor shall reimbuirse the State for all Notification' Related
Costs incurred by the State arising out of or in connection with any stich Security Breach
dus to Vendor acts or omissions other than in accordance with the terms of the- Agreement
resulting in ‘a requirement for legally required. notifications. “Notification Related Costs”
shall include the. State's internal and external costs associated with addressing and
responding to the Security Breach, including but not limited to: (1) preparation and. mailing
or other transmission. of legally required notifications; (2): preparatlon and maiting: or other




B

k)

transmission of such other.communications to customers, agents or others as the State.
deems reasohably appropriate; (3) establishment of a call cénter or other communications-
procedures in response to such Security Breach (e.g., customer service FAQs, talking.
poinits and training); (4) public relationis and other similar crisis management services; (5)
legal and ‘accounting fees and expenses associated with the State's investigation of and
response ta such event; and (6) costs for credit reporting sesvices that are associated with:

legally required notifications or are -advisable, in the State’s opinion, under the

circumstances. If the Vendor becomes aware of any. Security Breach which is ot due to
Vendor acts or omissions other than in accordance with the terms of the Agreement,
Vendor shall |mmed|ate|y notify the State of such Security Breach, and the parties :shall

feasonably cooperate regarding which of the foregoing .or other ‘activities may be

appropriate under the circumstances, including any applicable Charges for the same.
Vendor shall allow the State reasonable access to Services security logs, latency statistics,

and other related Services security data that affect this Agreement and the State's Data,
-at no.cost to the State.

In the course: of normai- aperations, it may become necessary for Vendor to copy or move
Data to another storage destination on.its online system, and delete the Data found in the

originat location. tn any such event, the Vendor shall preserve and maintain the. content

and integrity of the Data, except by prior writien rotice to, and prior written approval by, the
State.

Remiote dccess fo Data from outside the continental United States, including, without
limitation, remote aceess to Data by authorized Services suppott staff in identified support

centers, is prohibited vriless. approved in advance by the State Chief Information Officer or

the Using Adency.
In- the .eveni of temporary loss of access fo Services, Vendor shall promptiy restore

continuity of Services, restore Data in accordance with this Agreement and as may be set
forth in an SLA, restore accessrbmty of Data and the: Services to meet the performance

requirements stated herein or in' an SLA. As a result, Service Level remedies will become
available to the State as provided herein, in the SLA or other agreed and relevant
documents, Failure to promptly remedy any such femporary loss of access may result in
the State exercising its options for assessing damages under this Agreement.

In the event of disaster or catastrophic failure that results in significant State Data loss or
extended loss of access to Data or Services, Vendor shali notify the State by the fastest
means available and in writing, with additional .noftification” provided 1o iHe State Chief
Information Officer or designee of the coéntracting agency. Vendor shall provide such

‘notification within twerity-four (24) hours .after Vendor reasonably believes there has been

such a disaster or catastrophic failire. In the riotification, Vendor shall inform the State of:

1) The scale dnd quantity of the State Data loss;:

2) What Vendor has done or will do 1o: recover the State Data from backups and
‘mitigate any deleterious effect of the-State Data and Services loss; and

3) What corrective action Vendor has taken-or will fake to prevent future State Data
and Services loss,

4) If Vendor fails to respond immediately and remedy the failure, the State may
exercise its opticns. for assessing damages or other remediés under- this
Agreament.

Vendor shall investigate of the disaster or catastrophic failure and shall share the report of
the investigation with the State. The State and/or its authorized agents shall have the right

to lead (if required by law) or participate.in the investigation. Vendor shall cooperate fully

with the State, iis agents-and law enforcement.

(n the event of termination of this contract, cessation of business by the Vendor ér other
event preventing Vendor frofi continuing to provide the Services, Vendor shall hot withhold
the State Data or ‘any othar Siate confidential information or refuse for any reason, to
promptly return to the State the State Data and any other State confidential |nformat|on
(|ncludmg copies thereof) if requested to do so on:such media as reasonably requested by
the State, even if the State is then or is-alleged to be in breach of the Agreement. As a
part of Vendor's obligation to provide the State Data pursuant to this Paragragh 18} n),



Vendor will also provide, the State any data maps, documentation; software, of other
maierials necessary, including, without limitation, handwritten notes, materials; working
papers or documentation, forthe State to use, transiate, mterpret extract and convert the
State Data.

0) Secure Data Disposal. When requested by the State, the Vendor shall destroy alf
requested data in all of its forms; for example: disk, CD/DVD, backup tape, and paper. Data
shall be permanently deleted anid shall not be recoverable, according to Natmnal Instifute
of Standards and Technology (NIST) approved methods and certificates: of destruction
shall be provided to the State.

19} ACCESS TO PERSONS AND RECORDS: Pursuantto N.C. General Statute 147-684.7, the
State, the State Auditor, appropriate- federal officials, and their respective authonzed
employees or agents are authorized to examine all books, records, and. accounts of the Vendor
insofar as. they relate to transactions with any department, board, officer, commission,
institution, or other agency of the State of North Carolina pursuant to the performance of this
Agreement or {0 costs charged to this Agreement, The Vendor shall retain- any such books,
records, and actounts for.a minimum of three (3) years after the completion of this Agreement.
Additionat audit or reporting requirements may be required by any State, if in the State’s
opinion, such requirement is imposed by fedefal or staté law of regulation. The Vendor shall
allow the State to. audit conformance including contract termis, system security and data centers:
as appropriate. The State 'may perform this audit or contract with a third party at'its discretion
at the State’s expense. Such reviews shail be conducted with at least 30 days' advance written
hotice and shall not unreasonabty interfere with the Service Provider's business.

20) ASSIGNMENT:. Vendor may not assign this Agreement-or its obligations | hereunder except.as
perrnitted by 08 NCAC 068.1003 and this Paragraph Vendor shall prowde reasonable nctica
of not less than thirty (30) days of any consolidation, acquisition, ormerger. Any assignee shall
Affirm this'Agreément attorning te the terms.and condltlons agteed; and that Vendor shall- affirm
that the assignee is fully capabie of performing all obligations of Vendor under this Agresment.
An assignment may be made, if at ali, in writing by the Verdor, Assignee and the State. setting
forth the foregoing obilgatlon of Vendor and Assignee..

21) NOTICES: Any hotices requlred under this Agreement should be delivered to the Agreement
Administrator-for each party. Unless otherwise specified in the Solicitation Documents, any
notices shall be delivered in writing by U.S. Mail, Commercial Courier, facsimile or by hand.

22) TITLES AND HEABINGS: Titles and Head:ngs in this Agreement are used for conyenierice
only and do not defing, limit or proscribe the Ianguage of terms identified by such Titles and
Headings. . _

23) AMENDMENT: This Agreement may not be amended orally or by performance. Any
amendment-must be made in written form and signed by duly authorized representatives of the
State and Vendor.

24) TAXES: The State of North. Carolina is exempt from Federal excise taxes and no payment will
be made for any personal property taxes levied on the Vendor or for any taxes levied on
employee wages. Agencies of the State may have additional exemptions. of exclusions for
federai or state taxes. Evidence of such additicnal exemptions or exciusions may be provided
‘to-Vendor by Agencies, ‘as applicable, during the terri of this Agreement. Applicable State or
local sales taxes shall be invoiced as a separate item: _

25) GOVERNING LAWS, JURISDICTION, AND VENUE:; This Agreement is made under and shall
be gaverned and censtrued in accordance with the faws of the State .of North Carolina. The
place of this Agreement or purchase order, its situs and forum, shail be Wake County, North
Carolina, where all matters; ‘whether sounding in contract or in tort, relatlng to its validity,
construction, interpretation and enforcement shali be determined. Vendor agrees and submits,

solely for matters relating to this Agreement, to the jurisdiction of the courts of the State of

North Caralina, and stipulates that Wake County shall bé the proper venue forall matters.

26) DEFAULT: In the event Services or other Deliverable furnished or performed by the Vendor
during performance of any Contract term fail to. conform to' any material requirement(s) of the
Contract specifications, notice of the failure is provided by the State and if the failure is not
cured within ten {10) days, of Vendor fails to meet the material requirements and specifications
‘herein, the State may cancal the contract. Default may be cause for debarment as provided in




09 NCAGC 06B.1206. The rights and remedies of the State provided above shall not be
exclusive and are in addition to any other rights and remediés provided by law or under the-
Contract. '

a) If Vendor fails to deliver or provide correct Sérvices within the time required by this
Contract, the State shall provide written notice of said failure to Vendor and by-such notice
require performance assurance measures pursuant-4o N.C. (.S, 143B-1340(f). Vendor is
respensible for the defays resulting from its failure to deliver or provide Services as.
provided herein.

b) -Should the State fail to perform any of its obligations upen which Vendor's performance is
condltloned Vendor shall not be in default for any delay, cost increase or other
-consequences resulting from the State's failure. Vendor will use reasonable. efforts to
mitigate délays, costs or expenses arising. from assumptions in the Vendor's offer
documents. that prove erronecus or aré othetwise invalid. Any deadline that is affected by
‘any such Vendor failure in assumptions or performance by the State shall be extended by
-an amount of time reasonably necessary to compensate for the effect of such failure.
‘Vendor shall provide a plan to-cure any-delay or default if requested by the State. The plan
shall state the nature of the delay or defauit, the time required for cure, any mitigating
factars causing or tending 1o cause the delay or default, and such other irformation as the
Vendor may deem necéssary or praper fo provide.

27) FORCE MAJEURE: Except as provided for hereii, neither party shall be deemed to be in
default of its obligations hereunder if and so long as it is prevented from performing such
obligations.as a result of events beyond its reasonable control, including without limitatian, fire,
power fatlures, any act of war, hostile foreign action, nuclear explosion; riof, strikes or failures
or refusals to perform under subcontracts, civil insurrection, earthquake, hurricane, tomado or
other catastrophic natural event or act-of God.

.28) COMPLIANCE WITH LAWS: The Vendor shall comply with ali laws, ordinances, codes,
rules, regulations, and licensing requiréments that are applicable to the conduct of its-
business and the provision of Services hereunder; including those of federal, state, and local

agencies having jurisdiction and/or authority.

29) TERMINATION: Any notice or termination made under this Agreement shall be:transmiited
via US Mail, Certified Return Rece|pt Requested. The period of notice for termination shalt
begm on the day the return: receipt is signed and dated. The parties may mutually terminate
this Agreement by written agreement at any time.

a) The.State may terminate this. Agreement, in whole or in part, pursuant to the Paragraph
entitled “Default,” above, or pursuant to Special Terms and Conditions in the Solicitation
.Documents, if any, of for-any of the following

i) Termination for Cause: In the event any goods, Services, or sérvice furnished by
the Vendor during performance fails fo conform 1o any material specification or
requiremént. of the Agreement, and the failure. is not cured within the specified time
after providing written hotice thereof to- Vendor, the State may cancel and procure
the articies or Services from other sources; holding Vendor liable for any excess
costs oceasioned thereby, subject only to the limitations provided in Paragraph 7
entitlied “Limitation of Liability.” The rights and remedies of the State provided above
shall not be exclusive and are in addition 1o any other rights and remedies provided
by law or under the Agreement. Vendor shall not be relieved of liability to:the State
for damages sustained by the State arising from Vendor's breach of this Agreement;
.and the State may, in its discretion, withhold any paymentdue as a setoff until such
fime as'the damages are finally determined or as agreed by the parties. Voluntary
or involuntary Bankruptey or receivership by Verndor shall be.cause for termination..

i} Termination for Convenience Without Cause: The State may terminate service and

" indefinite quantity contracts, in whole or in part by giving thirty (30) days prior notice

in wiiting to the Vendor, Vendor shall be entitled to sums due as compensation for

Services performed in conformangce with the Agreement. iIn the event the Agreement

is terminated for the convenience of the State the State wili pay for all Services and

work. parformed or delwered in conformance with the. Agreement up fo the date-of
termination.




30) DISPUTE RESOLUTION: The parties agree that it i_s-in'thei'r mutual interest to:resolve disputes
informally. A claim by the State shall be submitted in writing to the Vendor's Agreement
Administrator for decision. The Parties shall negotiate in-good faith and use all reasonable
efforts-to resolve such dispute(s). During the time the Parties are attempting to resolve any
dispute, each shall proceed diligently to perform their respective duties and respansibilities
under this Agreement. If 4 dispute cannot be resolved between the Parties within. thirty (30)
days after delivery of notice, either Party may-elect to exercise any other remediés available
under this Agreement, or at law. This term shall not constitute an agreemernit by either party to
mediate or arbitrate any dispute, ' '

31) SEVERABILITY: In the event that a court of competent ]UI‘iSdICtIOH holds that a provision or
requirement of this Agreement viclates any applicable law, each such provision or reguirement
shall be enforced enly tothe extent it is not in violation of !aw or is not otherwise unenforceable
and all other provisions and requirements of this Agreement shall remain in full foree and effect.
All promises, requirement, terms, conditions, provisions;, repreeentatlons guarantess and
warranties containéd herein shall survive the expiration or termination date uniess specifically
providéd otherwise herein, or unless superseded by applicable federal or State statuie,
including statutes of repose or limitation.

32) FEDERAL INTELLECTUAL PROPERTY BANKRUPTCY PROTECTION ACT: The Partigs
agree that the State shall be entitled fo any and-all rights and benefits of the Federal Intellectual
Property Bankruptey Protection Act, Public Law 100-506, codified at 11 U.S.C. 365(n) and any
amendmentis theéreto.

33} ELECTRONIC PROCUREMENT: (Applies to all contracts that include E-Procurement and are
identified as such in the body of the solicitation document): Purchasmg shal} be conducted
through the Statewide E-Procurement Service. The State’s third party agent shall serve as the
Supplier Manager for this E-Procurement Service. The Vendor'shall register for the Statewide
E-Procurement Service within two,{2) business days. of nefification of award in order to receive
an-electronic purchase order resulting from award of this contract. The E-Procurement fee does
not normally apply to services.

a) Reserved.

b} Reserved.

c} The: Supplier Manager will capture the order from the State approved user, including the
shipping and paymerit. information, and submit the order ir ‘sccordance with the E-
‘Procurement Service. Subsequently, the Supplier Manager will send those ordersto the
appropriate Vendor on State Agreement. The State or State approved user, not the
‘Supplier Manager, shall be responsible for the solicitation, bids received, evaluatmn of bids

~ received, award of contract, and the payment for goods delivered.

d) Vendor agrees atall times to maintain the confidentiality of its user.-name and password
for the Statewide E-Procurement Services. If a Vendor is a corporat{on partnershlp or
other legal entity, then the Vendor may autherize its employess to use its password.
Vendor shall be reésponsible for all activity and all chargés for such employees. Vendar
agrees not to permit a third party o use the Statewide E-Procurement Services through ifs
account. If there is a breach of security through: the Vendor's account, Vendor shall
immediately change its password and notify the Supplier Manager of the security breach
by e-mail. Vendor shall cooperate with the state and the Supplier Manager to-mitigate and
correct any security breach.
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Executive Summary

The State requires that all systems connected to the State network or process State
data, meet an accepiable level of security compliance. This includes those systems that
operate outside of the States’ direct contro! such as Cloud Services defined as Software
as a Seryice {Saas), Infrastructure as a Service (laa$) or Platform as a Service (Paas).
Below is a high tevel view.of specific security requirements that are requirements to
meet compliance. Note: There may be additional requirements depending on the
sensitivity of the data and other Federal and State mandates

Introduction

Purpose
This report and its underlying assessment are intended to enable State agencies to reach a state-ready

decision for'a'speciﬁC;CIoud:_Service Provider's system based on organizational processes and the security
capabilities of the Moderate/low-impact information system. The “Outcome”and the “State Approach and
Use of This Document" sections below indicate how this document will impact this solicitation process.

o Outcomes
Submission of this report by the Véndor daes not guarantee a state-ready designation, nor
does it-guarantee that the state will procure services.from the vendor.

o) State Approach and Use of This Document

The VRAR identifies clear and objective State security capability requirements, where possible,.
while also allowing for the présentation of mare-subjective information. The clear-and
objective requirementsenable the Vendor to concisely identify whether an application ar
vendor is achieving the most important State Moderate or low baseline requirements. The
combination of objective requirements and subjective information enables State to render.a
readiness decision based on a more complete underst-an_din_g of the vendor’s security
capabilities. Again, submission of this report by the Vendor does not guarantee a state-ready
designatioh, nor does it guarantee that the state will pro¢ure services from the vendor.

Section 4, Capability Readiness; is organized into three sections:
o Section 4.1, State Mandates, identifies a small set of the state mandates a vendor
must satisfy.State
will not waive any of these requirements.

» Section 4.2, State Requirements,.identifies an excerpt of the most compelling

carahsoft - o DocuSagn.
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requirements from the National Institute of Science and Technology (NIST) Special
: Publication {SP) 800 document series and State guidance. A VENDOR is unlikely to
| achieve approval if any of these requiremeénts are not met.

s Section 4.3, Additional Capability Information, identifies additional information
that is not tied to specific requirements, yet has typically reflected strongly on a
VENDQR’s ability to achieveapproval.

VENDOR System Information

: Provide and validate the information befow. For example, if the deployment model is

Government only, ensure there are rio non-Government cusiomers. The VRAR template is

| intended for systems categorized at the Moderate secwrity impact level, in accordance with
the FIPS Publication 199 Security Categorization.

Tqﬁ!e 3-1. System Information

VENDOR Name; Carahsoft and DocuSign
System Name: DocuSign

Service Model: SaaS

FIPS PUB 199 System Security Level:
Fully Operational as of: 20¢2

Number of Customers (State/Others): 400,000+
Peployment Model: Government Cloud
System Functionality: i

ro el e b £V L
7 datacentar Sushmg

P g e "
AESG i B g

Relationship 1o Other Vendors or CSPs

If this Moderate baseline system resides in snother VENDOR’s environment or inherits
secyurity capabilities, please provide the relevant details in Tabiles 3-2 and 3-3 below. Please
note, the leveraged system itself roust be State Authorized. For example, & farge VENDOR
may have a commercial service offering and a separele sayvice offering with a State
Authorization. Only the service offering with the State Authorization may be leveraged,

estion.
Is this system leveraging an

ocuSign leases datacenter space

undetlying provider? ping, pipe, power) from various
acilities. Datacenters are PCI DSS

carahsoft
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applicable}
| /datacenter

s

[DocuSign h

.

e

“compliant and SSAE examined by
itheir own auditors.

{DocuSign owns the hardware,
isoftware {or software licenses
here applicable) and applications
(application licenses where

_DocuSign owned equipment within
‘the leased datacenter space.

withiti the leased
space.
osts the application on

List all services leveraged. The system from which the service is leveraged must be listed in

Tabfe 3-2 abgve.

Table 3 -3. Leveraged Services

p
1 | Cyxtera DocuSign leases datacenter space  |DocuSign Federal is hosted
sunGard (ping, pipe, power) from various  [in four (4) co-location
Equnix facilities. Datacenters are PCI DSS  [datacenter facilities within
compliant and SSAE examined by fhe continental United
their own auditors. States specifically chosen
DocuSign owns the hardware, Fiqa-t_o' _thel." adhe_renge ‘_to
software (or software licenses ndustry-s_tandar(lj._pﬁy_fmcal
where applicable) and applications _secur}ty and-ay_aliablllty
(application licenses where protectto_ns. These_
| R datacenter facilities are
applicable) within the leased located in Chicago, [llinois;
datacenter space. _ Seattle, Washington; and
DocuSign hosts the application on Ric:hardson,-'Texas. The
DocuSign owned equipment within fagilities are managed by
{the leased datacenter space.. Cyxtera (Chicago and
Seattle), SunGard
(Richardson}, and Equinix
(Chicago) and meet
comman industry security
controf requirements,
including SSAE16 and
FISMA. controls. DocuSign
Federal is housed within
heavily access-restricied
datacenter cages within
gach facility, with multiple
fayers of physical access
control, authentication, and
carahsoft
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System

iatharization before
personnel or informatidn
system componenis are
nermitted access. Further,
DocuSign Federal has
dedicated multi-ténant
security appliances and
network area storage-units
to segregate Federal
Agency data from other’
DocuSign customers. In
‘addition to the datacenter
facilities, certain ancillary
DocuSign Federal
components are hosted
within AWS, Azure, and
Akamai. These components
are logically integrated with
the network-boundary
present in the datacenter
facilities.

Data Flow Diagrams.
s Please see DocuSign Security and Trust Assurance Packet for Data Flow Diagrams

v clearly identify data fows for privifeged, nonpriviteget! and customers access; and
o depict how oll ports, prototols, ond sérvices of ol inbound and outhound teaific are
represented and managed.

Separation Measures [AC-4, SC-7]
Assess and deseribe the strergth of the physical and/or logical separation measures in
place to provide segmentation and isolation of tenants, adminisiration, and operations;
addressing user-to-systemy; admin-to-systemy; and systerm-ta- system relationships,

The Vendor must base the assessment of separation measures on very strong evidence, such
asthe review of any existing penetration testing results, or an expert review of the products,
architecture, and canfigurations involved. The Vendor must describe how the methods used
to verify the strength of separation medsures,

System Interconnections

A System Interconnection is a dedicated connection between information systems, such
as between a SaaS/Paa% and underiying lzas.

carahsoft o mmﬁgm




SOLICITATION # 1TS-400335

‘The Vendor must complete the table below. if the answer to any guestion is “yes,” piease
briefly describe the connection. Also, if the answer to the last guestion is “yes,” please
complete Table 3-4 below.

Table 3-3. System Interconnections’

1 | Does the system connect 1o the Internet?: |X Docusign:is anelectronic signature and workflow
' ' managemerit application hosted in a datacenter..
Customers determine and manage the documents
nd workflow usedin thew instance of Docusign.
DocuSign enables customers to directly upload
documents for signature over secure sessions where
he customer documehts-are systematically
ncrypted. DocuSign personnel do not have aceess.

) ito customer.documents.
2| Doges the system connect to a corporate or X
state infrastructure/network?
4 | Does the system connect to external X if “ves,” complete Table 3-4 below.
systems?

if there are connections to external systems, please list each in the table below, using one row
per interconnection. If

there are no external sysiam connections, please type “None” in the first row.

Table 3-4. intérconniection Security Agréements (ISAs}

”1_ Iﬁbne
2

Capability Readiness

State Mandates.
This section identifies State requirements applicable to all State approved systems. All reqiirements in this
section must be met. Some of these fopics are aiso covered in gredter detail in Section o, State
Requirements, below.
Only answer “Yes” if the requirement is fully and strictly met. The Vendor must answer “No” if
an alternative implementation is in place.

“Tuble 4-1. State Mandates

1| Are FIPS 140-2 Validated or National Security Agency (NSA}-Approved
cryptographic modules consistently used where cryptography is required?

Only True with FedRAMP offering

carahsoft zga @@tuﬁ%m
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‘What type of authentication does the-application.use? Can it integrate with
the State's NCID solution?-

Only true if 550 is enabled {Which comes with the FedRAMP 'offé_ri'n'g

thenticatio ,_

3 | What types of security boundary/threat protection devices are used to protect
the network, system; application...e.g. firewalls intrusion detection/prevention
systems, end point protection etc.

5

DocuSign employs a defense in-depth strategy which includes F5, Cisco, Juniper,
and Snort network devices. In addition, DocuSign has anti-virus protection
including McAfee.and CarbonBlack on-endpoint devices.

4 | Does the VENDOR have the ability to consistently remediate High X
vulaerabilities within 30 days and Moderate vulnerabilities within 90 days?

_Only Tru

-adRAMP Offering

5. | Does the VENDQOR and system.meet Federal Records Management X Not
Requiremients, including the ability to support record holds, National Archives explicitly
and Records Administration (NARA} requirements, and Freedom of controlle’
Information Act (FOIA) requirements? d by
those
requireiy
ents,
however
documen

carahsoft
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it
manage
ment.and
retention
is
managed
by the
customer

State Requirements _
This section identifies additional State Readiness requirements. All requirements in this section must be
met; however, alternative implementations and non-applicability justifications may be considered on a
fimited basis.

Approved Cryptographic Modules [SC-13]

The Vendor must ensure FIPS 140-2 Validated or NSA-Approved algorithmsfare used for all
encryption modules, FIPS 140-2 Compliant is not sufficient. The Vendor may add rows to the
table if appropriate, but miust not rerfiove the origingl rows. The Vendor must identify all rion-
compliant cryptographic modules in.use.

Table 4-2. Cryptographic Modules

1 | Data.at-Rest [SC-28] ' X DocuSign encrypts
Federal Agency
data and documents
in DocuSign Federal
hy using the FIPS
140-2 validated
Microsoft Crypto
AP with AES 256
encryption before
storing such
documents within
the.respective Blobs
and NAS(s).
DocuSign-has
deployed MTSAS in
DocuSign Federal,
which store and
controi the
document

omﬁ'ﬁm&
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encryption keys
used by Federal
Agency users. The
MTSAs are in-
house built key
store soltitions that
are access
controlled and
segregated to only
Federal Agencies.
Additionally,
Docu:Sign Federal
nrovides Federal
Agencies the ability
to deploy MTSAs
and storage via on-
premises solutions if
they require:
segregation from
other Federal
Agency data.
Furthermore,
DocuSign uses the
MTSA's with Thales
PCl-based HSM's to
generate the AES-
256 symmetric
keys. The HSM's
iare rated at FIPS
140-2 Level 3 which
provides stronger
cryptographic
operations o
encrypt the BLOB
files.

2 | Transmission [SC-8 _(1), 5C-12, X 4 DocuSign has
$C=12(2,3)] implemanted

' federally approved
cryptography within
DocuSign Federal in
accordance with
‘lapplicable Federal

carahsof DocuSagn.
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Laws; Executive
Orders, directives,
policies, regulations,
and standards. Far
exaniple, all access to
the production
environment is
ericrypted; whether
TLS for customer
cannections to the
front-end:
webservers, {see SC-8|
for more
informatian}, or
administrative
remote access
through a TL5 VPN
cannection (see AC-
17 and 1A-2 for more
information).-
DocuSign also uses
MTSA's with Thales
PCl-based HSM's to-
‘leenerate AES-256
syfnmetric keys, a
solution rated at FIPS
140-2 Level 3.
BocuSign relies on
Symantec
Corporation, a third-
party trusted CA, for
external SSL
certificates. All SSL
Icertificates are RSA.
2048-bit certificates.
The 55L certificates:
are controlled using
DocuSign Federal
load balancers, which
are heavily access
controlled in
mccordance with AC-4
‘land 5C-7, to create
TLS connections that
authenticate and
encrypt Federal
Agency data.

carahsoft — DocuSign,
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Remote Access [AC-17 (2)]

4 | Authentication {IA-5 (1), I1A-7] F - DiocuSign CORP
-‘Accounts:
DotuSign requires
Technica! Operations
personnel who need
access to DocuSign
Federal system
boundary to-have HQ
AD-domain usernames
-and approval fram the
CTO or Vice President
of Technical
Operations of thejr
Authorization — Access
1o Production
Environment change.
request. Technical
‘Operations creates
new CORP AD domain
usernames based on
their HQ AD domain
usernames and
configures a
temporary password
in accardance with the
‘password’
requirerents in lA-
5(1). During the initial
log-on, the temporary.
passwards ‘must be
changed immediately
to a password that
meets password-
requirements defined
“in 1A-5(1).

Only after receiving a
CORP.AD accdunt afe
authorized Technical
Qperations employees.
perniitted té obtain
additional
authenticators,
including Dell
Defender
authenticator tokens,
loca) device atcounts,
or lecatapplication
administration
accounits. These local
accounts arg
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pravisioned for

network devices, Linux
components,
application
administrative portal,
and AWS, Azure,
Akamaienterprise
account management
functions.

DocuSign Jump Host
Accounts:

Docusign requires.
Technical Operations
personnegl who need
access to DocuSign
Federal systerh
boundary to have HQ
AD domain usernames
and approval fromthe
CT0 or Vice President;
of Technical

.Operations of their

Authorizatign — Access

‘to Production
Environment change

request, Technical
Operations creatas
naw Jump Host AD
domain usernames
based on their HOAD
domain usernamess
and configures a
temporary password
in accardance with the
password
reguirements in JA-
5(1). During the initial
log-on, the temporary
passwords must be

-changed immediatgly

toa password that
meets password
requirements defined-

in IA-5(1).

Oocusign
Administrator
Accounts:

‘DocuSign reguires

petsonnel who want.
access to application

carahsoft
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administrator tonsole,
;t_o_ha\.r.t__a'HO. AD domain
-usernames and
approval from both
thelr diract manager
and Technical
Operations. of their
‘Authorization — Admih
Conscle Access.
Technical Operations
sends activation
“emails td their
DocuSign email
.addresses.

Féderal Agency’

Accounts:
Federal agencies follow
their own policies. For
more information on
Federal Agency user

ccounts, refer to 1A-8
End.a description-of
how a Federal Agenicy-
icail integrate their
existing account
management and
duthentication
infrastructure using the
SAML SSO functionality
of DocuSign Federal.

5 | Digital Signatures/Hash [CM-
5(3)]

Authorized Technical
Operations
members arg’
reviewed, approved,
fand provisioned
access to DocuSigh
Federalin
accordance with AC-
2, AC-3, and AG-5,
System access is
granted based on
intended system
usage; valid systern
access authorization
and physical access,
and responsibilities
for mission/business
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functions.

A1 Technical
Operations
members
aythotized to
access. DocuSign
Federal are
managed,
identified, and
authénticated ina
consistent fashion
in accordarnice with
AC-2, |1A-2, and IA-
2(1).

Transport Layer Security [NIST SP 800-52, Revision 1]

The Vehdor must identify all protocols in use. The Vendor may add rows 1o the table if
appropriate, but must not remove the original rows.

Table 4-3. Transport Layer Security

1. | §SL (Nen-Compliant)
2 | TLS 1.0 (Non-Compliant) Some customers have not been able to migrate from
1TLS 1.0 due te legacy applications. In these cases,
customers must sign an agreement to assume the risk
of continuing to use TLS 1.0
3 | TLS1.1 {Compliant) X DocuSign’s production email service utilizes
both DKIM for signing outbound email and
{TLS to assure confidential communication
occurs over an encrypted session.
4 | TLS 1.2 (Comgliant} X

Identification and Authentication. Authorization, and Access Control

Only answer “yes” if the answer is consistently “ves.” For partially implemented areas,
answer “no” and deseribe what is missing to achieve a “yes” answer, If inherifed, please
indicate partial or full inheritance in the “Describe Capability” column. Any non-inherited

capahilities must be described.

Tabie 4-4. ldentification and Authentication, Authorization, and Access Control

carahsoft
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Does the system uniquely ia;lt-;rlt_ifyr and
authorize organizational users {or

processes acting oh behalf of organizational

users} in'a manner that cannot be
repudiated-and which sufficiently reduces
the risk of impersonation? {IA-2, 1A-4, 1A-
a(4)]

-are'stored within the corporate Active

_onboarding, termination, and transfer

.access the VPN or.web application.

are provisioned a DocuSign CORP domairi
‘account and/orlocal accounts. DocuSign

‘the back-end, production enviranrhent

-and 1A-2.

.DocuSign establishes two different CORP
AD domain accounttypes for BocuSign

BocuSign HOQ Accounts:
All DocuSign personnel are authorized to
access the Dofc_u__S'i_g_n I-_lQe_n\;i;onment and
standard corpaorate resources. All DocuSign
personnel are provisioned a DocuSign HQ.
domain ac_:coun_'t_,_whi'ch is u_s_ed._to access
their-workstation'and DocuSign corporate
resources; DocuSign HQ domain accounts:

Directory, which is managed by Corporata
IT in-gccordance with corporate account.
rmanagement procedures, as well as the

procesises described in PS-3, PS4, and P5-5;
DocuSign HQ.domain accounts have ho
access to DocuSign Federal and are
consideréd out of scopé of the DecuSign
Federal authorization: boundary. But;
DocuSign personnel with DocuSign CORP or
Application Administration accounts are
required to be on the corporate network,
which requires DocuSign HQ credentials, to

DocuSign CORP Accounts:.
All DocuSign personnel requiring access to
DocuSign Federal ar system components:

CORP dorain accounts are stored within

Active Directory, which is managed by
Technical Gperatioris administrators. All
DocuSign Technical Opéfations, Security
Operations, and Product Security pérsonnel
authorized to access DocuSign Federal are
considered privileged users and are
managed, identified, and authenticated in-a
consistent fashion in accordarice with AC-3

Fedéral; front-end domain accounts and
back-end domain accounts. Both front-end
domain accounts and back-end domain
accounts provide users domain access to
eithier front-end components ar back-end
camponents, res_pei:tively; DecuSign
restricts provisioning of thesé CORP AD
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-domain accounts to only Technical

Operations personnel to perform their
déSi_'gnated roles and respansibilities of
managing DocuSign Federat. DocuSign
approves a limited. amount Technical
Ope_ration_s administraters as domain

-account managers.

ﬁ'ocuSign‘_T_echnical Operations:personnel
uniquely identify.and authenticate to
DocuSign Federal by connecting to the
system’s VPN, providing their Dell Defender:
MIFA token and back-end domain account
credentials. Gnee connected-tothe VPN,
BocuSign Technical Operations personnel
connect either to:the RDP gateway or S5H
jump-host by uniquely identifying and
auvthenticatirig with a separate Dell
Defender MFA token for Windows-based
hosts orSSH keys for Linux-based hosts.
Orice connected to either the RDP gateway
or SSH jump host, DocuSign Technical
Operations. p'erso_nn_él'_c_onnect toa
Windows-based host or Linux-based host
tied to CORP AD by authenticating with
their front-end ar back-end credentials,
depending on the location of the host
within DocuSign Federal,

DocuSign-uses local acca_un_tszfof-netwqu
devices and hardware compgnents. within
DocuSign Federal that are notintegrated
inté the DocuSign CORP-AD. Iri order to
authenticate to these local device accounts,
users must connect viathe SSH jump host
using their SSH keys and local device
account credentials. In addition, DocuSign
uses local accounts for AWS EC2 Linux-
based servers, which are only accessible via
the jump hosts within DocuSign Federal.
For connecting to AWS VPC hosts, DocuSign
Technical Operations personnel connect to
the AWS VPCs by connecting to DocuSign
Federal VPN then connecting via the SSH.
jump host using their SSH keys and local
host account credentials.

DocuSign Jump Host Accounts:

The jump host domain actount provides
user actess to the back-end jump host,
which provides: users the ability to RDP or

carahsoft
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SSH to front end or back—end components
BacuSign restricts provisioning of these
CORP AR domain:accounts to oy
Technical Operations personnel 1o perform
their designated rolés and responsibilities
of managing DocuSign Federal. DocuSign
approves a limited amount Technical
Opérations admihistrators as domiain
account managers.

DocuSign Technical Operations pefsonnel
uniquely identify and authenticate to
[}.qcuSign Federal by connecting to the
system’s VPN, providing their Dell 'Defend_e_r
MFA token and back-end domain account
credentials. Once connected to the VN,
DocuSign Technical- Operations personnet
connect either to the RDP gateway ar SSH
jimp host'by unicugly identifying and:
authenticating with.a separate Deli
Defender MFA token for Windows-based
hosts or 55H Kkeys for Linux-baséd hosts.

AWS, Azure, Akamal Accounts:
DocuSign Federal uses local accounts to
access the AWS, Azure, and Akamal
management consoles that are used for
deploymg and decommissianing system
components within those locations. The
AWS, Azure, and Akamai management
console accounts are managed by the
enterprise account owners wIt'h'in.;'Ije_c_hn'ical
Operations using the respective vendor’s
enterprise account management,
functionality.

DocuSign Administrator Accounts:
DacuSign Federal Account Management
Support uses iocal, priviléged accounts to
authenticate to certain limited account
support functions within the intetnal-
application account administrative web
inferface. These limited functions are’used
by-account stipport personnel in.the
execution of their job responsibilities to
Fulfill Federal Agency account management
functions, such as enabling features. The
DocuSigh Federal internal application
account administrative web interface is only
reachable from the DocuSign network.

DocuStgn restricts provisioning of these local
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accounts to only Technical Operations
Ipersonnel to perform their designated roles
arid responsibilities of managing DocuSign
Federal. -

3 | Does the system require multi-factor MFA is not required, however can be
authentication {MFA) for administrative configured within DocuSign and Customer
accounts and functions? [IA-2, 1A-2(1), 550
]A“'.

2(3)]

4 | Does the system fully comply-with X Since S50 must be enabléd to interface
eAuth Level 3.or higher? [NIST SP 800- with NCID, state agencies are
63] ' B responsible for this requirement by

enforcing a second factor authentication,
method,

5 Does the system restrict non-authorized ¥
persorinel’s access to resources? [AC-6(2)]

6 | Does the system restrict non-privileged ¥
users-from performing privileged
function? '

[AC-6(10}]

7 Does the systeém ensure secure separation X DacuSign is committed to the highest levels

of customer data? [SC-4] of service and protection. DocuSign uses a
multi-ténaht architecture, All eustomer
confldential envelope content including
documents, signatures arid documerit form
data are stored in AES éncrypted fashion. All
Envelope and encrypted document data is
keyed to customer account and:sending
account identity using account and user .
unique identifiers. All documents and other
sensitive.customer data are stored in an
encrypted fashion in-a secure datacenter
which Is physically segregated from
DocuSign's corporate networks.,

8 | Does the system ensure secure . See above
separation of customer processing
environments? [SC-
2,SC:3]

carahsoft o2 DocuSign,




9 | Does the system restrict access of X
‘administrative personnel in a waythat
fimits the capability of individuals to
compromise the security of the
information
system? JAC-2(7}]
10 | Does the remote access capability [N/A  IN/A  [Remote dccess not a.product feature.
include VENDOR-defined and DocuSigh is ah electronic signature and
implemented usage restrictions, workflow r_hana'g'.eme_'rit application hosted in
c_onfigur_at’ib_n guidance, and a dat;;enter. Cust’om_ers.dgtermin(.e and
authorization procedure? [AC-17] manage the documents-and _wo.rkfl.ow used

' in their instance of DacuSign. DocuSign
enables customers to directly upload
documents-for signature over-secire
sessions where the-customer documents are
ystematically encrypted. DocuSign
person nel do.not have access to custamer
documents:

Audit, Alerting, Malware, and Incident Response

Only answer “yes” if the answer is consisteritly “yes.” For partially implemented areas,

indicate partial or full inheritance i the “Describe Capability” column, Any non-inherited
capahilities must be described,

Table 4-5. Audit, Alerting, Malwore, and incident Response

ent
Does the system have-the capability to X DocuSign maintains commercially available,
detect, contain, and eradicate malicious enterprise class, antivirus/antimalware
software? [SI-3, SI-3 (1), 5I-3 (2), SI-3 (7}, software and performs routine
MA-3 (2)] inf'ras?ru_ctur_e and application vulnerabifity
scanning.

Antivirussignatures are autematic and,
performed daily. Users-do not have either
ability to disable those contrals or alter the
configuration.
As a.PCI PSS compliant level 1 service
orovider/ level 3 mérchant, DocuSign
nerfarms internal monthly vulnerability
scanning and quarterly application-scanning
at.a minimum. Quarterly éxtérnal scans are
conducted by a qualified third party and
innwal penetration tésting is conducted
Egaih‘st both the DocuSign application and.its
infrastructure by crederitialed, industry
recognized organizations.
DocuSign maintains a formal SDLC and
related programs, such as Patch
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Management, which are [S027001, PCI DSS,
and SSAEL6 examined and certified
Patches aré obtairied from vendors and
deployed on a monthly basis across all
production enviranments-and network:
vuinerability scans are conducted afterward.
Ernergency patches are immediately applied
-as needed and foltow Change Management
procedures. The following is the patch.
categories:
Critical: Immediate
High: 30 days
Medium: 90 days
2 | Does the systemistore audit data ina X DocuSigh has a logging, mionitoring
tamper-resistant manner which meets chain deployment that captures and correlates log
of custody and any e-discovery Eventsm real-tirne fr'o'n."l s¥st:ems.§ind _
requirements? fAU-7, AU-9] dey;;e‘st to hoth Operations and Seeurity.
Operations and Security personnel have
access to the logs, but logscannot be
modified, substituted, or deleted by said
pefsonnel;
Logs are stored within a SQL database which
is: used as a data store by the-application.
Logs are securely written to the database.
Access to the SQL data stores istightly '
restricted.

ES

3 | Does the VENDOR have the capability to DocuSign usés a:McAfee ELM to.capture
detect unauthorized or malicious use of the logs fram DocuSign Federal praduction
system, incleding insider threat and compaonénts. The McAfee SIEM produces
‘external intrusions? [SI-4, St-4 (4), 51-7, SI-7 alerts based OH ofthe logs ﬂ:pm'the ELM.
vl ' C o ' o _Hqusto_r'{_,_ an in-house DocuSign tool,
forwards those aler{s to the Redmine ISCM
to automatically generate cases to be
analyzed 'by the CSIRT t_ea'm_, to ensure the
system components are functioning in an
optimal, resilient, and secure s{a_te._
CSIRT monitors the automatically
generated ISCM cases for unauthorized
access to and use of DecuSign Federal in
accordance with AU-2.
CSIRT uses a SIEM solution to capture and.
correlate all-application logs from systern
components and tools within-BocuSign
Federal. All Windows and Cent0S servers
send system event logs to:the SIEM.
Additionally; FIM {OSSEC}, ClamAV, SCEP,
and SNORT IDS forward systém event logs
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to the SIEM:

DocuSign has also built an in-house
performance monitoring solution, KazMon,
which deploys lacal custom agents to
monitor performance and events related to

‘the system components.and web _
applications within DocuSign Federal. Thése
logs.dre hiot forwarded ta the SIEM, but.are
centrally managed via thein-house built
Kaztion solution. Additionally, KazMon’

! monitors for any changes against the

| baseline OS configurations,

! “The SIEM uses the ELM to managé logsin.a

. réad-only modeand retain logs for ane (1)

I year. DocuSign limits access to thia SIEM,

i ELM; and audit infrastructire to authorized
CSIRT and Information Security mémbers,
in accordance to-ACand |A control families,
to protect the information obtained during
-monitoring.

CSIRT heightens monitoring activities as
necessary due to vuinerabilities or
‘suspicicus activities.are uncovered within
DocuSign Faderal. [n addition, CSIRT-
heightens monitoring activities when thete
are alerts from external sources which
nciudes Technical Security Alerts and:
Security Bulletins from US-CERT as well
advisorigs fiom FedRAMP. CSIRT tan create:
dashboards or other visualizations in the
SIEM totrack specific-events, specific
platforms, or combinations thereof.
DocuSign obtains legal opinions with regard
to monitoring as necessary. In dccordanice
with AC:8, DocuSign nofifies all users
accessing. DocuSign Federal about
monitoring. Further, DocuSign and obtains
users’ consent of such manitoring as a
requirement ih order to access the system.

For events that me_et.'t___he pattern of a known

attack methodology, CSIRT track and

document validated security incidents as
new cases within ISCM. CSIRT follows the

Inciderit Response Playbook to resolve the

incidérnit and notifies the applicable DocuSign

Federal stakehaolders as needéed.

4 | Does the VENDOR have an incident X All DocuSign personniel involved in
Response Plan and afully developed In‘fqr'matio_n System: Inpide_nt Response
incident Response test plan? [IR-3, IR-8] activities must participate in an-annual
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incident response testing exercise. The
annual testing is conducted as a tabletop
exercise to measure the effectiveness and
document lessons learned. Annual testing:is
kreated as both & [€arning and training
exercise for personnel associatad with
handling incident responsé activities. The
exact security incident to be tested will be at
the discretion of the CISO in accordance with
NIST SP 800-61.

Does the VENDOR have a plan-and

capability to perform security code analysis:

and assess code for security flaws, as well’
as identify, track and remediate security
flaws? [SA-11, 5A-11 (]_.}, SA-11 (8)]

DocuSign software developers follow
‘a security assessment plan when
developing code. The purpose of this
sort of plan is to integrate security
meastires with developing code.
Security control incorporation
requires testing to ensure that, like
dny other piece df code that is
included in software, no vulnerability
is inadvertently introduced. The plan
includes both coverage and depth of
code testing. Testing can take the
forims of static code analysis and of
dynamic code analysis. DecuSign
software developers adhereto a
security plah when developing code,
and leverage both static and dynamic
cnde analysis and tools sifich-as
regression testing.

Once the developer has completed.
the change, the developer tests the
specific change in'a remote sandbox
environment within Azure colfed
OneBox. until the thange passes all
,’ogq.f automated tests and is ready for
acceptance testing. At this time, the
developer conducts unit testing
before any source code changes are
integrated back into the source code
tree. During this cycle, the developer
may-integrate several times with the
central repositary master branch,
which gets pushed aiitomatically to
the deuefopment integration server
where dévelopers perform further
testing.

After successful testing by the
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reviewed by ancther developer in
Enginéering. Once reviewed, the
c_ha:nges-aré integroted into the
release branch. Then, the release
branch is pushed to the QA testing
environment where QA performs
integration and system testing using
DocuSign’s internally deveidped
Sawmill tool. Then, the release branch
is pushed into. a:staging environment:
where QA performs regression testing
using DocuSign’s internafly developed
Sawmill tool.

As part of DaocuSign’s SDLC process,
QA captures evidence of test plan in
Sawmill toal as the release packages
move from testing, staging, and
_producn"on_.en_v.r'mnments_.- If'"there.are
security flaws identified during
testing, QA; opens tickets in the
developer’s JIRA ticketing and
intludes the test resufts.

In DocuSign Federal, DocuSign relies
on the Arachni web appffca_tio‘n
vulnerability scanners.and the
functionality of DocuSign Federal
jtself to identify dny performance or
security issues that are dynamically
generated during the operation of the
compiled cadebase. Vuinerabilities
and findings identified by the Arachni
scanner is handled and remediated in
accordance with RA-5. Performance.
monitoring issues or synthetic
transaction faitures identified by.
DocuSign Federal itself are handled dt
least monthly in accordance with the
flaw remediation process described in
Si-2. '

Any security flaws are documented.
and tracked within JIRA ticketing
system to ensure developers mitigate
the flaws prior.to deployment within
DocuSign Federal. The JIRA t.fcketf‘n_g
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security flaw to include the initial
creation, milestones (e.g. approvals},
and completion.

Does the VENDOR implement automated
mechanisms for incident handling and
reporting? [IR-4 {1), IR-6 {1}]

Our production-systems are configured to
sand event and log datato-a Security
Information arid Event Management (S{EM)
system where events are carrelated and
analyzed by a dedicated team on a 24x7
basls.
Respaonses to security events are initiated
via alerts'on our SIEM platforms. All-
déviees in the DécuSign Enterprise network
log to the SiEM. Alerts that are raised-are
typicaliy actioned by our andiysts in the
24x7 $Security Operatiens Ceniter, according
toestablished Standard Operating
Procedures, Eveitts of a'higher severity or
complexity are handled by our Tier2/3
analysts in the CSIRT team. All incidents
are documented in our Information
Security Case Management (ISCM} system.
Incident reporting functionality is within
the ISCM system, _
We regularly research inconsistencies,
conflicts, and non-logging devices as part of
our operational procedures withih thie SOC,
CSIRT, and Security Infrastructure feams.
We even have specific advanced alerts that
are turled to.récognize inconsistericies real-
time, such as a user logging into to two
services in a span of time that'is shortér than
physically possibie to travel.

Does the VENDOR retain online audit
records for at.least 90 days to provide
'support for after-the-fact investigations of
'security incidents and offline for at least
one year to meet regulatory and
organizational information retention
requirements? [AU-7, AU-7 (1), AU-11]

At least 12 months

Does the VENDOR have the capability to
notify customers and regulators of
confirmed fricidents in a timeframe
consistent with all legai, regulatory, or
caniractual obligations? [State Incident
Communications Procedures)

State Incident Communications Procedures
are a per contract agreement.

DécuSign maintains a data breach
notification program to promptly notify
customers in the event their information is
lost or experiences unauthorized access.
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nce; and any ngeieme
the event that their protected data is
reasonably believed to be lost or stolenin
‘an unencrypted format, or subject to
uhauthorized access by, or is.used or
disclosed as a resuit of an-unauthorized
-acquisition. DocuSign will provide. fiotice in
writing promptly after discovery of such a
security incident, But'in rio event later thari
the déadline set forth under applicable Law
or the applicable business agreement,
whichever is earlier,
The written notice shall include, to the
extent known, an identification of each
individual whose personal information has:
been affected by the security incident,
including state of residence; a.brief
description of the. categories.of personal
informaticn involved for each affected
“individual; a brief description of how and
‘when the security incident occurred and
how and wher the security incident was’
discovered; and a brief description of any
steps taken to address the security incldent
‘and any stéps taken to-prevent a
recurrence.
To the extent this information is not known
whien the initial written notice is first
provided, DocuSign will promptly
supplement the written notice, in writing
when information becomes known {unless
pecifically directed otherwise by a. law
Ianor._cement organization).

Contingency Planning and Disaster Recovery

Only ariswer “yes” if the answer is consistently “yes.” For partially implemented areas,
answer “no” and describe what is missing to achisve a "yes” answer, if inherited, please
indicate partial or full inheritance in the “Describe Capability” columr. Any non-inherited
capahitities must be described.

Table 4-6. Contingendy Planning and Disaster Recovery

1 | Does the VENDOR have the capability to X With DocuSign’s Carrier Grade
recover the system to a known and architecture, secure replication is
functional state following an outage, performed in near real-time o our

breach, DoS attack, or disaster? [CP-2, CP=2

% zeo-diverse active systems,
{2}, CP-2 (3}, CP-9, CP-10]

DocuSign designs all deployments to
be fully redundant and fault tolerant.
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1along-with weekly full and daily

There are no single points of failure
in our load balanced, redundant
configuration. Our environment uses
load balancers to spread load
throughout multiple servers. If a:
server fails or experiences an issue it
should be transparent to users using.
our system, In addition to-SQL
clustering and sefver load-balancing
we also have redundant networking
gear that replicates customer
documents up to 9 times across the
systems that can recover in the event
of afailure of any. All data is
replicated at the OLTP level and all
historical and docuiment data is
synchronized using a proprietary
document replication service. The
systeni is constriicted to offer a
WO_rst-case 5-minute recover point
objective inthe event of a single site
catastrophic failure,

Since data is replicated to
geographically dispersed data centers
traditional backups are uhnecessaty,
while DocuSign does make 8
perpetual backups of blob data,

differential hacku ps of the database
In the event of a disaster or total site
failure in-any of the active systems,
all user activity is served by the
remaining. DocuSign’s failover
capability is tested monthly during
monthly site

maintenance,

Our DTM platform is closely
monitored 24/7 for any malicious
behavior including large, increased
network throughput that may have
the potential to impact our service.
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!n the event of mcreased trafﬁc we
can scale up to address inbound
connections. Wealso have a Web-
Application Firewall (WAF} in place
that allows us to block traffic based
on various parameters.

7 | Does the VENDOR have a Contingency Plan X With DocuSigh's Carrier Grade architecture,
-and a fully developed Contingency Plan test secure replication is performed in nearreal-
plan in accordance with NiST Special time to our geo-diverse active'systems.
Publication 800-347 [CP-2, CP-8] DocuSign designs all deployments to be

fully redundant and fault tolerant. There
are’no-single points of failure.in our load
balanced, redundant configuration. Qur
environment uses load balancers to spread
joad throughout multiple servers. ff a
server fails or experiences an issue: it should
be transparent to users using our system. In
addition to:SQL clusterlng and server load-
balancing we also have redundant
networking gear that replicates customer
documents up to'9 times-across the:
systems that cari recover inthe eventof a
failure of any.. All data is replicated atthe
OLTP level and-all historical and document
data is synchrohized using 8 proprietary
‘document replication service. The system is
constructed to offer a worst case 5-minute
recover point objective in the eventof a
single site catastrophic failure.

Since data'is replicated fo geographically
dispersed.data centers traditional backups
are unnecessary, while DocuSign does make
8 perpetual backups of blob data; along with
weekly full and daily differential backups of
the database as well-as maintaining 5 active
nodes: In the event of a disaster or total site
failure in-any of the active systems; all user
’actl\flt\; is served by the remaining.

DocuSign's fallover capablllty is tested
monthly during monthly site. maintenance.

3 | Doesthe system have alternate storage X With DocuSign's Carrier Grade architecture,
and processing facilities? [CP-6,.CP-7] secure replication is performed in hear real
time to our geo-diverse active sysiems..
DacuSign designs all deployments to be
fully redundant and fault tolerant. There
are ho single paints of failure in our load
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“halanced, redundant configuration. Our
envirenment uses load-balancers to spread
load throughout multiple servers. If 2
server fails.or experiences an issue it should
be transparent to users using our system. in
addition to SQL clustering and server load-
balancing we als¢ have redundant
networking gear that.replicates customer
documents up to 9 times acrossthe
systems that can recover in the eventof a
failure of any. All data is replicated at the
OLTP level and ail historical arid document
data is synchronized using a proprietary
document replication service, The system is
constructed to offer.a worst case 5-minute
recover paint objective in the event of a
single site catastrophic failure,
Since data fs replicated to geographically
dispersed data centers traditional backups
are unnecessary, while DocuS_i_'gn doesmake
8 perpetual backups.of blob data, along with
weekly full and daily differential backups of
the database as well as maintaining 5 active.
nodes. in the event of a disaster or total site
failure in any of the active systems; all user
activity is served by thée remaining,
DocuSign’s-failover capability is tested
monthly during meonthly site maintenance.

4 | Does the system have oruse alternate X Our datacenters utilize redundant
telecommunications providers? [CP-8§, CP-8 telecommuinications. providers
(2}, _ _ _

5 | Does the system have backup power X Yes, Backup Diesel Generators are utilized
‘generation or other redundancy? [PE-11]

6 | Does the VENDOR have service level X

agreements {SLAs} in place with all
telecommunications providers? [CP-8.(1)]

Configuration and Risk Management

Only answer “yes” if the answer is consistently “yes.” For partially implemented aceas,
answer “no” and describe what is missing to achieve a “yes” answer, if inherited, please
indicate partial orfull inheritance in the “Describe Capability” column. Any non-inherited
capabilities must be described.

Table 4-7. Configuration and Risk Management

Does the VENDOR maintain a current, DocuSign Operations team maintains
complete, and accurate baseline a Baseline Configuration Program.
configuration of the information system?
[CM-2]
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All corporate information and
production systems are configured
according to Baseline Configuration
Standards to.ensure capacity

= reguirements. {We have proof of this
with the server.acceptance and
deployment process and now also
with Credentialed Scanning and CIS
henchmarks.}

2 | Dogs the VENDOR maintain a current, X DocuSigh-maintains a propfietary and
complete, and accurate inventory of the confidential formal Asset
information system software, hardware, Management Program which is
and network coinponents? [CM-8] [502700_'1' PCl DSS, and SSAF16

examined and certified.

DocuSign's production operations afe
haused within commercial-grade,
secure datacenter facilities.
Computer and communications
eguipment managed by DocuSign
staff is physically isolated from
equipment managed by third parties.
All DocuSign computer and
communications assets have a
unigue-identifier attached to it such
that physical inventories can be
efficiently conducted aswell-as a
sensitivity classification.

3. | Does the VENDOR have a‘Configuration X
Management Plan? [CM-9, CM-11]

4 | Does the VENDOR follow a formal charige X DocuSign maintains an (SO 27001,
control process that includes a security PCI DSS, and SSAE16 examined and
impact assessment? [CM-3, CM-4] tested Change Control policy and

processes. All changes made to
DocuSign:Product Operations
sys_t_em's, Information, and devices.
are managed via the DocuSign tool.
Changes are subjected to a testing
regimen defined by IT and Techihical
Operations, which includes
comprehensive scanning.
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devices, security devices, Active
Directory objects or logging
mechanisms must be éutho_ri__zed
prior to the change being made. in
accordance with a specifically
defined and documented approval

process.

All changes are documented and
approved via the DocuSign tool.
DocuSign performs extensive pre-
deployment testing as the preferred
method for assurance of changes
promoted into the production
enviranment,

5 | Does the VENDOR employ automated
rnechahisms to detect inventoryand

CM-8(3)]

configuration changes? [CM-2(2}; CM-6{1),

components within the production

DocuSign manages the baseline operating
systemn {OS) images of different

environment to ensure 05 configurations
remain consistent and current in the
Kickstart tool. The baseline OS_-'images'_a're_
configured and hardened.in accordance.
with CM-6 and CM-7, and changes to the
baseline OS images are carefully controlled
Using tHe‘chang‘e manzagement processes
described in CM-3 and CM-4.

Additionally, DocuSign uses Windows
Server Lpdate Services and Yum-Update
for Windows and Cent0S hosts
respectively, toensure that all servers
within the DocuSign Federal boundary are
kept up-to-date with the most recent
patches and security updates. Those.
updates are then added tothe baseline:
images for the servers. DocuSign leverages
DC Auto te store and deploy the updated
baseline OS images.

DocuSign reliés on Amazon and
Microsoft to maintain the baseline QS
images for services operated in AWS and

Azure respectively. Refer to the AWS and
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Azure documentation packages for more
information abouithe physical
protections provided by these vendors.

Does the VENDOR prevent unauthorized K
changes to the system? [CM-5, CM-5{1),
CM-5(5}]

Authorized Technizal Operations members
are reviewed, approved, and provisioried
accessto DocuSigh Federal in accordance:
with AC-2, AC-3, and AC-5. System-access is
granted based on intended system usage,
valid system access authorization and
p_hysita]_ access, and responsibilities for
mission/business functions,

All Technical Operations members
authorized to access Docusign Federal are
managed, identified, and authenticated in a
consisterit fashion in‘accordance with AC-2,
IA-2, and 1A:2(1).

‘employed that reflect the most restrictive

o Doesthe VENDOR establish g
configuration settings for products

mode consistent with eperational
requirements? [EM-6]

Access Control and configuration is
managed by the customer
administrator

boes the.VENDOR ensure that Che.r.:.khsts fﬁr

‘SCAP-compatible (if validated checklists are

configuration settings are Security Content
Automation Protocol {SCAP)-validated or

not available)? [CM-8]

bt BocusSign actively stans. all operating
systems, infrastricture, databases, and
web. applications .within DocuSign Federal
at least-monthly.using both authenticated
and unauthenticated scans. If new
sighificant vuinerabilities are discovered in
between monthly scans, DocuSign conducts
on-demand scans on DocuSign Federal.
Further, DocuSign engages with a 3PAO to
scan theentire DacuSign Federal system
‘boundary-as part of the annual FedRAMP-.
audit; _

DocuSign uses a combination of.'lfgn able’s
Nessus Security Centerto scari all operating
systerns and databases and Arachni o scan
web appl'i_c__aition' in_terfaces._-Bo_t_hiscanne_rs
are ceritrally managed and updated
automatically as part.of normal opération
before any new scan.

The'scanners provide a comprehensive

overview of Vulnerabilities that énurierate
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weh application vulnerabilities; software
flaws; as well as-unnecessary. ports,
protocols, and services, Further, the Nessus
scanner identifies any policy nori-compliance
and other improper configurations using
SCAP-co'mpIiance..checkiist_s. Lastly, the tools
produce scan results with girantifiable CvSS
scores and a description.of the process and
plugin used to-determing the vulnerability,
as well 25 built-in vulrierability trend analysis,
patch / flaw remediation suggestions, and
the breadth and depth of the scan.

For the following guestions, Vendors may use Table 4-18 “Continuous Monitoring Capabilities

- Additional Details” to

enter the capability descriptions, supporting evidence, and missing élements.

‘operating system/ infrastructure, web, and
database vulnerability scans at least _
monthly, as applicable? [RA-5, RA-5(5)]

9 | Does the VENDOR perform authenticated X

DocuSign.actively scans all
operating systems, infrastructure,
databases, and web applications
within DocuSign Federal at least
monthly using both authenticated
and unauthenticated scans. If new
significant vulnerabilities are
discovered in between monthly
scans, DocuSign conducts.on-
demand scans on DocuSign
Federal: Further, BocuSign
engages with a 3PAO to scan the
entire DocuSign Federal system
boundary as part of the annual
FedRAMP audit.

DRofuSign uses a combination of
Tenabl'e's_ Nessus Security Center
to scan:all operating systems and
databases and Arachni to scan
web application interfaces. Both
scanners are centrally maniaged
and updated automatically as part
of normal operation before any
new scar.

The scanners provide a
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comprehensive overview of
vulnerabilities that enumérate
web application vulnerabilities;
software flaws; as well as
unnecessary ports, protocols, and

services, Further, the-Nessus

scanner identifies any policy non-
compliance and other improper

configurations using SCAP-

compliance chiecklists. Lastly, the
toals produce scan results with
guantifiable CV55 scores and a
description of the process and
plugin used to determine the
vulnerability, as‘well as built-in
vulnerability trend analysis, patch

/ ftaw remediation suggestions,
and the breadth and depth of the

scan.

information Security and Technical
Qperations analyze the scan
results to determine whether the
identified vulnerabilitiés are
actionable; vulnerabilities are
unfeasible to remediate due to
operational constraints; or
vulnerability are false positive/out-
of-scope.

Whef viilnerabilities are either

unfeasible to remediate or false
positive/out of scope; Compliance
documents the rationale in
accordance with CA-5. Actionable

vulnerabhilities. are remediated in

accordance with FedRAMP
reguirements: all high-risk
vulnerabilities are remediated
within 30 days; all. moderate-risk
valnerabilities are remediated
within. 90 days; and all low-risk
vulnerabilities are remediated
within 180 days.

All actionable vulnerabilities in
DocuSign Federal are remediated
in accordance with the process
described below:
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° For vulnerabilities that can
be remediated using vendor-
provided patches, DocuSign
adheres to the following timelines
for patch implementation: vendor
patches deemed emergency
security patches are implemented
within seven (7) days of the
release of the patch. Vendor
paiches deemed critical security
patches are implemented within
30 days of the release of the
patch. Non-security patches are
implemented within 90 days of the
release of the patch. Whenever
possible, vendor-provided patches
are tested in the DocuSign Federal

‘staging environment prior to

deployment to the DocuSign
Federal production ervirdnment.
o For DocuSign Federal
component misconfigurations or
configurable vulnerabilities,
DocuSi_gn:Operations‘_Ce‘nter-and.
Technical Operations pérsonnel
work together as appropriate to
ensure appropriate configueations.
are deployed or implemented for
the vulnerable component within
an appropriate timeline,
depending on severity. Whenever
possible; configuration changes
are tested in the DocuSign Federal
staging environment prior to
implementation within the
DocuSign Federal production
énvirenment.

. For software or web
application vulnerabilities that are.
dependent on ceding changes,
develppers in _Engineering'work to
ensure appropriate code ‘changes
are developed, tested, and
deployed to remediate the
idernitified vulnerability within the
appropriate timeline, depending
on the severity. Developers test

code changes in the staging
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environment prior to deploying
the release package in DocuSign
Federal.

All remediation efforts follow
change management testing,
approval, and deployment
procedures described in CM-3.
Information Security compares
vulnerability scan resulis over-time
to determine any potential
systemic trends ot risks. A monthly
report is generated from the
scanners and.disclosed to any
relevant stakeholders, including
Engineering, Technical Operaticjns,.
Information Security, Compliance,
and any Federal Agencies who
rrequire vulnerability scan results in
order to perform continuous
monitoring activities in accordance
with CA-5, CA-7, and SI-2. Ariy
systémic trends or risks are
assigned arisl rating and then
‘assigned to the appropriate team
for remediation. Further,
vulnerabilities are reported to
‘DocuSign from CVE bulletins and
other industry sources in
accordance with SI-5.

10

Does the VENDOR demonstrate the

capability to remediate High vulnerabilities.
‘within-30 days and Moderate
vulnerabilities within 90 days? {RA-5, State

Conitinuous Monhitoring policy)

DocuSign maintains a formal SDLC
and related programs, such as Patch
Management, which are 1IS027001,
PCI DSS, and SSAE16 examiried and
certified

Patches are obtained from vendors
and deployed on-a monthly basis.
across all production environments
and network vulnerability scans are
conducted afterward. Emergency
patches are inimediately applied as
needed and follow Change.
Management procedures. The
following is the patch categories:
Critical: immediate

High: 30 days
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Medium: 90 days

T

When a High vulnerability is identified as’
part of ConMon activities, does the
VENDOR consistently check audit logs for
evidence of exploitation? [RA-5(8)]

DocuSign actively scans afl oparating
systems, ififrastructure, databases, and
web applications within DecuSign Federal
at least monthly using both authenticated
and unauthenticated scans. if new
significant vulnerabilities-are discovered in
between monthly scans, DocuSign conducts
on-tlemand scans on DocuSign Federai.
Further, DocuSign engages with.a 3PAQ to
scan the entire DocuSign Federal system
boundary.as part-of the annual FedRAMP
gudit,

BocuSign uses:a comhination of Tenable's
Messus Secur_ity-Cen_ter‘ to scan all cperat'ing
systems and databases and Arachni to scan
wel application interfaces. Both scariners:
arescentrally managid-and updated
automatically as-part of normal operation
befére any new scan.

The scanngrs provide a comprehensive
overvie of vulnerabilities that enumerate
web application vulnerabilities; software:
flaws; as well as unnecessary ports,
pro’c_oc_:dls, and- services. Further, the Nessus
scanner identifies any pelicy non-
compliance and other improper
configurations using SCAP-compliance
checklists. Lastly, the tools produce scan
resuits with quantifiable CVSS scores and'a
description of the process:and plugin used
to determine the vulnerability, as welli as
built-in vulherability trend analysis, patch /
flaw remediation suggestions, and the
bréadth-and. depth of the scan.
Information Security and Techhical
Operations analyze the scan results to
determine whethér the identified
vulrierabilities are actionable;
viulrierabilities are unfeasibleto remediate
due to operational constrairnts;.or
vulnerability are false positive/out-of-
scope.

When vulnerabilities are ejther unfeasible
to remediate or false positive/out of scope,
Compliance documents the rationale in
accordance with CA-5. Actionable
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are implemented within 90 daysof the

'vendor-provided patches are tested in the’

“together as appropriate to énsure
_depending on severity. Whenever possible,

.DocuSign Federal staging environment prior

“wark to ensure approprigte code changes
-are developed, tested, and deployed to

vunerabilities are remediated in
accordance with FedRAMP requirements:
all high-risk vulnerabilities are remediated
wi_thin 30 days; all moderate-risk
vulnerabilities are remediated within 90
days; and all low-risk vuinerabilities are
remediated within 180 days.

all actionable vulnerabilities in DocuSign
Federal are remediated in dccordance with
the process described-below:

. For vulnerabilities that can he
remediated using vendor-provided patches,
DocuSigh adhéres to the following
timeélings for patch implementation: vendor
patches deemed. emiergency security
patches are implemented within seven (7}
days of the release of the patch. Vendor
patches deemed critical security patches.
are implemented within 30 days.of the
release of the patch. Non-security patches

release of the patch. Whenever possible,

DocuSign Federal staging environment, prior|
to deployment to the DocuSign Federal
production environment.

. For DocuSign Federal component
misconfigurations or configurable.
vulinerahilities, DocuSign Operations. Center
and Technical Operations personnel work

appropriate configurations are’ depioyed or
implemented for the wulnerable
component within an appropriate timeline,

c_onfiguration-chang_es are tested in the.

to implementation within the DocuSign
Federal production environment.

. For software or web application
vulnerabilities that are dependent on
coding changes, developers.in Enginéeting

remediate the identified vulnerability
within the-appropriate tirheline; depending
on the severity. Developers test cade
changes in the staging environment prior to
deploving the release péckage in DocuSign

333
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All remediation efforts follow change

management festing, approval, and

deployment procedures described in CM-3.
Information Security compares vulnerability
gean results over timeé o determing any
potential systemic trends or risks.: A monthly
repart is generated from the scanners and-
disclosed to any relevant stakehalders,
including Engineering, Technical Operations,
Information Security, Compliance, and any '
Federal Agencies who réquire vulnerahility
scan-results in order to perform.continuous
monitoring activities in-accordance with CA-
5, CA-7, and SI-2. Any systemic trends or
risks are assigned a risk rating and then
assigned to the appropriate team for
remediation. Further; vulnerabiljties are
reported to DocuSign from CVE bulletins and
cther industry sources in-accordance with SI-
5.

Data Center Security
Dnly answer "yes” if the answer is consistently “yes.” For partially implemented areas, answer
“no” and describe what is missing to achieve a “yes” answer. if inherited, please indicate
partial or full inheritance in the “Déscribe Capability” column. Any non-inherited capabilities
must be described.

Table 4-8. Datu Center Secufity

1 | Doesthe VENDOR restrict physical system X DocuSign is IS0 27001 certified and
access to only authorized personnel? [PE-2. maintains formal policies and procedures
‘through PE-6, PE-8] including our DocuSign Access Control
policy.

DocusSign’s employee logical aceess
authorization chain requires direct: manager
approval, application/data source owner
approval and, in cases of sensitive
applications and data. sources, security
management approval. Access to critical
applications and data sources is rermioved at
employee termination and is reviewed at
least-quarterly to verify that appropriate
and current accéss levels are maintained.
DocuSigh enforces the rule of least privilege
and has documented segregation of duties.
DocuSign enforces for{'n_éf logical and
gccatint separation of the development, QA,
and production environments.

2 | Does the VENDOR monitor and log physical X Cv_xtera,.SunGard, and Equinix maintain
access to the information system, and physical access logs for the data center
maintain access records? [PE-6, PE-8] faclities for atleast one'year. Also, the
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v eleme

IDocusSign relies on AWS, Azure, and Akamai
Io coordinate reviews and incidents for their

DocuSign cages in the Cyxtera, SunGard,
and Equinix datacenter facilities are.
secured with industry-standard physical
access control devices that are managed
-and monitored by DocuSign's Physical,
Security members,

‘PocuSign relies on AWS, Azure, and Akamai
to maintain physical access log for their
‘data centers. No DocuSigr personnél have
access t6 their data centers. Réferto'the-
AWS, Azure, and Akarnal docufrientation
packages for more information about
physical access by these vendors.

Cyxtera, SunGard, and Equihix review
physical access logs-at least quarterly orin
the-event of an identified security incident.
Technical Operations also conducts a
guarterly access, re\.}ie_w by requesting
‘physical access logs from Cyxtera, SunGard,
and Equinix-and reviewing DocuSign's.
logical access logs.

DocuSigh relies oh AWS, Azure, and Akamai
to review physical access log for their data
-centers and notify DocuSign of any security:
incidents. No DotuSign parsoniel hiave
access to their data centers. Refer o the
AWS, Azure,-and Akamai documentation
packages for mote information.about
phiysical access by these vendaors.

Technital Operations coordinate the results
of the quarterly atcess revievs and fricident]
investigations per the incident response
policy.

data centers and notify DocuSign of any
security incidents, No DocuSign personnel
haye access to their data centers. Re_fer to
the.AWS, Azure, and Akamaij documenta‘éion
patkages for more information about
physical access:by these vendors.

Does the VENDOR monitor-and respond to

physical intrusion alarms and surveillance
equipment? {PE-6 (1)]

Policies. Procedures, and Training

i
i
i
|
i
|

The Vendor must Indicate the status of policy and procedure coverage for the NIST 800-53
Rev 4 families listed in Table 4- ¢ below.

carahsoft
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To answer “yes” to a policy, it must be fully developed, documented, and disseminated;
and it must address purpose, scope, roles, responsibilities, management commitment,
coordination amaong organizational entities, and compliance. A single policy decument may
address more than one family provided the NIST requirements of each “-1” are fully

addressed,

To answer “yes” to a procedure, it must be fully developed and censistently followed by
the appropriate staff. List all applicable procedure documents for each family.

VENDORs must establish their own set of Policies and Procedures {P&Ps]. They cannot be
inherited from a leveraged system, hor can they be provided by the customer. Any
exceptions and/or missing poficy and procedure elements must be explained in Table 4-10

hetow.

Table 4-9. Policies ond Procedures

1 | Access Contral [AC-1] X Standard: _
' 240.1.2-5.02 — August 2017
2 | Awarenhess & Training X Standard:
TAT-1] 220.2.1.015 — August 2017

3 | Audit & Accountabifity X
[ALF-1]

Policy:
] 2461.103-03.00 — December2017

& | Security Assessiment & X
Authorization [CA-1]

Policy: _
[1253.1.01.212 August 2017

5 | Configuration X
Management [CM-1]

Standard:
130.2.03.014 - lyly 2017

6 | Contingency Planning: X Policy:
{CP-1] [1130.2.03.014 February 2018
carahsoft
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70i | Identification & Policy: _
Authentication [JA-1] 1 130:2.03.014 February 2018

& | Incident Responsé Standard:240.2.01.208 — July 2017
fIR-1}

9 | Maintenance [MA-1] Policy:

[1250.1.008.01.00 August 2016

10 | Media Protection Policy:
[MP- 1} [(0253.1.01.212 August 2017

11 | Physical & Policy: 240.1.01.118 — August 2017
Environmental
Protection [PE-1]

12 | Personnel Security v Policy:220.1,01.014 — August 2017
iPS- 1]

13 | Risk-Assessrient [RA- X Policy: 240.2,02.206 - July 2017
1]

14 | System & Services Policy: 130.2.03.009 — luly 2017
Acquisition [SA-1].

15 | System & Policy:253.1.01.212 — August 2017
Communications.
Protection [SC-1]

16 | System & _ Policy: 310.3.01.017 - Sepiember 2017
Information Integrity
[$1-1]
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17 | Planning [PL-1] X X Policy: 253.1.01.212 — August 2017

For any family with a policy or procedure zap, please describe the gap balow.

nd Procedure Elemenis

Table 4-10. Missing P

The Vendor must answer the questions below.

Table 4-11. Security Awareness Troining

DocuSign team members complete Security Awareness

Does the VENDOR train personnel X Sig _
on security awareness and role- Training. u'pon'h'iring_an'd.ah’nu’aily'thereafter. _
based security responsibilities? Acknowledgement of training is tracked via the SAP Success

'Fa_ctors__LeamingManagement System {LMS). In addition,
ongoing security awareness activities occyr throughout.the
year so that security stays top of mind with DocuSign team
members. Thisincludes quarterly security newsletters,
‘Chatter group pastsin salesforce.com, and Lunch & Learn
3essions. _

'Annuaj and New Hire Security Awareness training topics
includer

-+ Security policies

° .Use of company assets

= Acceptable use

*  Personal dataand privacy

«  Spam and malware

»  Passwords

».  Access control

'»  Visitors and badging

»  Clean desk and workspace

»  Mabile device protection

* Incident response

*  Business continuity/disaster recovery

*  ‘Manager responsibilities.

«  Infarmation classification guidelines

+ Protecting sensitive data

*  Information Policy Acknowledgement

Upon completion of the. course, DocuSign team membiers are:
required to-complete a test to-gauge learning effectiveness
and must pass with-a minimum.scare of 90%. Successful
completion of the testis recorded in the LMS.
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I addition to téking this course, new hires are _a’ifsq_:prov _ed
overviews of security resgonsibilities an their first day in the
office as well as in Discovering DocuSign, a two-day overview
of DacuSign,

Additional Capability information _ _ _
State will evaluate the responses in this section on a case-by-case basis relative to a State-Ready
designation decision..

Staffing Levels

In the table below, the Vendor must describe the VENDOR's organizational structure,
staffing levels currenily dedicated to the security of the system, as well as any planned
thanges to these staffing levels, This description must clearly indicate roke antd number of
individuals as well as identify which staff is fulltime dedicated, and which are performing
‘their rofe-as a collaterai duty.

Table 4-12. Staffing Levels

Statfing Levels Docusign Statfing, Organization and Numb

Change Management Maturity
While the following change mianagement capabilities are not required, they indicate'a more mature change
management capability and may influence a State Readiness decision, especially for larger systems.

The Vendor must answer the questions below.
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Tohle 4-13. Change Management

P

1 [ Doesthe VENDOR's change management capability
include a-fully functioning Change-Control Board
(cca)?

DocuSign maintains an 150
27001, PCI DSS, and SSAE16
examined and tested
Change Control policy and
processes, All changes. made
to DocuSigh Product’
Operations systems,
Information, and devices
are managed via the
DocuSign tool. Changes are
subjected to a testing
regimen defined by IT and
Techrical Operations, which
includes compre‘hensfive
scanhing.

Technology systems,
network devices, security
devices, Active Directory
objects or logging
mechanisms must be
authorized prior to the
change béing made in
accordance witha
specifically defined and
documented approval
process.

Al changes are docu mented
and approved via the
DocuSign tool.

DocuSign performs
extensive pre-deployment.
testing as the preferred
method for assurance of
changes promoted into the
production environment.

2 | Does the VENDOR have and use developm’e_nt-;anc_i_/or
test'environments to verify changes hefore
implemerniting them in‘the production eénvironment?

e

DocuSign utilizes industry
standards to build-in security
for our Systems/Software
Davelopment Lifecycle (SDLC)

DocuSign implements a
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1 formal SDLC that s fully

documented and audited as.
part of its SSAE 16 audit and
ISO 270001 certifications.
The formal SDLC is based an
Scrum Agile.
Code is developed in
individual development
envifronments through
developer unit test and then
deployed to a formal QA
environment for testing,
verification and requirements
review by the separate QA
and product management
teams.
DocuSign does not use
customer data in
devélopment ortesting.
DocuSign’s application
security follows industry best
practices {OWASP)
Annual 3rd.party external
PEN tests.are conducted
along with.a minimurm of
quarterly internal'application
vulnerability scanning.
DacuSign has a formal
software-development
lifecycle that includes secure
coding practices against
OWASP and related standards.
DocuSign’s process is
continudlly validated through
internal evaluatioh and
testing; and with qualified-3rd
party validation. DocuSign's
production environment is.a
dedicated, secure facilitythat
undergoes the same rigor of
t'es'_ting-a_s our application.
DocuSign’s approach aligns
with international standards to
continually improve through
ongoing assessment arid

implementation pfactice.
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consistent wi_th.the-cy_cle of
plan, do, check act (PDCA}.

Veandor Dependencies and Agreements

The Vender must.answer the questions below.

Table 4-14. Vendor Dependencies and Agreements

|1 | Doés the systern have any dependeénciés on other’
vendors such as a leveraged service offering,
hypervisor and operating system patches, physical

-security and/or software and hardware support?

2. | Within the system, are-all products still actively X If any are nut supported,
_ supported by their respective vendors? answer, “No.”
3. | Does the VENDOR have a formal agreement with a. X If "yes,” please complete
vendor, such as for maintenance of a leveraged service Table 4-16. Format
offefing? Agreements Details helow,

if there are vendor dependencies, please list each in the table below, using one row per
deperidency. For example, if using another vendar's operating system, list the operating
system, version, and vendor namae in the first coiumn, briefly

indicate the VENDOR's refiance on that vendor for patches, and indicate whether the vendor
still develops and issues

patches for that product. If there are ne vendor dependencies, please type “None” in the first
row.

Table 4-15. Vendor Dépendency Details

]
1 M_icroscft W_inc_lows_Serve_r E'i'oduc_t- Environlr-i.*len't X
2 {Cent0s Product Environment X
3 [Cyxtera Datacenter Hosting X
4 BunGard Datacenter Hosting X
5 s Product Networking I3

If there are formal vendor agreements in place, please list gach in the table below, using one
row per agreement, if there

are no formal agreements, please type "None” in the first row.

Toble 4-16. Formal Agreements Detdils

carahsoft .




SOUCITATION #175-400335

DocuSign has a formal Legal, Contracts, and Regulatory Program that is ISO 27001 certified and
ensures compliance with applicable laws. Legal counsel reviews. all third party agreements and
Security has a formal Third Party Security Assessment. DocuSign subcontractors are
professional, commercial grade datacenters and Tier 1 customer service included within 1SO
27001 certification..

DocuSign leases datacenter space (ping, pipe, power) from various facilities. Datacenters are
PCI DSS compliant-and SSAE examined by their own auditors.

DocuSign owns the hardware, software (or software licenses where-applicable}) and applications
(application licenses where applicable) within the leased datacenter space.

DocuSign hasts the application on DocuSign owned equipment within the leased datacenter
space.

Continuous Monitoring Capabilities

fn the tables below, please describe the current state of the VENDOR's Continuous Monitoring
capabilities, as well as the

fength of time the VENDOR has been performing Continueus Monitoring for this sysiem.

Tabie 4-17, Continuous Monitoritig Copabilities

ement
1 | Does the VENDOR have a lifecycie rha'nagement_p_la’n DocuSign utilizes industry
‘that ensures products are updated before they reach standards to build-in
‘the end of their véndor support period? security for our
Systems/Software
Development Lifecycle

(SDLC)

DocuSign implements.a
formal SDLC that is fully
documented and audited as
part of its SSAE 16.-audit-and
1SQ 270001 certifications.
The formal SDLC is based on
Scrum Agile.

Code is developed in
individual development
envirenments through
developer unit test and
then deployed to a formal
QA environment for testing,

carahsoft - @muﬁ"gn;
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verification and
requirements review by the
separate QA and product
management teams.
DocuSign does not use.
customer data in
development or testing.
DocuSign’s application
security follows industry’
best practices (OWASP)
Anniual 3™ party external
PEN tests are conducted
along with a minimum of
quarterly internal
application vulnerability
scanning.

DacuSign has a formal
software development
lifecycle that includes
secure coding practices
lagainst OWASP and related
standards. DocuSign’s
process is continually
validated through internal
evaluation and testing, and
with qualified-3" party-
validation. DocuSign’s
production environment is a
dedicated, secure facility
that undergoes the same
rigor of testing as our
application. DocuSign’s
approach aligns with
international standards to
continually improve through
ongoing assessment and
implementation practice
consistent with the cycle of
vlan, do, check act (PDCA).

the inventory?

‘2 | Does the VENDOR have the ability to scan all hosts in

4

Qur production systems are
configured to send event and

carahsoft

@muﬁﬁgmé



SOLICITATION # ITS-400335 _

{og data to a Security
Information and Event
Management (SIEM) system
where events are correlated and
analyzed by-a dedicated team
on a 24x7 basis.

Responses to security.events are
initiated.via alerts on our SIEM
platforms. All devices in the.
DocuSign Ent_erpr_ise netwark log
to the SIEM. Alerts that are
raised are typically'actioned by
our analysts in the 24x7 Security
Operations Center, according to’
established Standard Operating
Pracédures. Events of a higher
severity or complexity are
handied by our TierZ/3 analysts
in the CSIRT team.. All incidents
are documentedin cur
Information Security Case
Management {ISCM} system.
Incident reporting functionality
is within the ISCM system.

We regularly research
inconsistencies, conflicts, and.
non-logging devices as part.of our
operational procedures within'
the SOC, CSIRT, and Security
Infrastructure teams. Weeven
have specific advanced alerts that
are tuiéd to recognize
inconsistencies real-time, such as
a user logging into to two services
in-a span of time that is shorter
than physically possible to travel.

3 | Does the VENDOR have the ability to provide scan files
in a structure data format, such as CSV, XML, or
-nessus files?

Scan Files are DocuSigh
Restricted, '

Pi_ease' see_anno_ta_ted scans
within the DocuSign Security-and
Trust Assurance Packet for details

4" | Is the VENDOR properly maintaining their-Plan of
Actions and Milestones (POA&M), including timely,
accurate, and complete information-entries for new
scan findings, vendor check-ins, and closure.of
POA&M items?

b=

Please see DocuSign Security and
Trust.Assurance Packet for details,

carahsoft
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a2 the table below, provide any additional details the Vendor betieves to be relevant to
State’s understanding of the VENDGR's Continuous Manitoring Capabilities. If the
Vendor has no additional detalls, please state, “None.”

Table 4-18. Con tinuous Monitoring Capabilities - Additionat Details

DocuSign has implemented a continucus monitoring strategy that encompasses vulnerability scanning angd
management processeés in accordance with

* RA-5and5I-2 requirerents.

®  Annual security assessments in accordance-with CA-2

»  POA&M ma nagement processes-in accordance with CA-S

e Periodic security reauthorizatior i accordance with CA-6

* Annual penetration testing in-accordance with CA-8

»  Continuous network monitoring in accordance with SI-4
I addition to these explicit requirements, DocuSign also reviews and updates all security documentation
-associated with the information system at least amually to ensure accuracy and currency. DocuSign has
implemented this strategy in accardance with Fed RAMP-required timelines,

Status of System Security Plan {(58P)

In the table below, explicitly state whether the 55P is fully developed, partially developed,
or non-existent, identify any sections that the VENDOR has not yet developed.

Table 4-19: Maturity of the System Security Plan

Ini the table below, state the number of controls identified as “Not applicable” in the $5P. List
the Control jdentifier for
each, and indicate whether a justification for each has been provided in the $5P control
statement,

Table 4-20. Controls Designated “Nat Appfii:qble"

—
In the table below, state the number of controls with an alternative implementation. List the
Control ldentifier for each.

carahsoft
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SOLICITATION # 175-400335

Addendum 1 Confirmation

Please find the Addendum 1 confirmation on the following page.

carahsoft
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NORTH CAROLINA
DEPARTMENT OF INFORMATION TECHNOLOGY
STATEWIDE IT PROCUREMENT OFFICE

hitns:/fit.nc.gov/resources/statewide-it-procurement-office

Solicitation Addendum
Solicitation Number: 1TS-400335
Solicitation Description: Enterprise Electronic Forms and Digital Signature Capability

Solicitation Opening Date and July 12, 2018 @ 2:00pm
Time:

Addendum Number: 1
Addendum Date: June 11, 2018
Contract Specialistor' Kristen Burnette, Contract and Vendor Manager
Purchasing Agent:  Kiisten burnette@nc.aov 979-754-6678

1. This addendum does not need to be returned.
2. Special instructions on Interactive Purchasing System (IPS) was corrected'to show the following:

Enterprise Electronic Forms and Digital Signature Cap_abil_ity' RFP
Written questions must be submitted by 2:00pm on June 21, 2018.

Execute Addenduim:

Offeror:  Carahsoft Teshnotogy Corporation

Authorized: Sighature: % %v-:;/

Name and Titled (Typed): Zak Kem/ edy, Account Representative

Date: 7/23/18

Page Rev. 2018/03/16



SOLICITATION # {TS-400335

Addendum 2 Confirmation
Please find the Addendum 2 confirmation on the following page.
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| " NORTH CAROLINA
NC DEPARTMENT OF INFORMATION TECHNOLOGY

STATEWIDE IT PROCUREMENT OFFICE
J) https//it.nc.goviresources/statewide-it-progurement-office

DIT

O

Solicitation Addendum

Solicitation Number: 1TS-400335
Solicitation Description: Enterprise Electronic Forms and Digital Signature Capability

Solicitation Opening Date and July 24, 2018 @ 2:00pm
Time:

Addendum Number: 2
Addendum Date: July 9, 2018

Contract Specialist or Kristen Burnette, Contract and Vendor Manager
Purchasing Agent: Kristen.burnette@nc.gov 919-754-6678

1, This-addendum does not need to be returned.
2. The solicitation is hereby modified as foliows:
M1. The RFP ITS-400335 Bid opening has been extended {o: July'24 at 2:00 PM EST.

Execute Addendum:

Offeror: Carahsoft Techiology Corporation

Authorized Signature: % _ W

Name and Titled (Typed): Zak KenAy, Account Representative

Date: 723118

Page 1 Rev. 2018/03116



SOLICITATION # IT5-400235

Addendum 3 Confirmation
Please find the Addendum 3 confirmation beginning on'the follewing page:

carahsoft
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~ NORTHCAROLINA
DEPARTMENT OF INFORMATION TECHNOLOGY
STATEWIDE IT PROCUREMENT OFFICE

https:/iit.nc.qgoviresources/statewide-it-procurement-office

Solicitation Addendum

Solicitation Number:
Solicitation Description::

Solicitation Opening Date and
Time:

Addendum Number:
Addéendum Date:

Contract Specialist or
Purchasing Agent:

ITS-400335

Enterprise Electronic Forms and Digital Signature Capability

July 24, 2018 @ 2:00pm

3

July 11, 2018
Kristen Burnette, Contract and Vendor Manager
Kristen.burnette@nc.gov 919-754-6678

Return one properly executed copy of this-addendum with bid response pr'ior--to the Soficitation Opening

Date and Time listed above.

This solicitation is hereby modified to remove Section i, 8) Branding.
Following are questions received about the solicitation and the State's answers to the questions.

Please confirm that you will you
consider two different solutions, one
jor enterprise electronic forms and
one for digital signalures, Can we
‘respend to the ani solution we-offer
and disregard the items for the one
‘we do-not?

We are looking for a turnkey sofution like we
have today which -allows for forms and Signature.

What electronic signaturé vendor are
‘you.replacing? Why? Cost?
Functicnality?

The purpose-of this RFP is to establish a multi-
vendor/ multi-solution statewide convenience
contract., Our current solution is DocuSign which
could be included on the new Statewide contract,

Will the state be apen to accepting
{Since SaaS offerings are multi-
tenant) the T&C’s of the vendor?
Unless it is Tun in a private: ¢loud, a
public cloud must serve multi-tenants
and particular T&C's are applicable to
ali.

The State will review all vendor-submitted terms
and conditions and. dccept those that best meet
the state’s needs. We need fo understand:the
architecture and separation of ¢ustomers from. a
security perspective. Data must aiso remain in
the Continental US,

Have you evaluated andfor been
presented with .demos/meetings from
other e-signature vendors: already
year to date?

No

Page-1
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Soficiiation Number: 1TS-400335
Addsndum Number; 3.

Will you be opento a
conversation/demo between key.
stakeholders. and vendor - prior to

‘the submission of a response to

make sure thiat the vendor and state
are on the same page as to need,
functionality etc.?

Conversations/ demos wili not be done prior to
the bid submissions.

¥au mention that ug to 65K
fransactions will be procured. |s that
for the 13t year or over a number of
years? What do yous see as the

‘minimumm.amount of transactions

purchased in the first year?.

65,000 transactions are the current annual

usage. We used historical figures in the RFP.
We are unable to give the minimum amount of
transactiens the first year.

Wil there be any need for on premise

solution?

No, the State is seeking a Saa$ solution We are
riot wanting to build an on-premise solution. This
is-a decentralized 'solution and need the Vendor
to take care of operations, configurations and
administration.

As the State intends 1o, provide more
than one Cleoud Based Software.
solution, does the State currently
offer solutions hésted in Azure? Are

their eontracts in place with Microsoft

in fhis regard- that ¢an be leveraged?

The state is jooking for a SaaS Solution offered
by the vendor. The Vendor should use their
own Cloud/Infrastructure and not the State's.

As the table only indicates up to 25
named user, can you confirm there
are no mo_re_than 25 named users
who wili create forms templates and
capture data on these forms for
processing? Are the fransactional

numbers fisted for public. facing forms

only or are these transaction
numbers in lieu of named users?

At some point there will be a break even or
business reason to mave to transaction based
pricing. Vendor must provide pricing up ta 25
nanted users. Vendor can provide pricing for
maore than 25 if they want to.

Ven_dor-is'encoura_ged'to recommend when one
solution makéas more sense-than the other.

The vendor should identify costs for public facing
form sign offs.

10

Is the list provided definitive? Are we
to assume therefore that licenses for
commodity databases such'as SQL

Server are not available via the state

-and thus must be licensed for this
‘project separately?

We want a turnkey Saa$ solution. Vendor's
licensing should include all costs for providing
that solution.-

11

The cited Branding guide is- protected
by an ID { password challeiige. Can
the state please provide this.to

‘hidders?

_ Removed in #2 above,

Paga 2
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Soficitation Number; 1T5-400335

Addepdum Number: 3.
Can the state elaborate over what
timespan the 95000 transactions are.
expected? s this anhual expected Thig. RFP inifiative callsfor an Indefinite Quantity
usags? Doés this include both Contract but typically, this is the estimated yearly
internal named users as well as a amourit. Yes, it will include both internal ‘and
Custormer Facing Web Portal to external users.
Serve the public (non-employees) of
the State?
Will the solution need to integrate
13 with 3rd party 5|gnaiure software No.
such as DocuSign?
The solution will need to potentially integrate with
centent managerfent systems. We have asked
5 far condectors or-the ability'to-integrate to-
_ Will the solution need to'integrate Dynamics 365, Salesforce, SharePoint Online
14 with a Content Management System. | and on Prem. Solution provides Application
-such as Drupal or-WordPress? Programming Interfaces {APIs} for integration
with other Customer systems. Inciude any details
on Application Programming Interfaces (APIs)
provided.
How aften would data need to be , . i ) .
15 transferred to intemally hosted t}iin?i_lériy at-a minimurn, and if possible, in real-
‘systems? Hourly? Daity? U
16 Do you require form analytics andfer | The Siate considers these "nice to-have," but fiot
' data visualization? ' required.
‘Will the solution need to have
17 multilinguai capabilities for forriis in Yes.
different’ languages?
Any specific requirements for level of Vs N —_ \
18 web. content-accessibility i.e. WCAG :c?ri 'TO;LE:? requires the build be WCAG 2.0 AA
2.0A-AAA? plant:
Format of references is at the discretion of the
. vendor; however ai a minimum, vendors are.
19 :!:fg i::scteh;?preferred format for expected to include name, phone number/email,
ST and title and company of the individual providing
“the reference.
s there a specific Cloud Service The state is looking for a SaaS Solution offered
20 Provider the State prefers for this by the vendor. The Vendor should use their
RFP i.e. AWS, Azure, other... own Claud/Infrastructure and-not the State's.
Does the State currently have usage | The State currently uses Tableau and PowerBi.
21 analytics such as montiily traffic, The State does require a rolled-up view of
average downloads, efc.? utilization both quarterly and yearly.
59 ‘Have ail of the- existing forms already No
' been convertéd to PDF format? T
Does each agency have an index or
23 =" AP : No,
catalog of their forms?
Does the currentinfrastructure
24 facilitate network communication with | No.
-all agencies using forms?.

Page 3

Rev. 07/13/3016.



Soficifation Number: IT5-400335
Addendum Number: 3

25 Do a_ll;fOrms reside on the same No.
domain?
Is there a predominant platform in _ _
26 use and if so what is it? (Windows, Windows Office 365.
Unix, Ubuntu, etc.)
27 Do all network subscribers currently No
have digital signatures S
Are all ad hog work flows identified
28 and documented throughout the No.
enterprise?
o Most agencies Use the State's Enterprise Active-
: Dpes_ current Enterprise use Active. Directory Service (EADS) via SAML, but not all.
29 Directory or some cther directory H Il Acenci NCID #
service? If €0, which one? iowever, all Agencies use NLIL for
S g ' Authentication,
Thete is no predominant internet browser.
Is there.currently a predominant Browsers should be N-1 and vendors should
30 internet browser throughout the describe if the solution facilitates digital signing
: Enterprise or will vendor provide of documents via a computerweb browser with
support-far all browser types? madern browsers. Specify minimum :seftware
versions suppotted.
Is it.an assumption that in the 12 95,000 transactions is an arinual estimate; but
31 months, all of the 85,000 transactions | this will be an indefinite quantity contract.
will have digital signature capability? | Number of transactions is not guaranteed.
Daes NCID manage Enterprise
32 Digital Signatures? [f so, whois the. | No.
point of contact?
33 Does NCID manage ail security NCID only does -authentication, not application
groups? authorization.
34 Which directory service AD oris The State's active directory (Al)) service uses
' used? Microsoft Active Directory. '
For pre-population, does the State.
have -forms that a'f?a-dY auto Sdme agencies may have forms that
populate? If hot, do all forms that _ _ o IR i
35 . R L prepopulate; but this functionality is not availabte
need the pre-populate feature have: across the state -
‘business processes associated with ' A
them?
Does the State know the location of
‘the site' whers the current
26 -repositories for forms are stored? Each agency has a respective repository. Age.
s How many years has the current and size are unknown.
repository existed? What is the
current size of it?
Dces the State know by location,
region or area, the current number of
_ reports, being used in each area? If _ : _ .
37 so, what is the approximate The State does not have this information.
breakdown by location, region or
area?

Pége 4
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Sdiicitation Number: [TS-400335
Addandum Number: 3

Wiil the State usé their own existing
service desk or will the vendor be. - _
38 required to establish service The Vendor to provide support for the solution.
op_erations_'for Enterprise Forms:
Solutions?
39 Will an online LMS'style be a’viable Yes, Vendors are encouraged to. provide multiple
' option for an Enterprise Solution? | training options.
40 Will training be provided throughout | Yes, ideally training will inciude an array of users.
the farms life cycle? up to Administrator..
Is traiinifig the tesponsibility of the | 11'¢ State prefers the Vendor to assume training
41 | veridor or will the State facilitate their | 2SPeNsibility; the State is open to "train-the-
e trainer” or "on-demand training for all levels
own training? PR - :
types of environments.
_ Users with an NCID should be able to N
"What type of integration is the State authenticate. Non NCID users:should he able to
49 looking for with NCID? Is this a be involved in work flow and business process..
' method to authenticate citizens, oris | The Vendor is encouraged to elaborate on what
‘this for infernal users? authenitication methads can be provided for non
NCID users.
Can the State elaborate on the o ; . . . ¥ .
pictare of the signatiire owner with sianaiure gnalure and associate ' o
the signature? gnature.
Does the State have any restrictions:
44 around the graphical image of the. No.
‘signature? If so, what are they?
Can-thé State elaborate on what is
intended by capture speed and
45 pressure? s there a specific use. No,
case where. this would be a
requirement?
Cani the state provide additional Redlining will allow users, in a workfiow to make
46 information on the requirements for changes and have those changes berouted to
redlining? the originator and- all previous signers.
Do you require proven No, perthe RFP, preferred evaluation criteria
performance/experience in the state consists of the Vendor's corpo_raie-backgrou nd
47 of North. Carofina with state and local | and similar experience; specifically the technical
agencies? If not required, is it -situations, specifications, needs, challenges, and
preferred? opportunities. '
No; however, pursuarit to N.C.G.S. §§143B-
1361(a), 143-48 and 143-128.4 and any
o | applicable Executive Order, the State-invites and
48 Is.therea small business preference? | encourages participation in this procurement
process by businesses owned by minorities,
women, disabled, and disabled business
enterprises. ' '

Page 5
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Solicitation Number: 1TS-400335
Addendum Number 3

Is the state using the term "Digital
Signature” and “Electronic Signature”
interchangeabiy? Ali Dlg;tal _ . - : .
49 signatures are glectronic signatures, Yes, we are used interchangeably.
but not all electronic signatures are
digital signatures.
Data stored in the e-Farms/e- -Signature Program
may be classified from public’ up to Highly-
Restricted, Therefore, the g-Formsfe-Signature
Program skould be classified as NIST Moderate..
] . . i L per the Statewide Infarmation Security Manual
E;:iég%iﬁ? g L?'Ezrriie?&dg;g; and mustbe capable of receiving and securely
who can .héndié PHI/PIl for state managing data that is classified up to Restricted
50 agencies? Vendors that are or Highly Restricted per the Staté's Data
-FgedRAMfé’ adthb'rized.Low are not Classification and Handllng Policy. To comply
certified b Fe dRAMF’ to.handle with policy, assessment reports such as thie
PHI/EII Y S R Federal Risk and Authorization Management
) Program (FedRAMP) certification, 8OC 2 Type
2, and-1SO 27001 are preferred-and offered
solutions already meeting these requirements
are requested to include these repoits as part of
their submission. -
- Do you have required minimums for ;
51 UptlmE'? NO,
_ Regarding uptime statistics, would
52 ‘the State prefer for vendors to Yés.
provide the following metrics?
53 -Historical uptime for the last 3 Yo
‘manths, 6 months, ad 12 months @S
54 -Uptime inclusive of maintenance Yes.
windows
-Average hours. the system is
55 scheduled to be down for Yes.
| _maintenance
Does the State prefer to have uptime |
56 reparting to be inclusive of Yes.
maintenange windows?
o Does the State: prefer a vendor-to .
57 report : Yes.
" _ - The solution can be electronic signature or digita
;%‘Z&ﬁ:?ﬁf :\25%2 t%lgxia{; riificate signature. The state will not be the digital
58 al?thont 2| the state planning o certificate authority. The solution shail produce
bein thi: certificate aut?wnt ,)g an esigned pdf which is automatically trusted and
g ¥ validated by Adobe when opened by Adobe.

Page )
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Soficitation Nurtiber: [TS-400338
Addendum Number: 3

Guestion-

59

Is the state fooking for providers that-
provide the digital/e-sighature, e-

‘forins, and workflow capabilities

under one brand?

Yes.

60

Can a vendor that supplies an e-form

-and workflow solution that integrates

with solutions like Adobe Sign.and
DocuSign, submit a response for

these sections.of the RFF only.

We are Iooking for a turnkey solution- like we
have today which allows for forms and Signature.

61

Section Il - Page 25 10d - Are
NCDIT referrinig to the digital
certificate that is wrapped around an,
electronically signed document?

The solution needs {0 generate an. electromcally
or digitaily signed PDF that is automatically
verified as a valid e-signed PDF when opened by
Adobe Reader.

62

Section Il - 3.6 — The link to branding
quidelines is password protected.

Can you please provide us access 10

the branding guidelines referenced in
the RFP document?

Removed in #2 above.

63

| Does NCDIT require custom domains

in their-URLs?

All URLs must be hitps.

84

Section I} - 3.11 —RFP States:

“Based on current usage, the Stale
astimates that the solution will
eventually accommodate over 95, 000
fransactions”, Question: Ovérwhat
timeframe?

Yearly.

65

Does the cost for back end
integrations need to be included? If
so, which mtegratlons specifically
need to have a price called out? If

there are any integrations (non-

implementation) for pre-built- product
integrations?

All costs should be specified for making the
integration with NCID and various Connectors.

66

Do costs for aiinual support costs
need to be calied out in the
response? If so, how detailed do we
need to provide.

Al Potential Costs shouid be supplied.

67

Do you need 1o know. if there are any
costs for onboarding or account

management? Per:hour or.ong-time

gharges?

Ali Potential Costs should be supplied.

68

If this is & state-wide implementation,
will 96,000 transactions cover all

annual figure or aggregate for the
terin of the contract?

This number is an annual figure.

Page 7
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Solicitation Number: 1TS-400335 Page 8
Addendum Nuriber: 3.

4. Failure to acknowledge receipt of this addendum may result in rejection of the response.
Check ONE of the following options:

X Bid has not been mailed, Any changes resulting from this addendum are included in our bid
response,

0 Bid has been mailed. No changes resulted from this addendum..

[1 Bid has been mailed. Changes tesulting from this addendum are as follows:

Execute Addendum:
Vendor/ Offeror: Carahsoft Technology Corporation
Authorized Signature: 7/ 7 .~
Name and Titled (Typed): zak 'Ke'nnéy, Account Representative
Date: 7/23/18
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