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[bookmark: _Toc320110068]Summary
This document summarizes the service details surrounding the Office of Information Technology Services‘ Unified Communications (UC) Email Restore Service (ERS).  The various sections are intended to help customers better understand the general expectations, turnaround timeframes, rates, and overall workflow associated with this service. This document also includes summary information on the historical background, types of Email Restore Service requests, prioritization, and other factors. 
For more detailed information, please contact the ITS Service Desk by visiting www.its.nc.gov, emailing its.incidents@its.nc.gov, or calling 1 (800) 722-3946.
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Email Archiving and Email Restore
The North Carolina Office of Information Technology Services (ITS) currently offers the Autonomy NearPoint (formally Mimosa) solution for email archiving. The state’s shared enterprise class email archive system retains all mailbox data for a period of five years. For email retention, this solution preserves all data for Microsoft Exchange users on the shared enterprise archive system. With this system, users and designated administrators are able to restore Exchange data for one or more email accounts within the archive.  The archive system has been in full production status for all subscribers of the state’s enterprise email solution since October 2010.  Users and designated administrators are able to restore data sent and received since October 2010 quickly and reliably.  
Exchange 2007 and NCMail Disaster Recovery Tapes
User data before October 2010 may be available in the Mimosa solution if the user had older data in their mailbox when they were originally migrated to the new system; however, this cannot be guaranteed.  In general, for user mailbox data prior to October 2010, a formal request is required and additional time will be needed to fulfill the request.  Requests for multiple users with many months of data can take a considerable amount of time to complete because off-site backup tapes must be restored and PST — or Personal Storage Table (.pst) files — must be created.  PST is an open proprietary file format used to store copies of messages, calendar events, and other items within Microsoft software such as Microsoft Exchange Client, Windows Messaging, and Microsoft Outlook.  Please be sure to give adequate lead time for your restore request.   
Since the commencement of the ITS-hosted email service, standard operating procedures have been in place to maintain a backup of the production environment. The backup process is designed to meet the requirement to recover the production environment within 24 hours of a minor or full disaster recovery situation. The process is not designed to maintain an archive or history of data.  In April 2008, a decision was made to retain these tapes for future restore requests.
When Governor Mike Easley issued the executive order 150 on January 9, 2009 (later rescinded by Governor Bev Perdue’s Executive Order 18) to maintain a copy of all emails for a 10-year period, the existing backup process was not adequate to fully meet the requirements that the executive order would eventually entail. Therefore, the ITS Unified Communications team modified the process to allow for recovery of historical data. Examples of process modifications include maintaining a history of and tracking all Exchange user mailboxes, developing a process to recover historical data, and implementing an archiving system with self-service capabilities.
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The most common types of Email Restore Service (ERS) requests can be found below. The type of request can dramatically influence the associated costs, hardware, software and personnel resources required to perform the restore. 

· NearPoint Archive, Self Service Retrieval (SSR)
· The SSR capability allows customers to perform the restore themselves through the NearPoint archiving interface in their web-based or desktop email client.

· NearPoint eDiscovery
· The eDiscovery capability in the NearPoint email archive solution provides organizations with the ability to have their legal or policy departments search entire archives based on recipient, sender, date ranges, keywords and other attributes. 

· NearPoint Archive ITS Assisted Restores
· ITS staff are available to assist with restore requests for situations where customers do not have the resources or they prefer that ITS perform the NearPoint Archive Self Service Retrieval (SSR) requests. These requests can only be performed for an individual user’s mailbox data based on date ranges. ITS staff will not perform context or keyword based searches because the eDiscovery capability (described above) allows customer legal and policy staff to perform those searches.

· ITS Exchange 2007 Tape Restores Prior to March 1, 2009
· All ITS tape backups prior to the implementation of the state’s enterprise archive system were performed for disaster recovery purposes only. While it is possible to recover email from these tapes, the effort requires a large volume of resources to complete. These types of restores are commonly referred to as “NTBackup” based restores because they use a file format that was first introduced with Microsoft Windows NT (see the remainder of this document for further details). Due to the significant resources 
· required to fulfill these requests, ITS recovers these costs in the form of a standard service rate.
Notes:
· No tracking mechanism to identify the servers and databases where user accounts are located.
· User accounts were frequently moved to various servers and databases to balance load and capacity.
· No guarantee that data can be restored based on the condition of the tape.
· 

· ITS Exchange 2007 Tape Restores After March 1, 2009 and Prior to October 2010
· Restores of this type are similar in nature to the preceding type; however, they were performed using NetBackup technology and have a slightly reduced turnaround time. Due to the significant resources required to fulfill these requests, ITS recovers these costs in the form of a standard service rate.
Note:	
· No guarantee that data can be restored based on the condition of the tape.

· ITS NCMail Tape Restores
Restores of this type are similar in nature to the preceding Exchange tape restores; however, they require the most resources to accomplish. This is due to the technology variation in the Critical Path product, which requires individual tape restores to be performed for every day within the requested date range. The newer Exchange technology only requires restores to be performed for every two-week period. Due to the significant resources required to fulfill these requests, ITS recovers these costs in the form of a standard service rate.
Notes:
· File system restores versus database restores with Exchange.
· Data has to be processed multiple times to present mail in a usable (.pst) format.
· Tapes have to be restored for every day within the requested restore period versus once every two weeks with Exchange.
· No guarantee that data can be restored based on the condition of the tape.

[bookmark: _Toc309025536][bookmark: _Toc320110071]Priority of Requests 
Restore requests, by default, are processed by the priority below for each requesting agency and then by date of submission.  Customers can independently prioritize their own agency requests as they see appropriate, regardless of type. This does not apply to requests that have already been initiated and cannot impact the overall queue of previously submitted requests by other agencies. To adjust the priority of your agency’s request, please contact the ITS Service Desk by visiting www.its.nc.gov, emailing its.incidents@its.nc.gov, or calling 1 (800) 722-3946.
1. Legal Request and other external audits — Open litigation or court proceeding
2. Media Request — News, press or non-government constituents
3. Internal Audit — Human resources, finance, etc.
4. Archival Copy — Retired employee, position change
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The timeframe to resolve Email Restore Service (ERS) requests is based on the type of request, the priority, and the contributing factors described below. Depending on the parameters, a request can take as little as a few hours to complete or it can take many months. In general, restore requests for time periods after October 10, 2010 can be completed in a short amount of time. This is because the state’s shared enterprise email archive service was specially engineered to accommodate restores. Tape-based restores take substantially longer because that process uses old legacy tape media that was designed specifically for disaster recovery purposes. Therefore, tape media based restores require many staffing, hardware and software resources to complete. Below are the additional factors that may influence the timeframe in which Email Restore Service (ERS) requests are completed.
· Existing queue or backlog of Email Restore Service (ERS) requests
· Number of customer mailboxes to restore
· Date ranges of the request (days, weeks, months, years)
· Tape format (Unix or Windows)
· Tape reliability
· Size of customer mailboxes to restore
· Staffing, hardware and software resource availability
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Table 1 outlines the formula used to calculate resolution timeframes for the various types of Email Restore Service (ERS) requests. For additional information on each type of request, please see the corresponding section in this document. This reference table is based on a single account request. For each additional account (mailbox), add the same amount of time to the overall delivery of the requested data. The “Turnaround Time” column represents the core formula used to estimate the overall turnaround time on the specific type of request. Examples of different scenarios, including timeframes, are provided in the next section. 
ITS categorizes requests into three categories: small, medium and large. Each request is calculated into two-week work “units” in order to fulfill the requests and provide costing information and quotes. One “unit” is defined as a two-week period of data for a single user. Small requests involve less than seven (7) units, or 14 weeks of data. Medium requests range from eight (8) to eighty (80) units. Large requests involve more than eighty (80) units, or 160 weeks of data. Also, agencies that prefer to allocate resources to perform their own tape-based restores may do so. For additional information on how timeframes are calculated, please contact the ITS Service Desk by visiting www.its.nc.gov, emailing its.incidents@its.nc.gov, or calling 1 (800) 722-3946.
Turnaround Timeframe Formula: (Days per unit * # Units) = Turnaround Time
Table 1
	Type of Request
	Date Range
	Billable Units
	Method
	Turnaround time

	NearPoint Archive SSR
	Oct 2010 - Present
	None – Standard Service
	Self-service by Individual Subscriber
	Immediate

	NearPoint eDiscovery
	Oct 2010 - Present
	None – Standard Service
	eDiscovery Auditor for the Agency
	Immediate

	NearPoint Archive ITS Assisted
	Oct 2010 - Present
	None – Standard Service
	ITS Assisted Email Archive Restore
	5 Bus. Days/Account

	ITS Exchange 2007 Tape Restores After March 1, 2009

	Mar 2009 –  Oct 2010
	1 Unit = Each 2- Week Period of Data
	Manual 2-Week Period Tape Restores and Mailbox Data Merge Process
	5 Bus. Days Minimum +
Small = .8 Days/Unit
Med = .6 Days/Unit
Large = .4 Day/Unit

	ITS Exchange 2007 Tape Restores Prior to March 1, 2009 
	Apr 2008 – Mar 2009

	1 Unit = Each 2- Week Period of Data
	Manual 2-Week Period Tape Restores and Mailbox Data Merge Process
	5 Bus. Days Minimum +
Small = 1 Days/Unit
Med = .8 Days/Unit
Large = .6 Day/Unit info

	ITS NCMail Tape Restores

	Apr 2008 – 
Jan 2010
	1 Unit = Each 2- Week Period of Data
	Manual Daily Tape Restores and Mailbox Data Merge Process
	5 Bus. Days Minimum +
Small = 1.6 Days/Unit
Med = 1.6 Days/Unit
Large = 1.6 Day/Unit
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Email data restore functionality was an integral design factor of the state’s current shared enterprise email archive solution (NearPoint). Therefore, all requests for email data processed through the email archive system can be delivered at no additional cost outside of the standard monthly per-customer service rate.
Email restores from legacy systems require significant time and resources to complete and thus have a cost recovery mechanism to cover the minimal amount of infrastructure and staffing required to fulfill such requests.  Each request is calculated into two-week work “units” in order to fulfill the requests and provide costing information and quotes. One “unit” is defined as a two-week period of data for a single user. 
Costing Formula: (# Users * # Weeks / 2) * current rate = Restore Cost
For current rate see http://www.its.nc.gov/serviceCatalog/unifiedCommunications/
[bookmark: _Toc320110075]Data Integrity and Tape Media Loss
All legacy email solution backups were performed using industry standard tape media. The shelf life of that tape media limits the time that the stored data can be reliably retained and restored. Consequently it is not uncommon for tape restores to fail as a result of age. ITS will take steps to try and recover data on bad tapes, but once they are identified as unreadable, tapes will be destroyed.
[bookmark: _Toc320110076]Security Approval Process
Security approvals for all Email Restore Service (ERS) requests processed via the state’s shared enterprise email archive services using NearPoint fall under the oversight of the specific agency, because the agency has already granted authorization to the tool for specific accounts and administrators. This rule of thumb only applies to NearPoint SSR and NearPoint eDiscovery agency-based restores.
Security approvals for ITS-processed requests must adhere to the State Chief Information Officer (SCIO) email data request process. This process exists to ensure that authorized access is granted to mailbox data and confidentiality is maintained. The SCIO process is referenced in Appendix C and can also be located by visiting the SCIO website at www.scio.nc.gov. 
[bookmark: _Toc320110077]High Level Workflow For Tape Restores
The bullets below give a general outline of the tape restore procedure: 
· Identify which tape needs to be restored based on user account.
· Request off-site storage vendor to deliver tape(s).
· Index and validate tape integrity/condition.
· Catalog tapes.
· Restore tapes.
· Convert from NCMail to Exchange format.
· Convert to PST format.
· Copy data to agreed upon media – encryption is available upon request.
· Turn over data to customer – hard copies or internal state network data copies are available. 
· Return all tapes to off-site storage.
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[bookmark: _Toc309025541][bookmark: _Toc320110079]For more details about costs, processes, procedures or any other information regarding the Email Restore Service, please contact the ITS Service Desk by visiting www.its.nc.gov, emailing its.incidents@its.nc.gov, or calling 1 (800) 722-3946.
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[bookmark: _Toc309025542]12: AMENDING THE STATE E-MAIL RETENTION
EXECUTIVE ORDER
MAY 21, 2013

WHEREAS, the North Carolina Public Records Law declares that the public records and public information compiled by the agencies of North Carolina government or its subdivisions are the property of the people; and
WHEREAS, Governor Perdue issued Executive Order 18, entitled E-mail Retention and Archiving Policy, on July 7, 2009; and
WHEREAS, the Office of Information Technology Services (ITS) is transitioning to a new enterprise e-mail archiving system; and
WHEREAS, the State will achieve significant cost savings by reducing the number of years e-mails that must be maintained in the ITS archiving system; and
WHEREAS, the North Carolina Department of Cultural Resources (DCR) may preserve e-mails of historical value for the State’s permanent collection.
NOW, THEREFORE, pursuant to the authority vested in me as Governor by the Constitution and the laws of the State of North Carolina, IT IS ORDERED THAT:
1.  Executive Branch employees shall treat all e-mail messages which they send or receive in connection with the transaction of public business as public records and shall handle and maintain them in compliance with the Public Records Law and records retention schedules in the same manner as paper documents or other tangible records.
2.  All Executive Branch agencies shall copy all e-mails sent and received by their employees to an archive at least once daily. ITS shall provide and maintain an archive service for all agencies for which it provides e-mail services. ITS e-mail archives shall be maintained for five years unless a longer period is required by law or by an approved records retention and disposition schedule. Each Executive Branch agency that does not use ITS e-mail services or the ITS e-mail archive shall employ an archiving system that creates a back-up copy of the messages in all agency e-mail systems at least once daily. E-mails retained in agency archives systems shall also be retained for five years.
3.  All e-mail archives created after the issuance of Executive Order 150 and prior to the implementation of such enterprise e-mail archive systems shall be maintained for 5 years unless a longer period is required by law or by an approved records retention and disposition schedule.
4.  The Department of Cultural Resources shall develop a policy that identifies those e-mails of historical value that should be retained for a longer period of time. ITS shall work with the North Carolina Department of Cultural Resources, and other agencies as necessary, to identify and transfer e-mails to the Department of Cultural Resources that should be preserved beyond 5 years.
5.  Except as amended herein, Executive Order 18 remains in full force and effect.
6.  This Executive Order is effective immediately and shall remain in effect until rescinded.
IN WITNESS WHEREOF, I have hereunto signed my name and affixed the Great Seal of the State of North Carolina at the Capitol in the City of Raleigh, this the 21st day of May in the year of our Lord two thousand and thirteen, and of the Independence of the United States of America the two hundred and thirty-seventh.
 
                            Pat McCrory
                              Governor
ATTEST

                            Elaine F. Marshall
                            Secretary of State


















Appendix B Executive Order 18

EO 18: E-Mail Retention and Archiving Policy
EXECUTIVE ORDER NO. 18
E-MAIL RETENTION AND ARCHIVING POLICY

WHEREAS, the North Carolina Public Records Law declares that the public records and information compiled by the agencies of North Carolina government are the property of the people; and

WHEREAS, all e-mail messages sent and received in the transaction of state business are public records; and

WHEREAS, a transparent government and the citizens’ right to access public records are of paramount importance; and

WHEREAS, Governor Easley issued Executive Order Number 150, entitled E-mail Retention and Archiving, on January 9, 2009; and

WHEREAS, I have reviewed Executive Order Number 150 and determined that some of the provisions in the aforementioned order should be clarified.

NOW, THEREFORE, pursuant to the authority vested in me as Governor by the Constitution and the laws of the State of North Carolina, IT IS ORDERED THAT:

RESCISSION
1. Executive Order Number 150, dated January 9, 2009, is hereby rescinded.

EMPLOYEE RESPONSIBILITIES
2. Executive Branch employees shall treat all e-mail messages which they send or receive via state government e-mail accounts as public records and shall handle and maintain them in compliance with the Public Records Law and records retention schedules in the same manner as paper documents or other tangible records.

3. Employees have no expectation of privacy in their electronic correspondence, and all employees shall assume that information on the State’s e-mail system is subject to public review and to review by state officials.

4. All outgoing e-mails sent from Executive Branch State e-mail accounts shall include language notifying the recipient(s) that the message is subject to the Public Records Law and may be disclosed to third parties.

5. Executive Branch employees shall not permanently delete any e-mail messages that they send for at least 24 hours, and shall not permanently delete any e-mail messages they receive for at least 24 hours except that they may immediately and permanently delete any e-mail messages they receive that are not clearly related to the transaction of State business, such as e-mails containing advertising materials or offensive materials. After 24 hours, Executive Branch employees shall retain or delete e-mails they have sent or received according to the retention schedules for their agency established by the Department of Cultural Resources.

6. Executive Branch employees who conduct State business via personal e-mail accounts shall ensure that all public records are retained in accordance with this Executive Order and are retained pursuant to the Public Records Law and applicable record retention schedules.

7. Executive Branch employees shall not use State e-mail accounts for political purposes, to conduct private commercial transactions or to engage in private business activities. Executive Branch employees may use State e-mail for limited family or personal communications so long as those communications do not interfere with their work.

AGENCY RESPONSIBILITIES
8. All Executive Branch agencies shall copy all e-mails sent and received by their employees on backup tapes at least once daily.  The Office of Information Technology Services (ITS) will provide this backup service to all agencies for which it provides e-mail services.  Each Executive Branch agency that does not use ITS e-mail services shall employ a back-up system that creates a back-up copy of the messages in all e-mail systems of the agency at least once daily. All backup tapes created after the issuance of Executive Order 150 and prior to the implementation of a single e-mail archive system will be maintained for 10 years.  After implementation of an e-mail archive system, backup tapes will be maintained for such period as ITS may establish.

9. ITS will procure an e-mail archive system as soon as practicable and provide that system to all agencies for which it provides e-mail services. ITS will make this archive system available to other Executive Branch agencies as soon as practicable. E-mails shall be retained in this system for 10 years.  ITS will consult with the North Carolina Department of Cultural Resources (DCR) to identify e-mails that should be preserved beyond 10 years.

10. DCR shall provide Executive Branch employees with mandatory online training for managing e-mail as public records.

11. DCR shall conduct random audits of State agencies in the Executive Branch to ensure that employees are in compliance with the records retention and disposition schedules.

12. Executive Branch agencies not subject to this Order, the Legislative Branch and the Judicial Branch, are encouraged and invited to participate in this Executive Order.
DURATION

13. This Executive Order shall be effective immediately and shall remain in effect until rescinded.

IN WITNESS WHEREOF, I have hereunto signed my name and affixed the Great Seal of the State of North Carolina at the Capitol in the City of Raleigh, this the seventh day of July in the year of our Lord two thousand and nine, and of the Independence of the United States of America the two hundred and thirty-fourth.
__________________________________________
Beverly Eaves Perdue
Governor
ATTEST:
__________________________________________
Elaine F. Marshall
Secretary of State
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MICHAEL F. EASLEY
GOVERNOR
EXECUTIVE ORDER NO. 150
E-MAIL RETENTION AND ARCHIVING

WHEREAS, the North Carolina Public Records Law declares that the public records and information compiled by the agencies of North Carolina government are the property of the people; and

WHEREAS, all e-mail messages sent and received in connection with state business are public records; and.

WHEREAS, a transparent government and the citizens' right to access public records, are of paramount importance; and

WHEREAS, as a result of changing technology and the need to ensure that public records are properly preserved, I established the E-Mail Records Review Panel to review and recommend changes to the current e-mail and  electronic text communication record retention policies for North Carolina's executive branch agencies; and

WHEREAS, the E-Mail Records Review Panel met six times, which included public hearings where the Panel heard from representatives from the North Carolina Press Association, the North Carolina Association of Broadcasters, the State Employees Association, and other interested parties; and

WHEREAS, the E-Mail Records Review Panel submitted to me its recommendations and proposed changes to current e-mail and electronic text communication record retention policies; and

WHEREAS, 1 have carefully reviewed and considered the E-Mail Records Review Panel's recommendations and proposed changes regarding current e-mail and electronic text communication ("e-mail") record retention policies.

NOW, THEREFORE, pursuant to the authority vested in me as Governor by the Constitution and the laws of the State of North Carolina, IT IS ORDERED THAT:

1. Executive Branch employees shall treat all e-mail messages, which they send or receive via state government e-mail accounts as public records and shall handle and maintain them in compliance with the Public Records Law and records retention policies in the same manner as paper documents or other tangible records.

2. Executive Branch employees shall not delete in a 24-hour period any e-mail messages sent or received in the course of conducting State business.

3. Executive Branch employees shall not use state e-mail accounts for political purposes.

4. Executive Branch employees shall not use state e-mail accounts for personal purposes except to communicate about family matters. All employees shall assume that information on the state's e-mail system is subject to public review and to review by state officials.

5. All outgoing e-mails sent from Executive Branch state e-mail accounts shall include language notifying the recipient(s) that the message is subject to the Public Records Law and may be disclosed to third parties.

6. Employees who conduct public business via personal e-mail accounts or nongovernment technology shall ensure that all public records are properly retained
and archived pursuant to the Public Records Law and applicable record retention schedules.

7. The Department of Cultural Resources (DCR) shall provide all Executive Branch employees with online training for managing e-mail as public records, which training shall be mandatory for all employees who handle public records.

8. Information Technology Services (ITS) shall copy all Executive Branch agencies' e-mail messages to backup tapes at least once daily and shall retain the tapes for a minimum of ten (10) years.

9. Executive Branch agencies shall collaborate with the State Chief Information Officer (CIO) and DCR to employ a software platform that complies with the E-Mail Records Review Panel's recommendations, including saving backup tapes for a minimum of ten years.

10. As soon as possible, the Office of the State CIO shall procure, through the competitive bidding process, an archive system and shall work jointly and in collaboration with DCR to provide the archives/records management software package to be used by state agencies.

11. Executive Branch agencies shall follow all other directives issued by the Office of the Governor pertaining to e-mail retention and archiving policies, consistent with North Carolina law and record retention schedules.

12. DCR shall conduct random audits of state agencies in the Executive Branch to ensure that employees are in compliance with the records retention and disposition schedules and DCR shall conduct annual reviews of backup tape requests and provide reports to the State CIO and the Office of the Governor.

13. State agencies outside the Executive Branch and not directly subject to this order are invited and encouraged to review and revise their e-mail and electronic text communication record retention policies consistent with this Executive Order.

IN WITNESS WHEREOF, I have hereunto signed my name and affixed the Great Seal of the State of North Carolina at the Capitol in the City of Raleigh. this the ninth day of January in the year of our Lord two thousand and nine, and of the Independence of the United States of America the two hundred and thirty-third.
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E-Mail Records and E-Mail Monitoring Request Process
ITS mail customers needing access to an employee’s e-mail account or production of e-mail records shall follow the Enterprise Security and Risk Management Office (ESRMO) procedures below to request e-mail information from ITS.  This process was developed in conjunction with the ITS Unified Communications Team to ensure non-administrative e-mail requests were authorized by the appropriate administrator or security office of the requesting organization, and provide a consistent method of request submission that includes all parameters needed for completion of the request.
The requesting organization may submit these requests to the ESRMO in memorandum form or by e-mail using the security@its.nc.gov e-mail address.  Additionally, security liaisons may utilize the NC-ISAC secure portal (https://portal-us-cert.gov) to submit sensitive requests.  It is highly recommended that the memorandum form of request be used for e-mail requests related to legal proceedings.  .
The submitted request must come from any of the following persons:
1. Agency/Organization Head 
1. Personnel Director 
1. Agency/Organization CIO or IT Head
1. Agency Security Liaison or Authorized Designee*
*The agency security liaison should provide a list of authorized designees to ITS/SRMS prior to any requests these designees may submit to avoid a delay in approval.
The form will require noting the purpose of the request** as either:
· Legal Request (open litigation or proceeding)
· Media Request (news, press or non-government constituents)
· Citizen Generated Request
E-Mail Monitoring Request
**Administrative requests for internal agency needs and archival copy requests (retired or absentee employee, position change), may be submitted directly to the Unified Communications Team through the ITS Service Desk in lieu of this request process.

The request must identify agency staff members who are authorized to receive the information.
Methods of e-mail records request fulfillment:
1. E-mail monitoring will provide ongoing real time access of e-mail data to a staff member of the agency making the request.
1. Other e-mail record requests will provide e-mail data based on the account names and date range*** provided in the request.
***E-mail data prior to April 2008 is not available and should not be requested.

If the agency provides an existing ITS Service Desk ticket during form completion, the request will be added to the existing Service Desk ticket.  If a Service Desk ticket is not provided during completion of the form, a Service Desk ticket will be created by the submission-mail request process.  E-mail requests will be evaluated and approved by ESRMO and the Service Desk ticket reassigned to the ITS Unified Communications Team for completion.  In addition to the request being added to the Service Desk request record, an electronic copy will be retained by ESRMO in the Documentum file repository. 
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