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2016 Statewide Glossary of Terms Updates 
 

Additions: 
 

BYOD – Bring Your Own Device 

CDM – Continuous Diagnostics and Mitigation 

CJI – Criminal Justice Information 

CSP – Cloud Service Provider 

EGRC – Enterprise Governance, Risk, and Compliance 

FedRAMP – Federal Risk and Authorization Management Program 

FERPA – Family Educational Rights and Privacy Act 

FTI – Federal Tax Information 

IoT – Internet of Things 

MDM – Mobile Device Management 

MFA – Multi Factor Authentication 

PCI – Payment Card Industry 

PHI – Protected Health Information 

POA&M – Plan of Actions and Milestones 

RMF – Risk Management Framework 

STIG – Security Technical Implementation Guide 

UTM – Unified Threat Management 

 

 

Bring Your Own Device (BYOD) – A policy of permitting employees to bring personally 

owned mobile devices (e.g., laptops, tablets, and smart phones) to their work, and to use those 

devices to access work-related information and applications. 

 

Cloud Service Provider (CSP) – An organization that provides cloud computing services. 

 

Continuous Diagnostics and Mitigation (CDM) – A dynamic approach to fortifying the 

cybersecurity of networks and systems. CDM provides organizations with capabilities and tools 

that identify cybersecurity risks on an ongoing basis, prioritize these risks based upon potential 

impacts, and enable cybersecurity personnel to mitigate the most significant problems first. 

 

Criminal Justice Information (CJI) – Criminal Justice Information is Criminal Justice 

Information System (CJIS) provided data necessary for law enforcement and civil agencies to 

perform their missions including, but not limited to, biometric, identity history, biographic, 

property, and case/incident history data. The following categories of CJI describe the various 

data sets: 

 

 Biometric Data – data derived from one or more intrinsic physical or behavioral traits 

of humans typically for the purpose of uniquely identifying individuals from within a 

population. This data is used to identify individuals, to include fingerprints, palm 

prints, iris scans, and facial recognition data.  
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 Identity History Data – textual data that corresponds with an individual’s biometric 

data, providing a history of criminal and/or civil events for the identified individual.  

 Biographic Data – information about individuals associated with a unique case, and 

not necessarily connected to identity data. Biographic data does not provide a history 

of an individual, only information related to a unique case.  

 Property Data – information about vehicles and property associated with crime when 

accompanied by any personally identifiable information (PII).  

 Case/Incident History – information about the history of criminal incidents. 

 

Data Leak Prevention – In data leakage incidents, sensitive or confidential data is disclosed to 

unauthorized personnel either accidentally or maliciously. Data loss incidents become data leak 

incidents when sensitive information is lost and subsequently acquired by an unauthorized party. 

A data leak is possible without the data being lost on the originating side. See, Data Loss 

Prevention. 

 

Data Loss Prevention – A strategy to classify and protect sensitive or confidential information 

so end users cannot accidentally or purposely share that data outside the organization’s network. 

In addition to being able to monitor and control endpoint activities, some DLP solutions can also 

filter data on the network and protect data in motion. The terms “data loss” and “data leak” are 

closely related and are often used interchangeably, though they are somewhat different. See, 

Data Leak Prevention. 

 

Data Spillage – The transfer of classified or sensitive information to unaccredited or 

unauthorized systems, individuals, applications, or media. A spillage can be from a higher level 

classification to a lower one. 

 

Enterprise Governance, Risk, and Compliance (EGRC) – An enterprise approach to 

automating the management, measurement, remediation and reporting of controls and risks 

against stated objectives, in accordance with state laws, policies, standards and business 

requirements. 

 

Family Educational Rights and Privacy Act (FERPA) – The Family Educational Rights and 

Privacy Act (FERPA) (20 U.S.C. § 1232g; 34 CFR Part 99) is a Federal law that protects the 

privacy of student education records. The law applies to all schools that receive funds under an 

applicable program of the U.S. Department of Education. Schools may disclose, without consent, 

directory information identified below, however, the schools must inform parents and eligible 

students about directory information and allow for parental and eligible students to opt out of the 

disclosure. 

 Student name 

 Student address 

 Student telephone number 

 Date and place of birth 

 Honors and awards 

 Dates of attendance 
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Federal Risk and Authorization Management Program (FedRAMP) – A government-wide 

program that provides a standardized approach to security assessment, authorization, and 

continuous monitoring for cloud products and services. 

 

Federal Tax Information (FTI) – FTI is any tax return or tax return information received from 

the IRS or secondary source, such as the Social Security Administration (SSA), the Federal 

Office of Child Support Enforcement, or the Bureau of Fiscal Service. FTI includes any 

information created by the recipient that is derived from a return or return information. FTI may 

include some PII elements. 

 

Internet of Things (IoT) – The IoT is a network of devices that are embedded with electronics, 

software, sensors, and network connectivity, which enable these devices to collect and exchange 

data. The IoT links devices to the Internet and allows them to be sensed and controlled remotely 

across existing network infrastructure. The IoT includes such devices as mobile computing 

devices, smart thermostat systems, refrigerators, washer/dryers, heart monitoring implants, 

automobiles with built-in sensors, and key fobs. 

 

Mobile Device Management (MDM) – The administrative area dealing with deploying, 

securing, monitoring, integrating and managing mobile devices, such as smartphones, tablets and 

laptops, in the workplace. The intent of MDM is to optimize the functionality and security of 

mobile devices within State government, while simultaneously protecting the State network. 

 

Multi Factor Authentication (MFA) – A type of authentication that requires more than one 

method or factor to be used. The three common types of authentication methods include 

something you know (e.g. a password, passphrase, or PIN), something you have (e.g. an ID 

badge or a cryptographic key), and something you are (e.g. a fingerprint or other biometric data). 

Multi-factor authentication refers to the use of more than one of these factors. Using one factor 

twice (for example, using two separate passwords) is not considered multi-factor authentication. 

 

Payment Card Industry (PCI) Data – PCI data is any cardholder data and authentication data.  

The primary account number (PAN) is the defining factor for cardholder data. If cardholder 

name, service code, and/or expiration date are stored, processed or transmitted with the PAN, or 

are otherwise present in the cardholder data environment, they must be protected in accordance 

with applicable PCI Data Security Standard (DSS) requirements. Cardholder data and 

Authentication data may include the following elements: 

 

 Primary Account Number (PAN) 

 Cardholder Name 

 Expiration Date 

 Service Code 

 Full track data (magnetic-stripe data or equivalent on an chip) 

 CAV2/CVC2/CVV2/CID 

 PINs/PIN blocks 

 

Personally-Owned Device – A device that is owned by an individual. 
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Plan of Actions and Milestones (POA&M) – A POA&M is a plan that describes specific 

measures to be taken to correct deficiencies in an information system that were found during a 

security assessment. A POA&M will assist organizations in identifying, assessing, prioritizing, 

and monitoring the progress of corrective measures for security weaknesses that were identified 

in systems. A POAM should identify the tasks needed to correct the deficiency, the resources 

required to make the plan work, milestones in completing the tasks, and scheduled completion 

dates for the milestones. 

 

Protected Health Information (PHI) – PHI is defined in federal law (45 CFR 160.103) and 

pertains to information that contains the following types of data: 

 

 Individually identifiable health information 

 Transmitted or maintained in any form or medium by a Covered Entity or its Business 

Associate 

 Health information including demographic information; 

 Relates to an individual’s physical or mental health or the provisions of or payment of 

health care 

 Identifies the individual 

 

Risk Management Framework (RMF) – The National Institute of Standards and Technology’s 

(NIST) Risk Management Framework (RMF) provides a disciplined and structured process that 

integrates information security and risk management activities into the system development life 

cycle (SDLC). NIST Special Publication 800-37, “Guide for Applying the Risk Management 

Framework to Federal Information Systems”, provides a six-step Risk Management Framework 

(RMF). Those steps are as follows: categorization of information systems, selection of security 

controls, implementation of security control, assessment of security controls, authorization of 

information systems, and monitoring of security controls. 

 

Security Technical Implementation Guide (STIG) – A methodology for standardized secure 

installation and maintenance of computer software and hardware. 

 

State Data – Data, regardless of physical form or characteristics, made or received in connection 

with the transaction of public business by any agency of State government. 

 

State-Issued Device – A device issued by the State to be used for official State duties. Typically, 

these devices are funded by State dollars. 

 

Unified Threat Management (UTM) – A category of security appliances which integrates a 

range of security features into a single appliance. UTM appliances combine firewall, gateway 

anti-virus, and intrusion detection and prevention capabilities into a single platform. 
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Updates: 
 

Cloud Computing – A model for enabling on-demand network access to a shared pool of 

configurable computing resources (e.g., networks, servers, storage, applications, and services) 

that can be rapidly provisioned and released with minimal management effort or service provider 

interaction. 

 

Health Insurance Portability and Accountability Act (HIPAA) – HIPAA (Public Law 104-

191, also known as the Kennedy-Kassenbaum Bill) is a federal law that includes specific 

requirements to maintain the privacy and security of “protected health information.” HIPAA data 

applies to any data from a Covered Health Care Provider, Health Care Clearing House, or Health 

Information that is created, transmitted, stored or received.  It also includes code sets, health 

plans and Individually Identifiable Health Information. This can include, demographic 

information collected that is not limited to the following:  

 Health data created by a health care provider, health plan, employer, or health care 

clearinghouse; 

 Identified the individual; 

 Relates to the past, present, or future physical or mental health or condition of an 

individual, the provision of health care to an individual, or the past, present, or future 

payment for the provision of health care to an individual. 

See, http://www.hhs.gov/ocr/hipaa/. 

 

Infrastructure-as-a-Service (IaaS) – A model of service delivery whereby the basic computing 

infrastructure of servers, software, and network equipment is provided as an on-demand service 

upon which a platform to develop and execute applications can be established.  Security 

provisions beyond the basic infrastructure are carried out mainly by the State agency. 

 

Mobile Computing Device – A portable computing device that (1) has a small form factor such 

that it can easily be carried by a single individual; (2) is designed to operate without a physical 

connection (e.g., wirelessly transmit or receive information); (3) possesses local, non-removable 

or removable data storage; and (4) includes a self-contained power source.  Mobile computing 

devices may also include voice communication capabilities, on-board sensors that allow the 

devices to capture information, and/or built-in features for synchronizing local data with remote 

locations. Examples include laptop computers, smart phones, tablets, and e-readers. 

 

Personal Computing Device – Any device, including a personal digital assistant (PDA), laptop, 

or smart phone, that can store and process data and is owned by an individual. 

 

Personal Information or Personally Identifiable Information (PII) – Under state law, 

personal information is a person’s first name or first initial and last name in combination with 

other identifying information. (N.C.G.S. 75-61(10)) 

 

Identifying information is defined by state law as: 

a. Social security or employer taxpayer identification numbers. 

http://www.hhs.gov/ocr/hipaa/
http://www.ncleg.net/EnactedLegislation/Statutes/PDF/ByArticle/Chapter_75/Article_2A.pdf
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b. Driver’s license, state identification card, or passport numbers. 

c. Checking account numbers. 

d. Savings account numbers. 

e. Credit card numbers. 

f. Debit card numbers. 

g. Personal Identification (PIN) Code as defined in G.S. 14-113.8(6). 

h. Electronic identification numbers, electronic mail names or addresses, Internet 

account numbers, or Internet identification names. 

i. Digital signatures. 

j. Any other numbers or information that can be used to access a person's financial 

resources. 

k. Biometric data. 

l. Fingerprints. 

m. Passwords. 

n. Parent's legal surname prior to marriage. (N.C.G.S. 14-130.20(b)), N.C.G.S. 132-

1.10) 

o. Federal law also restricts the use of personal information by state motor vehicle 

agencies. (18 U.S.C. 2721 – Driver’s Privacy Protection Act) 

 

Platform-as-a-Service (PaaS) – A model of service delivery where the computing platform is 

provided as an on-demand service upon which applications can be developed and deployed.  Its 

main purpose is to reduce the cost and complexity of buying, housing, and managing the 

underlying hardware and software components of the platform, including any needed program 

and database development tools.  Security provisions are split between the provider and the State 

Agency.  

 

Software-as-a-Service (SaaS) – A model of service delivery where one or more applications 

and the computational resources to run them are provided for use on demand as a turnkey 

service. Its main purpose is to reduce the total cost of hardware and software development, 

maintenance, and operations.  Security provisions are carried out mainly by the provider.  In 

some occasion, there may be different providers, i.e. one provides SaaS, while another provides 

Infrastructure as a Service.  Contracts must include clearly defined roles and responsibilities for 

security and incident responses. 

 

http://www.ncleg.net/EnactedLegislation/Statutes/PDF/BySection/Chapter_14/GS_14-113.8.pdf
http://www.ncleg.net/EnactedLegislation/Statutes/PDF/BySection/Chapter_14/GS_14-113.20.pdf
http://www.ncleg.net/EnactedLegislation/Statutes/PDF/BySection/Chapter_132/GS_132-1.10.pdf
http://www.ncleg.net/EnactedLegislation/Statutes/PDF/BySection/Chapter_132/GS_132-1.10.pdf
http://www.gpo.gov/fdsys/pkg/USCODE-2011-title18/pdf/USCODE-2011-title18-partI-chap123-sec2721.pdf

