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This 300GB database contains a long list of 
voter records including:

Full name (first, middle, last)
Residential address
Mailing address
A unique voter ID
State voter ID
Gender
Date of birth/Age
Date of registration
Phone number
Political affiliation
A detailed voting history since 2000
Fields for voter prediction scores



“Foreign” hack 
attack on state 

voter 
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site
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The Illinois State Board of Elections (SBE) fell 
victim to a cyberattack that was detected on 
July 12, 2016. Specifically, the target was the 
[Illinois Vital Records System] database. 

Once discovered, State Board of Elections 
closed the point of entry. On July 13th 2016, 
once the severity of the attack was realized, as 
a precautionary measure, the entire IVRS 
system was shut down, including online voter 
registration.

The pathway into IVRS was NOT through our 
firewalls but through a vulnerability on our 
public web page that an applicant may use to 
check the status of their online voter 
registration application.



Was Arizona's 
voter database 

hacked? FBI 
says maybe
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Arizona’s voter registration system 

remained offline Wednesday as a team 

combed the troves of data for any issues, 

said Matthew Roberts, a spokesman for 

the Arizona Secretary of State’s Office.

In a statement, Secretary of State Michele 

Reagan called the potential breach 

an “extremely serious issue.” The FBI 

described the threat as “credible” and an “8 

out of 10” on the severity scale, according 

to Roberts.

The threat to the state’s voter registration 

system may be linked to malware found on 

a county election official’s computer, 

Roberts said, although he stressed 

that security experts had not definitively 

established the link.

http://www.azsos.gov/about-office/media-center/azsosblog/948


What’s the big 
deal?  

Isn’t it mostly 
public 

information 
anyway?
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Identity theft expert Mark Pribish of 
Merchants Information Solutions, Inc. says 
that’s exactly the kind of information 
hackers want.

“They take minimal information and take it 
to the hacker forums to match up a 
complete profile,” he said.
Pribish said a voter’s driver’s license 
number, date of birth, and address could 
be combined with public information on 
social media that could lead to tax refund 
fraud. 

Those three pieces of information would 
also allow an identity thief to create a 
convincing fake ID card to open up 
fraudulent bank accounts, he said.
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 Voter labeled as confidential by Court 

order

 Voter SSN

 Voter Drivers License

 Voter Date of Birth (NC statute)

 UOCAVA Voter information
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