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1. Introduction
Since 2003 the General Assembly has sought incremental opportunities to improve and standardize the
delivery of information technology services in state government. Over the last two legislative sessions
there has been unprecedented emphasis placed on establishing and sustaining an efficient and secure IT
practice. Recognizing that incremental change has not achieved the desired outcomes, the General
Assembly directed the State CIO (SCIO) in the 2013 session to conduct a comprehensive review of the
State’s overall information technology operations and develop a restructuring plan to make IT more
effective and efficient. The provision in the Appropriations Act of 2013 directed the SCIO to “develop a
plan to restructure the State's IT operations for the most effective and efficient utilization of resources
and capabilities.”1
In response, the SCIO created a working group with representation from state agencies and educational
entities and engaged the Friday Institute at NC State University to help develop a plan to restructure IT.
The collaborative workgroup identified areas for improvement, recognizing that many past attempts to
improve IT efficiency across the enterprise were focused on the symptoms of the issues as opposed to
the root causes. The challenges in IT are based upon fundamental flaws in the way it is governed and
managed, including enterprise decision-making, financial practices and talent management. An
executive summary of this plan can be found in Appendix F.
To build upon the findings from the initial workgroup, in the short session the General Assembly
requested the SCIO to further develop the plan to restructure IT.2 The State was already engaged in an
initiative called North Carolina Government Efficiency and Reform (NC GEAR), sponsored by the
Governor and managed by the Office of State Budget and Management, to improve efficiency and
effectiveness across state government. As part of that process, Deloitte, a global consultancy firm,
conducted a high-level assessment of the state’s IT operations. The SCIO expanded Deloitte’s
assessment beyond a high-level internal focus and requested information about what Deloitte has
learned from restructuring experiences in other states.
Through the years, the General Assembly has legislated that the SCIO:


“improve state government information technology planning, adopt standards, make project
development more efficient, reduce cost overruns, provide assistance to state agencies, and
increase accountability”3



“procure all information technology for State agencies…to make procurement and
implementation of technology more responsive, efficient, and cost-effective”4



“establish a statewide set of standards for information technology security to maximize the
functionality, security, and interoperability of the State's distributed information technology
assets”5

1

Sect. 7.4(c), Session Law 2013-360. See Appendix B.
Sect. 7.4(b), Session Law 2014-100. See Appendix B.
3 Session Law 2004-129.
4 G.S. 147-33.95
5 G.S. 147-33.110
2
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“develop… centralized Web portals that will allow persons to access State government services
on a 24-hour basis”6



“Initiate across State agencies… a data integration and data-sharing initiative… to leverage the
data… for enterprise-level State business intelligence.”7

Because the core issues that have hindered success in the past are rooted in the way IT is governed and
managed across the state, the SCIO established a list of key outcomes that are expected from a
successful restructuring effort. Based on the SCIO’s understanding of the General Assembly’s
expectations and historical actions and the Governor’s goals, the following areas have been identified as
key markers for success:
1. Citizen interactions and satisfaction: the state should provide modern and accessible
information and services that enable positive citizen interactions online and across state
government.
2. Efficiency: Government should operate in the most cost-effective manner possible.
3. Project management: the state should consistently deliver IT projects that provide the expected
outcomes within the expected timeframes and established budgets.
4. Procurement: the state should aggregate demand across state government to make
procurement and implementation of technology more responsive, efficient, and cost-effective.
5. Planning: the state should establish an integrated planning process, based on a standard
architecture, which aligns IT standards with agency objectives and improves interoperability of
IT systems.
6. Accountability and transparency: there should be clear accountability and transparency in state
IT management and operations.
7. Data and analytics: the state should establish and manage standards for data across agency
boundaries to provide a single source of the truth and support effective, informed decisionmaking.
8. Security and risk management: to protect citizen information and state business data and
technology systems, and to provide the public with confidence in state services, the state must
maintain IT security and risk management as a priority across the enterprise.
9. Talent management: the state must implement standards for IT talent management to recruit,
develop and retain IT professionals.
With these markers in mind, the SCIO has developed a recommendation for IT restructuring. This report
offers a high-level plan for executing that recommendation.

6

7

G.S. 66-58.20
Sect. 7.4(c), Session Law 2013-360. See Appendix B.
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1.1 Current Landscape
The business of government is currently managed in silos that create boundaries, inhibit efficiency, and
compromise security. Each agency operates as an independent organization instead of collaborating
effectively as a statewide enterprise. Citizens expect consistency across government, but the current
model does not fulfill this expectation.

Figure 1

8

These business challenges are evident in how IT is currently organized, where many agencies have their
own Chief Information Officers (CIOs) focused on agency-specific needs rather than the needs of the
state as a whole. The General Assembly appropriates funds directly to agencies who then acquire,
manage and operate IT at multiple levels within their organizations. According to the 2014 Information
Technology Expenditures Report, the state spends over $697 million annually on IT (excluding the
University System and ITS).9 State law gives the SCIO oversight of considerable IT spending, but because
agencies control their IT budgets and project funding, the SCIO’s authority over spending is limited. The
SCIO cannot effectively exercise statutory authority without a governance model built on central control
of IT prioritization, budgeting, and oversight.

8

Deloitte. (2014). State of North Carolina IT Restructuring Report. See Appendix I.
Office of the State Controller, Office of Information Technology Services, & Office of State Budget and Management. (2014).
North Carolina Information Technology Expenditures Report. For the Period Ended June 30, 2014. Retrieved from
http://www.osc.nc.gov/financial/ITReport_06302014.pdf
9
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Figure 2 illustrates the complexity of how IT funds are currently distributed through the budget process.

Figure 2: Current funding model

The passage of Session Law 2004-129 (commonly known as Senate Bill 991) dramatically increased the
SCIO’s authority and oversight responsibilities for IT. North Carolina was recognized as a leader in state
IT governance. Ten years later, the directives in S.L. 2004-129 have become outdated. Many states
have taken on sweeping IT governance reforms that allow them to provide better service to citizens at
lower costs. North Carolina is not keeping pace with other states and private organizations. As
evidence, the state received a C+ in the Center for Digital Government’s 2014 Digital States Survey
based in part on the limited opportunities for collaboration that exist under the current organizational
constraints.
There are numerous areas in which the state’s existing IT governance and management structures fall
short. The list below provides some of the most pressing examples related to the nine key markers
previously defined in this report. A more comprehensive summary list can be found in Appendix F.
1. Citizen interactions and satisfaction: Fourteen years after legislation directed the creation of a
state portal—an electronic storefront for all of state government—that capability still does not
exist.10 In a 2014 study of online transactions across the 50 states, North Carolina ranked last,
with an average of less than one tenth of an online transaction per citizen. The state that
ranked highest had nearly seven transactions per citizen, and almost half of all states averaged
three or more.11 Efforts to create a true portal are hampered by the lack of a central authority
10
11

G.S. 66-58.20
Governing. Building the Innovation Nation. Retrieved from http://www.governing.com/innovationnation/
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to establish a single, specific brand for the state. Authority over funding, website and content
development staff, and the websites themselves, are currently under control of individual
agencies and outside vendors.
2. Efficiency:
o

Duplication: Reducing the number of duplicative IT systems is one of the General
Assembly’s longstanding goals. The Appropriations Act of 2013 contained the latest in a
series of provisions on the topic. It directed the SCIO “to develop a plan and adopt
measures to prevent the duplication of information technology capabilities and
resources across State agencies.”12 Any successful effort to reduce or eliminate
duplication requires control of IT spending and unwavering support from the Governor,
the SCIO, the Budget Office, and the General Assembly. Without all four of these,
duplicative projects will continue to be funded and built. The state currently operates
more than 99213 known applications including more than 25 case management systems,
25 grants management systems, and over 60 licensure/permitting systems.14

o

Data Centers: The IT Infrastructure Study and Assessment (INSA) conducted by IT
consultant TPI in 2011 revealed that North Carolina has 46 data centers, 31 of which are
in Raleigh.15 The data centers range in size and modernity from an electrical closet to a
state-of-the-art facility the size of a football field. The General Assembly has passed
provisions encouraging the use of the state’s two enterprise data centers operated by
OITS, but the SCIO has limited ability to require agencies to use the data centers when
they control their applications, their funding, and the staff who run them. As a result,
about half of the state’s applications are still hosted outside of the two enterprise data
centers. The INSA study, completed in 2011, recommended consolidating thousands of
servers in four large state agencies.

o

Network: A 2012 study by IT consultant Gartner revealed many areas of concern with
the state’s network. Gartner documented that OITS spends more to maintain the
state’s antiquated network than it does on solutions to meet the changing business
needs of agencies. It is impossible to manually manage the sheer volume of network
security rules without exposing the state’s network to security or availability risks. This
complexity is due in large part to the fact that agencies are often allowed to make their
own network design decisions that may or may not follow standard practices, which
results in unnecessary network complexity and complicated support processes. The
complexity of the current network impacts the state’s ability to quickly recover from a
site disaster and prevents the state from easily supporting new and necessary
technologies.

12

Session Law 2013-360. See Appendix B.
Office of the State Controller, Office of Information Technology Services, & Office of State Budget and Management. (2014).
North Carolina Information Technology Expenditures Report. For the Period Ended June 30, 2014. Retrieved from
http://www.osc.nc.gov/financial/ITReport_06302014.pdf
14 Office of the State Chief Information Officer. (2011). Coordination of Information Technology Requirements. Report to the
Joint Legislative Oversight Committee on Information Technology. Retrieved from
https://www.scio.nc.gov/library/pdf/Duplication_Report_Jan_2011.pdf
15 TPI. (2011). IT Infrastructure Study and Assessment. Phase I – Final Report and Recommendations.
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o

Identity Management: Current methods of identifying users and authorizing access to IT
systems and data are inconsistent, costly, inefficient, and lack important capabilities. As
a result, the state is not in an optimal position to fully leverage cloud computing and
other industry-standard technologies, meet increasing demands for modern identity
management practices, or deliver the high quality, streamlined experience that citizens
expect. Redundancies and gaps in current solutions exist at both the enterprise and
individual agency levels and a comprehensive strategy to address them has yet to be
developed. Current needs that remain unmet will prevent the state from adopting
future changes in the IT market and addressing emerging agency needs.

o

Legacy Systems: The SCIO has limited ability to prioritize upgrades and replacements of
aging, deficient systems. A law passed by the General Assembly more than ten years
ago directed OITS to analyze these legacy applications and develop a strategic plan to
determine the needs, cost and time frame required to replace systems that are at or
nearing the end of their useful life. The SCIO must rely on agencies for the data needed
to develop a successful replacement strategy. OITS is not staffed adequately to validate
the information provided by agencies, making it difficult to compile an accurate and upto-date portfolio of the state’s major IT assets. The lack of sufficient staffing and
authority is problematic in the development of a realistic strategy.

3. Project Management: Better oversight and accountability for IT projects were two major goals
of Session Law 2004-129. The legislation required approval by the SCIO before agencies could
begin projects and authorized the SCIO to oversee projects. The SCIO was given authority to
suspend approval of a project that was not meeting benchmarks. The expectation on the part of
the General Assembly was clear, but the legislation did not change the way projects are funded
or assign ultimate responsibility for the successful delivery of a project. The SCIO has limited
control over the operational aspects of projects. Today, only 26% of IT projects are completed
on time and on budget. In 2013, the State Auditor’s office reviewed 84 IT projects and reported
that actual costs exceeded original estimates by more than $356 million, while taking 65%
longer to complete than originally estimated.16
4. Procurement: The current process for procuring technology goods and services is cumbersome,
burdened by a complex structure and lack of enforceable accountability. A concise
representation of the complexity is difficult but is best facilitated by defining two types of
transactions, agency and statewide. Agency procurements are a transactional relationship
between the agencies and the SCIO.
Agencies use internal procurement staff to run large-scale IT procurements. Because these
individuals conduct IT procurements infrequently, most are not trained in the nuances of
procurement for IT. IT and procurement staff work internally to develop the requirements and
necessary documentation to support a procurement. Once complete, this procurement
“package” (for a project over $25,000) is submitted to Statewide IT Procurement in the SCIO’s
Office. The statewide procurement organization fulfills an oversight function to review, correct,
and approve the procurement or return the package to the agency for additional work. The
agency and the procurement office may hand the package back and forth multiple times before
16

Office of the State Auditor. (2013). Performance Audit. Office of Information Technology Services. IT Project Budget and
Schedule Variances. April 2013. Retrieved from http://www.ncauditor.net/EPSWeb/Reports/Performance/PER-2013-7283.pdf
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it is completed and passes review. This process is intended to remove duplication and aggregate
the purchasing power of the state. However, agencies that already have the funding necessary
for the procurement may have begun the work and may view this process as an obstacle to
progress. Further complicating matters, agencies are subject to this process for IT solicitations
over $25,000 and can procure items multiple times in smaller quantities to avoid the process.
The statewide IT contracting organization is responsible only for the development and issuance
of enterprise contracts like enterprise license agreements, state term contracts and short-term
staffing. This process still requires agency participation, with agencies committing to certain
levels of consumption for the contract. This agency commitment is formalized with
documented agreement from the agency on their expected consumption and resulting costs.
This process is built to close a transaction, not to optimize the State’s IT spending strategically.
The primary challenges in the current process are:
o

transaction-based versus strategic approach to sourcing IT goods and services

o

lacking or poorly-defined requirements

o

multiple hand-offs between agencies and Statewide Procurement

o

duplicative offices between the agencies and Statewide Procurement with inconsistent,
complex processes

5. Planning: Historically, the state has viewed IT as a cost center and sought opportunities to
contain or reduce IT investment. In modern organizations, IT is recognized as an enabler that
allows the business to adapt more quickly to changing customer (citizen) demands and lower
the overall cost of the mission. The state currently governs and manages each business unit and
IT organization independently. IT is not included in the agencies’ strategic planning process but
must execute the outcome of the planning discussion. The enterprise organization is further
removed from this process and receives the agencies’ IT plans during the period of budget
submissions, limiting the SCIO’s ability to identify opportunities for cost savings, reduce
duplication, coordinate data activities and engage IT capabilities that support business
objectives.
6. Accountability and transparency: In today’s IT management structure it is not possible to
determine true costs and responsibilities or enforce accountability. The siloed nature of
government operations has resulted in disparate processes and data management.
Transparency and accountability cannot be achieved until common definitions are established
for business information that can be shared across agency boundaries. In the current model
there is insufficient data, no common business language, and no single source of the truth that
establishes baselines for benchmarking, or to support effective and open decision making. Data
and Analytics: The state is the steward of vast amounts of valuable data, however, historical
silos and boundaries between agencies limit the state’s ability to maximize the value gleaned
from this data. Each agency classifies, categorizes and manages data independently, creating an
extremely complex and costly model for data sharing. Additionally agencies maintain a
proprietary hold over the data and often view this data as “agency data.” This restricts use
across the enterprise, inhibiting citizen service and informed decision making. The state cannot
effectively aggregate and translate these disparate data practices to provide a single source of
7|Page

the truth and a solid understanding of the knowledge contained in the data. In industry, the
value of “big data” (the collection of data from various sources inside and outside of an
organization that enable ongoing discovery and analysis) is widely recognized and leveraged.
The state cannot effectively manage and leverage existing data or embrace modern data
strategies without removing agency barriers. Furthermore, currently there is no comprehensive
inventory of data repositories, their locations, and who is managing them. For this reason
ensure the security of the State’s information resources is very challenging.
7. Security and risk management: The way citizens interact with government is changing.
Historically, transactions were handled primarily face-to-face or over the phone. Modern citizen
interactions are more automated and digital, with a heavy reliance on technology. At the same
time, security threats are becoming more sophisticated and additional emphasis on data and IT
systems security is imperative. Cybersecurity must become a priority across the enterprise to
protect our citizens, data and systems and to provide the public confidence in the reliability of
our services.
8. Talent Management: The state has not properly prepared its IT workforce for today’s
environment. Training is lacking because of budget constraints. Workers have limited
opportunities to learn new skills or advance their careers, which is compounded by the fact that
the skills required for information technology careers change at a much more rapid pace than
other fields. Additionally, an aging IT workforce presents a substantial risk to continuity of
service delivery over the next decade. Pay inequity exists with the private sector and within
state government itself. Scarce and specialized skills are not pooled and are funded within each
agency. As a result, the state is unable to effectively leverage the specialized skill sets it has.
Because of the siloed, agency-centric staffing model and an inability to leverage skills across
agencies, North Carolina has more IT personnel than other comparably sized states.17
9. Chargebacks / Rates: Previous OITS rate-setting methodologies did not adequately identify the
costs associated with delivering a service. As a result, rates were confusing and difficult to
understand. The reasons included:
o

Cross-charging: Shared service cost centers included in their budgets intra-agency crosscharges, which led to inflation of the estimated amount that OITS spent to provide
shared services.

o

Overhead allocation: There have been multiple uses, definitions, and interpretations of
the term “overhead.” In addition, OITS often allocated different types of overhead
differently across services or cost centers.

o

Personnel accounting: To account for personnel who performed multiple functions
across multiple cost centers, OITS scattered portions of positions across many areas,
making the people impossible to track and further complicating identifying service costs.

To accommodate the unique needs of agencies operating as independent businesses, OITS had
to establish hundreds of one-off services, rates, and memoranda of understanding (MOUs) with
agencies requiring small variations in services. This resulted in confusion, inconsistently applied
17

Deloitte. (2014). State of North Carolina IT Restructuring Report. See Appendix I.
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rates, and a lack of decisions about what should be offered at the enterprise level as true
services.

1.2 Executive Order 30
To begin breaking down the boundaries between Cabinet agencies, Governor McCrory adopted an
informal matrix management model. This new structure began to establish a “one government” culture
where the Cabinet agencies collaborate to make strategic and tactical decisions as an executive
management team. On November 7, 2013, Governor McCrory formalized the matrix approach to IT
management with Executive Order 3018, which created a reporting relationship between Cabinet agency
IT Executives and the SCIO.

Figure 3: Post-Executive Order 30 funding model

As illustrated in Figure 3 above, the SCIO gained additional influence over technology decisions with
Executive Order 30, however, authority over IT budget and personnel was left with the agencies. EO30
provided incremental improvement limited to Cabinet agencies, but did not address the overall
complexity in the way IT is governed and managed across the state. Accelerating and sustaining change
over time will require formal organizational changes in the primary areas of governance, funding &
budget, and organizational & talent management.
Deloitte’s experience with restructuring in other states identified common challenges that include:


18

“Services are decentralized across State agencies, with a sprawling duplicative infrastructure

See Appendix H.
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Formalized mechanisms for data sharing, even among State agencies with similar missions do
not exist



Strategic IT governance is spread across multiple entities, many of which never met



IT decision-making and financial control is highly fragmented and is not connected to the State
budget process nor managed as a portfolio across the enterprise



The central IT organization, OITS, provides a diverse set of services that may or may not be used
and do not always meet customer expectations or ever-changing needs of the agencies it
serves”19

With an understanding that these challenges had been identified and addressed by other states and
private organizations, the SCIO evaluated potential models to address these challenges and transform IT
through restructuring.

19

Deloitte. (2014). State of North Carolina IT Restructuring Report. See Appendix I.
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2. Potential Models for Restructuring
The explosion of the Internet around the turn of the century brought unparalleled change in the ways
consumers interact with organizations, both private and public, allowing more transactions to happen
virtually instead of face-to-face. This business change also required that organizations develop and
maintain systems that work together and provide a similar experience to consumers. According to
Deloitte, 36 states have already initiated or completed restructuring efforts. Nearly all of the
restructuring efforts across these 36 states have occurred in the last 15 years. The remaining 14 states
that have not pursued restructuring are all considering it now, including North Carolina. In its report
Deloitte noted the following themes in IT restructuring.
“Every state IT restructuring effort requires a reimaging of services, capabilities, roles and responsibilities
of staff, funding mechanisms and governance. The operating model provides a structure for how deep
and wide changes will be. States typically consider many different factors when pursuing their IT
restructuring efforts and selecting their operating model. For most, a common set of goals provide the
catalyst for change:
1. Efficiency. States have seen IT budgets shrink and citizen demands for eGovernment grow in the
midst of significant budget constraints, and have recognized the need to do more with less.
2. Effectiveness. States have seen their IT environments become increasingly complex, redundant,
and difficult to operate. These states demand higher quality IT services that can only be
accomplished by reducing this complexity and operating as one government.
3. Resource sharing. As technology has become more commoditized, many states have pursued IT
restructuring with a recognition that each agency should not provide its own IT for services that
are widely needed and used across the enterprise. These states wanted greater interoperability,
collaboration, and common systems and tools.” 20

There are four primary models to consider when restructuring IT. They are described below.
1. Decentralized – A decentralized IT governance model gives agencies full authority over their
own IT spending and strategy, with little direction from the State or an enterprise-wide IT
organization. The State has little control over IT budgets, assets, and staff. North Carolina
currently aligns most closely with this model. Four states currently operate under a
decentralized model: Alabama, Connecticut, Florida, and Kansas.
2. Outsourced – States that follow an outsourcing model use one or more vendors to provide all or
a significant portion of IT services. State IT resources are dedicated to vendor and contract
management, IT financial management, IT governance, and the generation of business
requirements. Outsourcing is a delivery model that is used to source services from a third-party
and not a governance or management model. Three states have mainly outsourced IT: Georgia,

20

Deloitte. (2014). State of North Carolina IT Restructuring Report. See Appendix I.
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Texas, and Virginia. All three have experienced significant difficulty with their outsourcing
programs, from both a financial and a governance perspective.21,22,23
3. Federated – In a federated governance structure, a statewide IT organization owns certain
controls, capabilities, services, budget and staff, while others remain with the agencies. The
central statewide IT organization and SCIO drive standardization and service quality for the
services they own, and foster collaboration across the services they do not. Nineteen states use
some form of a federated model, with varying degrees of agency autonomy.
4. Unified – In states that have a unified model, a statewide entity controls all IT budgets, staff,
services and capabilities. Agencies are customers of the statewide IT organization. Governance
structures are established to ensure that agencies receive high quality services from the central
provider. In some states, the statewide IT organization delegates staff and other resources back
to agencies to support specific projects or applications. Ten states currently use a unified
model.
The map in Figure 4 below illustrates which states Deloitte has identified as decentralized, outsourced,
federated, unified, or in the process of planning.

Figure 4: Operating models in use by other states

24

21

Overby, S. (2010, August 4). Don't Mess with Texas: 7 Lessons From State IT Outsourcing Disasters. Retrieved from
http://www.cio.com/article/2416350/outsourcing/don-t-mess-with-texas--7-lessons-from-state-it-outsourcing-disasters.html
22 Towns, S. (2009, October 14). Audit Report Criticizes Massive Virginia IT Outsourcing Plan. Retrieved from
http://www.govtech.com/pcio/Audit-Report-CriticizesMassive.html?utm_source=related&utm_medium=direct&utm_campaign=Audit-Report-Criticizes-Massive
23 Overby, S. (2013, July 19). Georgia's CIO Gets IT Outsourcing Deal Back on Track. Retrieved from
http://www.cio.com/article/2383973/outsourcing/georgia-s-cio-gets-it-outsourcing-deal-back-on-track.html
24
Deloitte. (2014). State of North Carolina IT Restructuring Report. See Appendix I.
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North Carolina’s current IT operating model is primarily decentralized, with agencies maintaining
significant autonomy. Deloitte said, “Based on our experiences with these (decentralized) states, they
have difficulty managing projects, collaborating across agencies, managing increasingly complex asset
environments and IT security risks. These states have seen IT costs rise and portfolios proliferate
without any controls or recourse to counteract these impacts.”25 Figure 5 compares the accountability
and control characteristics of each model.

Figure 5: Accountability and control characteristics of operating models

26

Executive Order 30 provided incremental movement toward a federated model but did not address the
core accountability issues associated with the control of the funding and resources that deliver IT
solutions and services. North Carolina remains primarily decentralized. Even with the improvements
made through EO30, the model is not clearly defined, resulting in additional complexity. Applying this
knowledge of the State’s existing model with Deloitte’s broad knowledge of the potential restructuring
models, the SCIO evaluated the three potential models for restructuring IT in North Carolina.
The decentralized model represents the current state of IT in North Carolina. This option was eliminated
as it has proven unsuccessful in North Carolina and other states for years.
An outsourced model was explored approximately five years ago through the INSA study, which
determined that wholesale outsourcing was not the right option for the State. The study found that
some portions of IT were so broken that they should be fixed before they could be outsourced.
Outsourcing broken IT organizations has been tried by many in the past. This “your mess for less”
approach has proven unsuccessful, therefore this option was eliminated.

25
26

Deloitte. (2014). State of North Carolina IT Restructuring Report. See Appendix I.
Deloitte. (2014).
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With decentralized and outsourced models eliminated, the SCIO focused on the Federated and Unified
models for restructuring IT. The drivers remained the need to solve the root causes of broken IT with
clear accountability and control over the money and resources, while ensuring that the missions of the
IT enterprise and the agencies can be achieved. These criteria were used for further evaluation of the
two remaining potential models.
In a federated model, agencies generally retain authority and responsibility for their individual IT
spending priorities like development and maintenance of applications. Core technology components,
like infrastructure and data centers, are managed at the statewide level. This model does not fully
address the issue of clear accountability across all of IT. The agencies’ retention of autonomy may make
this model less disruptive to implement. However, experience in other states and companies has
proven that the benefits take longer to realize and are not as significant as in a unified model. While
more comprehensive than previous attempts, this model represents incremental change.
In a unified model the SCIO is held accountable for all aspects of IT across state government and has the
authority over the funding and the resources required to support that level of accountability. This
model is a wholesale change in the way IT is governed and managed across the state. This level of
change can be disruptive and therefore must be managed in phases. Experience in other organizations
has proven that the benefits are realized faster and are more significant than the Federated model.
It is important to understand the potential impacts these models would have on North Carolina’s
mission. As stated previously, there are multiple drivers in this case for change but the primary drivers
are citizen satisfaction, government efficiency and time to implement. Deloitte developed the table
below (Figure 6) to illustrate the expected outcomes for North Carolina, should it adopt either a unified
or a federated model.
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Figure 6: Expected outcomes of federated vs. unified models

27

2.1 Lessons from Other States
With the help of Deloitte, the SCIO looked at restructuring efforts in other states. For this report,
research was focused on five states that have restructured IT in the last 15 years: Florida, Louisiana,
Massachusetts, Michigan, New York, and Utah. All adopted either a unified or federated model.
The governance models, organizational structures and funding models adopted by these states are
discussed below. For some of the states, diagrams depicting their respective structures were available.
Copies of the available organizational structure diagrams can be found in Appendix J.


27

Louisiana (Unified) – Louisiana moved from a decentralized, agency-oriented model to a unified
IT structure. Previously, the State’s Office of Information Technology was a subset of the
Division of Administration, and was responsible for some, but not all, of the state’s IT service
provision, procurement, and oversight. In July 2014, legislation was passed that created a standalone IT organization. The Office of Technology Services functions as the central provider of IT

Deloitte. (2014). State of North Carolina IT Restructuring Report. See Appendix I.
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support services for Cabinet agencies and as the sole authority for IT procurement.28,29
Louisiana funds its central IT organization almost entirely through chargebacks and is striving for
a 100% chargeback model long term.


Massachusetts (Federated) – Massachusetts restructured IT at the Secretariat level, which is
similar to the Cabinet structure in North Carolina. While Massachusetts uses different
terminology, the changes to the operating model can be easily compared to North Carolina. In
Massachusetts, the agency CIOs report to the agency Secretary and have a dotted-line reporting
relationship to the SCIO. Ultimate authority over agency IT activities and IT staff resides with
the agency. Agency authority encompasses all aspects of IT budgeting, including payroll.30,31 In
essence the Massachusetts model is similar to the changes associated with Executive Order 30.
Massachusetts had more success with its restructuring than North Carolina, because the
executive order associated with its effort moved some appropriated funding to the new SCIO,
whereas Executive Order 30 kept all funding with the agencies.
Massachusetts initiated its restructuring efforts nearly 10 years ago and its funding model has
evolved over time. Currently, the state’s IT operations are funded approximately 80% through
chargebacks (roughly $70M), with a small directly-appropriated budget of approximately $3M
for the operational functions of the SCIO (finance, legal, strategic planning, etc.). Almost all of
the remaining funding is obtained through IT capital bonds.



Michigan (Unified) – An early adopter, Michigan restructured IT nearly 13 years ago and was
one of the first states in the country to do so. Prior to the restructuring, the state had a SCIO
responsible for existing enterprise services (mainframe storage, hosting, and telecom) and 18
agency CIOs responsible for agency-specific IT. Under the unified model, the 18 agency CIOs
were replaced by six General Managers. Each General Manager serves multiple agencies and is
responsible for facilitating the strategic and service-provision needs of those agencies.
Michigan’s unified approach has enabled the SCIO to focus on information and cybersecurity,
increasing the accountability and overall security of the state’s IT.32 Like Louisiana, Michigan’s
central IT organization is funded almost entirely through chargebacks. The state maintains
directly appropriated funds for approximately 7% of the IT budget.



New York (Federated) – Due in part to its highly unionized workforce—94% of state employees
are unionized—New York chose to restructure under a federated governance model.33 Whereas

28Division

of Administration. Office of Technology Services. Retrieved from http://www.doa.louisiana.gov/ots/index.htm
Louisiana Senate Bill 481. (2014). Retrieved from http://www.legis.la.gov/legis/ViewDocument.aspx?d=915754&n=SB481
30 Massachusetts Executive Order 532. (2011). Retrieved from
http://www.mass.gov/governor/legislationeexecorder/executiveorder/executive-order-no-532.html
31 Margulies, A., Dietl, P., & Gorzkowicz, M. (2009). IT Consolidation [Memorandum]. Retrieved from
http://www.mass.gov/anf/docs/itd/planning-collaboration/memo-it-consolidation-plan.doc
32 Department of Technology, Management & Budget, Michigan State Police, & Department of Military and Veterans Affairs.
(2013). Michigan Cyber Disruption Response Strategy: Protecting Michigan’s Critical Infrastructure and Systems. Retrieved from
http://www.michigan.gov/documents/cybersecurity/Michigan_Cyber_Disruption_Response_Strategy_1.0_438703_7.pdf
33 New York State Division of the Budget. (2014). New York State FY 2015 Enacted Budget Financial Plan. Retrieved from
https://www.budget.ny.gov/budgetFP/FY2015EnactedBudget.pdf
29
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Massachusetts has left control over certain IT capabilities with the individual agencies, New York
has created nine IT clusters to serve the programmatic and business needs of the agencies:
 Health
 Public Safety
 Human Services

 Finance / Regulation / Gaming
 Administrative & General Services
 Transportation / Economic Development

 General Government
 Disabilities & Aging
 Environment & Energy

Each cluster serves between three and eight agencies with similar missions and constituencies.
The newly formed Office of Information Technology Services (ITS) maintains responsibility for
the “core operations standard to the enterprise (e.g., email, data center, unified
communications, etc.), while the clusters are responsible for meeting agencies’ program-specific
business needs.34 Compared to Massachusetts, New York is in the early stages of restructuring.
The state maintains an Internal Service fund for chargebacks, and some funds were consolidated
in the enacted FY2015 budget, moving $200M from non-General Fund to General Fund IT
appropriations.


Utah (Unified) – All IT staff for Utah’s Executive Branch are part of the Department of
Technology Services, ultimately reporting to the State Chief Information Officer. As in North
Carolina, the Judicial and Legislative Branches and the University System are not included. The
22 Cabinet agencies are supported by 13 IT Directors who report directly to the SCIO. Many IT
Directors and the staff who report to them support only one Cabinet agency, while some
support multiple smaller agencies. While all IT Directors report to the SCIO, they essentially
operate independent resource pools. For example, if an agency requires a specific skillset for a
project and that skillset does not exist in that agency, then a contractor will be hired, regardless
of whether that skillset exists in another agency. Unification of IT has allowed Utah to focus on
digital government, including a nationally-recognized web portal (Utah.gov) that provides
citizens with convenient, secure and reliable access to approximately 1,000 different online
services.35 Utah primarily funds the central IT organization through chargebacks, and, like
Louisiana, is striving for a 100% chargeback model in the future.

34

Office of Information Technology Services. (2014). New York State IT Strategic Plan 2014-2017. Retrieved from
http://www.its.ny.gov/sites/default/files/StrategicPlan_FINAL.pdf
35 Utah Department of Technology Services, & Office of the Chief Information Officer. 2011-2014 Strategic Plan. Retrieved from
http://dts.utah.gov/about-us/documents/2011-2014StrategicPlan.pdf
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3. Recommendation
To support North Carolina’s goals and based on the experience of other states, a unified model is
recommended for IT governance and management. In order to be a true business enabler that meets
the expectations of this General Assembly, the goals of this administration, and the needs of the
citizens, the SCIO must have authority over the state’s IT staff and funding. To facilitate this change, the
SCIO also recommends the formation of a Department of Information Technology (DIT) as an agency in
the Governor’s Cabinet. Led by a Secretary of Information Technology, the department will be
accountable for all aspects of information technology across the state.
Through the NC GEAR initiative, Deloitte36 reached the same conclusion regarding the adoption of a
unified model in North Carolina to improve citizen services, enhance government efficiency and provide
savings, and reduce implementation time to produce benefits more quickly.
Unified IT management is not a novel approach. Both the private and public sectors have adopted a
unified structure for IT management. A move to a federated model would represent incremental
change, essentially leaving much of the IT staff and funding for applications at the agency level. In the
era of cloud-based “as a service” technologies, simply consolidating infrastructure is not enough.
Without central authority and accountability, the SCIO cannot reduce and prevent duplication, create an
IT landscape that is interconnected, or support “one government” for citizen interactions and
government operations. After years of small-scale attempts to improve IT operations, North Carolina
should fully transform IT management and governance to establish a central agency with authority and
accountability across the state. This will provide a foundation that allows agencies to focus on their core
missions of delivering quality citizen services.
In Deloitte’s experience, the benefits of a unified model in other states are evident. They recognize that,
“States with effective unified IT models have continuously demonstrated the most advanced IT
capabilities, are considered innovators, and are typically the first movers when it comes to
eGovernment.”37 The Hackett Group, a global business advisory firm, noted that leading IT
organizations have seen significant benefits from restructuring: “By reducing technology complexity and
realigning talent, among other things, world class IT organizations deliver services at 22% lower cost
with greater effectiveness….”38
To establish a unified model, the State will need to adopt new approaches to the governance and
management of IT across the state. These new approaches are explained in Section 4. The creation of
an enterprise Department of Information Technology (DIT) will require statutory changes which can be
found in Appendix A.

3.1 Exemptions
The new unified model will maintain the statutory exemptions from the Secretary of Information
Technology’s authority for the General Assembly, the Judicial Branch and the UNC system, found in G.S.
147-33.80. All exempt entities could continue to participate in IT programs, services or contracts offered
36

Deloitte. (2014). State of North Carolina IT Restructuring Report. See Appendix I.
Deloitte. (2014). See Appendix I.
38 Dorr, E., & Holland, S. (2014). The world-class performance advantage: How leading IT organizations outperform their
peers. IT Executive Insight, (Management Issue).
37
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by DIT, including procurement. The Lottery Commission also will remain outside the Secretary’s
authority under G.S. 18C-114(b).
The University System, Local Education Agencies (LEAs) and the 58 community college campuses will
remain outside the Secretary’s authority through exemption or because they are not state agencies.
The Secretary of Information Technology will seek efficiencies at all levels of education in North Carolina
through the Education Community of Practice as discussed in the initial IT Restructuring Plan.39
The General Assembly elected to exempt the entities described above. In the future, it may want to
reconsider the historic or legal reasons for doing so. The SCIO recommends deferring that decision at
this time to focus on successful deployment of the unified model across the currently in-scope agencies.
The current transformation effort will be a massive undertaking in itself, with a certain level of risk.
Including the General Assembly, courts, university system and state lottery will greatly increase those
risks and the costs and time required for implementation.

3.2 Expected Benefits
Implementing a unified model for IT will address the three root causes for the existing broken IT
environment: governance, funding and budget, and organization and talent management. Addressing
these challenges will enable the state to enhance citizen interactions and satisfaction, improve
government efficiencies, and realize the benefits of savings more quickly. A unified model will further
address the historical pain points that have been targeted for improvement through the incremental
changes prescribed over the past decade. By tasking the Secretary with the accountability for statewide
IT, and enabling this accountability through control of the IT budget and resources, the state can expect
to realize benefits through a consistent approach to information technology. A unified model will work
to develop consistent frameworks and templates and streamlined processes in all of its areas to simplify
the work conducted with and by DIT. Referencing the established list of nine key markers, a unified
model is expected to provide benefits in the following ways.
1. Enhance citizen interactions and satisfaction: By removing the boundaries between IT
organizations, the state can present a combined set of integrated and streamlined citizen
interactions. Nearly eight years ago the National Association of State Chief Information Officers
(NASCIO) noted, “A citizen applying for several state issued licenses, or dealing with several
service agencies in one session should be able to access them all from a single portal and only be
required to enter their personal information once.”40 The Digital Commons program led by OITS
is initiating this ability but progress can be accelerated and sustained through the unified model.
North Carolina should improve from last place across the states in online citizen transactions.41
2. More Efficient Information Technology Operations: Deloitte estimates that states moving to a
unified model can expect to save 10-20% of their initial operating budget over five years.42
These savings will come in many forms, some of them tangible and others in the form of cost

39

Friday Institute. (2014). Information Technology Restructuring Plan: Improving Customer Service, Incentivizing Efficiency, and
Building IT Talent. See Appendix F.
40 NASCIO. (2006). IT Consolidation and Shared Services: States Seeking Economies of Scale [Issue Brief]. Retrieved from
http://www.nascio.org/publications/documents/NASCIO-Con_and_SS_Issue_Brief_0306.pdf
41 Building the Innovation Nation. http://www.governing.com/innovationnation/
42 Deloitte. (2014). State of North Carolina IT Restructuring Report. See Appendix I.
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avoidance. Clearly defining accountability and enforcing that requirement through control of
the funding and people associated with IT will improve efforts to:
o

Reduce duplication: Restructuring will provide the Secretary of Information Technology
with control of IT spending, making it easier to prevent new duplicative projects and to
ultimately reduce the number of existing duplicative applications, such as the State’s 25
grants management systems and over 60 licensure/permitting systems.

o

Consolidate data centers: Restructuring will provide the Secretary the ability to
consolidate key operational areas that have historically suffered from excessive
duplication. This includes multiple data centers and disconnected help desk operations
spread throughout the state. Consolidating many smaller, less capable data center
operations into fewer, more capable data centers will increase system availability, lower
operating costs, and reduce the need for ongoing capital investments.

o

Simplify the network: Reducing the complexity of the current network requires updated
policies and new business processes in addition to new technologies. This includes
policies that encourage agencies to share common solutions and adhere to certain
standards. Some of this work is already underway and will result in a network
environment that is less costly to maintain, better meets the needs of the enterprise, is
more agile, improves disaster recovery capabilities, and can be supported more
effectively. Much effort and time will be required to transition legacy applications into
the new network architecture, but long term efficiency and savings will outweigh the
costs.

o

Remediate legacy systems: The Secretary will have authority to prioritize the upgrade
and replacement of aging, inefficient systems. The consolidation of IT staff will enable
DIT to more accurately assess the existing legacy systems, allowing the Secretary to
develop an actionable strategy for the replacement of end-of-life systems.

o

Consolidate Identity Management: An effort is underway to analyze the current
identity management environment, identify common problems, take action on shortterm opportunities, and develop a long term strategy. This effort will address three
primary problem areas in identity management—high costs, unnecessary complexity,
and missing capabilities. Short-term efforts will focus on eliminating redundancies,
responding to pain points, lowering operating costs, and making foundational
improvements to the current NCID and Enterprise Active Directory Service (EADS)
services operated by OITS. Long-term efforts will address the development of an
entirely new and modern identity management solution that will better meet the
emerging needs of citizens and government business units.

3. Improve project performance: Restructuring IT will provide the Secretary with the authority and
personnel needed to establish consistent frameworks, processes and training for project
managers, in addition to the consistent application of enterprise architecture. Centralizing
project staff, both from a technical and project management perspective, will enable the state
to better leverage both existing systems and collaboration between business units to reduce
redundancy in the state’s IT environment.
4. IT Procurement and Strategic Sourcing: IT restructuring will enable the Statewide IT
Procurement Office to continue and intensify the contract consolidation effort that is currently
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under way. Centralizing IT procurement will enable the state to dedicate full time resources to
the management of IT procurements. This concentration of resources will make it easier for the
state to establish consistent processes and standards. With these processes in place, it will be
easier to address the state’s business needs and develop more advantageous contracts that
leverage existing spend and reduce the risks to the State. Furthermore existing contract
vehicles (like the IT supplemental staffing contract) and vendor management processes will also
be streamlined and modernized.
5. Institutionalize strategic planning capabilities: Strategic planning is an essential component in a
unified model of IT. Strategic planning will enable the state to clearly define the vision and
direction for IT, establishing a baseline for realistic, measurable goals and objectives. In
addition, planning capabilities will improve the decision-making process, allowing the DIT to
appropriately prioritize and address agencies’ short- and long-term needs, while remaining agile
enough to adjust to major market changes.
6. Provide clear accountability and transparency: With IT restructuring, the Secretary will be fully
accountable for the IT funding and workforce across state government. A more holistic
approach to IT can be achieved when decisions are no longer fragmented among agencies.
Under the new IT structure, it will be possible to create the frameworks and processes necessary
for the collection of data and the establishment of baselines and benchmarks that will allow the
state to accurately measure progress and develop strategies accordingly.
7. Empower data and analytics: As stewards of the citizens’ tax dollars, decision makers must be
fully informed to effectively and efficiently utilize the state’s resources. In a unified model all of
the state’s data will be classified, categorized, and managed collectively. This will allow the
state to share and maintain data more effectively, eliminating the need for duplicative data sets
by establishing authoritative sources, and ultimately saving the state time and money. The new
model will allow the state to more fully harvest the value of the data by conducting the needed
analytics and reporting capabilities. It will also allow the state to begin embracing modern data
strategies.
8. Advance security and risk management practices: Several major security benefits are found
under a unified model. Unifying security practices makes it easier to identify potential areas of
risk and address them strategically rather than in a piecemeal manner. Funds that were
previously spent at the agency level for individual security infrastructure needs can now be
pooled and used for capital investment in an enterprise security infrastructure. Long term, the
ability to better and more quickly identify and respond to risks will increase the overall safety of
the state’s IT environment.
As a point of reference, Nevada, which moved to a unified security model by executive order,
reduced security incidents by 80 percent.43

43

Hughes, J. (2014). Nevada Cybersecurity: Enterprise solution reduced incidents by 80 percent. Government Technology.
Retrieved from http://www.govtech.com/Nevada-Cybersecurity-Enterprise-Solution-Reduced-Incidents-by-80-Percent.html
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9. Cultivate IT talent: Statutory changes will be needed to achieve some of the efficiencies
expected by moving all IT personnel and assets under one organization, particularly in the
procurement arena.44
Expected benefits from the Education Community of Practice include:


44

Education Synergies: All branches of education in the state agree that there are numerous
opportunities for efficiency. Three major opportunities are outlined below:
o

Office 365: On average, LEAs pay $4.2 million per year for Microsoft Office, not including
Office products purchased through retail chains. Microsoft offers a bulk deal that will
likely cost around $3 million per year. In order to take advantage of a bulk purchasing
arrangement, the Department of Public Instruction would have to purchase the
Microsoft products on behalf of all LEAs. The biggest benefit of a bulk purchase would
not be the $1 million per year saved, but rather that all districts would have access to
the latest software releases. All student families would also gain access to the Office
suite at home on up to 5 devices (a standard part of the Office 365 model).

o

Community College CIS upgrade: The Community College system office has been trying
to upgrade the community colleges’ ERP deployments for several years now. Currently,
the community colleges use the same ERP vendor as 14 of the 17 campuses in the UNC
system. This presents a significant opportunity to leverage the state’s buying power
through existing contracts.

o

K12 ERP: There are four primary ERP systems in the K-12 arena. Sixty-one districts use a
product owned by K12 Enterprise, 52 use DBA Education Management Systems, and the
two largest districts use Oracle and Lawson. There should be a single ERP in the State
for all of K-12. It should be managed and paid for centrally. The system should include
the human resources elements and likely should be cloud-hosted. With the proper use
of a single ERP for all of K-12, the State would have a much better understanding of
spending and teacher recruitment. A properly managed ERP would be contemporary
and secured in professional data centers.

Additional information will be available after the release of the procurement report in January 2015.

22 | P a g e

4. Unified Governance, Funding and Organizational
Management of IT
Implementation of a unified model will require fundamental changes in the models and practices that
currently support IT governance, budget and funding, and organizational management. Some of these
changes can be implemented in a single step and matured over time, while others require significant
change in multiple areas and will be implemented in defined steps over the next two biennia. The
planned implementation of changes in these core areas to address the fundamental flaws in IT is
explained in the following section.

4.1 Governance Model
The new governance structure will align with the General Assembly’s appropriations subcommittees
(Justice & Public Safety, Health & Human Services, Transportation, Information Technology, Natural &
Economic Resources, General Government, and Education). Cabinet agencies will be grouped with their
respective subcommittees. The judicial system, General Assembly and university system will remain
exempt from the Secretary’s authority. The Secretary will influence and seek efficiencies across the
educational system through the Education Community of Practice, a collaborative approach to
governance, which will be described below.
A Community of Practice is a group that shares a common concern, interest or goal. Members of the
community collaborate to find best practices and learn from each other. The Education Community of
Practice (ECOP) is comprised of IT leaders from the Department of Public Instruction, the North Carolina
Community College System, and the University of North Carolina system. It is designed to promote
collaboration and find synergies within the education arena from K-12 through higher education.45 The
ECOP will collaborate to improve efficiencies in the IT operations for education, focusing on areas
including:
1. Shared Sourcing – Identifying and implementing shared sourcing opportunities in
education and other agencies as applicable for efficiency and cost savings
2. Data Standards – Creating and disseminating data standards to promote the efficient
sharing of educational information (student, financial) among the ECOP and other state
agencies
3. Integration Standards – Creating and disseminating scope, level, extent, and benefits
for technical standards and system integration standards to promote efficient processes
across education and other state government agencies as applicable
The ECOP will continue to mature over the first year of the new governance structure. The university
system and its campuses, local school systems, and the community colleges will work through the
Department of Public Instruction, the Community College central office, UNC General Administration,
and DIT to achieve efficiencies through synergies and contract management, and by utilizing strategic
sourcing opportunities.

45

Education Community of Practice Charter. (2014). See Appendix K.
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The new governance model significantly reduces the existing complexity. This can be seen by
comparting the recommended model below (Figure 7) to the previous example of the current
alignment.

Figure 7: Restructured IT Governance

In addition to simplifying the alignment with the General Assembly’s appropriations committees, the
recommended governance structures ensure alignment between the goals of the state, agency business
strategies and the information technology organization.

4.2 New Funding Model
Most IT services can be provided on a fee-for-service basis, however, some services are built by
combining technology components that are not easily broken down into individual, flexible unit costs.
Some IT services are core to the operation of every agency’s business and should be considered a cost of
doing business, not an optional or rate-burdened service. Other functions are flexible, discretionary and
based on consumption, making them perfect candidates for a rate-based model. Some of DIT’s
activities, such as strategic planning, do not fit within a fee-for-service model and should continue to be
funded by appropriations.
A brief explanation of the three recommended ways to fund IT follows. A blended approach is
recommended for the overall funding model in order to address these complexities.
1. Subscription – Agencies pay a flat annual fee, usually based on headcount, for basic IT services
that are used by all of state government. These core services are primarily for infrastructure
and include the network backbone, identity and access management, email, and help desks.
These fees will be directly appropriated to the agency for this purpose. For those technology
services where the cost of consumption is influenced more by citizen demand than agency
demand, for example, identity management, the cost of that service will be recovered through
the subscription model.
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2. Chargebacks – Agencies pay a consumption-based rate for an IT service. The rate is determined
by the unit cost to provide the service. Technical services like client computing, hosting of
existing applications, and mainframe services will be funded through this method. IT
professional services like project management will also fall under the chargeback model. This is
similar to the model used by OITS today, but we propose some significant changes:
o

Through the proposed governance structure, agencies will have more input into the
services provided.

o

Rates will be transparent and business focused, allowing agency leadership to
understand the services they are receiving and the costs associated with them. OITS is
currently working to ensure that rates have that transparency and will continue with its
phased approach to cost visibility and rate development.

3. Direct Appropriation – Funds for all aspects of IT are allotted directly to the central IT
organization. This will continue direct appropriations in a limited number of areas where the
Secretary and staff carry out their statewide responsibilities, the service or project is required to
support the enterprise, or where the General Assembly appropriates funds for specific projects.
The appropriated staffing of the Secretary of DIT’s Office will include enterprise-wide functions,
such as: Legal Counsel, Communications, Legislative Liaison, and Administrative Staff. Staffing of
the Statewide IT Division of DIT will continue to be funded through direct appropriation. This
includes the staff and operational expenses for statewide IT functions like Strategic Planning,
Enterprise Architecture, Project Oversight, Data and Analytics, IT Security, and Innovation.
Funds for enterprise IT projects, such as Enterprise Resource Planning (ERP) or an enterprisewide portal, will be appropriated directly to DIT. Appropriations for agency-specific IT projects
or initiatives, or enhancements to an existing system also will go directly to DIT.
The recommended funding model aligns to the recommended governance model and is also based on
the General Assembly’s appropriations subcommittee structure. In this funding model the
appropriations subcommittees recommend funds that will be appropriated for IT expenditures. Once
the State Budget Director has certified to the Department of IT the amount appropriated to it for IT
programs, projects, and enterprise operations, the funds are now under the authority of the Secretary
of Information Technology to manage on behalf of the enterprise. Agencies will apply for federal grants
with IT components in conjunction with DIT, enabling the state to best utilize federal funding to meet
the needs of the state. The model is shown below in Figure 9.
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Figure 9: Restructured funding model for in-scope agencies

4.3 New Organization
The new Department of Information Technology (DIT) organization will break down the silos between
agencies and combine the technical, business, legal, and contract management skills that already exist
within state government agencies. Under a unified system, all IT professionals will become part of DIT.
Agency CIOs, now called Agency IT Leaders (AILs), will report to six Agency IT Executives (AIE’s) who will
be clustered around the areas represented by appropriations subcommittees in the General Assembly.
This is similar to the governance structure described above. The AILs will work directly with agency
leadership as a bridge between the agencies and the centralized IT services to align business strategies
with IT.
The Secretary of Information Technology will consult with agency leadership on key personnel decisions,
such as the selection of AILs. Furthermore, performance evaluations for AILs will be conducted jointly
with the agency leadership.
Remaining IT staff will become part of one of the three DIT divisions, based on a skills assessment. The
three divisions are as follows:
1. Statewide IT Division (SID) – accountable for statewide responsibilities, such as strategic
planning, EPMO, digital services, enterprise data management strategic sourcing, and security.
2. Shared Services Division (SSD) – the service delivery arm of DIT and the primary provider of
subscription and opt-in charge-back services.
3. Administration and Finance Division (AFD) – supports the other two divisions with facilities,
finance and other overarching agency responsibilities.
The UNC System, the General Assembly and the Judicial Branch will continue to participate in DIT
services as they see fit.
A diagram of the new organizational structure follows.
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Figure 10: New Department of Information Technology

DIT will be accountable for decisions regarding the use of state resources in managing the lifecycle of
technology solutions from inception to retirement. These changes will be key to effectively reducing
contract and application duplication. As such, DIT will be responsible for all:










Integrated business and technology planning across agencies
Established standards to align technology investments
Contract Management – managing an effective contract
Supplier Performance Management – managing and measuring vendor performance
Supplier Relationship Management – managing the vendor and company partnership
Risk Management – managing/measuring risks as well as risk mitigation plans
Financial Management – manage fee structure and market competitiveness
Personnel Management - manage the enterprise IT workforce
Information Technology Infrastructure

Effective management of the state’s IT resources includes aligning technology demand with the best
source of supply, whether that is found in-house or through an external provider. Those decisions will
be made through the Statewide IT Division. DIT will include an expanded Shared Services Division,
responsible for providing IT solutions and services across all agencies. The Shared Services Division will
be responsible for delivering services either internally or as a service broker managing the third-party.
By making active and open decisions on technology investments, including build versus buy and inhouse or externally-sourced, the state will be better able to:





Address duplication in systems and source providers
Examine consolidation opportunities in both systems and contracts
Consider other business efficiencies spanning multiple agencies
Inform strategic or enterprise-level decision-making
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5. Implementing the Unified Model
Implementing sweeping changes in the way IT is governed, managed and organized will require a
broad change management program to fully define, communicate and coordinate large-scale
change. Implementation of the new structures will be phased over the next four years.
Incremental steps are explained in greater detail throughout this section.
Deloitte created the following table (Figure 11) of critical success criteria for the implementation of
a unified model.

Figure 11: Restructuring critical success criteria

46

This table represents the three classic areas associated with organizational change - people, process and
technology. The change program is currently envisioned to be comprised of three phases that will
transform IT over the next two biennia. Because foundational data across the disparate IT organizations
is inconsistent and not comprehensive, early activities will better define the cross-organizational data
and refine the activities of each phase. Each phase will inform the next and will include further
development of the success measures as the IT organization matures. For this report the activities are
aligned to two main parts:
1. Pre-restructuring – these activities do not require additional funding or General Assembly
approval and are planned in support of broader restructuring.
2. Restructuring – these activities require General Assembly approval and funding. These activities
will be implemented in a phased approach to focus efforts and manage disruption.
The following table (Figure 12) shows a high level outline for each year of the phased approach.

46

Deloitte. (2014). State of North Carolina IT Restructuring Report. See Appendix I.
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Figure 12: Phased approach to restructuring

A timeline can be found in Appendix L.

5.1 Pre-restructuring
Agencies in the Cabinet will move their IT staff to OITS as a first step of the restructuring process. This
will allow the agencies to focus on their missions rather than on the technological solutions. The
Governor’s Office, OSBM, OSHR, DCR, DENR, DPS and the Department of Commerce have requested to
be the first agencies to operate as part of a unified IT organizational structure. Over the next six months
the SCIO will work with those agencies to find synergies and areas where benefits can be realized.
Over the next six months the SCIO will work specifically to improve the following:


Procurement – The Statewide IT Procurement Office is in the midst of a contract consolidation
initiative that establishes the state’s sourcing strategy and develops an implementation plan. To
address the state’s business needs and leverage current spend, the office is modernizing
contract vehicles like the IT supplemental contract to better leverage IT spend and more
effectively address the state’s business needs. The office will continue to implement a Vendor
Relationship Practice that will allow the state to better negotiate and manage contracts with its
vendor partners. The IT Procurement Office will continue to work with the Department of
Administration to procure a contract management tool that will allow the state to better
manage IT contracts statewide. Over the next six months the Office will develop processes and
protocols and more robust training to prepare staff for the restructuring.



Enterprise Project Management Office – the Enterprise Project Management Office (EPMO) is
in the midst of implementing a wholly revised and rewritten Quality Management System (QMS)
that establishes clear expectations for all IT projects and incorporates metrics focused on
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Cost/Schedule Performance and turnaround commitments on state-level reviews and decisions.
The EPMO will also implement a new Project Portfolio Management (PPM) System based on
Microsoft Project Online, SharePoint and the O365 Cloud tenant. When combined with the
EPMO’s revised organizational structure (People), the QMS (Process) and PPM (Technology) will
create greater transparency and significantly improve the execution and delivery performance
of the State’s IT portfolio.


Rates – As mentioned above, OITS will continue over the next six months to consolidate existing
rates and dissect the costs of services to create a more consumable and transparent service
catalogue.

5.2 Restructuring
The restructuring phase is dependent upon legislative approval and associated funding. A team will be
established to lead and manage the transformation and to communicate progress throughout the
journey. The Restructuring phase will include multiple focus areas that will be transformed
incrementally across the next two biennia.

5.2.1 Early Emphasis
Early emphasis will be placed on procurement, staffing, eliminating duplication, and finalizing new rates
models and service catalogue creation to accelerate benefits realization. All of these areas are either
required for a unified model to function, or will provide the state with near-immediate benefits.


Procurement – The Statewide Strategic Sourcing Office is conducting a contract assessment to
determine possible areas of consolidation. With this change in governance, the SCIO can work
to establish enterprise contracts that meet the needs of the business and leverage the state’s
large buying power. The Education COP described above will be one of the areas where large
early successes can be found. More specifics about the new Strategic Sourcing Office can be
found in the section below.



Enterprise Project Management Office – The quality management system, along with metrics to
measure and manage schedule and cost performance, will be implemented across government
agencies statewide, supported by the new project management system.



IT Talent – The skills assessment will begin to determine where people are over- or underutilized and begin to map their skill sets to the high risk/high priority needs across the
state. This should reduce the need for IT contractors and provide IT professionals with the
ability to gain experience in multiple business areas.



Duplication – Duplicative projects will be more easily stopped once the Secretary has authority
over the funding and staff associated with all IT projects. DIT will be able to work across
multiple agencies to find synergies and reduce the need for redundant systems.



Rates Models and Service Catalog – Work to simplify rates and make them more transparent in
the preparation of the 2015-2017 biennium budget should be continued and expanded. OITS,
OSBM and Grant Thornton, a consultant, provided great transparency in services costs and rate
setting, they did not have time to help OITS mature its service catalog. The transparent rates
will allow the state to have honest discussions and make decisions about which services to
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provide in-house, and a simplified service catalog focused around services not technologies will
allow mature service offerings that fit the needs of the state.


Data & Analytics – Good business decisions are based on good data. However, the state does
not currently maintain a comprehensive repository of IT assets, nor a firm understanding of how
those assets are related to business capabilities or to other assets. It is vital to immediately
begin the work of identifying existing information sources, standardizing data frameworks, and
consolidating that information into a single source of the truth upon which solid, well-informed
business decisions can be based going forward.

5.2.2 Standardized IT Financial Management
The recommended funding model will be fully implemented in the FY 17-19 biennium. A phased
approach will be utilized to identify and resolve obstacles to a smooth transition. Funding for positions
will be passed through to the agencies for the first year until the new IT organization can finalize rates,
create the subscription fee, and directly appropriate funds for projects to the Secretary.
The phased approach is outlined in Figure 13, below.
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Figure 13: Phased implementation of new funding structure

During the first two years of the transition, DIT will work to assess and inventory the state’s IT assets.
This will be an important step in understanding the state’s IT costs. This understanding of cost will also
aid DIT in creating clear, transparent rates once a simple and repeatable rates methodology has been
developed. OITS will also be working over the next year to establish a new service catalogue that has
fewer rates that are more business focused.
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5.2.3 Transformed IT Organization
Based on lessons learned in other states, the SCIO recommends a phased approach to implementing the
new Department of Information Technology organizational structure. This transition will take place in
two steps during the FY15-17 biennium.
Step 1. Beginning FY 15-16, existing agency CIOs will be grouped based on the appropriations
subcommittees outlined earlier in the document. An Agency IT Executive will be named for each group
and will report to the Secretary of Information Technology. All IT employees will be transferred to DIT,
but they will continue to work in their respective agencies and report to the Agency IT Executive until
the skills, service portfolio, and service asset assessments are complete. This includes staff currently
working on projects, websites, agency data, and GIS. The diagram in Figure 14 below shows the
organizational structure for those agencies in scope.

Figure 14: Step 1 organizational structure for in-scope agencies

Step 2. The second step in the organizational restructure will take place during FY 16-17. Once the skills
assessment is complete, IT staff will move from the agency verticals to the DIT divisions based on
individual skill sets. Agency IT Executives will lead agency-based IT portfolios aligned to strategies
developed with agency leadership. The Agency IT Executives will work with and through the Enterprise
IT Divisions to meet agency and enterprise business needs. The new organization is built to further
position IT as a business enabler, rather than simply a cost center that delivers technology systems. IT
decisions are made based on the objectives of the business.
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Figure 15: Step 2 organizational structure for in-scope agencies

5.2.4 Modernized Human Resources for IT
According to the 2014 IT Expenditures Report, approximately 82% of the roughly 2,60047 IT workers in
the Executive Branch (excluding UNC System) report to agency management, creating gaps and overlaps
in needed skills. One agency may have too many employees with web development skills, for example,
while another has none and relies on contractors. The creation of a unified IT organization will entail
the transition of agency IT staff to DIT. Reporting structures will change first, and as facilities are
identified staff may also be physically relocated. Consolidating IT personnel will allow the state to
leverage existing resources, better define training requirements and develop a career path for IT
professionals. Additionally, support staff that work specifically with IT in the agencies in areas like
Human Resources, Finance, and Legal will transition to DIT. The transition for in-scope agencies will be
phased and determined in accordance with any statutes passed to further define IT restructuring.
Rebadging Process
In the first year of restructuring, the main change for IT personnel will be in their reporting structure.
The facilities housing the current IT employees that report to the SCIO do not have sufficient physical
space to immediately absorb all of the agency IT staff in to the new Department of Information
Technology. For the first year and while the skills assessments are underway, agency IT personnel will
transition their reporting relationships to the DIT, but remain physically located in the agencies.
After agency IT staff have been transitioned, a comprehensive assessment and crosswalk of position
types and titles will be conducted and any position banding discrepancies will be addressed.
Skills Assessment

47

Office of the State Controller, Office of Information Technology Services, & Office of State Budget and Management. (2014).
North Carolina Information Technology Expenditures Report. For the Period Ended June 30, 2014. Retrieved from
http://www.osc.nc.gov/financial/ITReport_06302014.pdf
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In order for a unified IT organization to function properly a skills assessment must be conducted. A skills
assessment will allow the new IT organization to do the following:




Create a single set of requirements for each IT position type
Understand what skillsets are over-or under-represented
Determine what training is required to bridge any skills gaps exposed

The skills assessment will take place in the first year of the restructuring, beginning as soon as (or
possibly before) agency IT staff are transitioned to the central organization. To ensure a truly
comprehensive result, a third party will be brought in to conduct the assessment.
Training
Based on the results of the assessment, training will be developed to give the state’s IT workforce the
skills that will be in demand in the unified IT structure.
The state will not know what level of training is required until the skills assessment is complete. Once it
is complete, the state will be best served by implementing a train-the-trainer model, whereby a certain
subset of employees receive training both in a particular topic and in the delivery of training on that
topic. This is a more cost-effective method of development through training than contracting with a
third party for ongoing training services.
In order to gain the efficiencies of standard procurement and sourcing practices, the organization will
require dedicated contract management staff who will be the only people officially authorized to speak
with vendors on behalf of the state.
Staff of the Strategic Sourcing Office (SSO) will require extensive contract experience, including
technical, procurement, legal, negotiation and financial skills. All current staff in the SSO have received
training from NIGP: the Institute for Public Procurement. Training covered legal aspects of public
procurement, sourcing in the public sector, contract administration, negotiation and strategy, and
developing and managing RFPs in the public sector. Participation in this training program was intended
to establish a baseline competency and skills assessment for sourcing staff, and will be required for any
new staff brought into the SSO.
In addition to the NIGP training, DIT will continue to provide monthly IT procurement training. Based on
the skills assessment and baseline competencies, a strategic souring curriculum will be developed
(either in-house, or by a third party curriculum and content development group) in order to provide a
career development path for IT procurement professionals. All training will be provided through
multiple modalities – via the Learning Management System, third party training, and in-house training.
IT Personnel Compensation
The turnover rate for IT employees in state government has more than doubled over the past five years,
according to statistics compiled by OSHR, as illustrated in the figures below.
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Figure 16: IT employee retention

*2014 figures are for the six months between January and June

Figure 17: IT turnover rate

*2014 figures are for the six months between January and June

A provision in the 2014 budget bill instructs the state to develop compensation and other benefits for
state IT workers who agree to be exempted from classification, and other rules developed by the Office
of State Human Resources (OSHR).48 This will allow the state to develop programs to attract, develop
and retain the skilled workforce needed to maintain secure and efficient IT assets.
OITS is working with OSHR to develop new options for IT employees. As of this writing, OITS is seeking a
Human Resources Manager to develop policies, establish program administration guidelines, and
monitor the program’s effectiveness.
Cultivating IT Talent
North Carolina has an aging IT workforce, with a large number of staff eligible for retirement in the next
three years statewide. It is expected that some of these employees will choose to take advantage of an
48

Sect. 7.17, Session Law 2014-100.

36 | P a g e

early retirement option, and that others will retire on schedule. The departure of such a large portion of
the workforce will result in significant knowledge gaps which the state will look to fill with new IT talent.
Key steps to building an IT workforce that is aligned with the state’s business needs were outlined in the
Cabinet Unite IT Strategy and will be essential to the new, central IT organization.
The Cabinet Unite IT Strategy focuses on cultivating IT talent by “teaming with higher education
organizations to provide students with internship opportunities and to develop the next generation of
information technology leaders. The IT workforce plan should leverage these opportunities to create a
pipeline of talented students who are well-versed in new technologies as well as hard-to-find legacy
skills.”
The incentive programs discussed above will give the state additional tools in recruiting and retaining a
skilled workforce.

5.3 Potential Implementation Challenges
Any organizational change is difficult, and transformative changes bring enormous challenges. The
status quo, or “that’s the way we’ve always done things,” is comfortable. Doing things in an entirely
new way can be daunting.
Deloitte outlined five key items will pose risk to the success of a restructuring effort:

49



Lack of Detailed Planning. Using the high level recommendations and
approach provided here, North Carolina should assign resources to carefully
design and plan each element of the restructuring.
Rushing into
implementation without sufficient planning imposes significant risks to the
success of the program.



Limited Stakeholder Engagement and Communications.
Because IT
restructuring will touch nearly everyone in the state, and particularly state
employees and government stakeholders, it cannot be planned or implemented
successfully without a robust and effective communications plan and
stakeholder engagement approach in place.



Insufficient Resources Allocated to Transition and Implementation.
Restructuring often requires upfront investment to enable consolidation of
assets, effective training and transition of staff and support for building
capabilities. Implementation plans should include delineation of the level of
investments necessary for success.



Insufficient Authority over Change. Lack of legal authority and executive buyin can result in restructuring efforts that fall victim to politics, too many
exceptions or lack stickiness. NC should obtain legislative language enabling
the authority and powers of the new IT organization, and its leadership, to help
IT restructuring stick for the long term.49

Deloitte. (2014). State of North Carolina IT Restructuring Report. See Appendix I.
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In addition to the items outlined by Deloitte, there are some facets of the existing IT environment that
will make the adoption of a unified IT structure challenging for North Carolina, including:


Financial Management. As mentioned previously, the state does not currently have a common
way to collect and analyze IT spend. In many cases IT is budgeted within the business unit and is
not a stand-alone line item. For this reason, the state has been unable to truly document IT
spend. In order to fully understand the state’s IT portfolio and prioritize spend, the state will
need to adopt a consistent method of documenting IT costs and a tool to collect and maintain
the data.



Chargeback methodology. OITS has struggled for years to successfully implement a transparent
and sustainable rate structure. Through work with Grant Thornton, OITS has made great strides
in better understanding the cost of being an IT Service Provider. In order to successfully make
the transition to a centralized IT organization, the DIT will need to continue to improve and
simplify its rates structure, giving policy makers and agency heads confidence in their ability to
manage IT at reasonable cost.



Change for the Agencies. Change management will be a key component of the transition to a
unified structure. Many agencies will initially feel a loss of control, but over time restructuring
will allow them to focus exclusively on their core missions. Managing the change and
emphasizing the benefits to the taxpayers, agencies, and IT professionals will be key.



Change for IT Employees. Other restructured states have noted that it took employees several
years to associate themselves with the new IT organization rather than with their former
agencies, particularly when they remained physically housed in those agencies and continued to
do the same work they did as agency employees. It will take several years and a concerted
change management effort to shift employee alignment from agency-specific to enterprisewide.



Inadequate Funding. Ensuring that agencies have the money to pay for the IT services they will
receive is an essential part to this transition. In past consolidation efforts, some agencies did
not receive sufficient funding to pay for the services they received. Unlike previous attempts to
provide centralized IT services, with a unified IT structure we will reach critical mass because of
increased usage. As a result, rates should decrease.
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6. Assistance Needed
6.1 Additional funding needed
In its IT Restructuring Report, Deloitte states,
“To be effective, IT restructuring should be supported with human and financial resources.


IT Restructuring Team—States that have successfully pursued IT restructuring have dedicated a
team of resources to support the effort. Typically these teams include (internal and/or
consultant) project managers, communications staff, and IT, finance, and human resource
subject matter experts. Based on the size and scope of changes suggested, a team of 6 to 8
resources could be expected to support North Carolina during initial phases of work, and more
during implementation. Restructuring should be overseen through formal program management
processes focused heavily on achieving results.



Funding Support—A majority of states that have successfully pursued IT restructuring, have
identified funding up front to support their efforts. While restructuring often enables states to
reduce IT costs, it often requires investments as well. Deloitte’s experience shows that detailed
scoping and planning and initial restructuring activities typically cost between $5 and $10 Million
dollars. These costs typically support the costs of external consultants and project managers,
human resource transition costs, training and capacity building, initial investments in hardware
or software, and other associated project costs. While this level of investment typically covers
operational restructuring, it should not be assumed to include the costs of major infrastructure
projects such as data center or network consolidation which can require higher levels of
investment. It is also Deloitte’s experience that initial operational investments are generally
recouped in the first 6-12 months through enhanced IT financial operations, greater budgetary
control and cost avoidance.”

Implementing a Unified IT model in North Carolina will require additional funding to manage the
organizational and operational changes. This additional funding is primarily needed for the following
categories of the transformation effort.
1. Transition Staffing – The SCIO will need to establish a Change Management Office for the
duration of this transition. The following skill sets will be needed as part of the transition:
 Change Management and Communications – to facilitate a smooth transition by
planning and managing the required people, process and technology changes. Proper
management includes a comprehensive communications program.
 Project Management – to manage the numerous assessments, process engineering and
staffing changes that will take place during the transition
 Human Resource - to create the new organizational structure and standardize HR
practices; including job classifications, job descriptions, proficiency levels and other HR
practices for DIT
 Financial- to manage the creation and adoption of standards for financial management
for the new organization, including understanding all of the new funding sources and
transactions necessary to establish the new DIT
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2. Assessments – There are several major assessments that need to take place before a true
unified model can be fully implemented. Information gathered through these assessments will
be used to document what the state has and help determine where the state is inadequately
resourced. These assessments will inventory and evaluate the following areas:
 Staffing levels and skill areas of existing employees
 Technology - hardware, software, and applications
 Existing IT facilities or facilities where IT is housed, the network and security
 IT financial practices within each agency
3. Tools – In order to effectively manage the state’s IT portfolio DIT will need adequate tools. The
state can leverage existing tools in some areas, scaling them for broader use. In other cases new
tools will be needed. While there are ongoing maintenance costs expected for the required
tools, the assessments will help to determine where duplicative tools exist and whether those
savings can be used to maintain the new central systems. Tools will be needed in the following
areas:
 Architecture
 Asset Management
 Business Continuity Planning
 Configuration Management
 Financial Management
 Helpdesk
 Portfolio management/prioritization
 Security
4. Facilities – Currently the state does not have adequate space to centralize all of the IT staff. DIT
will need to work with the Department of Administration to determine how best to leverage
current state facilities or other options to meet the needs of the state.
5. Training –The skills assessment will inventory existing skills and identify areas where additional
training is required for specific disciplines. The assessments will include evaluation of technical,
financial, HR, and sourcing and contract management staff and skills. Funding for additional
training will be requested as required once the assessment is complete and the SCIO has a
better understanding of the existing skills across DIT.
This change program will require third-party assistance and experience. The SCIO is working
with the Governor and the Office of State Budget and Management adequately fund these
activities in the Governor’s Recommended Budget.

6.2 Potential changes to state law
Most of the state law on the IT governance today is found in Article 3D of G.S. Chapter 147, which
creates the Office of Information Technology Services (OITS) and the State Chief Information Officer
(SCIO). The law gives the SCIO both statewide and department level responsibilities. Statewide
responsibilities include strategic planning, project approval and oversight, IT procurement and
development of statewide policies, including security policies. The SCIO also serves as head of OITS, just
as a Cabinet secretary leads a department.
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The state court system, university system, General Assembly and Lottery Commission are exempt from
Article 3D, but may use OITS services if they choose. Other departments are partially exempt.
Transitioning to a unified IT model will require numerous changes to state law, which are outlined in
Appendix A.
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7. Appendices
7.1 Appendix A – Potential Changes to State Law
Outline of legislative issues to create a Department of Information Technology (DIT)
1. Create a new principal department for IT; i.e. a new cabinet department and cabinet position for
the agency head. Modify: GS 143B-2 & 143B-6 to list the Dept. of IT (DIT) as a principal
department.
2. DIT will establish parity of the SCIO with other agency heads, centralization of IT management
and expenditures, ease accounting for IT costs impacted by federal fiscal support and standards
(e.g. better distinctions between enterprise infrastructure costs, specific program infrastructure
costs, specific program application or other costs, A-87, A-133 standards, etc.)
a. General statutory restructuring – migrate OITS’ extant statutes to GS Chap. 143B.
b. Realign personnel – agency CIOs report to the IT Dept. agency head (State CIO, who
serves at the pleasure of the Governor). Reduce redundancy in procurement personnel
and processes.
3. DIT will be led by a Secretary of Information Technology and State Chief Information Officer
(State CIO or SCIO).
a. SCIO qualifications from GS 147-33.76 continue.
b. GS 147-33.77 continues, with necessary conforming edits, to provide the operational
framework of DIT.
c. Managerial and policymaking exempt positions include deputy secretaries for each
division, and others to be identified; e.g. financial officer, general counsel, confidential
assistants, exempt policymaking, and exempt managerial positions (any other senior
and other managerial personnel) to be exempt from the State Personnel Act.
4. Using current ITS statutes (GS 147-33.72A et seq.), establish Departmental Divisions aligning to
the proposed structure and budgetary issues presented in the Restructuring Report; e.g.
a. A Statewide IT Division of Planning and Management (currently Part 1 of ITS statutes)
generally comprising EPMO, technical architecture. This may include IT risk and security
(currently Part 5 of ITS statutes) with changes for enterprise oversight of IT security,
incident reporting, risk management and mitigation.
b. A Shared Services Division comprising technology operations (current Parts 2 & 3 of ITS
statutes) plus current and future Enterprise Applications like BEACON, ERP.
c. An Administrative and Finance Division (currently Part 1, 4 of ITS statutes), IT service
acquisition and ongoing vendor management, supply chain management and
maintenance.
d. The Shared Services division and IT procurement can operate on a cost recovery basis by
providing enterprise services. The remainder of the new DIT will operate through
appropriations
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5. Transfers, either Type I or Type II as appropriate will be determined. Current Boards,
Commissions, e.g. 911 Board, will be addressed in legislative drafts to be prepared following
acceptance and concurrence with the Restructuring Report.
6. Reorganize OITS statutes generally to conform to typical structure; e.g. creation, powers &
duties, divisions, and tracking the powers and duties through syllogistically. Also address any
detailed changes which may be necessary to effect the primary policy and structural changes.
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7.2 Appendix B – Session Law Directing IT Restructuring
Session Law 2013-360
SECTION 7.4.(c) Restructuring Plan. – The State CIO shall conduct a comprehensive
review of the State's overall information technology operations, including the efficacy
of existing exemptions and exceptions from unified State IT governance. Based upon
this analysis, the State CIO shall develop a plan to restructure the State's IT operations
for the most effective and efficient utilization of resources and capabilities. The plan
shall include identifying, documenting, and providing a framework for developing and
implementing the education and training required for all State information technology
personnel, including information technology contracting professionals. Each State
agency, department, and institution, and The University of North Carolina, shall (i)
cooperate fully with the Office of the State CIO during the review and assessment
phase of restructuring plan development and (ii) provide to the State CIO all
information needed to carry out the purposes of this subsection. By May 1, 2014, the
State CIO shall present the plan to the Joint Legislative Oversight Committee on
Information Technology, along with any recommended legislative proposals for
implementation to be considered for introduction during the 2014 Regular Session of
the 2013 General Assembly.

Session Law 2014-100
SECTION 7.4.(b) Section 7.4(c) of S.L. 2013-360 reads as rewritten:
"SECTION 7.4.(c) Restructuring Plan. – The State CIO shall conduct a comprehensive
review of the State's overall information technology operations, including the efficacy
of existing exemptions and exceptions from unified State IT governance. Based upon
this analysis, the The State CIO shall develop a update the plan to restructure the
State's IT operations for the most effective and efficient utilization of resources and
capabilities. The plan shall include identifying, documenting, and providing a
framework for developing and implementing the education and training required for
all State information technology personnel, including information technology
contracting professionals. Each State agency, department, and institution, and The
University of North Carolina, shall (i) cooperate fully with the Office of the State CIO
during the review and assessment phase of restructuring plan development and (ii)
provide to the State CIO all information needed to carry out the purposes of this
subsection. By May 1, 2014, December 1, 2014, the State CIO shall present the plan to
the Joint Legislative Oversight Committee on Information Technology, along with any
recommended legislative proposals for implementation to be considered for
introduction during the 2014 Regular Session of the 2013 General Assembly.to the
2015 General Assembly."
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7.3 Appendix C – Historical Background
A Brief History of IT in North Carolina
Four different agencies have been responsible for leading the state's IT over the past 40 years. The
Department of Administration, the State Controller, the Department of Commerce and the Governor’s
Office have all housed North Carolina’s enterprise IT operations. The Office of Information Technology
Services (OITS), under the Office of the Governor, is the state’s in-house provider of IT services today.
A number of groups provided strategic direction, planning and oversight for IT over the years as the
General Assembly and the Executive Branch searched for the right balance between the efficiency of a
fully consolidated IT management structure and the flexibility of a fully decentralized one.
Between 1992 and 2004, the Information Resource Management Commission, composed of elected
officials and representatives from the private sector, performed the planning and oversight functions.
The commission was one recommendation of the Government Performance Audit Committee, a
sweeping review of state government operations in the early 1990s.
In 2004, the General Assembly abolished the IRMC and shifted its authority to the SCIO.
The Statutory Role of the State Chief Information Officer
By statute, the State CIO has dual roles in IT management. The State CIO is charged with setting the
state’s IT strategy, approving and monitoring IT projects, procuring IT, securing the citizens’ data and
providing enterprise services through the Office of Information Technology Services. IT-related
functions, such as business intelligence, the 911 board, and Geographic Information Systems (GIS), are
also housed at OITS.
As mentioned previously, the General Assembly moved the state toward a more unified model in 2004
with Senate Bill 991, the most significant change in IT management in decades. Legislators made it clear
in discussing the bill that they wanted the SCIO to be accountable for IT in state government. Senate Bill
991 gave the SCIO the power to approve—and suspend approval—of IT projects. It made the SCIO
responsible for setting the state’s strategic vision for IT with a biennial State Information Technology
Plan. The legislation also created an IT Fund under control of the SCIO for statewide functions, and
established an IT Advisory Board made up of state officials and private citizens to help guide the SCIO’s
planning and initiatives. The board was later eliminated.
Senate Bill 991 did not give the State CIO the biggest tool in driving efficiency: control over budgets and
people. The legislation, sweeping in its time, is now legacy. Other states have done more to unify their
IT, and are showing results.
Recurring Themes
While responsibility for IT operations, strategic planning and oversight for IT has shifted over the years,
several themes remain consistent in directives by the state’s governors and the General Assembly. As
far back as 1971, the General Assembly authorized the Council of State to create IT services on a costsharing basis if the Council of State found it “advisable from the standpoint of efficiency and economy.”
Similar language still exists in state IT law.
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Other themes through the years include:
10.
11.
12.
13.
14.
15.

Strategic planning
Eliminating duplication to improve efficiency and effectiveness
Greater use of electronic transactions
Improved security
Successful delivery of IT projects
Accountability

The General Assembly re-emphasized those issues with budget provisions during the past two sessions.
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7.4 Appendix D – Timeline of IT in North Carolina
Key Dates in the History of IT
1969


Executive order issued by Gov. Bob Scott establishes the Governor’s Committee on Data
Processing and Information Systems. Committee to advise, counsel and guide the Department
of Administration in carrying out its duties and responsibilities as the designated agency for the
control and effective use of computers, related equipment and facilities, and personnel.
(Executive Order No. 2, March 25, 1969)



Legislation establishes the Police Information Network (PIN) in the Department of Justice and
gives the Department of Administration the authority “to establish a coordinated system for
transmission of information by communications” between agencies. Department of
Administration also authorized “to provide equipment, personnel and systems designed and
operated in such manner as to achieve economical and effective transmission and receipt of
information necessary to the duties and responsibilities imposed upon the various agencies of
the State.” (S.L. 1969, c. 1267, s. 4)

1971


The General Assembly gives the Department of Administration broad authority to establish and
operate data processing centers on a cost-sharing basis if the Council of State “deems it
advisable from the standpoint of efficiency and economy.” Specifically, the department may:
o

Charge participating agencies a proportionate share of the cost of maintenance and
operation of the center.

o

Require any state agency being served to transfer “ownership, custody and/or control of
automated data processing equipment, supplies, and positions no longer required.”

o

Adopt reasonable rules and regulations for the operation of automated data processing
centers.

o

Adopt policies, procedures, criteria, standards, plans, and rules and regulations for
cooperative use of existing equipment and personnel on a cost-reimbursable basis “to
facilitate more efficient and economic use of automated data processing resources
whether located in the Department of Administration, in other State Agencies, or in
State-supported institutions.”

Legislation also makes clear that agencies remain responsible for programs to satisfy agency
objectives. (S.L. 1971, c. 1097, s. 3)

1976


“A Study of the Feasibility of Establishing State-Operated Computer Centers to Serve County and
City Governments” conducted by the Office of State Management of Systems in the Department
of Administration. May 12, 1976
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1977


Gov. Jim Hunt issues executive order reinstating the Governor’s Committee on Data Processing
and Information Systems. Purpose is to derive expert guidance and counsel in the management
of the state’s automated data processing resources. (Executive Order No. 8, May 12, 1977)

1983


The Legislative Research Commission recommends the creation of a Computer Commission to
approve proposals by the Department of Administration to consolidate or coordinate the state’s
information processing resources. Previously, Council of State was the approving authority.
(Study authorized by Resolution 61 of the 1981 session laws.)



General Assembly creates a 13-member Computer Commission in the Department of
Administration.
o

The legislation restates many of the provisions of the 1971 law giving broad powers to
the Department of Administration. Department authorized “to establish and operate
information processing centers and services to serve two or more departments on a
cost-sharing basis if the Computer Commission decides it is advisable from the
standpoint of efficiency and economy….”

o

Department, with approval from the commission, can “require any department served
to transfer to the Department of Administration ownership, custody, or control of
information processing equipment, supplies, and positions required by the shared
centers and services.”

o

Commission’s duties include the development of comprehensive five-year plans,
updated annually, for the acquisition and use of information technology in the affected
departments.

o

Department of Justice and the university system exempt from statute. (S.L. 1983, c.
267)

1987


Gov. Jim Martin issues executive order transferring State Information Processing Services (SIPS)
from the Department of Administration to the State Controller. (Executive Order No. 8, May
12, 1987)



Legislation transfers Computer Commission and functions and powers relating to the provision
of shared services from the Department of Administration to the State Controller. Provision
sunsets Aug. 1, 1988. (S.L. 1987, c. 876, s.23.1)

1988


Sunset on 1987 legislation changes to Aug. 1, 1989. (S.L. 1987, c. 1086, s. 33)



Budget provision allows the Department of Revenue to deviate from statutes dealing with
shared services. Provision also appropriates money for Revenue to develop an office
automation system and an agency distributed computer capability, in cooperation with SIPS,
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and for design, implementation, evaluation and documentation of a distributed data processing
model for state government. (S.L. 1987, c. 1086, s. 34)

1989


Sunset on legislation moving information technology to the State Controller is repealed.



“General coordinating authority” for all telecommunications matters moved from the
Department of Administration to the State Controller. Legislation also includes specific
responsibilities, such as coordination of cost-sharing systems. Police Information Network in the
Department of Justice and the Judicial Information System in the Department of Justice are
exempt.



Authority to provide shared IT services is called “State Information Processing Services.”



Computer Commission becomes 17-member Information Technology Commission. Members
include the old Computer Commission and the chair of the Governor’s Committee on Data
Processing and Information Systems, the chair of the State Information Processing Services
Advisory Board and two public members appointed by the General Assembly.



Requirement for a five-year IT plan changed to a plan “covering the current and following
biennium.” (S.L. 1989, c. 239)

1991


The Government Performance Audit Committee (GPAC) recommends the creation of an
Information Resource Management Commission (IRMC) to provide “strong coordinated
management to take advantage of the benefits and cost effectiveness that information
technology offers.”



GPAC also proposes an IRM Advisory Board and a planning process to link technical plans to
programs.



The study says the state should immediately begin planning to consolidate its
telecommunications networks. (GPAC)

1992


Acting on the GPAC recommendations, the General Assembly creates a 12-member Information
Resources Management Commission.
o

The commission’s duties include development and approval biennially of a statewide
information technology strategy.

o

The commission also has the authority “to establish and enforce a quality review and
expenditure review procedure for major information technology projects.”

o

The commission is composed of four members of the Council of State, appointed by the
Governor; the Secretary of Administration; the State Budget Officer; two members of
the Governor’s cabinet, appointed by the Governor; two citizens appointed by the
General Assembly; the chair of the Governor’s Committee on Data Processing and
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Information Systems and the chair of the State Information Processing Services Advisory
Board. (S.L. 1991, c. 900, s. 14)


Effective dates of legislation creating IRMC changed; General Assembly authorized to make
appointments to the IRMC at any time after ratification of the act. (S.L. 1991, c. 1030, s. 51.14)

1996


Criminal Justice Information Network (CJIN) Governing Board created. Chair of the IRMC
appoints one member of the commission to the board. (S.L. 1996, c. 18-es2, s. 23.3(a))



Chair of the CJIN board added to the IRMC. (S.L. 1996, c. 18-es2, s. 23.3(b))

1997


Executive order by Gov. Jim Hunt transfers IRMC and information technology-related functions
of state government to the Department of Commerce. (Executive Order No. 111, April 14,
1997)



Technology-related functions of state government (IRMC, State Information Processing Services,
State Telecommunications Services) move from the Office of State Controller to the Department
of Commerce. Cities, counties and other units of local government given access to SIPS services
on the same cost basis as state agencies. (S.L. 1997-148)



Biennial review and comment on technology plans of Administrative Office of the Courts added
to IRMC’s functions; Secretary of State and State Controller added to IRMC with a sunset of June
30, 2001. (S.L. 1997-443, ss. 18.17(a), 24(a))

1998


Administrative Office of the Courts added to agencies for which the IRMC recommends relative
priorities across information technology plans to the Governor and Office of State Budget and
Management; Director of the Administrative Office of the Courts or the director’s designee
added to IRMC. (S.L. 1998-212, s. 16(a))

1999


State Information Processing Services becomes Division of Information Technology Services;
certification by the IRMC required for state agency information technology projects costing
more than $500,000. Commission given power to suspend project certification. Joint Legislative
Commission on Governmental Operations given authority to request cutoff of funds to
decertified projects. (S.L. 1999-347)

1999 Revision


E-commerce legislation (SB 222) includes major revision of IT statutes.
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Purpose is “to strengthen the management of information technology in State government by
enhancing the accountability for expenditures, providing for more cost-effective investments,
improving operational efficiencies, and clarifying responsibilities for maximizing benefits from
related assets.”



Name of Division of Information Technology Services changed to Office of Information
Technology Services (ITS). Position of State Chief Information Officer created. State CIO
appointed by Secretary of Commerce and reports to Secretary.



IRMC given independent staff



Powers and duties of ITS include development of government-wide, enterprise-level policies for
information technology for approval by IRMC.



ITS given responsibility for information technology procurement for state agencies.



General Assembly, university system and university campuses exempt.



Information Technology Management Advisory Council, composed of representatives from
other state agencies, created to advise ITS on information technology business management
and technology matters.



President of the university system or the president’s designee added to the IRMC; State CIO
added as a non-voting member; chair of State Information Processing Services Advisory Board
replaced by chair of the Information Technology Management Advisory Council; independent
staff authorized for IRMC. (S.L. 1999-434, s.s. 9-31)

2000


Office of Information Technology Services and Information Resource Management Commission
transferred to the Office of the Governor.
o

State Chief Information Officer appointed by the Governor after consultation with the
House and Senate committees on information technology (or similar committees
designated by the rules of each house).

o

Legislation exempts Judicial Department, in addition to General Assembly and
universities. (S.L. 2000-174)

2001


House and Senate each receive one additional appointment to the IRMC. (S.L. 2001-166)

2004


Legislation commonly referred to as SB 991 eliminates the IRMC and shifts more authority and
responsibility for IT oversight and planning to the State CIO.
o

State CIO given authority to approve and monitor major IT projects and directed to
prepare biennial State Information Technology Plan.
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o

IT Fund created to meet statewide requirements, including planning, project
management, security, electronic mail, portal operations and the administration of
system-wide procurement procedures.

o

Twelve-member IT Advisory Board created to review and comment on State IT Plan and
statewide initiatives developed by the State CIO.

o

Information Technology Management Advisory Council abolished.

o

Requirement that Governor consult with House and Senate IT committees on CIO
appointment dropped. (S.L. 2004, c. 129)

2007


IT Advisory Board reduced from 12 members to nine. State Controller ex officio member. (S.L.
2007-189, s. 4)

2011


IT Advisory Board eliminated. (S.L. 2011-266, s. 1.9)



Criminal Justice Information Network moved from the Department of Crime Control and Public
Safety to the Office of the State CIO. (S.L. 2011-145, s. 6A.11)

2013


Government Data Analytics Center (GDAC) moved from Office of State Controller to Office of
the State CIO, effective July 1, 2014. (S.L. 2013-360, s. 7.10(g)
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7.5 Appendix E – History of IT Policy and Advisory Bodies
Membership of the IT policy-making and advisory boards
1983

Computer Commission (13 members)

Governor, Lieutenant Governor, Secretary of the Department of Administration, State Budget
Officer, State Auditor, State Treasurer, Secretary of State, Superintendent of Public Instruction,
Commissioner of Agriculture, Commissioner of Labor, Commissioner of Insurance, President of the
Department of Community Colleges and the Legislative Services Officer, or his designee. (S.L. 1983-267,
s. 2)

1989

Information Technology Commission (17 members)

Members of the old Computer Commission plus the chair of the Governor’s Committee on Data
Processing and Information Systems, the chair of the State Information Processing Services Advisory
Board and two public members appointed by the General Assembly. (S.L. 1989-239, s. 6)

1992

Information Resource Management Commission (12 members)

Four members of the Council of State, appointed by the Governor; the Secretary of
Administration; the State Budget Officer; two members of the Governor’s cabinet, appointed by the
Governor; two citizens appointed by the General Assembly, the chair of the Governor’s Committee on
Data Processing and Information Systems and the chair of the State Information Processing Services
Advisory Board. (S.L. 1991, c. 900. s.14)

1996

Information Resource Management Commission (13 members)
Chair of the Criminal Justice Information Network added. (S.L. 1996, c. 18-es2, s. 23.3)

1997

Information Resource Management Commission (15 members)

Secretary of State and State Controller added with an expiration of June 30, 2001. Expiration
later repealed. (S.L. 1997, c. 443, s. 24)

1998

Information Resource Management Commission (16 members)

Director of the Administrative Office of the Courts or the director’s designee added. (S.L. 1998,
c. 212, s. 16)

1999

Information Resource Management Commission (18 members)

President of the university system or the president’s designee added to the IRMC; State CIO
added as a non-voting member; chair of State Information Processing Services Advisory Board replaced
by chair of the Information Technology Management Advisory Council. (S.L. 1999, c. 434, s. 18)

53 | P a g e

2000

Information Resource Management Commission (20 members)

President of the Community College System office or the president’s designee added;
representatives of the League of Municipalities and Association of County Commissioners added as nonvoting members; chair of the Governor’s Committee on Data Processing and Information Systems
removed; chair of State Information Processing Services Advisory Board replaced by chair of the
Information Technology Management Advisory Council; sunset removed on membership of Secretary of
State and State Controller. (S.L. 2000, c. 174, s. 2)

2001

Information Resource Management Commission (22 members)
House and Senate each receive one additional appointment. (S.L. 2001, c. 166, s. 1)

2004

Information Technology Advisory Board (12 members)

Four members each appointed by the Governor, Speaker of the House and Senate President Pro
Tem. Chair appointed by the Governor. (S.L. 2004, c. 129, s. 2)

2007

Information Technology Advisory Board (9 members)

Board reduced to nine members, with two each appointed by the Governor, Speaker of the
House and Senate President Pro Tem, and chair. Chair’s appointments must be state agency chief
information officers or managers whose responsibilities include information technology. Chair
continues to be appointed by the Governor. (S.L. 2007, c. 189, s. 4)

2011

IT Advisory Board eliminated
(S.L. 2011-266, s. 1.9)
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7.6 Appendix F – May 2014 Report Summary
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7.7 Appendix G – Historical Challenges Summary
Expectation
Projects
Project Management

Requirement

Citation

Reality

State CIO will keep IT projects on time and within
budget

Various sections of Article 3D of GS 147, which give
the State CIO the authority to approve and
monitor projects, and to suspend approval for
those not meeting quality assurance standards

The statute gives the State CIO no authority in dayto-day management of projects, limiting the CIO’s
ability to force change.
Stopping projects is not always a viable option if
there are no alternatives or the state has made a
considerable investment.

Duplication/Consolidation
Prevent Duplication of IT
Capabilities

Enterprise Grants
Management

E-forms and Digital Signatures

State CIO must develop a plan and adopt measures
to prevent the duplication of information
technology capabilities and resources across State
agencies.
When multiple agencies require the same, or
substantially similar, information technology
capabilities, the State CIO shall designate one State
agency as the lead to coordinate and manage the
capability for all State agencies, with the State CIO
maintaining oversight of the effort.
State CIO must develop enterprise grants
management system

State CIO must continue to integrate executive
branch agencies developing, or identifying need to
develop, e-form or digital signature projects.

Sect. 7.9 of 2013 Budget Bill

Projects are sometimes started without State CIO
approval.

Sect. 7.14 of 2013 Budget Bill

Sect. 7.15 of 2013 Budget Bill

GIS

GDAC

State CIO has no statutory authority to require
agencies to serve as the lead for an enterprise
system.
Funding for existing grants management systems
appropriated to agencies.
State CIO has no statutory authority over agency
personnel.
No funds available for expansion of current
enterprise system.
State CIO has limited statutory authority to
implement any consolidation plans.

Must review current capabilities and develop a
plan to consolidate them.
May cancel ongoing projects and redirect
resources.
CGIA must monitor and approve all new GISrelated information technology projects and
expansion budget requests and develop a plan for
consolidating duplicative projects.
State CIO must continue developing enterprise
business intelligence system, including ensuring
proper implementation across state agencies and
preserving data security.

State CIO can plan for statewide systems and
adopt measures, but cannot force adoption of the
plan or compliance with any measures because
funds are appropriated to agencies.

State CIO has no statutory authority to redirect
funds or agency personnel.
Sect. 7.9(c) of 2013 Budget Bill

State CIO has no statutory authority over agency
funds or personnel.

Sect. 56-8(a) of SL 2014-115.

State CIO has no statutory authority over agency
funds or personnel for various applications across
state government.
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Server Inventory and
Consolidation

State Data Centers

Operations
Backup on State-Owned
Infrastructure

State Information Technology
Data Archiving

State CIO must develop plan to consolidate server
locations in state-owned data centers

Sect. 7.4(a) of 2013 Budget Bill

Agencies must receive written exception to
purchase equipment that will not be installed in an
ITS data center.

Sect. 7.4(a) of 2014 Budget Bill

State CIO must identify information technology
applications that are not backed up on Stateowned infrastructure and work with agencies to
develop a plan to ensure that any State agency
application hosted by a vendor is backed up on
State-owned infrastructure.
State CIO must investigate feasibility of creating an
enterprise data archiving system for state
agencies.

Sect. 7.4(b) of 2013 Budget Bill

State CIO does not have the ability to verify data
supplied to agencies.
State CIO does not have statutory authority to
force server consolidation.
State CIO has no statutory authority over agency
funds or personnel.

State CIO does not have the ability to verify data
supplied by agencies.
State CIO lacks statutory authority to force
compliance with any plan.

Sect. 7.11 of 2013 Budget Bill

State CIO has no statutory authority over agency
funds or personnel; cannot redirect any savings.

State CIO must review all state IT contracts and
develop a plan to consolidate duplicate and
multiple contracts with the same vendor.

Sect. 7.7(a) of 2013 Budget Bill

State CIO has no statutory authority over agency
funds.

Requires approval of State CIO for sole source IT
contracts, including extensions of the period or
performance or expansion of the scope of existing
contracts.
Intent is to reduce number/cost
(~$242.3 million in Executive Branch, according to
most recent IT Expenditures Report)

Sect. 7.7(c) of 2013 Budget Bill

System must be financed by savings.
Contracts/Purchasing
Contract Review for
Duplication

Sole Sourcing, Extensions and
Expansions Limited

Personal Services Contracts

Sect. 7.8 of 2013 Budget Bill

Contracts are between agencies and vendors.
State CIO has no statutory authority over agency
funds and personnel, and limited knowledge of
applications, making it difficult to determine if a
sole source is justified.
State CIO has no statutory authority over agency
applications, funds or personnel.
As a result, does not fully know business
requirements, so difficult to know if use of
contractors justified.
Contractors embedded in agencies performing
operational functions.

Security
State CIO keeps IT secure and protects citizen data.

Various sections of Article 3D of GS 147.

State CIO can only set policies and monitor
compliance.
Option of taking over inadequate security not
feasible in some cases.
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Agencies responsible for applications.
Planning
Legacy Systems

State CIO must analyze legacy systems and
develop a plan to ascertain the needs, costs and
time frame require for agencies to progress to
more modern systems.

GS 147-33.90(c)

State CIO cannot prioritize remediation because
has no authority over statewide IT spending or
people.

Statute also requires detailed analysis, including
hierarchical structure and interrelated
relationships within and between State agency
legacy systems.
Projects
Project Management

State CIO will keep IT projects on time and within
budget

Data is self-reported. State CIO has no way of
verifying.

Various sections of Article 3D of GS 147, which give
the State CIO the authority to approve and
monitor projects, and to suspend approval for
those not meeting quality assurance standards

The statute gives the State CIO no authority in dayto-day management of projects, limiting the CIO’s
ability to force change.
Stopping projects is not always a viable option if
there are no alternatives or the state has made a
considerable investment.

Duplication/Consolidation
Prevent Duplication of IT
Capabilities

Enterprise Grants
Management

E-forms and Digital Signatures

State CIO must develop a plan and adopt measures
to prevent the duplication of information
technology capabilities and resources across State
agencies.
When multiple agencies require the same, or
substantially similar, information technology
capabilities, the State CIO shall designate one State
agency as the lead to coordinate and manage the
capability for all State agencies, with the State CIO
maintaining oversight of the effort.
State CIO must develop enterprise grants
management system

State CIO must continue to integrate executive
branch agencies developing, or identifying need to
develop, e-form or digital signature projects.
Must review current capabilities and develop a
plan to consolidate them.

Sect. 7.9 of 2013 Budget Bill

State CIO can plan for statewide systems and
adopt measures, but cannot force adoption of the
plan or compliance with any measures because
funds are appropriated to agencies.
Projects are sometimes started without State CIO
approval.

Sect. 7.14 of 2013 Budget Bill

Sect. 7.15 of 2013 Budget Bill

State CIO has no statutory authority to require
agencies to serve as the lead for an enterprise
system.
Funding for existing grants management systems
appropriated to agencies.
State CIO has no statutory authority over agency
personnel.
No funds available for expansion of current
enterprise system.
State CIO has limited statutory authority to
implement any consolidation plans.
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GIS

GDAC

Server Inventory and
Consolidation

State Data Centers

Operations
Backup on State-Owned
Infrastructure

State Information Technology
Data Archiving

May cancel ongoing projects and redirect
resources.
CGIA must monitor and approve all new GISrelated information technology projects and
expansion budget requests and develop a plan for
consolidating duplicative projects.
State CIO must continue developing enterprise
business intelligence system, including ensuring
proper implementation across state agencies and
preserving data security.
State CIO must develop plan to consolidate server
locations in state-owned data centers

Sect. 7.9(c) of 2013 Budget Bill

State CIO has no statutory authority to redirect
funds or agency personnel.
State CIO has no statutory authority over agency
funds or personnel.

Sect. 56-8(a) of SL 2014-115.

State CIO has no statutory authority over agency
funds or personnel for various applications across
state government.

Sect. 7.4(a) of 2013 Budget Bill

State CIO does not have the ability to verify data
supplied to agencies.

Agencies must receive written exception to
purchase equipment that will not be installed in an
ITS data center.

Sect. 7.4(a) of 2014 Budget Bill

State CIO must identify information technology
applications that are not backed up on Stateowned infrastructure and work with agencies to
develop a plan to ensure that any State agency
application hosted by a vendor is backed up on
State-owned infrastructure.
State CIO must investigate feasibility of creating an
enterprise data archiving system for state
agencies.

Sect. 7.4(b) of 2013 Budget Bill

State CIO does not have statutory authority to
force server consolidation.
State CIO has no statutory authority over agency
funds or personnel.

State CIO does not have the ability to verify data
supplied by agencies.
State CIO lacks statutory authority to force
compliance with any plan.

Sect. 7.11 of 2013 Budget Bill

State CIO has no statutory authority over agency
funds or personnel; cannot redirect any savings.

State CIO must review all state IT contracts and
develop a plan to consolidate duplicate and
multiple contracts with the same vendor.

Sect. 7.7(a) of 2013 Budget Bill

State CIO has no statutory authority over agency
funds.

Requires approval of State CIO for sole source IT
contracts, including extensions of the period or
performance or expansion of the scope of existing
contracts.
Intent is to reduce number/cost
(~$242.3 million in Executive Branch, according to
most recent IT Expenditures Report)

Sect. 7.7(c) of 2013 Budget Bill

System must be financed by savings.
Contracts/Purchasing
Contract Review for
Duplication

Sole Sourcing, Extensions and
Expansions Limited

Personal Services Contracts

Sect. 7.8 of 2013 Budget Bill

Contracts are between agencies and vendors.
State CIO has no statutory authority over agency
funds and personnel, and limited knowledge of
applications, making it difficult to determine if a
sole source is justified.
State CIO has no statutory authority over agency
applications, funds or personnel.
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As a result, does not fully know business
requirements, so difficult to know if use of
contractors justified.
Contractors embedded in agencies performing
operational functions.
Security
State CIO keeps IT secure and protects citizen data.

Various sections of Article 3D of GS 147.

State CIO can only set policies and monitor
compliance.
Option of taking over inadequate security not
feasible in some cases.
Agencies responsible for applications.

Planning
Legacy Systems

State CIO must analyze legacy systems and
develop a plan to ascertain the needs, costs and
time frame require for agencies to progress to
more modern systems.
Statute also requires detailed analysis, including
hierarchical structure and interrelated
relationships within and between State agency
legacy systems.

GS 147-33.90(c)

Data is self-reported. State CIO has no way of
verifying.
State CIO cannot prioritize remediation because
has no authority over statewide IT spending or
people.
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7.8 Appendix H – Executive Order 30
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7.9 Appendix I – Deloitte Restructuring Report
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7.10 Appendix J – Select State IT Organizational Structures
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7.11 Appendix K – Education Community of Practice Draft Charter

Education Community of Practice
for
Information Technology
The Education Community of Practice (ECOP) for Information Technology is one of two
communities of practice (1. Education, and 2. State Agencies) in North Carolina to selfgovern and collaborate on IT matters across state IT Professionals. The two
communities join together periodically as the broader Information Technology
Collaborative Community. These volunteer communities seek to find synergies and
leading practice with a common goal of delivering business enabling, efficient and
effective technology solutions for the business each volunteer is charted to support.
PURPOSE
The purpose of the Education COP is to facilitate collaboration, learning, and
knowledge generation transfer among P-20 entities in North Carolina state
government.
Leveraging the expertise of technology leadership in education will enable state
government and the Education Cabinet to:







seek and provide support to and from each other on a variety of
information technology and operational topics;
identify, document, and disseminate best practices in IT governance,
management, and technology applications and infrastructure;
Find areas of collaboration and shared efforts to reduce costs;
along with the state’s Innovation Center, test new approaches or ideas;
participate in shared activities that will could drive IT policy; and
leverage professional development to build an IT workforce to meet the
needs of the range of education customers.

MEMBERS
The Education COP will include senior IT representatives from:


University of North Carolina System (This position will continue to be
served by a representative of the UNC System CIO council (selected by
the Council) for two years);
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North Carolina Community College System; (This position will be the
System Office most senior IT Executive)
North Carolina Department of Public Instruction; (This position will be the
Department most senior IT Executive)
Other ad hoc members will be added as necessary for specific tasks.




GOVERNANCE STRUCTURE
The Education COP is a collaborative group with equal representation of its
members which will meet on a quarterly basis. Any identified task force or
subcommittee groups it creates will meet as needed.
VISION
The vision of the Education COP is to enable innovate technology solutions for
the business of education through collaborating on IT best practices and working
together to reach scale on common services.
GOALS
The goals of the Education COP are


Goal 1: Shared Sourcing/Services
Identify and implement shared sourcing and service opportunities in
education and other state agencies as applicable for efficiency and cost
savings.



Goal 2: Data Standards
Create and disseminate data standards to promote the efficient sharing
of educational information (student, financial, etc) among the three
education COP and other state agencies within federal and state laws.



Goal 3: Integration Standards
Create and disseminate scope, level, extent, and benefits for technical
standards and system integration standards to promote efficient
processes across education and other state agencies as applicable.

TASKS/SUPPORTING ACTIVITIES OF GOALS
The following are tasks and supporting activities to begin the work of the
Education COP.
 Maintain process for collaborative education initiatives;
 Maintain and enhance the governance structure of the Education COP;
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Maintain and develop strategies and communications of the Education
COP;
Create taskforce and subcommittee groups around initiatives as required,
consisting of representative(s) of each group participating in the ECOP.
The sub-committee chairs will report to the ECOP on a regular basis;
Participate in cross IT strategic planning efforts in order to share ideas
and leading practices with similar organizations;
Work on contracts to explore combined contract for cost savings across
Education;
Maintain inventory/audit of all Learning Management Systems being used
in higher education and K-12;
Maintain technical standards to automate the support for articulation
agreements;
Maintain and communicate “accomplishments” of the Education COP;
Maintain options for electronic course delivery and sharing (e.g.
extension of Early College High School, 2+2 programs, etc.); and
Contribute to the biannual Statewide IT Plan in collaboration with State
Chief Information Officer.
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7.12 Appendix L – High Level Implementation Plan

Tentative IT Restructuring Implementation Timeline
Phase 0 (FY
14-15)

Quarter (3 months)

Q1

Q2

Phase 1 Step 2
(FY16-17)

Phase 1 Step 1
(FY 15-16)
Q3

Q4

Q5

Q6

Q7

Q8

Q9

Phase 2
(FY 17-18 and FY 18-19)
Q10

Q11

Q12

Q13

Q14

Q15

Q16

Q17

Q18

1. Conduct Project Management
Establish framework for ePMO to oversee IT Transformation Project
Form PMO team
Train PMO team on program standards and processes
Conduct ongoing project management

2. Conduct Communications
Establish IT Consolidation Communications Office
Develop IT Consolidation communication tools
Communicate ongoing updates to staff and state stakeholders

3. Implement IT Governance
Revise enabling statutes for unified IT organization
Revise policies and procedures to support unified IT
Build out governance structure and finalize charter for the board
Identify resources and finalize roles and responsibilities for the board
Roll out governance board
Identify initial enterprise technology strategy and technology standards
Implement portfolio management
Implement portfolio-driven strategic planning (coordinate w/ fiscal cycle)
Conduct ongoing IT governance

4. Implement IT Finance Model
Plan for consolidation of IT funds and define interim funding approach
Review agency spending to define consolidation targets
Review all agency expenditures to determine transition approach
Update SWICAP and CAFR (as necessary)
Develop a standardized budgeting process
Conduct administrative consolidation of IT funds (DOIT)
Enhance and mature IT funding model (as appropriate)
Implement sourcing and procurement strategy



5. Implement IT Talent Strategy
Communicate with agency leadership and OSHR to notify of staff changes
Select staff for consolidation
Conduct agency discussions for any adjustments to staff selection
Define and confirm HR supports
Conduct staff activity analysis and organizational readiness assessment)
Identify training necessary for transition plan and retooling strategy for staff
Train staff on new roles, responsibilities and organization
Update staffing plans as needed
Conduct staff transfer to unified model
Complete staff transition plans
Retitle transitioning staff; develop ladders for new roles (as necessary)
Implement staff transitions and roll out service groups
Implement long term training strategy
Implement recruiting and hiring strategy
Implement career path and deployment strategy



6. IT Operations
Conduct and analyze asset inventory
Identify opportunities for consolidation, rationalization, and integration
Design enterprise services
Pilot service transitions
Complete service transitions and roll out new services

7. IT Security
Conduct enterprise wide security assessment
Design unified IT security approach
Implement assessment recommendations

8. IT Service Management
Identify existing capabilities from agency IT organizations
Design vendor management approach
Rationalize current project management approaches across agencies
Design unified project management capability
Define enterprise architecture approach
Plan and develop roadmap for future (target) state architecture
Define service planning and management approach
Build business relationship management approach
Conduct staged roll out of capabilities

101 | P a g e

7.13 Appendix M – Select Tables from 2014 NC IT Expenditures Report
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