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XPTR’S CLOUD RACF SECURITY REQUIREMENTS 
 

With the implementation of the XPTR Cloud solution setting up security rules for 
XPTR resources has changed.  In the past, XPTR used RACF Dataset Rules to 
control access to resources.  With the Cloud solution, XPTR will use RACF 
Resource Rules to control access to resources. 
 
This document is intended for XPTR Administrators who will be controlling access 
to their organizations XPTR resources. 
 
All XPTR resource rules are contained in the RACF resource class CSRES. 
 
There are important differences with the new Cloud security exit compared to the 
old security exit: 

1) In the access list for the RACF resource, do not use * READ rules to allow 
any user to access the resource.  Instead, use UACC(READ). 

2) The new Cloud security exit loads a copy of all the CSRES resource rules 
when the XPTR product comes up.  Any changes to those rules must be 
relayed to XPTR so it can reload the rules.  We will automatically reload the 
rules each morning.  If an administrator needs to have the rules reloaded 
outside of this window they can create a service request to the DIT 
Mainframe team to have this done. 

3) Since resource rules begin with #, instead of the department code, when an 
administrator needs to create a new directory or report rule, they will need 
to open a ticket to the DIT Mainframe team to create a skeleton rule with 
their agency as the RACF owner.  Once the skeleton rule is created the 
agency will have the authority to manage the rule. 

4) If you want to create a new rule for a report or directory, e.g. 
#.R$\ABC\CDE\FGHI, and there is a more generic resource rule that already 
exists, say #.R$\ABC\CDE\*, the user will need to have access to both rules.  
This is different than how the data set rule was processed in RACF with the 
old security exit.  

5) Two previous rule sets, the #.R$ (for report definitions and break rules) and 
the #.RV (report versions and indexing) rules have been combined under the 
new Cloud security exit.  These rules now exist as the #.R$ rules. 

6) Note that Cloud security rules are delimited by a backward slash, \, instead 
of a period as in a dataset name. 

 
Here are the rule formats for administrators to define resources for the XPTR 
Cloud: 
 

(1) For updating the User Profiles within XPTR: 
 
   ALTER access for: #.U$\dept code\USR\* 
 
  Where:   dept code  = three character department code 
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USR                = the literal value, ‘USR’ 
    #                      =  the literal value, "#" 

     U$  = the literal value, "U$" 
 

Note: Remember to add READ access for the directory, too.  
 
READ access for:  #.D$\dept code\* 

 
 
 

(2) For defining and updating reports and their breakrules and indexing 
functions: 

 
ALTER access for:  #.R$\dept code\bill code\* 

 
Where:   dept code = valid 3 character dept code 

    bill code = valid 3 character bill code  
#                      =  the literal value, "#" 

    R$  = the literal value, "R$" 
 
        NOTE: Reports can be defined to the form level if necessary 
 
  ALTER access for:  #.R$\dept code\bill code\form id\*   
   

(3) For defining directories: 
 

ALTER access for:  #.D$\dept code\* 
   

Where:   dept code = valid 3 character dept code 
  #             =  the literal value, "#" 

    D$                   =  the literal value, "D$" 
 

(4) For defining sub-directories: 
 

ALTER access for:  #.D$\dept code\bill code\* 
   

Where:   dept code = valid 3 character dept code 
    bill code = valid 3 character bill code  
    #             =  the literal value, "#" 
    D$                   =  the literal value, "D$" 
 

(5) For report distribution and bundling: 
 

ALTER access for:  #.B$\dept code\bill code\* 
 

Where:   dept code = valid 3 character dept code 
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    bill code = valid 3 character bill code 
#                      =  the literal value, "#" 

    B$  = the literal value, "B$" 
 
 
Users will need the following RACF rules set up: 
 

(1)  For viewing reports: 
 

READ access for:  #.R$\dept code\bill code\* 
 

Where:   dept code = valid 3 character dept code 
     bill code = valid 3 character bill code  

#                      =  the literal value, "#" 
     R$  = the literal value, "R$" 

 
Note: Reports can be secured down to the form ID level. The 
format is:  
 
     READ access for:  #.R$\dept code\bill code\form id\* 

 
(2) For viewing directories: 

 
READ access for:  #.D$\dept code\bill code\* 

 
Where:   dept code = valid 3 character dept code 

bill code = valid 3 character bill code 
     #                      =  the literal value, "#" 
     D$  = the literal value, "D$" 

 
READ access for:  #.D$\dept code\* 

 
Where:   dept code = valid 3 character dept code 

     #                      =  the literal value, "#" 
     D$  = the literal value, "D$" 
 
 
 
 
For additional information in using RACF to secure X/PTR resources, please see the 
Common Security System chapter in the Content Server z/OS, JHS Security guide on 
the web site: http://www.state.nc.us/sysware.  
 
Here are some example TSO commands (you can also run these commands in 
batch) to manipulate RACF resource rules. 
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1) To list the resource rule, access list, and audit settings 
 

RLIST  CSRES  #.R$\dept code\bill code\*       ALL   
 
*NOTE: If you issue this command in TSO it will be displayed as 
#.R$:dept code:bill code:*, with : replacing the \, which is a restriction of 
TSO. 
 

2) To list all report rules for a specific department code 
 

SR  CLASS(CSRES)  MASK(#.R$\dept code) 
 

3) To give a RACF user or group read access to a resource 
 

PERMIT   #.R$\dept code\*   CLASS(CSRES)  ID(group)  ACCESS(READ) 
 
To remove a RACF user or group from a resource 
 
PERMIT  #.R$\dept code\*  CLASS(CSRES)  ID(group)  DELETE 
 

4) To change the audit level and/or the universal access value   
 

RALTER  CSRES  #.R$\dept code\*  AUDIT(ALL)  UACC(READ) 
 


