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Message from the Secretary

Excellence, Integrity and Trust

These key values drive all that we do at the North
Carolina Department of Administration.

Our mission is to provide high-quality services
effectively, efficiently and economically for our

customers — the residents, agencies and

communities of our state.

The Division initiatives outlined in this plan reflect our shared commitment to our Agency’s vision

— “Excellence in all that we do: People, Processes and Systems.”

These initiatives are the result of a rigorous planning process that began in August 2017 and the
dedicated work of the people in DOA’s divisions. I thank them for their effort and you for your

interest in our work.

While I am proud of the accomplishments achieved, to date, by this Agency, I am even more
excited about fulfilling the promise of this plan — working together with integrity to increase our
efficiency and effectiveness for those we serve, state government operations and the people of

North Carolina.

Sincerely,

AMathelie Soncleny?

Me%chelle Sanders
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2019-2021 Strategic Plan Executive Summary

Agency Overview

The North Carolina Department of Administration was created in 1957 and re-established by the
Executive Organization Act of 1971 to bring more efficient and effective management to state
government. Prior to the Act’s enactment, more than 300 agencies reported directly to the

Governor.

The Department of Administration acts as the “business manager” for state government,
overseeing government operations such as building construction, purchasing and contracting for
goods and services, managing state vehicles, acquiring and disposing of real property, and

operating auxiliary services such as courier mail and sale of state and federal surplus property.

Additionally, the agency provides facility services and advocacy programs. Facility services
include the maintenance of state-owned buildings and grounds, and the department's advocacy
programs provide advocacy, assistance and services to diverse segments of the state's population
that have been traditionally underserved. In addition to its roles as a service provider to other state
agencies, the Department of Administration provides staff support to several councils and
commissions which advocate for the special needs of North Carolina’s citizens. These include the
Commission of Indian Affairs, Commission on Inclusion, State Building, Domestic Violence, and
MLK Jr. Commissions, Women, Youth Advocacy, & Internship Councils, and the Governor’s

Advisory Council for Historically Underutilized Businesses.

The Department of Administration’s mission is to provide quality services effectively, efficiently,

and economically for our customers who are the residents, agencies and communities of our state.

Strategic Planning Process

The North Carolina Department of Administration (DOA) began developing its strategic plan in
August 2017 through a series of Quarterly Leadership Strategic Sessions that consisted of the

Executive Management Team and Division Directors.



To move the Department of Administration toward its vision of “Excellence in all we do: People,
Processes and Systems” and the desired culture, strategic imperatives were identified that align

with many of the strategic priorities of Governor Roy Cooper.
The Imperatives are as follows:

e Explore new and improved ways to deliver effective and efficient services to create value
for taxpayer.

¢ Provide superior customer service.

e Create a culture of trust through enhanced employee engagement, openness and

inclusiveness.

To further support the vision, shape the culture, and enable DOA to achieve its goals, core

organizational values were adopted.

Goals, Objectives, Strategies & Measurement Tactic Development

Utilizing Strengths, Weaknesses, Opportunities, Threats (SWOT) analysis, Strengths,
Opportunities, Aspirations, & Results (SOAR) Appreciative Inquiry Analysis, and other strategic
planning tools, each division developed their strategic plans. Secretary Machelle Sanders also
provided at least one shared goal for each imperative with expectation that all divisions use them
as a point of reference in establishing additional goals that align with the imperatives for their

areas.

Additionally, the DOA Executive Management Team participated in a SOAR Analysis during the
strategic planning session. The purpose of this session was to review the division plans, and to
collectively prioritize goals, objectives, "and performance measures under each of the three

imperatives.

Plan Reviews

On- going monitoring of goals/objectives status will be done via a newly created DOA Dashboard,

and statuses will be reported during DOA Quarterly Leadership Meetings.



Mission, Vision, Values, and Imperatives

Mission

The North Carolina Department of Administration shall provide high quality services effectively,
efficiently, and economically for our customers who are the citizens, agencies and communities of

our state.
Vision
Excellence in all we do: People, Processes and Systems.

Values

Quality

Service

Excellence

Integrity

Safety & Health

Accountability

Continuous Improvement & Development
Innovation & Creativity

Diversity & Inclusion

Trust
DOA Strategic Imperatives

e Explore new and improved ways to deliver effective and efficient services to create value
for taxpayers.

¢ Provide superior customer service.

e Create a culture of trust through enhanced employee engagement, openness and

inclusiveness.
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Department of Administration Highlights and Opportunities

Agency Highlights and Best Practices

During the Department of Administration’s initial strategic planning session, the team created
three strategic imperatives. These imperatives were designed to support the Department’s vision
of “Excellence in all we do: People, processes and systems” and to cultivate the desired culture
that aligns with many of the strategic priorities of the Governor. The Department of
Administration’s highlights and best practices align with our Strategic Imperatives.

Imperative 1:

Explore new and improved ways to deliver effective and efficient services to create

value for taxpayers.

Imperative 2:

Implemented new employee onboarding program reducing orientation time from
several days to a single day.

Historically Underutilized Businesses (HUB) Office successfully implemented a
Reciprocity Certification Program.

Purchasing and Contracts division successfully implemented a statewide
Procurement Plan to properly plan for efficient procurement statewide.
Automated Budget Authorization Forms, reduced touchpoints, decreased
processing time from 6 days to less than one.

Launched innovative user portal for Non-Public education administrators to allow
real-time service engagement.

State Property Office launched the SPO GIS website that identifies and outlines
state owned parcels in addition to county parcel map layers. This system is
accessible to the public.

Re-engineered staffing operations for greater emphasis on Federal Surplus resulting
in over $2.5 M cost avoidance/savings over a period of a year to North Carolina
residents.

Commission of Indian Affairs (Section 8 Program) innovative accomplishment;
implementing lap-top usage for remote staff efficiency.

Mail Service Center’s operational efficiencies and enhanced fiscal management
yielded significant cost savings which haven’t been recognized in over five years.

Superior Customer Service

Public Information Office implemented an online form for internal and external
customers making requests to Secretary Sanders.

Public Information Office created and implemented an online Public Records portal
which centralizes requests and improves efficiency.

18



¢ Implemented an action plan that resulted in access to domestic violence and sexual
assault services within 30 miles of every North Carolina resident.

e Internal Audit Risk Assessment completed for FY 2018/2019 and Internal Audit
Plan developed for FY 2020.

e Legislative Overviews were created which promotes knowledge and better
understanding of DOA’s operations while building stronger relationships between
Legislators and the Divisions.

e Council for Women Office is utilizing technology solutions in SharePoint to
connect remote office with the Raleigh office for better tracking and to reduce
miscommunications.

Imperative 3: Create a culture of trust through enhanced employee engagement, openness and
inclusiveness.

e Quarterly Leadership Meetings with Executive Management Team and all Division
Directors. Primary objectives of these meetings are to align and engage the team
in issues facing DOA and our state, reflect on achievements and scorecard reviews,
and to foster collaboration across divisions and other agencies.

o DOA has implemented its first Employee Resource Group (ERG). The Veteran’s
Group held its kick-off in honor of Veteran’s Day on Nov. 11, 2018. Future ERGs
being considered are Women’s Leadership, LBGTQ, and others identified by the
team.

e Established DOA Employee Engagement Council in 2017; composed of dedicated
leaders and employees from across divisions; who have successfully worked over
the past year to promote collaborative relationships through internal programs and
philanthropic events, and actively solicit employee feedback, evaluate, and
recommend strategies for improving employee engagement.

Potential Initiatives

o Agency wide paperless initiative

e Automated electronic process for on-board and exiting of employees beginning Q1
FY 2019-20, which will minimize onboarding time, financial overpayments, and
miscommunications.

e Use of analytics to drive prioritization and decision making

e Cultural competency training for all DOA staff. The Executive Management Team
and Division Directors received training in 2018 during their Quarterly Leadership
Meeting.

e Program management resources for capability building.

s Upgrade or replace Facilities Management TM2 system.
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Enhanced social media presence and accessibility for customers and residents,
including DOA Web-site upgrades. Improved bi-lingual accessibility.

Census 2020--DOA will oversee NC Complete Count Commission.

DOA Dashboard.

Collaborative Opportunities

The DOA Quarterly Leadership meeting in February included leadership from the
NC Emergency Management Team, and the UNC School of Government. The
teams worked together to develop an action plan that identified ways in which DOA
could be more strategically engaged in and add value to the state’s disaster
preparedness and recovery efforts.

Facilities Management, State Parking & State Property has plans to implement an
electronic software system that would allow for more effective and efficient
communication, problem solving, and cooperation between these agencies. There
are plans to eventually merge State Construction as well.

DOA initiated a partnership with NCSU to improve policies and process that
support the work order program across state government. The findings are being
used to assist Facilities Management and users to become more efficient and
effective while incorporating a risk based, prioritization of work orders and to
identify and implement a paperless work order solution.

Deputy Secretary Marqueta Welton representing DOA on State Disaster Recovery
Task Force (SDRT) to address post disaster help for residents of NC.

Lean Six Sigma project led by Office of State Management (OSBM) with the
Historically Underutilized Businesses (HUB) team.

Implementation of Executive Order No.24 (Policies prohibiting discrimination,
harassment and retaliation in State Employment Services and Contracts under the
jurisdiction of the Office of the Governor) and establishment of the Governor’s
Commission on Inclusion.

Executive Order No.25 (Governor’s Advisory Council on Historically
Underutilized Businesses) established to provide support and guidance to the
Secretary of DOA and HUB Office on matters specific to the furtherance of the
objectives of this Executive Order. The NC Department of Public Safety
Emergency Management and the NC Department of Commerce work with the HUB
Office as part of the Disaster Relief Recovery Efforts to provide opportunities to
HUB when awarding contracts for construction, goods, and services.

Department of Cultural Resources has been a great partner in the American Indian
cultural preservation.
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e 2020 Women’s Centennial (19th Amendment Centennial) has been a collaborative
effort of DOA, Cultural and Natural Resources and the Governor’s Public
Engagement Office.

e HUB established partnership with Wake Technical Community College to host
certification workshops.

e HUB partnered with NC Department of transportation to secure funding for
statewide Disparity Study.
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ABSTRACT

This document represents the
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1. STATEWIDE INFORMATION TECHNOLOGY GOALS

Below are the statewide IT goals for the 2019-2021 biennium.

1. Secure IT systems and infrastructure: Provide a resilient infrastructure that mitigates risk, supports business
continuity, provides security and privacy of the State’s and citizens’ data, and supports secure collaboration and

information sharing.
2. Deepen trusted partnerships: Support and empower the business of State government by improving
processes, enhancing cross-agency collaboration and cooperation, and establishing and managing IT standards.

3. Improve the management and transparency of IT: Better utilize the State’s IT resources by increasing
visibility into what the State has, what it costs, and how the State uses it.

4. Modernize and centralize IT operations: Modernize and centralize technology operations to effectively
support a 21% century government.

5. Empower our citizens through technology: Provide transparent, easy-to-use, and customer-focused

government and student services.

6. Promote better decision-making through analytics: Leverage the State’s data to make more informed

decisions, policies, and laws.
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2. STRATEGIC PLAN EXECUTIVE SUMMARY AND GOALS

The Secretary of the Department of Administration has established these imperatives to guide the Department:

1. Explore new and improved ways to deliver effective and efficient services to create value for
taxpayers.

2. Provide superior customer service.

3. Create a culture of trust through enhanced employee engagement, openness and inclusiveness.

Vision: Excellence in all we do: People, processes and systems.

Mission: The North Carolina Department of Administration shall provide high quality services effectively,
efficiently, and economically for our customers who are the citizens, agencies and communities of our state.

Values: Quality, Service, Excellence, Integrity, Safety & Health, Accountability, Continuous Improvement &
Development, Innovation & Creativity, Diversity & Inclusion.
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4. IT PROGRAM, PROJECT, OR INITIATIVE JUSTIFICATIONS

1.1 BACKGROUND INFORMATION
DOA has conducted two exercises that inform the IT Strategic Plan:

¢ Application Portfolio Assessment
¢ Risk and Security Assessment

Each of these activities have identified specific systems, processes, technologies or resources that require long
term planning, investment and effort to resolve. Both assessments are briefly summarized here.
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1.1.1 . Application Portfolio Assessment
The Department of Administration conducted a Portfolio Assessment during the 2017/2018 FY to assess the
existing application portfolio and to identify application systems in need of enhancement or improvement.

Each application was scored by both IT and business leaders to assess over 40 distinct measures, each was
defined, and a scoring methodology assigned.

CATEGORY DESCRIPTION
BUSINESS VALUE Legal compliance scope
BUSINESS VALUE Scope of deployment/breadth of use (i.e., the number of end users that directly benefit
from or use this asset)
BUSINESS VALUE Support for critical business capabilities
BUSINESS VALUE Support for business requirements (i.e., compliance with business requirements) for
: that system
BUSINESS VALUE Replacement Opportunity )
BUSINESS VALUE System Admin interface and tools, manageability, ease of use)productivity value

BUSINESS VALUE "User interface friendliness and productivity value (i.e., user ease in navigating the
system and productivity yield)"

IT VALUE Exclusive record of origin (ROO)

IT VALUE Asset quality (i.e., asset functionality for minimizing errors in data entry by end users,
the need for manual reconciliations, or issues that otherwise cause data accuracy
issues)

IT VALUE Product expansion plans (i.e., number of new or ongoing projects/programs planning to
potentially use asset)

IT VALUE "Flexibility (i.e., ability to tailor to meet changing business requirements)"

IT VALUE Scalability (i.e., potential of the application functignality to support additional LOBs,
business segments, or products without major changes)

IT VALUE Standards compliance

BUSINESS RISK Security (i.e., strength of the controls/risk of security breach)

BUSINESS RISK Revenue effect of 24-hour unplanned outage

BUSINESS RISK Reputational effect of 24-hour unplanned outage

IT RISK Resiliency

IT RISK Asset interdependencies

IT RISK Technology obsolescence (i.e., alignment of base technology platform with supported
versions)

IT RISK Maintainability and stability (i.e., asset stability and/or maintenance issues that affect
business operations)

IT RISK Ticket / Problem volume

IT RISK Necessity and difficulty of workaround

ITRISK Internal skills/resourcing availability

IT RISK External vendor support availability (i.e., availability of support and discontinuation
timing for asset)

IT RISK Transaction capacity

IT RISK User base capacity (i.e., ability to support user volume increase/risk of reaching its
capacity limits)

IT RISK Upgrade complexity (i.e., impact on permission and speed of other product upgrades)

IT RISK Migration deadline/retirement and/or replacement horizon (i.e., length of time since

desired removal date)

Department of Administration
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| IT RISK

Data manipulation

These measures gave us the ability to view the portfolio graphically. Visual representations of the applications
supporting DOA and the associated risk and value relative to the entire application portfolio.
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Figure 1 Application value/risk representation

Of note, eProcurement is not represented on the chart above.
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Figure 2 Application value/highest risk representation

Many applications in the portfolio have risk that is unacceptable. The risk factors vary but the most significant

include:

o End of life applications that lack vendor support

¢ Insufficient support resources, some with no support or a single support resource (single point of failure
e Old technology

e Qutdated policies, processes and procedures

Over time, DOA will work to move applications to the top left quadrant of the value/risk chart. The strategic
plan for DOA reflects the desire to improve value/risk measurements. Many of the most important initiatives
for the next two years will improve the risk profile of the applications with the most risk.

¢ eProcurement

e Facilities Management
s  Surplus

¢ Parking
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1.1.2

Risk and Security Assessment

Additionally, DOA conducted a Risk and Security Assessment using the NIST 800 53r4 Control Families using an
external vendor to conduct the assessment. The major findings in the assessment focus around the following

areas:

insufficient security resources to maintain adequate security
o Audit processes
o Configuration Management
o Software Development Life Cycle with security integration

o Disaster Recovery and Contingency Plans
Policies need to be updated and enhanced to reflect new security framework
Update the Incident Response and Management Plan
Enhance Physical Security
Audit of DIT services
Network Segmentation
Security education for DOA staff
Security vulnerability management
Application Firewall integration
Monitoring and Control

During the assessment, muitiple systems were identified as having critical and high vulnerabilities require
mitigation to maintain the security and integrity of the business functions they support. These critical business
systems are represented in the following pages of the strategic plan.

The DOA response to the security assessment has been documented and submitted to the State Chief
Information Security Officer. Funding to impiement the response plan is represented in the strategic plan that

follows.

Department of Administration
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Below is an example. Please follow this format.

1.2 PROJECTS
1.2.1 Procurement System

1.2.1.1 Justification
The eProcurement project will leverage the State’s existing knowledge base of the “Ariba Buyer” platform and

upgrade the solution to meet State requirements. This is necessary because the existing on-premise solution is
rapidly approaching its serviceable end-of-life. The existing module is an outdated segment of a suite of
functionality that must be upgraded to meet State continuous improvement objectives and eliminate waste. The
upgrade will also improve efficiencies within the State’s procurement operations and expand its utilization of
government resources fully utilizing all functionality available through the State’s procurement system. The
project will also satisfy State Legislature General Statues: § 132, § 143-48.3, § 143-49, § 143-50.1, and applicable
sections of § 147. The final product will be a cloud-based technology featuring a robust software-as-a-service
platform that will improve reliability while reducing infrastructure and manpower costs.

1.2.1.2 Measures
High-level objectives for the all organizations:

¢ Identify key representatives from DOA, DIT, agencies, community college, university, LEA's and local
government that will be charged with providing continued input for the implemented solution.

e Streamline the procurement process by reducing customizations of the application increasing consistent
repeatable processes.

¢ Train departments and agencies in a consistent use of the tool to insure uniformity of input, data recall,
and reporting.

¢ Eliminate duplication of effort.

¢ Provide more reliable data and tools for data analytics.

e Encourage a paperless environment by reducing paper/physical files associated with each
purchase/contract by offering a digital/electronic format alternative.

o Correct deficiencies identified by the Office of the State Auditor.

The goal of this project is to:

¢ Develop business requirements that meet State requirements.
e Procure services that support the upgraded Saa$ cloud-based application.
¢ Implement the selected Saa$ application.

1.2.2 Facilities Management System

1.2.2.1 Justification
The primary mission of the North Carolina Facility Management Division is to provide a safe and healthy work

environment for employees and the public in a cost effective and efficient manner. Facilities Management, with
150 in-house employees, is responsible for managing 150 buildings of office space with over 7,258,413 sq. feet
of maintained space. The vendor supporting the system is no longer in business and a new solution is needed to
support the work management functions supporting Facilities Management.

Department of Administration
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The purpose of this project is to replace the existing system used for maintaining the facilities. The primary
business services needed for this project are:

Description
Billed service requests are used when an agency needs something that
does not exist or needs to be changed from its present configuration.
Examples include new electrical circuits, reconfiguration of interior walls
and doors, keys, access cards, and signs. These items must be a billed
service because it would be impossible for Facility Management to budget
for the needs of an agency. Once a building system item is installed in a
building Facility Management will assume responsibility for maintenance
and replacement of that item.
2  Service Order Process Reactive maintehance requests that pertain to items of éxisting building
system equipment in a facility owned by the Department of
Administration. This equipment includes electrical, HVAC, and plumbing
items. Facility Management Division's budget covers the maintenance and
replacement costs for this equipment. These cover maintenance to keep
the DOA owned facility “as-is” and does not cover changes.
3  Preventative Maintenance Maintenance regularly scheduled and performed on equipment per
Process manufacture specifications. Preventative maintenance is performed while
the equipment is still working, so that it does not break down
unexpectedly.

ID Business Service
1  Work Order Process

4  Asset Management Monitoring tools and equipment of value for DOA in association with
Preventative Maintenance Processes.

5 Inventory Management Management and supervision of stock items. Warehouse team supervises
the flow of goods from manufacture to warehouse to technicians’ use in
repairs.

1.2.2.2 Measures
New facilities work management solution operational on or before 2019 Q3

1.2.3  Property Management System

1.2.3.1 Justification
Session Law 2018-5, (Senate Bill 99) Sections 31.2(a) requires the Department of Administration (DOA) to

coordinate with other State agencies to use existing geographic information systems and information
technology systems in developing a real estate information system to manage the State's owned and leased real
property portfolio in the manner required by G.S. 143-341.2. DOA shall report to the Joint Legislative Oversight
Committee on General Government its progress in implementing the provisions by November 1, 2018.

Session Law 2018-5 (Senate Bill 99), Section 31.2( b) per provision G.S.66-58.12(c) provides DOA $1,000,000 in
nonrecurring funds for the 2018 — 2019 fiscal year to be used to develop a real estate information system.

Session Law 2016 — 119, Senate Bill 747, requires DOA to actively manage the state’s portfolio of real property;
to require measurement of the current utilization of state-owned facilities; to ensure the accuracy of the real
property inventories maintained by the Department of Administration; and to ensure that the use of state-
owned space is maximized before leases are entered into or renewed, as recommended by the program
evaluation division of the General Assembly.

Department of Administration
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There are over 140 business requirements specified which address the following:

1.2.3.2

Facilitate real-time collection and dissemination of real property information.
Enable statistical data reflecting asset value on demand.

Incorporate GIS data to locate facilities controlled and managed by the State.
Assist executive management to determine cost data near real time.

Measures

Key benefits and deliverables derived from current requirements are:

1.24

‘A hosted solution that will streamline data collection efforts pertaining to the disposition of real

property.

Cost savings indicative of the reduction or removal of paper from the management process of real
property. ’

Improve overall data integrity for real property portfolio.

Improved coordination of real property assets.

Enhanced decision-making capabilities for executive management.

Use of automated tools to reduce time and improve real property data accuracy.

Solution that is user friendly and easily maintainable.

Surplus Property System (Federal and State)

DOA wants to replace the existing Surplus Property System with a new modernized Surplus Property System that
sells or disposes of State and Federal property. The system will contain components for state surplus property,
federal surplus property, inventory, and auction site.

124.1

1.25

Justification
New automated Surplus Property System for State and Federal Surplus items that uses mobile
technology.
Training.
Administrator guide and instructions.
Auction site that allows for auctions to be cancelled under certain situations, auctions to be awarded.

API's for accounting and GSAX will be built

Measures
New automated Surplus Property System for State and Federal Surplus items that uses mobile

technology. ’
Training.

Administrator guide and instructions.

Auction site that allows for auctions to be cancelled under certain situations, auctions to be awarded.

API's for accounting and GSAX will be built

Motor Fleet Management System

The primary business goals and objectives for the Motor Fleet Module is to improve how DOA manages vehicles
in the fleet and provide the following business functionality:

Department of Administration
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Fleet Acquisition
o Registration
o Licensing & Use
Fleet Tracking
o Fleet Requisition
o Fleet assignment

o GIS Mapping
o Fleet Disposal
Accounting

o Fleet Financing
o Billing & Invoicing
o Vendor Management
o Vehicle Cost
o Depreciation
Maintenance
o Mileage Tracking
o Fuel Tracking
o Inspection & Maintenance
o Parts & Supplies Management

1.2.5.1 Justification
The existing Motor Fleet solution is old and consists of multiple solutions to meet business needed. The current

solution set requires an upgrade to meeting new business requirements to provide the appropriate level of
management and tracking of state assets

1.2.5.2 Measures

Increased operational efficiencies by utilizing fewer systems to manage fleet operations.

Eliminates redundant data entry processes through integration, which improves accuracy and frees up
staff time.

Streamlines business operation through simplification and automation, reducing touchpoints and
eliminating required staff time.

Allows for the identification of fleet trends through data analysis that allow for cost reductions without
negatively impacting client operations.

Reduces state travel expenses through technology improvements (automated motor pools).
Improvements to technician productivity through a comprehensive shop and inventory system.
Flexible reporting and data functionality (dashboards) that allows for the creation of actionable insights
from business intelligence.

Increased efficiency through simplified and improved billing. Reduces billing errors and improves
collections and tracking.

Improved vendor management and analytics regarding spend levels and savings opportunities.

Department of Administration
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1.2.6 Business Dashboard
1.2.6.1 Justification

1.2.6.2 Measures

1.2.7 Interscope System Support
Interscope is a state-wide Capital Project System used by the Community Colleges, Universities and all State

Agencies. The primary function of the system is to track and manage the lifecycle of Capital Projects. The active
project portfolio currently is valued at over $9 billion dollars. There are roughly 2000 active users of the system.

The major functional areas are:

e Budget Management

¢ Contract Management

e Milestone/Schedule Management

e Historically Underutilized Business data
¢ Expense Management

1.2.7.1 Justification
Interscope is a sophisticated, business critical system that is supported by a single DIT employee. Additional

funding to add a second application developer to address this single point of failure risk and to address the
backlog of enhancement requests is needed. There are 113 enhancement requests ‘estimated to require 1386
hours of development time to implement that have already been approved by the State Construction Office.
Additional enhancements that wouid add even more to the backlog are awaiting approval and prioritization.

Additionally, the application development employee supporting Interscope no longer resides in North Carolina

1.2.7.2 Measures
Hire second developer by end of 2019 Q4

Reduction in the enhancement request backlog and knowledge transfer to second support employee.

1.2.8 Grants Management System
The Department of Administration (DOA) is seeking a grants management solution to improve operations
around grant program administration. There are nine grant programs that have identified that could benefit

from capabilities provided through a grants management solution.
The Advocacy Division within DOA administers five of the grant programs which include:

¢ NC Council for Women (CFW Grant)

¢ Domestic Violence Grant (FVPSA)

¢ NC American Indian Fund Scholarship Fund
¢ Martin Luther King Grant

¢ Youth Involvement Grant (mini grants)

Other divisions within DOA are involved in the administration of the remaining four programs which include:

e License to Give Grants, Trust Fund Commission
¢ Human Trafficking Grants (2 Programs)
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¢ Human Trafficking Grants (2 Programs)
¢ Non-Public Education Grant

12.8.1 Justification
Grants management within the context of these programs consists of some manual processes that are based on

paper centric processes. The implementation of a grants management system to support this business area
would:

¢ Reduce paper generation
e Reduce manual processes
e Automate workflow processes

1.2.8.2 Measures
e Improve the experience for grant applicants by making the process easier to understand and complete.

¢ Improve DOA’s grant administration business processes to reduce manual and paper-based task and
reduce the time required to execute the process.

¢ Reduce the cycle time across the lifecycle phases.

e Develop a better online grant application process.

¢ Improve technical assistance and training for staff and grantees.

1.2.9 Managed Print Services
Based on a printer assessment performed in last year, DOA maintains 79 printers from 6 different manufacturers

with 46 different printer models. This means that there is little commonality of toner or ink cartridges.

On average DOA prints roughly 150K pages.

i
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— — == |
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MFF | Copler - Inkjet - Local | 540

’ ' }

iFP | Copler - Color Laser - Local | 60
|

J' Fax - Mono - Standalone | 20 L [
. _ _ |
[ 10,000 20,000 30,000 40,000 50,000 60,000 70,000

i

80,000

Of this group of printers, 27 are network attached. Most printers are beyond their technical support life, most
are over 5 years old (65 in total).
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1.2.8.1 Justification
Printers at DOA are unmanaged and insecure. This project would establish a managed print service for DOA

which would reduce consumable inventory, reduce risk from outdated, insecure and unsupported printers
throughout the agency.

The Secretary of DOA has asked the executive team to reduce the amount of paper used day to day, this
initiative would provide DOA the ability to measure and report on the amount of paper generation and would
allow for the active measurement of initiatives to reduce paper generation while helping to enable digital

business processes.

1.2.9.2 Measures
e Reduction of paper generation year over year.
¢ Reduction of stand-alone printers year over year.
¢ Managed Print Service operational 2019 Q4

1.2.10 Wireless Services (116 West Jones Street)
Wi-Fi connectivity is not available for most of the DOA business functions within the downtown Administration

building at 116 West Jones Street.

1.2.10.1 Justification
Wi-Fi access and the ability to work in alternate locations has become an expectation of most employees in the

modern workplace. The DOA building does not have wireless access in most of the building (Ground, 2™, 37 4t
floors). This means that employees have fewer options to collaborate and work together away from an assigned
desk location. Modern devices such as laptops, tablets, employee signage are all limited to hard wired network

connections.
Additionally, due to the age of the DOA building any network connectivity that requires access to the ceilings in

the building are cost prohibitive to implement. Wireless access in the building would allow greater collaboration
opportunities and would avoid the costs encountered when network access is required but not available.

1.2.10.2 Measures
Wireless access available in the DOA building on the Ground, 2%, 3", and 4% floor.

Department of Administration
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1.2.11 Security Staff
A security assessment conducted by DOA in partnership with an external assessor. The assessment identified 22

specific areas where DOA should enhance and improve upon existing policies, processes, application systems
and infrastructure designs. The assessment identifies the lack of proper security resources required to
implement the changes and to maintain proper practices over time as an important factor in the findings.

1.2.11.1 Justification
Without additional security staff to address the issues identified in the Risk and Security Assessment DOA will

not be able to address the findings in the report.

1.2.11.2 Measures
Three full time security employees hired by Q4 2019.

Issues identified in Risk and Security assessment remediated by Q4 2021, the most critical issues will be
prioritized and remediated in order of risk and effort required to implement each remediation.

1.2.12 Phone System

The telephone system and telephone sets (approximately 260 phones) supporting the DOA building downtown
and the State Construction Office are at End of Life and need to be refreshed. DIT has recommended the system
be refreshed as soon as possible due to the End of Life of the system and equipment.’

1.2.12.1 Justification
Nortel CS1000 will no longer be supported by DIT at the end of 2019.

1.2.12.2 Measures
New VolIP phone system operational by 2020 Q1.

1.2.13 Parking System
The DOA Parking System team maintains the parking lots, gates and revenue collection system for lots in the

downtown complex.

1.2.13.1 Justification
The current parking system is at the end of technical support. Parts for the gates are no longer available.

1.2.13.2 Measures _
Functional parking system in place Q1 of 2020.

1.2.14 DOA Ticket Management
DOA supports a broad’range of business functions and as a result fields a diverse set of requests from citizens

and businesses. As requests are made, they are routed to the proper business area to receive a response.
These requests are not tracked centrally.

This request includes 6 months of consulting hours and licensing to support a ticket management system as a
reoccurring charge.

1.2.14.1 Justification
Effective and Efficient service to citizens is one of the Secretary’s main imperatives. The Secretary has asked

that a system be created which will allow DOA to record, track and report on requests made to DOA by citizens
and businesses alike to ensure that each request receive a proper response.

Department of Administration
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1.2.14.2 Measures
Requests from citizens, businesses or agencies receive an acknowledgement of receipt within one business day.

Requests are assigned to the proper division within DOA within one business day.

Aging reports are created to identify requests that are outstanding depending on the service level and type of
request.

Department of Administration
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5. ENTERPRISE IT OPPORTUNITIES

The purpose of this section is to learn about additional initiatives that your agency envisions, possible joint funding
opportunities that the agency may be planning with other agencies, and other funding sources that could be
utilized at the enterprise level. Please consider both IT and non-IT initiatives. Most initiatives that are enterprise in

nature will likely require both business and IT resources.

5.1. Potential Initiatives

5.2. Collaborative Opportunities
Procurement Systems are being considered by other agencies.

DOA may establish a Project Management Organization during this budget plan. Opportunities may arise to
collaborate on project management software, education or practices.

Double click here to insert Agency Name
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