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AGENDA
• The IT compliance landscape
• Compliance remediation and program development
(multiple obligations)
• Sustainment of compliance

• Compliance audit effectiveness
• Key takeaways
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THE IT COMPLIANCE
LANDSCAPE
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THE IT COMPLIANCE CHALLENGE …
Compliance demands on enterprises are rapidly increasing, and so are the risks and
adverse impacts associated with failing to meet these demands

Key Enterprise Issues
• Lack of an enterprise-wide view of compliance risk
• Weak/non-existent compliance functions
• Reactive (instead of proactive) and/or sub-optimal/checkthe-box compliance management
• The significant impact of a security breach on compliance

• Poor integration of compliance obligations with
business/operational obligations
• Too many audits/assessments, and ineffective remediation
• Increasing operating costs
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NON-COMPLIANCE BUSINESS IMPACTS …
Non-compliance with statutes, common-laws and regulations exposes an enterprise to
significant scrutiny, in addition to multiple adverse financial and non-financial impacts
•

Steep regulatory penalties/fines

•

Reduced earnings/revenues

•

Lawsuits

•

Market share loss

•

Weakened brands / loss of public trust and
confidence

•

Revocation of operating licenses / business fold-up /
dissolution / mandatory closure

•

Executive incarceration

•

Employee turnover
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THE SPOTLIGHT IS ON …
Board/executive/senior management concern and support for compliance is on the rise – a
situation driven by the net impact of non-compliance on the enterprise bottom-line, brand, etc.
Key Questions from Board / C-Suite
•

What is our enterprise compliance risk management
strategy?

•

Functionally and operationally, are we progressively
reducing compliance risks to a minimum?

•

Do we know our compliance gaps? Do we understand
our real compliance risks and business impacts?

•

Do we have qualified, knowledgeable
compliance/risk/security team?

•

Are current compliance management practices,
systems and tools sufficiently effective?

Compliance Risk Mitigation

•

How do we know if we are sustaining our statutory and
regulatory compliance obligations?

The future of the enterprise is the focus, rather than
“checking the boxes”!

•

Are our employees compliance risk conscious?
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COMPLIANCE
REMEDIATION
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KEY CONSIDERATIONS
- Understanding of current and future compliance
obligations based on industry, business/customer
profile
- Compliance scoping
- Gap analysis (where relevant)
- Remediation planning
- Program development and operationalization
- Sustainment of compliance

8 | Confidential

A PROVEN APPROACH …
Our compliance remediation delivery team applies relevant components of our broader cyber risk
advisory methodology, tools and templates to help remediate compliance gaps/risks
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Controls
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Documentation
Follow-up &
Validation

Gap
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Phase III
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Charter
Preparation
Request for
Documentation
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Resources
Charter Meeting

Phase II

Phase I
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Controls Design
Implementation
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Execution &
Tracking
Training
Sustainment
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Compliance
Validation
Phase V

Client
Controls
Discovery

Design & Impl.
Evidence Review
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Our approach leverages your business applicable industry standards & frameworks (e.g. PCI, HIPAA, SOC, NIST-CSF, ISO2700 Series, NIST 800 Series, COBIT, ITIL)
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SUSTAINMENT OF
COMPLIANCE
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COMPLIANCE PROGRAM COMPONENTS
- A successful Compliance Program relies on a well defined GRC
Strategy
- Key components of the Program include:
• Definition of strategic goals/targets
• Operational/tactical initiatives required to achieve
compliance management goals and objectives
• Governance (e.g. compliance policies, standards,
procedures)
• Compliance operating model
• Stakeholders, roles and responsibilities
• Unified control framework
• Tools and templates
• Compliance information management and analytics
• Metrics
• Continuous improvement/sustainment
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SUSTAINMENT OF COMPLIANCE …
To sustain compliance, enterprises must establish a formal mechanism to assure that compliance
objectives and obligations are managed, delivered to desirable outcomes in favor of strategic
business targets
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•

Ensuring that compliance risk and impacts are
analyzed and understood in business terms and
remediated

•

Strategic alignment of compliance remediation
initiatives with the overall direction of your business

•

Following through on desired outcomes

•

Trusting, but verifying all remediation tasks

•

Supporting your compliance resourcing needs
appropriately and cost-effectively, as may be required

•

Ensuring a formal way of measuring and
communicating the value of compliance initiatives

•

Sustaining the achievement of compliance goals and
objectives

EFFECTIVE
COMPLIANCE AUDITS
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COMPLIANCE AUDITS
- An exhaustive periodic review of an enterprise’s adherence to
regulatory obligations is crucial to effective compliance management
- Key considerations for effective compliance audits include the
following:
• Audit goals and objectives
• Planning and scoping
• Delivery approach and methodology
• Corroborative inquiry vs. Substantive testing
• Design and/or operating effectiveness assessment

• Unified controls framework
• PCI, HIPAA,SOC

• Data gathering
• Benchmarking and analysis
• Documentation & reporting
• Working papers / test evidences

• Remediation and risk mitigation
• Follow-up/tracking/remediation
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KEY TAKEAWAYS
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KEY TAKEAWAYS
- Enterprises face several challenges that stifle effective compliance
management, and with resulting business impacts
- Compliance programs are best developed with proper
understanding of obligations and scope, gaps, remediation plan,
program development and sustainment
- Key components of an effective compliance program include:
•
•
•
•
•
•
•
•
•

Strategic goals/targets
Operational initiatives
Governance
Operating model
Roles and responsibilities
Unified Controls Framework
Tools and templates
Information management and analytics
Continuous improvement

- Compliance audits are made easier by the institution of effective
compliance program
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Q&A
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